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I. Introduction 

The list of businesses experiencing data breaches has grown exponentially since the early 2000s (Clement 2019). 

Both the number of cases and the number of records exposed have grown. Illustrating the scope and potential severity of 

this issue are examples like the 2017 Equifax data breach that affected almost 148 million individuals (Fung 2018) and the 

2013 Yahoo breach that affected 3 billion individuals globally (Reints 2018). Similarly, a hacker accessed 106 million of 

Capital One’s credit card customer and applicant accounts in March 2019 (McClean 2019). For businesses, the cost of data 

breaches can be significant. In July 2019, Equifax agreed to pay up to $700 million for its breach in 2017. According to the 

Washington Post, “[t]he punishment includes payments to affected consumers, fines to peeved regulators and a host of 

required changes to the credit-reporting agency’s business practices, government officials said Monday, as they faulted 

Equifax for putting more than half of all U.S. adults at risk for identity theft and fraud” (Romm 2019). Anthem, the largest 

health insurance company in the U.S., agreed on June 25, 2017, to pay $115 million related to a 2015 data breach (Meyers 

2017).  

The Internal Revenue Service (IRS) itself has not been spared from this type of attack, with far reaching data 

breaches in 2015 and 2016 exposing tax data of over seven hundred thousand individual taxpayers (McCoy 2016) and a 

data breach affecting over one hundred thousand students that allowed identity thieves to fill out fraudulent tax returns and 

steal over 30 million dollars from the U.S. Government (McKee 2017). Costs to the affected entity generally cover credit 

monitoring for victims and reimbursements for breach-related expenses; however, the overall costs to the clients and 

stakeholders of the entities affected can be much larger. The frequency and scope of the impact seem to expand with each 

new breach.  

The electronic file used in preparing an individual tax return contains a wealth of personal information, including 

full name, Social Security number, birthdate, employer information, income and deduction amounts, and dependent 

information. Such information in a single electronic file is a treasure trove for identity thieves. Armed with this information, 

perpetrators can file a tax return in a victim’s name and steal the taxpayer’s refund. Furthermore, with all of this information, 

the thieves can apply for credit in a taxpayer’s or dependent’s names and engage in other activities that could be ruinous to 

a person’s life.  

Given the severity of the consequences of stolen tax return data, entities with sensitive tax information must be 

especially diligent in minimizing the risk of data breaches. Tax data and the systems used to manage the processes of federal, 

state and local taxing authorities are vulnerable to security breaches as there is a large number of individuals and computer 

systems that can potentially touch a taxpayer’s data. In that context, it is our view that a single taxpayer’s efforts to protect 

his/her data will be insufficient to minimize vulnerability, risk and exposure. Because there are so many entities that could 

potentially access taxpayer data, our thesis is that a broad tax security protocol to which all parties can subscribe is necessary 

to protect the integrity of federal, state and local taxation systems. While many cybersecurity frameworks exist (e.g., NIST, 

PCI DSS, ISO 2700, CIS CSC, COBIT, etc.), our framework focuses specifically on the tax data security context and, like 

the basic security strategic thinking implicitly embedded in most frameworks, it identifies threats, considers potential harm 

to affected entities and employs fundamental security principles that fit the tax context. Though elements of the extant 

frameworks are clearly visible in our proposed protocol, none of the available frameworks has a tax data security orientation 

and a coherent link to the underlying security strategic thinking that could lead to more robust tax data security. Accordingly, 

our protocol seeks to supplement rather than replace existing security frameworks with a focus on tax data security.  

http://www.NACVA.com/JFIA
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 Many taxpayers in the U.S. use an electronic service to file their tax returns. A diverse network of professional and 

non-professional preparers operating in disparate jurisdictions and employing a wide variety of information technology 

tools and systems participate in this mandatory compliance activity each year. For fiscal year 2019, the most recent year for 

which data is available, there were 139 million individual tax returns filed (Hood 2019). Of these, 126.96 million were 

electronically filed, with 70.97 million being filed by paid preparers,  and 59.99 million being filed by the taxpayers using 

software or free e-file (Hood 2019). The data shows that almost 60% of electronically filed federal and state tax returns 

were prepared by tax professionals. In 2018, the top eight products used by paid preparers were (Bonner 2019): 

Table 1: Software Tax Preparing Services 

Software Name Publisher Percentage  

UltraTax CS Thomson Reuters 19% 

Lacerte Intuit, Inc. 17% 

CCH ProSystem fx Wolters Kluwer 16% 

Drake Drake Software 14% 

CCH ProSeries Intuit, Inc.  13% 

ATX Wolters Kluwer 6% 

CCH Axcess Tax Wolters Kluwer 4% 

Other Various publishers 11% 

The percentage of self-prepared e-filed federal and state tax returns rose from 42.9% in 2018 to 44.1% in 2019 

(Hood 2019). Self-preparers normally use software sold by some of the same publishers listed above or software that is 

available free-of-charge to individuals meeting certain income and complexity requirements.  

The diversity and complexity of the U.S. tax system makes it particularly vulnerable to data breaches and related 

integrity challenges. In this article, we examine vulnerability, risk and extent of exposure of the vast system that supports 

tax compliance in the U.S. and present a protocol for managing tax data security. We begin with an assessment of taxpayers’ 

perceptions of tax data security, then we identify entities at risk and show that most cybersecurity threats could be modeled 

in a multi-dimensional typology adapted from Stallings (2003). We use our multi-dimensional typology to propose a security 

protocol to address the vulnerability, risk and exposure issues faced by entities that participate in the U.S. tax system. Our 

protocol draws on the nature of tax security issues in a virtual network that connects multiple parties in the tax systems. The 

foundation of the protocol is that there are common types of vulnerabilities, risks and exposure that entities face, which can 

be managed by addressing the characteristics of distributed virtual networks and entities that might exploit vulnerabilities 

in such networks.  

The remainder of the research contains five sections. Section two presents taxpayer perceptions of tax data security 

issues. Section three discusses the various entities with access to data and the types of exposure they face. We then develop 

and discuss our information security typology that groups vulnerabilities, threats and exposure based on common 

characteristics that may be exploited by hostile entities in Section four. Based on our typology discussed in Section four, 

we present a comprehensive protocol to address common types of cybersecurity attacks that threaten entities in a taxation 

system. In Section five, we conclude with a summary of cybersecurity issues in a distributed network of taxation entities 

and associated recommendations.  

II. Perceptions of Tax Security 

For a protocol to be effective, affected parties must have confidence in the protocol and its potential effectiveness 

in solving a perceived problem. Accordingly, we explore taxpayers’ perceptions of the status of tax security as such 

perceptions will ultimately affect the acceptance and diffusion of changes in tax security practices (Miniard and Cohen 

1981; Williams et al. 2014). To understand perceptions, we used (a) an unstructured “big data” perception sampling tool 

(Twitter) to collect the data, and (b) an artificial intelligence (AI), unstructured content analysis tool (IBM Watson) to 

analyze the perceptions of the public on this topic. Twitter is an online social network service that enables its users to 
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communicate via short 140-character (at the time the data was collected but now increased to 280-characters) messages 

called "tweets".  

The data collected from Twitter spans a period of two tax filing seasons, from January 2016 to May 2017. The 

collection tool provided the authors with access to a random sample of 10% of Tweets from Twitter. We used two specific 

hashtags (#taxidtheft and #taxsecurity) to collect the data for our study. Only tweets that contained the described hashtags 

were collected by the AI tool. The data collection resulted into 482 individual tweets. Of these, 402 authors were from the 

U.S. with the remaining 80 from other countries or no specified country. Males authored 312 of the tweets, females authored 

107 and 63 authors did not provide a gender. The gender breakdown is in line with the demographics of Twitter users 

(Clement 2020). 

Figure 1: Tweet Communication Date Clusters 

 

The AI interpretation tool crawled through the unstructured content of the perception data (tweets) and categorized 

each individual tweet as containing positive, negative, neutral, or ambivalent sentiments based on a content analysis of the 

words used within the tweet. A small set of tweets were unclassifiable: eleven tax security tweets (#taxsecurity) were 

ambivalent, and two were unclassifiable while seven tax id theft tweets (#taxidtheft) were ambivalent and none was 

unclassifiable.  

The data for tax security topics (#taxsecurity) are mostly clustered around December 2016 (175 tweets), January 

2017 (111 tweets) and February 2017 (17 tweets) and the tax ID theft topics (#taxidtheft) were clustered during the period 

from January 2016 (57 tweets) and February and March 2016 (8 and 5 tweets) as well as January and February 2017 (34 

and 78 tweets). These clusters in Figure 1 coincide with the disclosures by the IRS of cybersecurity breaches that took place 

in 2016 and 2017 (McCoy 2016, McKee 2017).  

Next, we analyzed the sentiments the public exhibited towards tax security. To perform the analysis, the AI 

interpretation tool scraped actual tweet content and used a Natural Language Processing (NLP) algorithm to identify the 

specific words contained by the tweet. The AI tool uses a predefined dictionary of sentiment-qualifying words to assign 

positive or negative values to a particular tweet. If a tweet did not contain words with positive or negative value loadings, 
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then the tweet would be categorized in the neutral category. If the words within the tweet match positive or negative 

sentiment words form the predefined dictionary, then the tweet would be categorized accordingly (Kumar 2012; Liu 2015). 

Figure 2 shows that in 2016 and 2017 the public’s perceptions were mostly neutral (65%), followed by positive (18.9%) 

and then negative (11.7%), while the rest of the tweets (5.4%) were qualified as either ambivalent or unknown. The percent 

breakdown indicates that the majority of tweets about either tax security or tax ID theft contained wording that was markedly 

neutral and devoid of negative or positive sentiments. The tweeters may have been simply stating facts or may not have had 

a specific opinion about tax security or tax ID theft. 

Figure 2: Perceptions of the General Public Regarding IRS Cybersecurity Efforts for the Year 2015 

 

To further understand the perceptions of the public regarding tax cybersecurity, we constructed a set of word maps 

that depict the most used negative and positive words contained by the tweets. Figure 3 depicts the resulting positive word 

map, and Figure 4 the resulting negative word map. To create word maps, the AI system parses each individual tweet and 

counts the number of times a particular word appears in the set of selected tweets (based on the hashtags chosen by the 

user). The more times a particular word appears in the target tweet sample, the larger the word will be displayed on the word 

map (Qasim et al., 2013).  
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Figure 3: Positive Words Used by Twitter Authors to Depict Tax Cybersecurity 

 

Interestingly, while the positive words used point to themes related to “safeguard” and being vigilant about tax 

cybersecurity (i.e., solutions), the negative sentiments are depicted by words like “scam”, “unsecured” and “compromised” 

that may indicate concerns about tax security or the identification of a problem. A way to interpret this is that one group 

sees avenues for a solution and the other may view security issues that must be addressed. This grouping of respondents 

lends itself to the introduction of solutions that could address tax data security and avoid a potential meltdown in taxpayers’ 

confidence in the U.S. tax system. Furthermore, some of the themes that emerge from the positive and negative word maps 

indicate that the public has an interest in “recommendations” and “help” with “securing”, “safeguarding” and “resolving” 

tax security and tax ID theft “scams” and “complaints”. On the other hand, the 65% of tweets that are sentiment-neutral 

may indicate that the majority of the public may not be as aware of or has not personally experienced issues related with tax 

security or tax ID theft. However, almost 12% of tweets indicate a negative experience with tax data security, which may 

illustrate a need for better tools for educating the public and organizations to ensure tax data is properly safeguarded.  

Figure 4: Negative Words Used by Twitter Authors to Depict Tax Cybersecurity 
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III. Entities with Exposure 

Figure 5 depicts the vast array of entities involved in communicating, analyzing, recording, aggregating and storing 

the information required by the IRS and other entities to support the U.S. tax system. Each entity depicted in Figure 5 holds 

private taxpayer data and adds another layer of vulnerability to the U.S. tax system. An overview of their roles in the system 

appears in Table 1.  

Figure 5: Tax Entities 

 

A potential data breach could occur at the employer-related level, the individual level, or the financial services level. 

Upon hiring an individual, the employer will collect the individual’s legal name, Social Security number (SSN), address, 

marital status and number of dependents to be used for withholding of federal and state taxes and checking account 

information if the employee choses direct deposit. The employer also will need documents such as passports, driver’s 

license, birth certificate, or Social Security card to determine if the individual is eligible to legally work. The employer’s 

database also contains other personal information about the employee such as annual salary, financial institution, and similar 

information specific to the individual. The employer uses this information to determine the employee’s net pay each pay 

period and to prepare the employee’s annual W-2. Rather than prepare payroll and W-2 documents directly, the employer 

may outsource this function to a payroll services firm, adding another party with access to sensitive tax information.  
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Table 2: Entities in the Tax System and Overview of their Roles 

 

 Financial services enterprises also hold sensitive tax information for individuals to comply with their 1099 reporting 

responsibilities in the tax system. Banks must report the amount of interest income that a taxpayer earns. Brokerage firms 

report interest, dividends and stock transaction information such as selling price and cost basis. Retirement-services firms 

report distributions from retirement plans and taxes withheld. All of these firms, at a minimum, have the taxpayer’s name, 

address and SSN. Additionally, retirement services companies have amounts of income and withholding percentages. Other 

firms, such as mortgage holders, partnerships or other ventures in which the taxpayer has an ownership interest, also have 

sensitive taxpayer information, such as name, address and SSN.  

 At the individual level, the primary taxpayer and the taxpayer’s spouse (if any) will have access to the tax 

information. Even the taxpayer’s dependents may have access to the tax information, if, for example, the dependents are 

college-age and must upload the parents’ tax information for student financial aid purposes. 

The taxpayer may self-prepare his or her tax return via a software program such as TurboTax, H&R Block, or a free 

online tax preparation application. Once the taxpayer enters the tax information into the software, the owner of the software 

program will have access to that data. When the tax return is complete, the taxpayer will generally elect to have the software 

company electronically submit the tax return to the federal and, if applicable, state and city tax agencies.  

 Rather than self-prepare the tax return, the taxpayer may choose to have a third party, such as a CPA or other tax 

preparation service prepare the tax return. If this is the case, then yet another party has access to the individual’s sensitive 

tax data. The tax preparer will use a tax software program to prepare the tax return and will then electronically submit the 

return to the proper taxing agencies.  

 Finally, the taxing agencies receive the taxpayer’s electronic tax return. These returns are stored on the tax agency’s 

system and used by multiple individuals, often across state lines. 

Entity Definition and Role

1.     Taxpayer First person listed on the tax return

2.     Taxpayer’s spouse Spouse (if any) of the first person listed on the tax return

3.     Taxpayer’s dependents Individuals for whom the taxpayer is claiming a dependency exemption.

4.     Banks Financial institutions that send out documents (e.g., Form 1099-INT) to the taxpayer indicating the 

amount of interest and/or dividends that the taxpayer received from the bank. Banks may also 

receive tax payer refunds directly from the tax authorities for deposit into their respective savings or 

checking accounts.

5.     Investment and retirement brokers Financial institutions that send out documentation (e.g., Form 1099R) to the taxpayer indicating the 

amount of interest, dividends, stock sale information, and retirement distributions that the taxpayer 

received from the institution.
6.     Employers Business for whom the taxpayer and/or spouse work.  The employer keeps sends out information 

documents such as Form W-2 indicating the amount of taxable earnings and Federal income tax 

withholding for the year.

7.     Payroll services Rather than having their own payroll department, many employers contract out this task to a payroll 

service company, generating another entity which has access to sensitive taxpayer information.

8.     Tax return preparer Person who preparers the taxpayer’s tax return.  Also refers to the entire business for whom the tax 

return preparer works.

9.     Tax software service Business that owns the tax software.

10.  Electronic filing services Business that sends the electronic tax return to the IRS. May be the same or a different company 

from the tax software company.

11.  IRS Internal Revenue Service

12.  State tax agency Most states have a state income tax with which the taxpayer must file a tax return.  

13.  County tax agency Many counties (e.g., all counties in Indiana and Maryland)* impose an income tax for which the 

taxpayer must file a tax return.  

14.  City tax agency Many cities have a city income tax for which the taxpayer must file a tax return.

15.  Tax aggregator Some cities with an income tax do not have their own tax returns and instead have taxpayers file 

with a tax aggregator that collects tax for several cities and then remits the tax collected to 

individual cities.  See, for example, the Regional Income Tax Agency (RITA) in Ohio.
* Local Income Taxes:  Local City- and County-Level Income and Wage Taxes Continue to Wane,   https://taxfoundation.org/local-income-taxes-city-and-county-level-income-and-wage-

taxes-continue-wane/ Active site as of August 27, 2017.  
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IV. Evaluating Tax Preparation Services Security 

The numerous entities (Figure 5) that have access to a taxpayer’s information provide malicious parties with copious 

opportunities to access and compromise taxpayers’ private information. Because of the broad array of private data that is 

shared and the disparate entities that store and transmit taxpayer information, the entire system is vulnerable to security 

breaches. This issue may not be immediately apparent to the general public or to professionals and legislators involved in 

tax preparation activities because most participants presume a normal flow of data and secure storage of tax data as depicted 

in the Tax Security Threat Model (TSTM) in Figure 6, panel a. However, normal data flows and secure data storage may 

be compromised in many ways by various malicious entities, as shown in the TSTM. The TSTM model shows five major 

categories of cyberattacks that can threaten tax systems. Explained in the remainder of this section, these include interception 

(panel b.), interruption/Denial of Service Attacks (panel c.), penetration (panel d.), modification (panel e.) and fabrication 

(panel f.). We use the TSTM because it emphasizes the fundamental nature of modern cybersecurity breaches and can be 

readily adapted to identify solutions for tax and similar contexts that rely on disparate but connected systems that facilitate 

a vulnerable process. In that sense, the TSTM allows us to use first principles to identify solutions that relate to specific 

threats to the U.S. tax system.  

Figure 6: Tax Security Threat Model (TSTM) adapted from Stallings (2003) 

 

 

Common Types of Cyber Attacks 

Some tax systems store tax data in plain, unencrypted text. Access to this tax information may be gained by an 

unauthorized third party (Interception - Figure 6, panel b. of the TSTM) who may be an outside intruder or may be an 

employee of the owners of the tax information system. In many instances, such interception may violate the privacy of the 

individual taxpayer and therefore represent a violation of various privacy laws (e.g., European GDPR laws, or state laws 

such as California, Delaware, Vermont, Connecticut, and others). Although this interception may appear to be an innocuous 

access of data, it could represent a significant risk to both the individual and the tax entity. The information can be used for 

identity theft and may be used in the commitment of tax fraud.  
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Interception may escalate to more serious attacks such as session hijacking. Session hijacking is the exploitation of 

a valid cyber communication session between two legitimate parties to gain unauthorized access to information or services 

provided by one or both parties to the communication (Baitha and Vinod 2018). A computer communication session 

describes the process required for two computers to initiate and maintain a communication link over a computer network. 

In session hijacking, the cyber-attacker compromises the authentication resources used to authenticate a user to a remote 

server.  

In one variant of session hijacking, an attacker interposes themselves between two legitimate parties in a 

conversation (panels c. and e. of Figure 6). Known as a "man-in-the-middle attack" (MITM), this type of breach involves 

an attacker who covertly transmits and possibly alters the communication between two parties without them knowing that 

the connection between them has been compromised (Aziz and Hamilton 2009; Callegati et al. 2009). In an MITM attack, 

the attacker secretly connects to both legitimate parties of a conversation and relays the messages between them in such a 

way that the bona fide sender and receiver believe they are talking directly to each other. As such, the attacker can intercept 

the entire communication and insert seemingly legitimate tax and other messages within the communication which 

encourages the true parties to reveal private information about themselves or clients.  

A malicious entity may also perpetrate another type of indirect cyberattack by impersonating a legitimate entity 

such as a taxpayer, tax website, web server, or another networked resource. In one method, the fabricator impersonates a 

taxpayer (panel d. of the TSTM) and submits a fabricated tax return or other tax-related request to the tax service (Labong 

2019). Another type of attack, commonly known as phishing, misleads the victim (taxpayer) into believing that he is 

connected to a legitimate party (e.g., IRS or state tax department, etc.). The victim then transmits sensitive information to 

the attacker (panel f. of the TSTM) or allows the attacker access to otherwise secured resources. As an example, Intuit (the 

owner of QuickBooks and TurboTax) claims that a phishing scam and not a data breach, was the cause of unauthorized 

access to client accounts. Even tax-savvy professionals fall victim to phishing scams. For example, on June 23, 2017, the 

IRS issued News Release 2017-111, stating that tax professionals were receiving a phishing e-mail that would allow 

perpetrators to access the professionals’ eServices on-line accounts. Further, recognizing the severity of the issue, the IRS 

published a comprehensive FAQ on phishing that outlines the nature of the problem and approaches taxpayers may use to 

minimize the risk of being harmed (IRS 2019b).  

IP spoofing, an old but frequently used technique hackers may use to penetrate a system (panel d. of the TSTM), 

refers to creating communication packets over the internet that contain a false source IP address (Tanase 2003). IP spoofing 

effectively hides the identity of the sender and allows the attacker to impersonate a legitimate party thereby enabling an 

attacker to penetrate secure networks by spoofing known IP addresses of trusted partners. For example, during the first 

quarter of 2019, several taxpayers received spoofed e-mails from what appeared to be their legitimate tax service providers 

(Zorabedian 2019). In reality, those e-mails contained malicious attachments (TrickBots) designed to surreptitiously steal 

private tax and other information from victims who opened the attachments (Zorabedian 2019). 

Another form of IP spoofing involves the malicious alteration of DNS server entries to replace the legitimate IP 

addresses for a website with a corrupt IP address that would send a visitor to a website or server which is controlled by the 

attacker. DNS servers are used by Internet infrastructure providers to translate common website addresses or URLs into IP 

addresses for routing over the Internet. In this case, attackers can mislead the victim to access a fake website or web resource 

that may be used for phishing attacks or may contain malware. When the destination of an IP spoofing attack is a forged 

website that is designed to look very similar to a legitimate website, then the attack would fall under the designation of 

website spoofing (Aleroud and Zhou 2017). Through such a scheme, unwitting taxpayers or service providers may be 

spoofed into providing an attacker with substantial amounts of private information that may be used to fabricate records in 

the tax systems at both the individual level and at the level of the taxing authorities (panel f. of TSTM). The danger with 

spoofing is that it looks like a normal flow (panel a. of the TSTM), but it is perpetrated by a malicious entity that seeks to 

harm participants in the taxation system. 

Denial of service attacks (panel c. of the TSTM) are designed to flood a tax preparer’s website with more traffic 

than it can handle. This heavy traffic allows the malicious entities to overload the preparer’s servers so that they can no 

longer provide services to legitimate users. The basic idea is to compromise the availability of part (one or multiple entities) 

of the U.S. tax system. In some instances, these Denial of Service Attacks (DoS) attacks are performed by many computers 

at the same time. This process is known as a Distributed Denial of Service Attack (DDoS). This type of DoS attack can be 

even more difficult to counter due to the attacker appearing from many different IP addresses simultaneously, which makes 
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the task of identifying and blocking malicious sources especially daunting. Identifying and blocking malicious sources 

becomes even more complicated when millions of devices take part in a DDoS attack, as illustrated in October 2016 when 

millions of Internet of Things (IoT) devices such as internet cameras or internet enabled home security and HVAC systems 

were hijacked to bring down an internet backbone service in the Northeastern U.S. (Woolf 2016). 

Penetration (panel d. of the TTMS) of a tax preparer’s networks or databases usually involves the concentrated 

efforts of a malicious entity (hacker or group of hackers) to penetrate the cyber defenses of a tax preparer service to obtain 

personal information contained in the tax preparer’s records. This form of cyberattack may involve password cracking 

through brute force, dictionary attacks or social engineering, decryption of encrypted files, theft of physical storage devices, 

or any other form of cyberattack which directly compromises access to a tax preparer’s network or databases. In a data 

breach, a hacker may gain access to an entire database of information. Roughly 10% of data breaches in 2016 involved tax 

data and CPA firms (ITRC 2016). 

Table 3: TSTM Categories and Prior Research 

TSTM Category Type of Security Threat Prior Literature 

b. Interception Session hijacking Baitha and Vinod 2018 

c. Interruption Man in the middle attack Aziz and Hamilton 2009; Callegati et al. 2009 

Denial of Service Attack (DOos) Woolf 2016 

d. Penetration  IP Spoofing Tanase 2003 

Data theft/breaches Zorabedian 2009; ITRC 2016 

e. Modification Man In the middle attack Aziz and Hamilton 2009 

f. Fabrication Identity theft Labong 2019 

Phishing IRS 2019b 

Website spoofing Aleroud and Zhou 2017 

V. Managing Security—Protocol for Managing Tax Data Security 

In order to safeguard against data security threats, tax professionals and authorities must use a holistic approach to 

tax data security that takes into consideration the common threats from the TSTM in Figure 6. Tools, techniques, and 

procedures available for such holistic tax data security management may be grouped under four categories: proactive 

measures, reactive measures, risk transference, and education (Figure 7). Collectively, these four categories shown in Figure 

7 represent our protocol for managing tax data security. Proactive measures are taken before and in preparation for a 

potential cyberattack. Reactive measures usually follow and are in response to a cyberattack. Risk transfer measures shift 

the risk from the entity under threat to a third party who assumes at least a portion of the risk. Education ensures that the 

individual stakeholders are aware of tax data security risks and measures they may take as users to minimize security risk. 

Each of the four categories is addressed below. 

Proactive Avoidance Tax Data Security Measures 

 Avoidance of a security breach should obviously be a priority for tax software companies and tax return preparers 

as “protecting taxpayer data is the law” (IRS 2018b, p. 3). Internal Revenue Code (IRC Section 6103), the Regulations, and 

a Revenue Procedure require tax return preparers to safeguard client data. The IRS has issued publications on safeguarding 

client data and has created a Security Summit, which includes all of the players in the tax industry in order to “fight a 

common enemy – the identity thieves” (IRS 2018a; IRS 2018b; IRS 2019a). A recent development in the software industry 

is to require a multi-factor authentication process (at least two forms of identity verification) to confirm the identity of an 

entity that seeks to access an application. However, we also include in our protocol an array of other proactive security 

measures (Figure 7) that can minimize vulnerability and risks that threaten the integrity of tax systems. 

Encryption 
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The encryption of tax data is one of the more basic methods of tax data security. With data encryption, the tax data 

is usually encoded from plain text data into digital data that can only be accessed by an authorized entity with the correct 

decryption key (Goldreich 2004). This method ensures that unauthorized entities cannot read or successfully alter the tax 

data. The encryption process is typically composed of an encryption algorithm and the associated encryption/decryption 

key. The encryption algorithm is used to modify plain text data in such a way that it can no longer be read or successfully 

modified without the decryption key. The most used types of encryption are symmetric and asymmetric encryption. 

Symmetric encryption uses the same key for both encrypting and decrypting the plain text message. Asymmetric encryption, 

also known as public-key encryption, makes use of two unique keys, one to encrypt the message and one to decrypt it.  

Figure 7: A Protocol for Managing Tax Data Security 

 

Encryption is one of the main pillars of the security triad (Andress 2014) providing confidentiality, integrity, 

authenticity, as well as non-reputability of electronic communications. However, encryption is not a foolproof solution for 

tax data security and can be compromised through a variety of methods such as brute force attacks, social engineering, 

cryptanalysis or side channel attacks. Brute force attacks attempt to decrypt the message by trying to guess the key. These 

types of attack are the least technologically advanced and also the least likely to succeed, given the complexity of modern 

encryption. Cryptanalysis and side channel attacks are more sophisticated attacks that try to exploit flaws in the encryption 

algorithm itself or in its implementation. Finally, the most successful types of attacks are social engineering (Conklin et al. 

2015) where hackers attempt to gain information about the encryption algorithm or keys from individuals through 

confidence scams, phishing, stealing, or security lapses. 

Blockchain and Smart Contracts 
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Blockchain technology works like a public online ledger connecting a multitude of computers globally. Data in this 

ledger is recorded in many digital blocks. Every few minutes, a new block is created and stores new data. This block is 

linked with its previous block creating the chain of the block. When a new transaction occurs in the network, it is verified 

by a network of computers consisting of thousands of interconnected nodes. Once the transaction is verified, it is stored in 

a block with a unique code for identification—a hash. Finally, a hashed block will join the chain of already created blocks, 

thus creating the blockchain (Iansiti and Lakhani 2017; Narayanan et al. 2016; Morehouse 2017).  

For the tax profession, blockchain technology provides a series of benefits, including a distributed ledger that is 

available and retains a secure record of all transactions processed, an irreversible and verifiable record of those transactions 

and near real-time settlement. Blockchain technology allows the creation of smart contracts that are embedded in digital 

code and stored in a tamper-proof, shared database that is visible to all participants. If the U.S. tax system used blockchain, 

every tax related transaction would have a digital signature that is vetted, shared and uniquely identifiable. Blockchain 

technology also would allow the creation of smart tax documents that provide tax entities with a way to verify the accuracy 

and legitimacy of tax transactions. The blockchain creates a hash string and a unique identifier for each file, then embeds it 

in the blockchain and adds a timestamp, which then precludes the tax document or transaction from being modified.  

E-mail Filters 

E-mail filtering is a security technique that targets e-mail communication and aims to reduce the potential for 

phishing (TSTM panel f.) and other unauthorized or compromised access from e-mail sources. E-mails containing links or 

attachments can potentially trick the e-mail recipient into providing sensitive tax and personal information to malicious third 

parties or can access a taxpayer’s or other tax entity’s computer and compromise it by infecting it with digital viruses, Trojan 

malware, or ransomware. E-mail filtering follows a set of rules that allows e-mail communication only between vetted 

sources, or e-mail communication of only a certain type (for example, automatically flagging suspicious attachments or 

links). While e-mail filters are highly efficient for known threats or rules, they do not fare as well with unknown sources of 

attack and are only effective for e-mail communications.  

Access Controls/Multi-Factor and Continuous Authentication 

Some controls limit the access to tax resources and data through a host of methods and technologies. Authentication, 

the process of verifying a user’s identity, typically involves the use of a single factor (e.g., something that a tax entity knows 

like a password) to access a system. With multi-factor authentication, users must use more than one factor to verify their 

identity. The system may use something that the user knows, something that the user possesses (e.g., a token such as a cell 

phone to which a text message is sent), a biometric property that uniquely identifies the user (e.g., a fingerprint), or a 

combination of these factors (e.g., a password and answer to a self-selected secret question, a password and a token, a 

fingerprint and an answer to a secret question, etc.). Banks often use two-factor authentication to authenticate account 

holders particularly when they are using a computer for the first time or when they are initiating an unusual transaction.  

For example, the account holder is prompted to enter a user ID and a password and then a response to a challenge 

question, which can be a response to a secret question or a question about activity that only the account holder should know 

(e.g., last deposit made to the account). Recently, a growing number of financial institutions have leveraged ubiquitous 

access to smart phones and have utilized those devices in their multifactor authentication processes. The financial institution 

presumes that the bona fide account holder has a smart phone in his or her possession and then challenges the account holder 

to enter a time sensitive passcode, which the financial institution simultaneously sends to the account holder’s registered 

phone number.  

While not providing 100% security, multifactor authentication can increase the security of data and information in 

systems like tax compliance that function by connecting multiple parties across different access points. A more rigorous 

approach to assuring the identity of system users is continuous authentication (Calderon et al. 2006), which verifies the 

identity of a user intermittently throughout a session and thereby minimizes the risk of the session being hijacked by a third 

party. Certain financial institutions use continuous authentication principles to challenge the identity of users of their online 

systems periodically during a session, particularly when they are about to undertake an unusual transaction. Application of 

continuous authentication principles in a tax setting could offer similar potential benefits.  

Federal Laws 
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 The Gramm-Leach-Bliley (GLB) Act requires all financial institutions (defined as companies that collect, among 

other things, customer’s income and Social Security number) to comply with the Safeguards Rule, which essentially requires 

effective security of private information. Given that service providers and vendors who participate in the tax compliance 

process will have access to this type of data, the GLB Act applies to them. These vendors include professional tax preparers, 

software companies, payroll service firms and others. In an article discussing the GLB, (Fair 2017) states that the Safeguards 

Rule requires: 

“that financial institutions protect the security, confidentiality and integrity of customer information by 

implementing and maintaining a comprehensive written information security program ... The program has 

to include administrative, technical and physical safeguards appropriate to the business’ size, the nature and 

scope of its activities and the sensitivity of the customer information at issue. For example, companies have 

to conduct an assessment of how customers’ information could be at risk and then implement safeguards to 

address those risks” (Fair 2017). 

Companies must also ensure that their affiliates and service providers adhere to the Safeguards Rule. The U.S. 

Federal Trade Commission has created various publications to facilitate compliance with the Safeguards Rule (e.g., FTC 

2016 and FTC 2015). These publications emphasize understanding the personal information an entity holds in its files, 

storing only information needed for legitimate business purposes and protecting all personal information held in the 

enterprise’s database. In that context, Fair (2017) details the FTC’s investigation into TaxSlayer’s failure to follow the 

Safeguards Rule, which enabled remote attackers to engage in a list validation attack, also known as credential stuffing. 

Credential stuffing involves the use of stolen access credentials to launch a large-scale automated attack on a web application 

with the goal of gaining access to users’ account. Losses from such attacks could be significant.  

In a related article, Schifferele (2017) describes how the situation played out for TaxSlayer’s customers: 

From October until December 2015, hackers used usernames and passwords stolen from other websites to 

try to log in to TaxSlayer Online. Because consumers sometimes reuse passwords, hackers were able to 

gain full access to more than 8,800 TaxSlayer Online accounts. Thieves could have filed fraudulent tax 

returns, changed bank routing numbers and sent tax refunds to themselves. … How could this happen? 

According to the FTC, TaxSlayer did not require users to have strong passwords, did not have a written 

information security program and was not doing risk assessments to identify threats to customer 

information. The FTC’s settlement requires TaxSlayer to have a written security program and safeguards 

to protect customer information” (Schifferle 2017). 

Under the settlement agreement with the FTC, TaxSlayer is required to undergo independent assessments every 

other year for ten years. In the press release announcing the settlement with TaxSlayer, Tom Pahl, Acting Director of the 

FTC’s Bureau of Consumer Protection, stated, “This case also demonstrates the importance of password protection. Hackers 

took advantage of people who re-used passwords from other sites and the attack ended when TaxSlayer eventually required 

people to use multi-factor authentication” (FTC 2017). 

Internal Revenue Code, Regulations, and IRS Publications 

 The Internal Revenue Code assesses both civil (Internal Revenue Code Section 6713) and criminal penalties (IRC 

Code Section 7216 and regulations thereunder) against tax return preparers who disclose taxpayer information. The civil 

penalty is $250 per instance and $1,000 if the disclosure relates to the taxpayer’s identity. Since the Code does not indicate 

that the civil penalty is assessed only if the disclosure is intentional, the penalty could be assessed even if the disclosure is 

unintentional (e.g., when the tax professional encounters a data breach). The criminal penalty applies only when the tax 

return preparer knowingly or recklessly discloses taxpayer information. Several IRS publications, including Publication 

5293, Data Security Resource Guide for Tax Professionals (IRS 2018a) and Publication 4557, Safeguarding Taxpayer Data: 

A Guide for Your Business (IRS 2018b), provide useful information on how to avoid unauthorized access to taxpayer data. 

Governments, including federal, state and local taxing agencies, all have access to sensitive taxpayer data. For these 

governmental agencies, the IRS has created Publication 1075, Tax Information Security Guidelines for Federal, State and 

Local Agencies, which contains specific requirements for safeguarding federal tax information (IRS 2016).  

On February 3, 2020, the IRS launched Identity Theft Central, which is “designed to improve online access to 

information on identity theft and data security protection for taxpayers, tax professionals and businesses” (IRS 2020). The 
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Identity Theft Central page includes information for taxpayers, tax professionals and businesses, on avoiding and reporting 

identity theft.  

Security Summit 

 The IRS has considered safeguarding taxpayer data a “top priority” as early as 2007 (IRS 2007). To improve 

protocols, in 2015 the IRS called together the participants in the tax process, including tax professionals, software 

companies, state taxing agencies, payroll providers and other stakeholders in the first Security Summit (IRS 2019a). The 

Security Summit group recognizes that the security cooperation and strength of all parties in the process is necessary for the 

system to work well. The Summit has created seven different “Work Groups” that focus on the roles of different players in 

the process (e.g., Tax Professionals Work Group and Authentication Work Group). Additionally, the Summit creates 

different programs, such as the National Tax Security Awareness Week and the 2017 campaign for tax professionals “Protect 

Your Clients; Protect Yourself.” One of the most important campaigns is their “Don’t Take the Bait” Education Campaign, 

which focuses on:  

“raising awareness of the critical need for tax professionals to increase their computer security and be 

cautious when reviewing their inbox – specifically the successful e-mail scams dubbed spear phishing that 

identify themselves as a friend, customer or company. Tax professionals must remember that they have not 

just an obligation but a legal requirement under federal law to protect taxpayer information” (IRS 2019a). 

It is expected that the Security Summit will continue to operate to combat the identify theft issue and raise awareness among 

all of the entities within the U.S. tax system.  

Information Security Audits 

An information security audit (Easttom 2018) is a systematic assessment of the security and risk management 

capabilities of a specific tax application or tax entity. An information security audit focuses on identifying any vulnerabilities 

of the tax entity or system by (a) analyzing the physical and cyber access to the system or entity by reviewing access controls 

and security policies, and (b) performing cyber vulnerability scans (Easttom 2018). The scope of an information security 

audit may include all policies that an organization has in place to safeguard tax data and compliance systems, with the view 

of assuring that existing policies address threats faced by the entity and that documented policies are being effectively 

implemented. Information security audits can be performed manually as part of a periodical external or internal audit or can 

be automated by using software to monitor and report the status of critical files and systems relevant to the tax entity. Such 

automated tools fall under the category of Computer Aided Audit Tools or CAATs.  

Reactive Measures of Managing Tax Data Security 

 Unlike proactive measures, reactive measures are triggered after a tax data security incident. These measures, which 

we discuss below, seek to help an organization survive and operate seamlessly after a cyber incident has occurred.  

Data Security Analytics/Intrusion Detection 

To detect a security breach, tax entities should have intrusion detection methods in place. Intrusion detection 

methods typically use analytical methods to identify patterns in security and access logs, intranet traffic and access patterns 

(location, role, individual and time) and user usage patterns. Data security analytics and intrusion detection systems can 

focus on detection and remediation of security problems, provide improved security mechanisms for compliance with 

regulations and better forensics capabilities to those that employ them. The data for security analytics can come from user 

behavior data, network traffic, tax and business applications, identity and access management information and external 

environment analysis (Ullah and Ali Babar 2018). 

Incident Response Plan 

Incident response plans should include a clear checklist of the activities needed in case of the occurrence of an 

incident. This list should show what must be done, by whom and when. Once the incident is contained, the next step is to 

initiate the recovery protocol, which governs activities such as backup recovery and business continuity. Finally, 

stakeholders must be notified of the event. The Federal Trade Commission’s Data Breach Response: A Guide for Business 

helps identify when a business should notify affected customers, the FBI and law enforcement (FTC 2019). All states require 

notification to affected individuals (NCSL 2019). If insurance coverage has been purchased, the organization should work 
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with the insurance carrier early on enhancing their tax data security. Insurance carriers may have experience with processes 

that the tax entity should follow to assure compliance with applicable laws as well as best practices for monitoring customer 

credit and generally minimizing potential threats to customers. 

Risk Transfer Measures for Improving Tax Data Security 

Cybersecurity breaches can be costly. Accordingly, some organizations work to transfer the risk and exposure to 

third parties that specialize in risk management or organizations with core competencies in the assuring the security of tax 

data. 

Cyber Insurance 

 According to the International Risk Management Institute, cyber insurance policies “cover a business’ liability for 

a data breach in which the firm’s customers’ personal information, such as Social Security or credit card numbers, is exposed 

or stolen by a hacker or other criminal who has gained access to the firm’s electronic network” (IRMI 2019). The types of 

costs that these policies cover are notification costs, credit monitoring, loss reimbursements for affected individuals and 

costs for the affected business such as data recovery, funds transfer loss and business interruption. However, most businesses 

do not have cyber insurance, or if they do, they are underinsured (Friedman and Thomas 2017). 

Outsourcing of Security Measures/IT Function  

Outsourcing the data security function entails the delegation of tax data security activities to an external entity that 

specializes in such operations. When a tax entity outsources its data security functions to an outside entity, it also transfers 

some of the risk associated with safeguarding its tax data. The outside entity assumes responsibility for safeguarding, 

maintaining, and providing access to the tax data. Other reasons a tax entity may outsource its cybersecurity function is to 

reduce costs, obtain access to specialized skills and personnel, and obtain better support and reliability for its cybersecurity. 

On the downside, the tax entity relinquishes a measure of control over its tax data and operations, which may give rise to 

(a) legal issues especially in a regulated field such as tax compliance, (b) trust and dependence issues where the tax entity 

becomes dependent on the third-party provider, and (c) potential risks associated with the third-party vendor, which may 

fail to provide adequate services, or even cease to provide them entirely.  

Education and Tax Data Security 

Education is perhaps one of the most effective ways to protect tax data security since a large portion of tax fraud is 

perpetrated through phishing, password insecurity and social engineering approaches. Effective education can prevent most 

of these types of data breaches. Security education must include three different layers. The first layer is providing education 

to prevent security incidents. The second layer pertains to education in regard to the response to a security incident. The last 

layer would be general security education. 

Prevention education can include secure password protocols, use of encryption, recognizing phishing and avoiding 

suspicions e-mails and websites and following protocols for suspicious activities. Incident response education should 

prepare employees for handling various types of cybersecurity breaches. Normally, tax data security education must include 

coverage of the enterprise’s security response checklist, incident and recovery drills and incident response walkthroughs. 

The purview of general education is to teach the importance of making security the responsibility of all employees in an 

organization, the cost to the company of security breaches (lost reputation, out of pocket expenses, litigation,n and customer 

departures) and the interconnected nature of security breaches. The goal is to create a culture that values security and that 

all in an organization work toward assuring the security of tax data. 

Tax Data Security Protocol Action Plan 

While none of the preceding tax data security measures need necessarily take precedence over any other, tax entities 

and organizations may want to focus initially on a blend of proactive and reactive measures that allow them to better 

understand their specific security and risk landscape. For example, an organization may want to conduct an information 

security audit to identify any risk and associated mitigation steps. Furthermore, the organization can use data security 

analytics and employ intrusion detection systems to identify breaches and security vulnerabilities. Once vulnerabilities and 

risks have been identified, the entity can employ any number of measures to mitigate those risks and patch the 

vulnerabilities. For example, an organization can employ access controls and multi-factor authentication to limit access to 

its resources, encrypt sensitive information to protect confidentiality, and use e-mail filters to help with phishing and hacking 
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attempts. On the planning and education side, a tax entity should ensure that once risks are identified, it has proper incident 

response plans to mitigate the cybersecurity threats. Furthermore, education activities should be in place to familiarize and 

educate employees about information security threats and how to protect themselves against them. Finally, if identified risks 

cannot be mitigated through preventative, reactive or education measures, the tax entity should explore possibilities to 

transfer the risk through insurance or outsourcing.  

VI. Summary and Conclusion 

Taxpayer data security is an important issue in the U.S. tax system. There are many points of vulnerability and the 

potential exposure can be vast. To date, public perceptions regarding tax data security are relatively neutral, although there 

seem to be concerns about fraud and the need for security. The overall neutral perception of security of tax data can stem 

from a lack of understanding of what tax entities do in order to secure individual tax information and also from a lack of 

understanding of the complexity and depth of the tax data processing environment. The number of tax entities that handles 

sensitive tax data is quite large and there is neither an overarching framework for securing this network of tax entities nor a 

clear understanding by public of how the network operates. This network of entities that may be affected by tax data breaches 

includes federal and state tax services, individual taxpayers, tax preparers and financial services companies. A potential data 

breach can occur at the individual, employer, financial/tax services, or federal/state/local level. The consequences could be 

severe and cascade beyond the single individual or tax entity initially affected. The common types of incidents and security 

breaches include interception, interruption and denial of service, penetration by malicious parties, unauthorized data 

modification and fabrication of tax data. Tax entities need to protect against these types of security incidents by using a 

holistic tax data security protocol, which must include a combination of proactive prevention measures, reactive measures, 

risk transference measures, and education.  

While there are other cyber security protocols that have proven to be quite effective for regular business entities, 

our tax data security protocol pulls all of those measures into context and offers tax entities an actionable framework for a 

more holistic approach to protecting tax data. Our approach recognizes the interconnected and cascading nature of security 

breaches and accordingly advocates a broad approach that touches the major aspects of tax data security risks. We use the 

TSTM because it emphasizes the fundamental nature of modern cybersecurity breaches. Further, as shown in our discussion, 

it can be readily adapted to identify solutions for tax and similar contexts that rely on disparate, but connected systems, 

which facilitate a vulnerable process. In that sense, the TSTM allows us to use first principles to identify solutions that relate 

to specific threats to the U.S. tax system.  

Cybersecurity risk may stem from two fundamental sources. First, entities in the U.S. tax system may fail to develop 

comprehensive security strategies that start from first principles and incorporate responses to fundamental threats to their 

information systems. A protocol like ours can inform such entities about potential cyber threats and likely solutions to their 

tax compliance processes. The protocol will allow management to develop a checklist of threat-related scenarios and 

associated policies that they might deploy to reduce risk. Second, participants in the U.S. tax system might fail to implement 

critical cybersecurity controls effectively. A 2015 GAO report, for example, cited ineffective implementation by the IRS as 

a major factor that led to critical vulnerability to confidentiality, integrity and availability of taxpayer data in the U.S. tax 

system (GAO 2015). A protocol like ours, which emphasizes first principles and the sources of cybersecurity threats, can 

assist entities in developing templates to verify and assure effective implementation of appropriate information security 

controls.  
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