
Journal of Forensic & Investigative Accounting 

Volume 10: Issue 1, January–June 2018 

 

73 

*The authors are professors of accounting at West Virginia University 

 
 

Assessing and Responding to Cyber Risk: The Energy Industry as Example 

Barbara Apostolou 

Nicholas Apostolou 

Ludwig Christian Schaupp* 

 

Introduction 

The G-20 identified cyberattacks as a threat to the global economy regarding probability of occurrence and potential severity 

of the failure of critical information infrastructures (Ackerman, 2013).  Digital technologies, smart phones, and other 

Internet-enabled devices have brought undeniable benefits and opportunities; however, their use creates exposure to 

significant risks.  The term “cyber risk” refers to risk affecting the information technology assets of a firm, including but 

not limited to identity theft, disclosure of sensitive information, and business interruption (NAIC, 2013).  Cyber risk is 

increasingly significant, both economically and socially, ranking among the highest in likelihood of occurrence.    

The American Institute of Certified Public Accountants (AICPA, 2017) has responded to the need of organizations who are 

under increasing pressure to demonstrate their ability to manage cyber risk by developing a cybersecurity risk management 

reporting framework.  This framework is designed to help organizations and auditors communicate their cyber risk 

readiness.  Cyber risk has evolved from the threat of customers’ sensitive personal information to broader, more strategic 

threats such as ransomware, theft of intellectual property, and compromising critical infrastructure.  This risk has driven the 

focus of many organizations to shift from a strategy based on preventive controls to one where the focus is more 

comprehensive, addressing specific risks and acknowledging the almost certain inevitability of a cyber breach.  This focus 

includes having in place a developed and tested disaster recovery plan that includes a comprehensive communication plan 

amongst stakeholders including management, audit committee, regulators as well as accounting and audit professionals.  In 

this paper, we explore cyber risk in the energy industry because it offers rich examples of recent critical infrastructure cyber-

attacks that have consequences affecting the confidentiality, availability, or integrity of information along with critical 

infrastructure.   

Cyber Risk 

Corporate governance in the energy industry places responsibility on boards to ensure that they understand and manage risk 

exposure, including cyber risk.  Since the Internet became a societal and commercial necessity, our working and personal 

lives have been transformed using technology.  Technology has reaped huge benefits, but it also poses risks that need to be 

understood and managed.  Organizations should consider the risk to themselves as well as their customers.  Cloud 

environments, social media, smart phones, and other internet connected devices introduce new risks while causing existing 

risks to evolve.  Cyber risk falls into four categories: (1) people, (2) technology failures, (3) internal processes, and (4) 

external events (refer to Table I).  The human element includes accidental acts, and although these mistakes are 

unintentional, harmful behavior.  Intentional acts such as fraud are done with malicious intent.   Information technology 

failures involve hardware, software, and the failure of integrated systems due to capacity, compatibility, or design.  Internal 

processes fail due to design and execution, inadequate operational controls, along with the failure of supporting processes. 

Finally, events such as disasters, regulatory environment, changes in the business environment, and third-party dependencies 

compromise external events in the cyber risk framework.   

The AICPA (2017) reporting framework is in its infancy; however, it is an initial step towards companies being able to 

provide information about their cyber risk management to an array of stakeholders.  Presently, most companies do not have 

adequate cyber risk management for an attestation report.  The AICPA framework enables companies to assess and improve 

cyber security management while providing transparency and a platform for within industry comparison as well as with 

regulators.  [see Table I, pg 79] 
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Darknet 

A darknet is a means of achieving Internet anonymity.  However, anonymity can be exploited, and it provides a nefarious 

platform for criminal and terrorist activity to go undetected.  A darknet is an overlay network that can only be accessed with 

specific software, configurations, or authorization, often using nonstandard communications protocols and ports.  Darknets 

prey on the infrastructure of the Internet but operate apart from it, providing anonymity.  Darknets require specific software 

installed or network configurations made to access them that can be accessed through a customized browser, or alternatively 

through a proxy server configured to perform the same function.  Darknets utilize decentralized peer-to-peer technology 

and use nonstandard protocols and ports.  Typical darknets include friend-to-friend networks (usually used for file sharing 

with a peer-to-peer connection) and privacy networks such as Tor.   

In the energy industry, the Darknet permits hackers to infiltrate supervisory control and data acquisition (SCADA) systems, 

the computer systems that control plant operations and oil production in oil and gas fields.  The most common technique is 

sending fake e-mails that have the appearance of being legitimate, but contain malware.  Attackers send the malicious e-

mails from hot points or intermediate computers under their control, providing anonymity.   

Managing Financial Vulnerability Cyber Risk 

Cybercrime for commercial purposes is on the rise.  The global economic impact of cybercrime and cyber espionage is 

estimated to be between $300 billion to one trillion dollars (Lewis, 2013).  Energy and utilities incurred the highest average 

annualized losses from cybercrimes estimated at $13.2 million (Ponemon Institute, 2013; 2016).  Forty-seven percent of 

U.S. data breaches were due to "malicious or criminal attack,” the most expensive type of breach to resolve.  The average 

total cost per organization in the U.S. was $7.35 million (Ponemon Institute, 2017). 

Hackers target internal e-mail networks containing information about business strategy and industrial design.  Ransomware 

is the most common threat, generally targeting computer files and encrypting them, then demanding a ransom to unencrypt 

(Hudson and Brunsman, 2017).  Security incidents also include crime ware, cyber espionage, insider misuse, miscellaneous 

errors, physical theft/loss, and denial of service attacks.  Controls should be included to protect pipelines, confidential data, 

buildings, tank farms, refineries, telecom, exploration, and production, and utilities/off-sites.  Regular employee training to 

enhance awareness of potential threats should be conducted at least annually.  The consequences can be profound and 

include plant sabotage, utilities interruption, production disruption, hydrocarbon installation terrorism, facility terrorism, 

and undetected spills.  In the event of a potential incident, the cyber insurance carrier should be contacted first (Werner, 

2017).    

Guidelines for the Energy Industry 

API Security Guidelines for the Petroleum Industry are designed to provide a description of industry security practices.  The 

American Petroleum Institute’s (API) 1164 Supervisory Control and Data Acquisition (SCADA) security standard provides 

guidance to oil and gas liquid pipeline systems for managing system integrity and security.  API 1164 addresses physical 

security, but the primary focus is cyber security and access control.  API 1164 addresses access control, communication 

security (including encryption), information distribution classification, physical issues (including disaster recovery and 

business continuity plans), operating systems, network design, data interchange between enterprise and third-party 

support/customers, management systems, field devices configuration, and local access (U.S. Department of Energy, 2005). 

The development of these standards is growing in importance because there is an increasing dependence on web-based 

communication via wireless networks that has grown the threat of cyberattacks, particularly in the oil and gas industry.  Oil 

and gas companies increasingly face significant threats, which can lead to disruptions in the availability of utilities.  The 

energy industry fuels day-to-day lives, so the protection of this critical infrastructure is paramount.  Governments and 

regulators are increasingly interested in cyber risk and are calling on businesses to establish safeguards to minimize risk to 

their assets and the national infrastructure.1  Risk management efforts within the energy industry need to fully understand 

                                                 
1 The HSPD-7 (U.S. Department of Homeland Security, 2015) directive establishes a national policy for Federal departments and 

agencies to identify and prioritize U.S. critical infrastructure and key resources and to protect them from terrorist attacks.  The 

objective is to develop methods and technologies to protect all critical infrastructures and key resources of the government and 

economic sector, with the intent to prevent the exploitation, incapacitation, or destruction of these infrastructures and resources.  A 

secondary objective is the development of methods and technologies that can minimize the impact if an adverse event actually occurs. 
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the nature of the risks involved within the industry in addition to the practical tools and techniques available to address 

them. 

Security risk assessment is a systematic process that evaluates the likelihood that a given threat factor (e.g., activist, criminal, 

disgruntled insider, terrorist) will be successful in committing an intentional act against an asset resulting in a negative 

consequence (e.g., loss of life, economic loss, or discontinuity of operations).  Security risk assessments should consider 

the potential severity of consequences and impacts to the facility or company itself, to the surrounding community, and to 

the supply chain.  The objective of conducting is to assess security risks to assist management in understanding the threats 

facing the organization and in making decisions on the adequacy of (or need for) additional countermeasures to address the 

threats, vulnerabilities, and potential consequences.   

The API 780 standard is a risk management methodology for the petroleum and petrochemical industries to assist in 

understanding security risk assessments (SRA) (Moore, 2013).  API 780 describes the recommended approach for assessing 

security risk applicable to the energy industry (including the oil and gas industry).  The standard is applicable to a range of 

security issues from theft to terrorism.  The methodology was developed for both fixed and mobile applications.  API 780 

describes an adaptable methodology for assessing security vulnerabilities at petroleum and petrochemical industry facilities.  

API 780 is a team-based, standardized methodology that engages various participants to provide a more complete security 

risk assessment of the facility or operation, including individuals with knowledge of physical and cyber security, facility 

and process design and operations, safety, logistics, emergency response, management, and other disciplines as necessary.  

Differences in geographic location, type of operations, experience and preferences of assessors, and on-site quantities of 

hazardous substances are factors to consider.  The risk assessment methodology introduced in this study was adapted from 

Moore (2013) and includes assessments of specific types of risk along with the appropriate response.  [see Table II, pg 79]   

The Interstate Natural Gas Association of America (INGAA)2 provides cyber security control systems guidelines for the 

natural gas pipeline industry to safeguard critical facilities against terrorist and cyber threats, and to ensure the ability to 

recover from an adverse incident, including weather-related events and cybersecurity attacks.  Simulations are run in 

preparation of a potential disaster and are communicated with government agencies to identify and best practices.  INGAA 

members routinely hold briefings and workshops to discuss security concerns, and have developed industry guidelines to 

protect facilities and data.   

Cyber Attacks in the Energy Industry 

The energy industry has endured some cyberattacks that can serve as a cautionary tale in any industry.  We summarize 

recent cyberattacks of significance in the energy industry on critical infrastructure that occurred in the period of 2000-2016 

in Table III and describe some of the cases to demonstrate the ruthlessness and stealth nature of cyberattacks, along with 

managerial responses.  In 2008, hackers interfered with alarms and communications for Baku-Tbilisi-Ceyhan.  Hackers 

infiltrated via backdoors in the communications software, the pipeline’s surveillance systems, valve stations, and super-

pressurized the crude oil in the pipeline, causing the security systems designed to detect oil leaks or fires to fail moments 

before the explosion resulting in the spilling of more than 30,000 barrels of oil. 

In 2010, Stuxnet, a malicious computer worm used to hijack industrial control systems, including computers used to manage 

oil refineries, gas pipelines, and power plants around the globe, was responsible for causing substantial damage to Iran's 

nuclear program (Kushner, 2013).  The design and architecture can be tailored as a platform for attacking modern 

supervisory control and data acquisition in power plants.  Stuxnet has three modules: (1) a worm that executes all routines 

related to the main payload of the attack; (2) a link file that automatically executes the propagated copies of the worm; and 

(3) a rootkit component responsible for hiding all malicious files and processes, preventing detection of its presence. 

A cyberattack at Aramco in 2012 wiped out 35,000 computers; the company was forced to use fax machines and typewriters.  

In a matter of hours, Aramco’s ability to supply ten percent of the world’s oil supply was in jeopardy (Perlroth, 2012).  It 

began when one of the computer technicians on Aramco's information technology team opened a scam e-mail and clicked 

a link.  In 2012, RasGas Ltd.’s virus attack took their corporate computer systems and website offline just days after Saudi 

                                                 
Federal departments and agencies have been instructed to work with state and local governments, and with the private sector, to 

accomplish the objectives laid out. 
2 http://www.ingaa.org/about/ingaa-committees/29297.aspx 
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oil giant Aramco recovered from a similar assault (Leyden, 2012).  Administrative services, including e-mail, were impacted 

by the virus.  The company reported that it was facing “technical issues” after being affected by an unknown virus.    

In 2012, the spreadable malware, Flame, capable of recording audio, screenshots, and user activity, was used for targeted 

cyber espionage in Middle Eastern countries (Zetter, 2012).  Kaspersky Lab found a strong relationship between Flame and 

Stuxnet.  An early version of Stuxnet contained code to propagate infections through USB drives that is nearly identical to 

a Flame module that exploits the same vulnerability (Kaspersky Lab, 2012).   

In 2014, the China People’s Liberation Army was charged by the FBI for hacking into the networks of U.S. Steel, Alcoa, 

Allegheny Technologies (ATI), Westinghouse, and SolarWorld (Schmidt and Sanger, 2014).  The hackers were charged 

with stealing e-mails over the course of several years, containing information to benefit Chinese businesses.  U.S. Steel 

manufactured and sold specially constructed pipes for natural gas fracking.  These pipes were designed with no vertical 

seams so they could withstand being pushed down deep underground during the extraction process.  Chinese-state owned 

businesses were exporting very similar pipes to the U.S. at lower prices.  This was also the case with solar panels because 

of the Chinese hacking the networks of the U.S. manufacturer SolarWorld.  [see Table III, pg 80] 

Internal Control Framework 

Cyber risk assessments should be updated on a continuous basis with controls designed to protect critical information 

systems and organizational assets.  Communicating information generated from the monitoring and risk assessment 

processes allows for informed decisions on how to best protect against exposure to cyber risks (summarized in Table IV 

and Figure I).  Table IV presents an internal control framework adapted from COSO (2013).  Individuals are the weakest 

link in a control structure; ironically, they are also the most important.  Because an organization’s people are its biggest 

asset, investing in training programs and communication can shape the culture of the organization.  Annual training and 

investment in employees is essential (Werner, 2017).  Even the most basic of safeguards are important.  Approximately 

eighty percent of cyberattacks would be denied with basic security controls (Institute of Risk Management, 2014).  

Organizations must also know what constitutes relevant data.  A risk assessment should identify key data to determine 

potential targets and controls implemented in response.  Inevitably in today’s digital environment a data breach, deliberate 

or accidental, can occur.  While adhering to processes in place, an incident response procedure minimizes financial and 

reputational harm.  [see Table IV, pg 81 and Figure I, pg 84] 

Corporate Governance 

Corporate oversight in the energy industry requires clarifying roles and responsibilities as well as establishing a culture of 

awareness of cybersecurity risks and threats.  A multiyear strategy and prioritizing action plans to include strategic 

collaboration with multiple stakeholders collecting cybersecurity risk intelligence based on threats that could affect the 

organization is required.  Multiple stakeholders with varied perspectives strengthen the quality of governance.  Effective 

governance is evidenced in clearly defined policies, relevant tools, sufficient staffing, insightful training, and setting the 

risk appetite.  Entities should have established business continuity plans in the event of a security breach.  Tested disaster 

recovery plans and adherence to the outlined processes can minimize interruption in operations, ensuing financial loss, and 

associated reputational damage.   

Risk Assessment 

A current inventory of all information assets should be maintained, prioritizing those that are most essential to the 

organization’s objectives and sustaining operations.  To meet strategic goals and initiatives, these assets require more than 

traditional IT general controls and periodic evaluations.  Preventive and detective controls designed to protect the most 

valuable assets need to be continuously monitored to ensure ongoing effectiveness and anticipate rapidly changing 

technology and associated schemes.   

When evaluating information assets, the following should be considered: data, infrastructure, applications, and external 

relationships.  Data should be prioritized in some classification system.  The types of data should be recognized (e.g., 

transactional, IT configuration, unstructured).  Environments the data is stored in (e.g., data warehouses) should be 

documented.  The infrastructure should also be documented with a repository of the organization’s technology assets (e.g., 

servers, network devices, storage, and end-user devices).  Software applications should be documented.  External 

relationships including third-party hosted environments and the sharing of data files with external organizations (e.g., 

vendors, regulatory bodies, governments) must be documented as well. 
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Identification of hardware and software interacting on the network is the foundation of cyber defense.  The organization 

cannot defend unknown devices and software.  Organizations that allow employees to bring their own devices to the 

workplace experience a larger volume and variety of devices and software accessing data, leading to increased risk exposure.  

Employee-owned devices and connectivity to the network are required to have greater accessibility to organizational 

information around the clock.  The ability to detect, authenticate, and inventory unknown devices allows organizations to 

track, monitor, and measure changes in those devices to assure the overall cybersecurity strategy is effective. 

Control Activities 

Standard security guidelines can be used to establish and maintain devices, operating systems, and application software.  

Information security and internal audit activity should provide an assessment of control environments based on risk (e.g., 

externally facing web environments may require additional protection).  Processes to apply necessary patches, as well as 

software and hardware updates, are also needed to assure that secure configurations remain current as new threat information 

becomes available.  The capability of the organization to promptly communicate and remediate risks indicates the program’s 

effectiveness and level of maturity, which can shorten the time for an effective management response.   

Information and Communication 

Preventive controls, such as having a process to approve and grant access to users based on job roles, should be implemented 

and continuously monitored for changing job roles.  Internal auditors should perform a review of user access to key data 

and systems to validate that access levels are justified for the current roles.  Users with the capability to access and release 

information are most susceptible to cybersecurity risk.  By inadvertently disclosing a password or loading malware because 

of phishing attempts, users can circumvent layers of systematic controls designed to prevent unauthorized access.  

Individuals with access reside inside and outside the organization, so attention should be given to employees, consultants, 

and vendors with access to key data, whether that data is hosted internally or externally.  Validating the preventive control 

activities for granting and revoking access and evaluating the susceptibility and behaviors of users with privileged access is 

a leading measure of the effectiveness of the organization’s cybersecurity program. 

Continuous Monitoring 

An effective assessment approach requires more than routine, checklist adherence surveys.  Monitoring individuals with 

access to sensitive information is one way to measure related cybersecurity risk.  Vulnerability assessment is critical to 

identify weaknesses within the environment.  Once identified, categorized (e.g., critical, major, moderate), and addressed 

(e.g., address all critical vulnerabilities on high-risk systems within thirty days), then remediation activities should be 

invoked for identified vulnerabilities.  Externally facing systems pose the highest risks to organizations.  Third-party risk 

assessments and monitoring programs can assist in assessing third-party vendors’ risks and the level of security risk posed 

to the organization based on the vendor services provided.   

The second line of defense is penetration testing for known vulnerabilities to assess preventive technical controls, including 

management’s ability to detect and respond to attacks.  Penetration tests should include unannounced components to provide 

a more reliable and objective assessment of the organization’s capabilities and readiness to respond to real-world cyberattack 

situations.  However, the scope of the tests should be reasonable, not disruptive to operations, and be approved by relevant 

leadership in advance.  Malware vulnerabilities may be discovered and a process to regularly scan devices and products, 

identify vulnerabilities, and patch systems in order of priority (e.g., critical assets with patches first).  Incident monitoring 

and response processes allow an organization to detect, respond to, remediate, recover, and report to management in the 

event of a breach.  A highly trained response team with access to logging and monitoring technologies are essential to ensure 

these controls are successful in meeting objectives.   

Comprehensive Approach to Addressing Cybersecurity Risk Management 

The cybersecurity reporting framework (Figure II) includes information intended to enhance a board’s confidence in the 

cybersecurity information that management communicates to stakeholders, which includes management’s description of 

the entity’s cybersecurity risk management program.  Management’s description of the entity’s cybersecurity risk 

management program and management’s assertion that the controls implemented as part of the program are effective to 

achieve the entity’s cybersecurity objectives, can greatly facilitate management and board accountability as well as investor 

engagement with companies on cyber maturity.  [see Figure II, pg 84] 
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Insurability of Cyber Risk 

Insurance can mitigate the risks associated with a cyber threat and is an important part of the cyber risk control program 

(Werner, 2017).  Insurance can protect against the cost of investigating the breach, notification of customers, call centers, 

and legal defense costs.  However, insurance does not cover all potential losses.  Organizations incurring security breaches 

will suffer losses, including reputation, customers, stock devaluation, corrective measures, IT upgrade costs, and devaluation 

of intellectual property.  The cumulative costs can exceed the insurable loss.  In addition, the control environment including 

the cultural and behavioral issues within need to be understood.  An overall business wide risk assessment program to 

understand and minimize (not eliminate) the cyber risks that exist before a security breach occurs.  Cyber insurance is more 

complex and costly in nature in that the risks faced by individual corporations are often unique to their industry or exclusive 

to the company itself, requiring customization in policy writing.  Company size, size of the customer base, web presence, 

and the type of data collected and stored are important determinants of cyber insurance policy terms (refer to details in Table 

V).    

A comprehensive approach the energy industry has taken differentiates between insurable and uninsurable risks and 

classifies risks in terms of actuarial, market, and societal conditions as summarized in Table VI.  Insurability requires 

independence of risks and reliable estimation of loss probabilities (randomness of loss occurrence), manageable maximum 

possible losses per event in terms of insurer solvency (maximum possible loss), moderate average loss amounts per event 

(average loss per event), a sufficiently high number of loss events per annum (loss exposure), and no excessive information 

asymmetry problems (i.e., moral hazard, adverse selection).  The criteria of the market include the adequacy of insurance 

premiums to provide a sufficient return on capital for the insurer and acceptability of policy cover limits while being 

affordable to potential individual buyers, as well as to the greater target population.  A suitable insurance premium is 

comprised of the pure risk premium covering expected losses, safety loadings for process and parameter risk (to account for 

fluctuations of expected losses and the uncertainty in the estimation), and an expense loading for underwriting expenses.  

For the insurer to achieve a certain security level and, at the same time, provide a valuable product, cover limits are important 

and sometimes necessary to make a risk insurable (Biener, Eling, and Wirfs, 2014; Werner, 2017).   

Societal criteria require accordance with public values and the legal restrictions governing coverage.  Legal restrictions 

involve the types of activities an insurance company is permitted to engage in and prohibitions against insuring certain risks.  

The stability of the legal framework in a country is another important condition that must be met to make a risk insurable. 

Cyber insurance includes third-party coverage and first-party coverage.  Third-party claims typically include breach of client 

information, class action claims, possible media liability, and legal defense costs.  The more important component of cyber 

insurance is first-party coverage, which is more limiting and necessary in a data breach.  First-party coverage includes credit 

monitoring, client notification, and network restoration costs (Hudson and Brunsman, 2017).  [see Table V, pg 82 and VI, 

pg 83] 

Summary 

Cyber risk threats are pervasive and agile and of national and international concern.  Thus, all organizations need to 

accurately assess their cyber risk and design an appropriate response.  Cyber risk should be addressed within the 

organization’s risk management framework and processes.  An accurate risk assessment coupled with an appropriate internal 

control structure, allows organizations to identify and mitigate risks.  Consequently, mitigating cyber threats allows for the 

huge opportunities that technologies, including cloud services, can realize. 

Investments in security have increased dramatically in recent years without deterring the frequency of cyberattacks, both in 

number and sophistication.  Cyber criminals should not be underestimated in their ability to exploit even small weaknesses 

in controls, leading to losses of financial assets, personal data, intellectual property, and critical infrastructure.  Cyber risk 

affects the confidentiality, availability, and integrity of information systems.  While not exclusive to the energy industry, it 

offers an example to other industries regarding vulnerability to risk and governance regarding management of that risk 

which grows exponentially as technology evolves.  Future research should also address cryptocurrencies, especially in 

relation to ransomware attacks.  The operational system of the energy industry for cyber threat intelligence gathering should 

include the process of information collection from hacker forum discussions and marketplaces where products and services 

on malicious hacking can be obtained should be addressed in future studies.  
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Table I: Cyber Risk Framework 

Category Description Examples 

The Human Element  

Accidental Unintentional harmful behavior  Mistakes, errors, omissions 

Intentional Intentional malicious intent Fraud, sabotage, theft, vandalism 

Otiosity Ineffective personnel  Lack of appropriate skills, knowledge, and guidance  

Information Technology Failures  

Hardware Failures in physical equipment  Capacity, performance, maintenance, and obsolescence 

Software Failures in systems  Compatibility, configuration management, change control, security settings, 

coding practices, and testing 

Information Systems Failures of integrated systems  Design, complexity, specifications, and integration  

Internal Processes 

Design and Execution  Failures of processes to achieve desired 

outcomes  

Process flow, documentation, roles and responsibilities, notifications, and 

information flow 

Process controls  Inadequate operational controls  Monitoring, metrics, periodic review 

Secondary processes  Failure of supporting processes  Procurement, staffing, accounting, training, and development 

External Events 

Disasters  Catastrophic events  Weather, fire, flood, earthquake, civil unrest 

Regulatory environment  Legal issues  Global regulatory compliance, legislation, and litigation 

External issues  Changes in the business environment  Supplier failure, market, and economic conditions 

Third-party dependencies  Dependence on external parties  Utilities, equipment, emergency services, fuel, and transportation 

Adapted from Cebula and Young (2010) 

 

Table II: Risk Assessment Methodology 

Assessment  Response  

Characterization Characterize the facility or operation to understand what critical assets need to be secured, their importance, and 

infrastructure dependencies and interdependencies. 

 

Threat  Identify and characterize threats against critical assets and evaluate in terms of attractiveness of the targets to each threat 

and the consequences if they are damaged, compromised, or stolen. 

 

Vulnerability  Identify potential security vulnerabilities that enhance the probability that the threat will successfully accomplish the act. 

 

Risk Evaluation Determine the risk by determining the likelihood of a successful event and the maximum credible consequences of an 

event if it were to occur; develop strategy for lowering the risk. 

 

Risk Treatment Identify risk mitigation options and reassess risk to ensure adequate countermeasures are being applied. Evaluate the 

appropriate response capabilities the ability to adjust operations recover from an incident. 

Adapted from Moore (2013) 
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Table III: Recent Cyberattacks in the Energy Industry 

Year  Company Cyberattack Description 

2015 Ukranian electricity 

distribution companies 

 

Approximately 80,000 customers in Ukraine experienced loss of power.  Hackers used 

BlackEnergy3 Trojan to get into business networks and maneuver their way to the 

production networks and operator stations (Zetter, 2016). 

  

2014 Korea Hydro and Nuclear 

Power Co., Ltd. 

  

Hackers sent 5,986 phishing e-mails containing malicious codes to 3,571 employees of 

the nuclear plant to extract sensitive information.  The company's sensitive internal data 

was leaked online (Park and Cho, 2015). 

  

2014 Multiple entities  China People’s Liberation Army charged by FBI for hacking e-mail servers of U.S. 

companies over the course of several years, containing information for Chinese 

competitors (Schmidt and Sanger, 2014). 

 

2012 Saudi Aramco  

 

The cyberattack affected about 30,000 computers using malware known as W32.  

Payments were affected along with production, drilling, and other related activities 

(Perlroth, 2012). 

 

2008 Multiple entities  CIA announced that cyberattacks had taken out power equipment in multiple cities outside 

the U.S.  Hackers threatened to extend the blackouts and demanded money from energy 

companies (Greenberg, 2008).  

 

2003 Ohio nuclear power plant  The safety monitoring system went offline unexpectedly for several hours due to a 

Slammer worm infection (Kesler, 2011).  

2001 California’s power 

distribution center  

Attacker infiltrated servers and tried to disrupt the flow of electricity across California 

(Tiwari et al., 2016). 

 

2000 Russian gas extraction 

company  

Attackers used a Trojan to gain access to the system that controlled the gas pipelines 

(Tiwari et al., 2016). 
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Table IV: Internal Control Framework  

Component Principles 

Control Environment 1. Demonstrate commitment to integrity and ethical values 

2. Ensure that the Board exercises oversight responsibility 

3. Establish structures, authorities, and responsibilities 

4. Demonstrate commitment to competence  

5. Accountability  

 

Risk Assessment 1. Specify appropriate objectives 

2. Identify and analyze risks 

3. Evaluate fraud risks 

4. Identify and analyze significant changes 

 

Control Activities 1. Select and develop control activities that mitigate risks 

2. Select and develop technology controls 

3. Deploy control activities through policies and procedures 

 

Information and 

Communication 

1. Use relevant quality information to support internal controls  

2. Communicate internal control information internally 

3. Communicate internal control information externally 

 

Monitoring 1. Perform ongoing evaluations of internal control effectiveness  

2. Communicate internal control deficiencies 

Adapted from COSO (2013)
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Table V: Cyber Insurance Policies  

Cyber loss type Coverage 

Third Party Insurance 

Privacy  The disclosure of confidential information collected or 

handled by the firm or under its care, custody, or 

control (e.g., due to negligence, intentional acts, loss, 

theft by employees). 

 

The cost of legal liability of settling claims and fines including costs 

associated with notifying stakeholders and forensic investigations.  

Network security  Damage to systems of a third party resulting from 

unauthorized access of the insured. 

 

The costs resulting from reinstatement and legal proceedings. 

Intellectual property and 

media  

Breach of software, trademark, and media exposures 

(including libel). 

Legal liability (also defense and claims expenses and regulatory defense 

costs). 

 

First Party Insurance 

Disaster recovery Hostile attacks on information and technology assets. The costs of notifying stakeholders and continuous monitoring (e.g., credit 

card usage) to repair brand reputation. 

 

Business interruption data 

asset protection  

Information and other intangible assets are corrupted 

or destroyed by a computer attack (e.g., hacking, 

denial of service attack). 

 

The costs resulting from reinstatement, loss of profit, and replacement of 

data and intellectual property. 

Cyber extortion Extortion to disrupt services, change, damage, destroy, 

or the transfer of information technology assets 

including sensitive data. 

The costs related to avoid extortion and extortion payments. 

 

Adapted from Noonan (2012) 
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Table VI: Insurability Criteria and Corresponding Requirements  

Insurability Criteria Requirements 

Actuarial 1. Randomness of occurrence 

2. Maximum possible loss 

3. Average loss per event 

4. Loss exposure 

5. Information asymmetry  

Independence and predictability of loss exposures 

Manageable 

Moderate 

Loss exposure must be large 

Moral hazard and adverse selection not excessive 

 

Market 6. Insurance premium 

7. Cover limits 

Cost recovery and affordable  

Acceptable and appropriate  

 

Societal 8. Public policy 

9. Legal restrictions 

Consistent with societal value 

Permits the coverage 

Adapted from Berliner (1982) 
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Figure I: Cyber Risk Control Framework 

 

 
 

 
Figure II: Cybersecurity Reporting Framework 

 

 
 

  

Corporate Governance

• Cybersecurity

• Cyber Insurance

Risk Assessment

• Data dictionary

• Infrastructure 

• Applications

Control Activities

• Preventive and detective controls

• Response and remediation

Information and 
Communication

• Access management

• Training 

Continuous 
Monitoring

Description 

•This management-prepared narrative description is designed to provide potential users 
with information about operations, how the entity identifies sensitive information and 
systems, the ways in which the entity manages the cybersecurity risks that threaten it, 
and a summary of controls to protect the information and systems against those risks.

Assertion

•Management asserts to the presentation of its management description, and that the 
controls implemented as part of the cybersecurity risk management program are 
effective to achieve the cybersecurity objectives.

Opinion

•External auditor opinion on the description of the cybersecurity risk management 
program and the effectiveness of controls within that program to achieve the 
cybersecurity objectives. 
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