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I. Introduction 

Identity theft (IDT) tax refund fraud occurs when a fraudster files a fraudulent tax return in the name of a real taxpayer and 

then diverts the refund due for his or her own benefit.  Over the past five years (2013–2017), the U.S. Government 

Accountability Office (GAO) has issued over fifty reports and testimonies that deal with IDT tax refund fraud to varying 

degrees.  GAO (2017) estimates the loss to the treasury from IDT tax refund fraud to be $2.24 billion in 2015.  The fraudulent 

requests (i.e., the attempted loss) for fraudulent tax refunds amounted to $14.59 billion, of which the “payout percentage” 

was fifteen percent (i.e., the success rate from the fraudster’s perspective).  A discussion of the seriousness of the issue from 

the perspective of the Internal Revenue Service (IRS) can be seen in the IRS’s annual report (2015). 

IDT tax refund fraud exhibits all the usual traits of other frauds.  It is a deliberate and a deceptive act that seeks to procure 

money from the tax authorities (usually the IRS, but also states that levy an income tax).  Depending on the identity of the 

“honest taxpayer” and how the deception was accomplished (i.e., the tax years and line items used), it is possible that neither 

the IRS nor the honest taxpayer will discover that they were victimized. 

The costs of IDT tax refund fraud are not limited to the amounts paid to the fraudster; they also include the additional costs 

of “dealing with fraudulent refund schemes” (GAO, 1993).  For the past decade, the IRS’s annual budgets have talked about 

eliminating “identity theft” as a focus area and have requested additional funds to “[C]ombat Stolen Identity Refund Fraud 

which includes detection and prevention, assistance to victims, and law enforcement” (see, e.g., the 2017 budget at 

www.treasury.gov/about/budget-performance/Pages/cj-index.aspx).  The IRS has consistently devoted increased monetary 

resources and personnel to combat IDT fraud.  These frauds also impose a cost on the honest taxpayer victims, who face 

delayed refunds as they authenticate their identities with the IRS (GAO 2015). 

The reports issued by the GAO (e.g., GAO 2016) and the Treasury Inspector General for Tax Administration (TIGTA) 

describe the size of the loss to the treasury, techniques for estimating the size of the loss, control weaknesses at the IRS, 

remedial measures for victims, and countermeasures to the fraud.  There are no academic research studies on the subject—

presumably because fraud-related tax return data is unavailable to academics.  But each year, the IRS publishes a summary 

of 100-plus IDT tax refund fraud investigations on its website.  This study uses those summaries to develop a taxonomy of 

the schemes to better understand the phenomenon, to stimulate an interest in the topic, and to provide a foundation for future 

research. 

Section II examines IDT tax refund fraud in greater detail and discusses the early variations of the modern schemes.  This 

section also describes the standard modus operandi of fraud schemes, illustrates the size of frauds, and, where relevant, 

states the location of the perpetrators.  Section III provides a taxonomy (with examples) of IDT tax refund fraud schemes, 

based upon how the honest taxpayer’s personal identification information was acquired.  Section IV chronicles selected 

schemes in greater detail.  Section V suggests preventive and detective measures and proposed avenues for future research.   

II. A Closer Look at IDT Tax Refund Fraud 

The preparation of a fraudulent tax return that is due a refund is not overly complex.  IDT tax refund fraud schemes only 

require some up-front investment if the taxpayer’s personal identification information (PII) is purchased from another party.  

These schemes do not require that a fraudster establish a position of trust with a taxpayer, such as that which exists between 

a trustee and beneficiary, director and company, professional and client, agent and principal, employee and employer, or 

between partners or family members (see www.cps.gov.uk/legal/d_to_g/fraud_act/).  The low barriers to entry might explain 

https://www.treasury.gov/about/budget-performance/Pages/cj-index.aspx
http://www.cps.gov.uk/legal/d_to_g/fraud_act/
http://www.NACVA.com/JFIA
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the appeal of IDT fraud to potential perpetrators.  GAO (2017) notes that the actions taken are essentially identical for the 

different kinds of successful frauds (see Figure I). 

Figure I: The Five Stages of an Identity Theft Tax Refund Fraud Scheme 

 

Figure I shows the steps in an IDT tax refund fraud.  The fraudster uses stolen PII and other information, real or fictitious 

(e.g., sources and amounts of income), to file a fraudulent tax return and receive a refund.  The right-hand side shows the 

subsequent steps in the process when the taxpayer and IRS become aware of the fraud.  Source: GAO (2017). 

The first stage of the fraud scheme involves a fraudster obtaining PII and using this information to file a tax return that is 

due a refund.  The second stage entails the IRS issuing the refund to the fraudster.  For the larger schemes, the first stage 

involves sending thousands of tax returns to the IRS, and the second stage involves managing the refunds received, which 

represents the fraud’s “success rate.” The first two stages are the only interactions between the fraudster and the IRS.  The 

remaining three stages relate to the taxpayer’s discovery and confirmation that a fraudulent return has been filed in their 

name, and the remedial steps taken by the IRS.  The first two stages (the filing and the refund) occur in every instance of 

the fraud, while the last three stages only occur if the taxpayer also files a return for the year in question.  IDT tax refund 

fraud is not something new.  An article in the Chicago Tribune (1956) described the tax refund fraud scheme of Estizer 

Maxwell and her brother T. Elliott Hicks (an IRS employee).  Together they filed tax year 1946 tax returns on behalf of 

fifteen people and shared the refunds with them.  The refunds were mailed to Maxwell’s home address.  In this scheme, the 

fifteen “dishonest” taxpayers were accomplices and willing participants in the fraud scheme, essentially supplying their 

personal identification information in exchange for a share of the bounty.  This scheme only included the first two stages of 

the fraud shown in Figure I.  Today’s more common form of the fraud is an upgrade from the fraudster’s perspective, in 

that the refunds are not shared with taxpayers, and, without having to recruit willing participants, the volume of fraudulent 

returns can be significantly higher.   

The IDT tax refund fraud in its current form (Figure I) dates back at least thirty years.  A Chicago Tribune (1988) article 

reported on various tax schemes: For example, Roy Diggs filed fifty fraudulent tax returns claiming $120,000 in refunds, 

and Harry Marion filed eighty fraudulent tax returns.  Other cases mentioned included Gerald Watkins, who converted a 

“fraudulently obtained tax refund to his own use;” Toneshia Wright, who converted to her own use a refund “to which she 

was not entitled;” and Harold Mills, who submitted two fraudulent tax returns “claiming $5,720 in refunds.”  

Los Angeles Times (1988) reported that Donald Penrod was indicted “in the nation’s first case of income tax fraud involving 

electronic filing of tax returns.”  Penrod assumed the identities of dead or fictitious people and used false W-2 forms to 
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fraudulently apply for tax refunds.  The article noted that the electronic filing of federal income tax returns was then available 

in sixteen regions and was expected to be available nationally by the mid-1990s.   

A few years later, the New York Times (1993) reported that Richard Hersch, a Philadelphia tax return preparer, was indicted 

on charges related to filing 431 fraudulent tax returns and receiving $1.13 million from the IRS in 1991 and 1992.   

The IRS’s Criminal Investigation division employs “special agents [that] target their efforts in a number of programs such 

as organized crime, narcotics traffickers, money laundering, questionable refund schemes, tax shelters, and other domestic 

and international violations” (IRS 1988), indicating the importance of IDT tax refund fraud within the IRS.  Their 1988 

annual report stated that the IRS had a Questionable Refund Program (QRP) to identify the filers of fictitious claims for tax 

refunds.  This program used tax examiners and specialized computer selection procedures to identify suspect tax returns.  

When a scheme was identified, the characteristics of the suspect returns (e.g., employer information, addresses, and PII of 

the victims) were used to identify other tax returns in the same fraud scheme.  The QRP had detected more than twenty-

eight million dollars in fictitious claims for refunds before any payments were made.   

By 1994, tax refund fraud had gained more attention.  The Subcommittee on Oversight of the Committee on Ways and 

Means held a hearing on tax refund fraud on February 10, 1994 

(archive.org/stream/irsfilingsystems00unit/irsfilingsystems00unit_djvu.txt).  The first person to testify was Barry Becht, a 

federal inmate serving an eighteen-month sentence for aiding and assisting in the preparation of false federal income tax 

returns.  During his tax return preparation service business, he prepared over 4,000 tax returns and by overstating deductions 

and inflating expenses, his clients received fraudulent refunds.  The IRS audited twelve percent of those returns and 

estimated the loss to be $750,000.  Becht’s share of the takings was limited to the accounting fees that he charged in 

preparing the forms.  The second person to testify was Frazier Todd, who was also a federal inmate.  Todd had “recruited” 

individuals who did not need to file tax returns.  He then prepared tax returns for those people using false W-2 forms.  When 

the refund check arrived, the individuals would cash their checks and share the amount with Todd on a fifty/fifty basis.  

Todd’s income from the scheme amounted to $511,000 over a period of two years.  In both schemes, the dishonest taxpayers 

were accomplices and willing participants in the fraud scheme, essentially supplying their personal identification 

information in exchange for a share of the bounty.  These schemes did not involve identity theft.  It is possible that there 

were no such Penrod-type fraudsters willing to testify.   

In her testimony, Margaret Richardson, Commissioner of Internal Revenue, stated that the IRS had addressed tax refund 

fraud through its QRP, which had been established in 1977.  This program had teams of “trained personnel” reviewing pre-

refund tax returns that had been selected “manually or based on computer criteria.”  It found that tax refund fraud was on 

the rise.  For the ten months preceding October 31, 1993, the IRS detected 61,000 fraudulent returns, which far exceeded 

the 25,000 fraudulent tax returns detected in all of 1992.  Richardson’s testimony included some notes on the mechanics of 

these schemes.  First, the fraudsters either misstated the federal income taxes withheld or misstated the refundable credits 

to generate a refund due.  Second, with respect to the individual named on the tax return, the fraudsters either:  

• used their own names and Social Security numbers, 

• used the names and Social Security numbers of unsuspecting legitimate taxpayers, or 

• used fictitious names and Social Security numbers. 

None of the categories include accomplices and willing participants.  It is possible that the IRS viewed the use of 

accomplices and willing participants simply as tax evasion.  The Commissioner’s examples included the case of the owners 

of an income tax return preparation firm in Salinas, California, who obtained the Social Security numbers and names of area 

agricultural employees from the payroll records of their clients.  The two preparers then submitted over 200 tax returns 

claiming more than $165,000 in fraudulent refunds.  Their scheme was discovered when the QRP team detected 

irregularities on the tax returns and when the workers began filing legitimate returns of their own.  In another example, the 

Commissioner stated that an Arkansas tax return preparer had prepared 1,090 fraudulent returns with false claims totaling 

$1.3 million.  This testimony and the above newspaper articles suggest that IDT tax refund fraud in its current form is at 

least a thirty-year-old problem. 

The first GAO audit on “electronic filing fraud” evaluated the IRS’ techniques for preventing and stopping fraudulent 

refunds for electronically-filed tax returns.  The report (GAO 1992) included recommendations related to preventive and 

detective controls.  These controls covered areas such as improved screening of tax preparers allowed to file electronic 

returns, making first-time filers ineligible for electronic filing, penalizing preparers/transmitters who did not mail supporting 

file:///C:/Users/Owner/Downloads/archive.org/stream/irsfilingsystems00unit/irsfilingsystems00unit_djvu.txt
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paper documents after filing electronically, electronically matching employer wage information with electronic return data, 

and requiring that preparers/transmitters obtain two pieces of identification from electronic filers before transmitting their 

returns.  The 1992 GAO report indicates the magnitude of the problem, in that fraudulent refunds that were not stopped 

before issuance increased from $6.3 million for the first seven months of 1991 to $$8.5 million for the first seven months 

of 1992.  The cost of these frauds was updated in GAO (1993); comparative statistics are shown in Table I. 

Table I: Identity Theft Tax Refund Fraud: Statistics From 1992/1993 

Electronic Returns January to August, 1993 January to August, 1992 

Fraudulent Returns Identified 23,413 11,724 

Attempted Dollars $48.9 million $31.4 million 

Prevented Dollars $28.3 million $21.8 million 

Successful Frauds $20.6 million $  9.6 million 

 

Paper Returns January to August, 1993 January to August, 1992 

Fraudulent Returns Identified 30,947 7,517 

Attempted Dollars $49.9 million $27.0 million 

Prevented Dollars $40.9 million $25.8 million 

Successful Frauds $  9.0 million $  1.2 million 

   

Total Successful Frauds $29.6 million $ 10.8 million 

Table I shows the number of fraudulent tax refund returns identified and the dollar amounts of prevented and successful 

fraudulent tax refunds for the eight months from January 1 to August 31 in 1992 and 1993. 

GAO (1992) shows an increase in tax refund fraud from 1991 to 1992.  The data from GAO (1993) in Table I shows another 

increase from 1992 to 1993.  The known loss, which represents only part of the year, almost tripled from $10.8 million to 

$29.6 million.  The 1993 report includes statements such as, “the IRS continues to be bedeviled by refund fraud,” and 

“electronic filing fraud continues to be IRS’ most critical returns processing problem.” The report also notes that the GAO 

was unable to fully assess the efforts being made to combat this fraud and had “uncertainty as to how much fraud might be 

undetected.”  They also note that “the harder the IRS looks, the more fraud it finds.” 

The concerns of the GAO in the early 1990s were well founded.  Over the next twenty years, the costs of tax refund fraud 

would escalate into the billions of dollars.  A recent GAO report (2017) reviews the 2016 tax filing season and covers, 

among other things, assisting fraud victims and improving the non-payment of fraudulent refunds.  The report also reviews 

cases of tax refund fraud, summarized in Table II. 

Table II: Identity Theft Case Summaries 

Case Return Type Amount Payment Days Other notes 

1 Electronic $10,000 Direct deposit 125  

2 Electronic 9,600 Direct deposit 65  

3 Electronic 3,700 Direct deposit 365 Fraudster obtained PII through “Get Transcript” application. 

4 Electronic 4,800 Direct deposit 134 Delays because of resource constraints. 

5     Not fraud.  Taxpayer themselves filed multiple returns for the same year. 

6 Electronic 1,500 Direct deposit 103 Delays because of resource constraints. 

7 Electronic 5,400 Direct deposit 261 Delays because of resource constraints. 

8 Electronic    Not fraud.  Taxpayer themselves filed multiple returns for the same year. 

9 Electronic 4,800 Direct deposit 524 Complicated circumstances.  Multiple years involved. 
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10 Electronic 9,900 Direct deposit 232 Complicated circumstances.  Errors on taxpayer’s legitimate return. 

11 Paper 4,300 Check 127 Delays because of resource constraints. 

12 Electronic 9,600 Direct deposit 64  

13 Electronic 5,200 – 216 No payment, hold on account.  Complicated circumstances. 

14 Electronic 7,200 – 144 No payment, hold on account.  Errors on the part of the IRS. 

15 Electronic 5,500 - 193 No payment, hold on account.  Errors on taxpayer’s legitimate return. 

16 Electronic 1,900 Direct deposit 71  

Table II summarizes the tax refund fraud cases that the GAO reviewed in 2016.  All the fraudulent tax returns were 

electronically filed, except for case eleven.  In almost all cases, the payment method was direct deposit to the fraudster’s 

bank account.  The cases generally took from two months to twelve months to close.  Most of the tax returns were for the 

2014 tax year.  The refund deposits in cases seven and ten were rejected by the bank. 

The cases in Table II were presumably selected from a database of suspected and closed IDT tax refund fraud cases.  The 

summaries include the length of time that it took to close the case.  The cases generally took anywhere from two to twelve 

months to close.  Most of the filings were electronic, and most of the payments were made using direct deposit.  In many 

cases, no payment was made because of a hold on the taxpayer’s account or because the bank rejected the deposit.  There 

is still a stress-related cost to the legitimate taxpayer, even in cases with no loss to the IRS.  Some of the cases were complex.  

For example, in several cases taxpayers made errors on their authentic tax returns, further complicating the closing process.  

In one case, the assessor was not skilled enough in the tax law to evaluate a credit claimed on the authentic tax return.  In 

some cases, the taxpayers had open issues with filed and unfiled tax returns from prior years.  The detailed summaries 

indicate that these cases are very labor intensive, requiring the time of highly-skilled employees.  Even with no actual 

payout, the IRS still pays a high price in terms of the time and effort needed to close these cases.  In many cases, the delays 

in closure were due to “resource constraints,” indicating the labor-intensive nature of dealing with these frauds. 

Insights into the IRS’s performance are available from two TIGTA reports.  In TIGTA (2012), the oversight group noted 

that its analysis of tax returns showed that the fraud was far larger than what was reported by the IRS.  TIGTA identified 

1.5 million additional 2010 tax returns with the attributes of IDT tax refund fraud, totaling an estimated loss of $5.2 billion.  

Selected statistics related to the cases of undetected IDT tax refund fraud are shown in Table III. 

Table III: Additional Identity Theft Cases 

Panel A: Addresses receiving multiple refunds 

Town or City Number of Fraudulent Returns Total Refunds Issued 

Lansing, Michigan 2,137 $3,316,051 

Chicago, Illinois 765 903,084 

Belle Glade, Florida 741 1,004,897 

Orlando, Florida 703 1,088,891 

Tampa, Florida 518 1,791,770 

     Total 4,864 $8,104,493 

Panel B: Bank Accounts with a High Deposit Volume 

Number of Direct Deposits Total Refunds 

590 $909,267 

587 877,725 

435 630,691 

414 707,834 
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386 695,624 

374 676,468 

366 594,670 

346 470,480 

Table III shows examples of 2010 tax year cases where multiple fraudulent refunds were issued to “taxpayers” living at the 

same address.  The study also found cases where multiple fraudulent refunds were issued to “taxpayers” with the same bank 

account.  Source: TIGTA (2012). 

Panel A of Table III shows cases (undetected by the IRS) where multiple refunds went to the same address.  The average 

refund for the four most frequent addresses ranged from $1,200 to $1,550.  The fifth address had an average refund amount 

of $3,460.  Panel B shows cases with multiple deposits to the same bank account.  Here, the average refund per bank account 

ranged from $1,360 to $1,810.  The address and bank account duplications suggest that a large volume of successful fraud 

schemes use dollar amounts that fall under the IRS’s radar. 

In TIGTA (2013), the oversight group identified 1.1 million additional tax returns exhibiting the attributes of IDT tax refund 

fraud, totaling an estimated loss of $3.6 billion.  Some statistics from the report are shown in Table IV. 

Table IV: Additional Identity Theft Cases 

Panel A: Description of People Whose Social Security Numbers Were Used: 

Descriptions Number of Returns Total Refunds Issued 

Children (under age 14) 1,451 $2,036,064 

Citizens of U.S. Possessions 22,090 113,799,479 

Deceased 19,102 70,180,690 

Elderly (age 70 and over) 28,700 136,320,008 

Income below filing threshold 753,004 2,632,240,181 

Prisoner 37,249 133,087,550 

Students (ages 16 to 22) 225,402 524,742,260 

     Total 1,086,998 $3,612,406,232 

Panel B: Tax Return Preparers Filing the Most Tax Returns: 

Paid Preparer Number of Returns Total Refunds Issued Average Amount 

Preparer A 5,506 $26,819,367 $4,871 

Preparer B 1,747 12,043,332 6,894 

Preparer C 1,746 2,260,037 1,294 

Preparer D 881 1,987,204 2,256 

Preparer E 819 2,758,326 3.368 

Panel C: Top Five Countries for Foreign Mailing Addresses: 

Country Number of Returns Total Refunds Issued Average Amount 

Bulgaria 701 $490,735 $700 

Lithuania 676 228,993 335  

Ireland 657 282,926 431 

China 443 240,724 543 
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Canada 337 698,166 2,072 

Panel A of Table IV describes the taxpayer victims for the 2011 cases of IDT tax refund fraud that went undetected by the 

IRS.  Panel B shows the number of returns and the total refunds issued to the top five paid tax preparers, and Panel C shows 

the same details for the top five foreign countries submitting fraudulent tax returns.  Source: TIGTA (2013). 

Panel A of Table IV describes the people whose identities were used for the fraudulent refunds.  The favored people-type 

choice (used some seventy percent of the time) is the identities of people with incomes below the filing thresholds.  The 

second choice (twenty percent) is the identities of near-graduation and college age students.  The average TIGTA-detected 

(but IRS-undetected) fraudulent refund amount was $3,320.  Panel B shows that some paid preparers submitted many 

fraudulent refunds.  The average amount for the five high-volume preparers ranged from $1,294 to $6,894, suggesting that 

fraudsters have found different ways (taxpayer type, tax return details) of getting the IRS to pay them.  Panel C shows the 

top five foreign countries for undetected refunds.  Again, the averages differ widely, suggesting that foreign fraudsters have 

also found different ways of getting the IRS to pay them.  The average amount and number of successful returns filed by 

foreign-based high-volume fraudsters are lower than the averages for the U.S.-based high-volume fraudsters. 

IDT tax refund fraud dates back at least thirty years according to GAO reports and Congressional hearings.  IDT fraud is 

not overly complex and can be carried out in high volumes by filing electronically.  In most cases (except where PII is 

purchased), it does not require much of an initial investment.  The first step in the scheme is that the fraudster obtains PII 

and uses this information to file a fraudulent tax return before the “honest taxpayer” does.  The next step is that the IRS then 

accepts the fraudulent tax return and issues a refund which the fraudster diverts to his or her own use.  The TIGTA reports 

show that billions of dollars of successful frauds went undetected by the IRS. 

III. A Taxonomy of IRS Fraud Investigations 

The IRS maintains a webpage titled “Examples of Identity Theft Investigations” with a subtitle “Fiscal Year 2017” 

(www.irs.gov/uac/examples-of-identity-theft-investigations-fiscal-year-2017).  The IRS notes that the cases are summaries 

of court records, but no indication is given as to how the sample is chosen.  The IRS usually maintains a page for the current 

year and pages for the prior two years.  As time passes, the historical data becomes unavailable for viewing.  The Fiscal 

Year 2014 page was deleted towards the end of 2016.  At the time of the analysis, fifty-nine cases from 2014 were reviewed 

before the page was lost from view along with 163 cases from 2015 and 100 cases from 2016.  A database was created with 

the names of the persons charged or convicted, whether they acted in a group, whether the defendants included females, the 

U.S. state of prosecution, the number of tax returns involved, the attempted fraud amount, the restitution amount, and a 

short summary of the case.  Using this information, this section presents a taxonomy of the fraud investigations. 

The review of the IRS investigations, and the diagram in Figure I, shows that, from the fraudster’s perspective, there are 

always three stages to the fraud: First, the fraudster obtains the taxpayer’s personal identification information (PII).  Second, 

the fraudster uses this PII to file a false and fraudulent (paper or electronic) tax return.  Third, the fraudster converts the 

refund into funds that are available for his or her personal use.  The differences between the schemes relates to how the PII 

was obtained, which tax return line items were used to fabricate a refund-due return, and how the funds were accessed.  

Although one person could execute all three of these stages, in larger schemes different people tend to execute each of the 

three stages.  When paper checks are used in the schemes, postal workers are sometimes recruited to make sure that the 

checks are delivered to the fraudulent enterprise rather than the actual taxpayer.  Since the second and third stages are 

essentially the same across all cases, and since the information on which tax return line items are used is unavailable, this 

taxonomy relates to the eight ways that fraudsters obtain PII.  These eight methods can be further partitioned into two main 

groups based upon the reason that the taxpayer supplied his or her PII to the recipient. 

The Sources of Personal Identification Information  

The IRS investigations show that, in some cases, victims voluntarily supplied their PII to tax preparers with the 

understanding that it would be used to file an honest tax return for the previous year.  Using their PII, an honest return was 

not filed for either the previous year or a subsequent year.  This represents the first main group of the taxonomy.  In the 

remaining group of cases, an individual voluntarily supplied their PII for unrelated reasons, and the information was then 

used for the purposes of filing a fraudulent tax return.  There is an overlap between these two groups; for example, a hacker 

might obtain access to the client records of a tax preparer.  The eight ways that the fraudsters obtain PII are discussed below, 

with examples of relevant cases. 

file:///C:/Users/Owner/Downloads/www.irs.gov/uac/examples-of-identity-theft-investigations-fiscal-year-2017
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1. Tax Preparer Data: In these schemes, the PII is voluntarily supplied by the honest taxpayer for the purposes of 

preparing (and possibly filing) a tax return.  In one case, an eBay manager, Sanjeev Bais, e-mailed his colleagues 

about the tax preparation services of CPA “Raj Malhotra.”  Bais asked for PII data together with copies of driver’s 

licenses, W-2 Forms, and other tax documents.  Together with his partner they filed fraudulent returns by claiming 

fictitious Schedule C business losses, deducting fictitious “other” losses, and by inflating Schedule A deductions.  

Bais sent an accurate version of the tax return to the taxpayers and deposited amounts into their bank accounts that 

matched the tax refunds that they were due under an accurate filing.  The difference between the accurate refunds 

and the fraudulent refunds—some $247,000—was diverted by Bais and his partner for their own use.  In another 

case, Michelle Simmons and Danielle Wallace worked as tax preparers at a tax preparation firm.  They obtained PII 

from a third group member and then, using firm software and equipment, they filed some 550 fraudulent tax returns 

netting $420,000 over a period of four years.  Tax preparers presumably have an edge in these fraud schemes 

because their experience could help them to guess at those tax return attributes that would flag it as being fraudulent, 

and they also have some expertise in knowing which line items are often used to generate legitimate refunds.   

2. Inmate Data: Here a person with access to inmate records uses the PII to file fraudulent tax returns.  The PII could 

be obtained by an employee in the prison system or an inmate.  Sasha Webb was a medical records clerk at the 

Alabama Department of Corrections.  Over a period of three years, her two accomplices used inmate data she 

obtained to file over 1,000 fraudulent tax returns.  Tax refund checks and prepaid debit cards totaling $529,000 

were mailed to addresses on the postal route of a third accomplice who was a mail carrier.  In a case from 

Sacramento, California, Daniel Coats and three inmate accomplices collected PII from other inmates.  From 2008 

to 2011, their non-inmate accomplices filed about 250 fraudulent tax returns using this PII.  In a third case, Danilo 

Suarez, a Florida inmate, obtained PII from fellow inmates and filed the tax returns himself.  He directed the refunds 

to close family members.  In a fourth case, two female inmates, Stasha Anderson and Jessica Bellis, provided PII 

from inmates to Derek Briscoe, doing business as “Thaferrets Tax Service.”  Over a three-year period, the group 

filed more than 500 fraudulent tax returns that generated just over one million dollars in fraudulent refunds.  These 

four cases show that inmate data can be used in various ways and helps to explain why prisoners are one of the 

groups in Panel A of Table IV.   

3. Student Data: Here a person with access to student records gives the PII to accomplices or files the fraudulent 

returns personally.  Inmates and students are both groups that belong to institutions which keep detailed personal 

records.  In one case, Michelson Jeancy, who was employed at Miami Dade College as a Student Services Assistant, 

stole the PII of current and former students and, together with a group of accomplices, filed fraudulent tax returns.  

In a second such case, in the Miami-Dade Public School System, Rigo Lopez and Luiz Morales obtained student 

PII and filed about 500 fraudulent tax returns claiming about $237,000 in tax refunds in the span of one year.  In a 

third case, Melissa Harris paid a high school student to steal rosters containing the PII of students.  Her accomplices 

filed more than 800 fraudulent tax returns netting just over one million dollars.   

4. IRS Data: Here a current or former employee of the IRS uses his or her employment-based access to PII to file 

fraudulent tax returns.  In a variation of this method, Anas Wilson posed as an IRS employee and obtained PII 

which he used to file fraudulent tax returns that generated $414,000 in tax refunds.  In another case, Kenneth 

Goheen, a tax examining technician, obtained PII from Individual Tax Identification Number (ITIN) applicants.  

He filed over fifty fraudulent tax returns and received some $120,000 in refunds.  In a third case, Demetria Brown, 

a former IRS employee, used the PII of 120 people to file fraudulent federal and state income tax returns and 

received $326,000 in fraudulent refunds.   

5. Medical Data: Here a fraudster working for a health care entity uses the PII of patients.  The fraudster need not be 

an administrative employee; they need only to have access to patient PII.  Because of the obligatory nature of PII 

collection by medical organizations, their staff often have access to this sensitive data.  As one example, Yoland 

Kitson, a contractor at the Eisenhower Army Medical Center in Georgia, had access to the PII of veterans and family 

members.  She and her two accomplices filed more than 1,000 fraudulent tax returns that netted over $3.5 million 

in refunds.  In another case, Kamarian Millender worked as a lab technician at a medical facility in the Dothan, 

Alabama, area.  Millender’s group obtained patient medical records that they used to file over 100 fraudulent tax 

returns.  In another case, Brandi Stroman and her group used the PII of patients at a health care provider to file some 

twenty-seven fraudulent tax returns that netted around $100,000 in refunds.   
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6. Data by Deception: Here the PII is obtained by taking advantage of low-income individuals, elderly persons, trusting 

family members, or fellow employees.  The IDT victims are duped into parting with the PII.  This abuse of trust 

does not always just involve smooth-talk, it could take the form of a “stimulus money” scheme.  In one case, 

Guadalupe Nieves, a drug addict, obtained PII from the homeless and low-income community of San Francisco on 

the ruse that he was screening them for their eligibility for an Obama Administration stimulus program.  The three-

year scheme netted him about $450,000.  In a second case, a travelling minister, Allen Miles, told his church 

attendees that they could receive money from a government stimulus plan if they gave him their PII.  His fraud 

group filed about 2,750 fraudulent tax returns that generated refunds of $4.8 million.  In a non–stimulus-related 

case, Michael Jarrell of West Virginia filed twelve false income tax returns in the names of relatives, neighbors, 

and friends.  Jarrell claimed a total of $120,000 in refunds, but only netted $68,000 from the scheme because not 

all of the claims were paid.  Finally, Bobby Hicks of Texas used the PII of family members, including his own 

deceased mother, as well as a household employee, to file fraudulent tax returns that netted him just over $100,000 

in refunds. 

7. Death Record Data: These schemes date back to the 1970s, when newspaper obituaries and similar records were 

the first choice of fraudsters looking for PII data.  In one case, Angelique Mobley used the PII of various people, 

some of whom were deceased, to file seventy-three fraudulent tax returns electronically using TurboTax and netted 

$77,000.  In a second case, Tiffani Williams and her group of accomplices used the PII of about 1,000 people, many 

of whom were deceased, to file over 1,000 fraudulent tax returns.  The IRS paid out about $1.5 million of the $5.3 

million claimed.  In a third case, Ynessa Brown and Thelonius Robertson used the PII of deceased persons to file 

fraudulent tax returns, often using a joint-filing status for the victims.  Their scheme netted some $770,000.  Finally, 

Joseph Cappell used a deceased-person scheme to file over 500 tax returns.  This netted him about $230,000 of the 

$1,250,000 sought. 

8. Purchased Data: Schemes that rely upon purchased PII are often run by foreign nationals who do not have direct 

access to the PII of U.S. taxpayers.  Instead of purchasing PII, another option is to use a computer hack.  In a hacking 

example, Vanyo Minkov, a Bulgarian citizen, and his accomplices hacked into the systems of four accounting firms 

and were able to obtain the 2011 filings for over 1,000 clients.  His group then used the PII to file fraudulent tax 

returns for those clients for the 2012 tax year.  They also resold some of the PII.  The attempted fraud in this scheme 

exceeded six million dollars and netted refunds of $2.7 million. 

A variation on these various types of schemes is for the fraudsters to also use the PII for other types of IDT-related fraud.  

The scheme of Leonce Jeudy ended when police officers found evidence of identity theft during a routine traffic stop.  This 

evidence included twenty credit cards, the PII of 8,000 people, $30,000 in fraudulent tax refunds, and $100,000 in fraudulent 

unemployment benefits.  In a second example, Rosa Bonner and her associates filed false claims related to the Deepwater 

Horizon oil spill and then reused the PII to file fraudulent tax returns.  In a third example, the Beaucejour brothers used the 

PII of over 1,000 people to file fraudulent unemployment insurance claims, fraudulent federal tax returns, and fraudulent 

state income tax returns in a scheme that netted about $550,000.  Their scheme ended when they used the identity of a local 

police officer. 

Filing a Fraudulent Tax Return  

After obtaining an individual’s PII, the second stage of the tax refund fraud scheme is filing a fraudulent tax return.  The 

IRS investigation data does not include details about the deductions, schedules, withholdings, and credits used by fraudsters.  

Creating a tax return where the payments and credits exceed the taxes due is not overly complex.  Table IV suggests that 

even foreign nationals can accomplish this task.  The attributes of a fraudulent return are detailed in the discussion section 

below.  The IRS investigation data does not include the precise details of how the proceeds are converted into cash available 

for use.  A review of the case data does, however, indicate that fraudsters favor prepaid debit cards.  The next section reviews 

three tax refund fraud cases in further detail.   

IV. A Review of Three Tax Refund Cases 

In USA v. Ojonugwa, Igiebor, and Osula (2012) the defendants, all born in Nigeria and residents of the U.S., were charged 

with operating an IDT tax refund fraud scheme.  The charges included conspiracy to defraud the government with respect 

to claims, wire fraud, mail fraud, and aggravated identity theft, the latter being a violation of 18 U.S.C. Section 1028A.  

Their scheme included renting private mailboxes, obtaining Electronic Filing Identification Numbers, buying tax 
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preparation software, obtaining PII, electronically filing the fraudulent tax returns, renting hotel rooms as work spaces, 

opening bank accounts, and withdrawing amounts from the bank accounts for personal use.  The following is an extract 

from the testimony of FBI agent Clyde Ellis, under direct examination by Mark Penley.   

Penley: And Mr. Osula in Covington, Kentucky, on November 8, 2011?  

Ellis: Based off the police report, working with our counterparts and what we know, in November of 2011, City Osula 

as well as George Ojonugwa and two other males, there was a stop in Covington, Kentucky that took place.  At that 

stop in Covington, Kentucky, the police department down there, they told us that—well, from the police report, 

they had separated all four men and they did a search on the car.  The reason they did a search, from my 

understanding, they had a dog do a walk around the car and it got a hit of narcotics, possibly.  That caused them to 

do a search on the car.  When they did a search on the car, they found $300,000 in cash and money orders inside 

the car.  They also found some debit cards.  When they had separated all four men, they had City Osula in the back 

of a car.  One of the officers said that when he was in the back of his car, he observed City Osula was trying to eat 

a debit card.   

Penley: Eat, as in put it in his mouth and chew it up and swallow it?  

Ellis: Yes, sir.   

Penley: A debit card?  

Ellis: Yes, sir.   

Penley: So that’s a big piece of plastic?  

Ellis: Yes, sir.   

Penley: And he was trying to get rid of it?  Why would he do that, do you think, Agent?  

Ellis: Sir, this investigation that we’re looking into City Osula, George Ojonugwa, it has to do with debit cards and 

false claims being made, where they’re having taxes sent to, debit cards and taking money off those debit cards.  

So, one reason why he may have a debit card and eat it, again, it could be because there could be tax returns on that 

card and that’s evidence.   

At the sentencing hearing, an FBI agent testified that the attempted fraud amount was $31,344,159.  The actual loss to the 

treasury was $17,525,297, and 6,504 victims were affected.  The court records included seven examples of refund amounts 

in the scheme.  These amounts ranged from $5,317 to $7,975 and included amounts such as $6,335, $6,621, and $7,320.  

These amounts show that the individual frauds can become reasonably high if the group builds up some expertise as to what 

works and what does not.  It is discouraging to see that the total loss reached $17.5 million without the scheme being 

discovered; in fact, the scheme only ended because of an unrelated traffic stop.  It is also discouraging to see that a multi-

million-dollar scheme can be run by individuals that were so negligent so as to have narcotics in a car along with $300,000 

in cash and other evidence of a fraud scheme.   

In USA v. Warner (2013), the defendant set up an accounting practice and offered people “stimulus payments” or “Free 

Government Money.”  The information requested in the application for such funds included the taxpayers’ PII.  Warner 

then filed over 5,000 federal tax returns claiming millions in refunds.  At his sentencing he was ordered to pay restitution 

of $5,041,869.  Warner’s scheme was so successful over such a short period of time that he had $4.2 million in various bank 

accounts when he was discovered.  Extracts from Warner’s October 2011 bank statement are shown in Table V.   

The October 2011 bank statement was twenty-nine pages long, twenty-five pages of which listed over 1,500 deposits coming 

in from the Treasury Department for tax refunds.  The typical refund amounts were either $1,230 or $1,000.  While a 

fraudster can file for a specific refund amount, the actual amount refunded could be more or less depending on estimated 

tax payments or amounts due from other tax years.  This case again shows that fraud schemes can become very large, and 

very obvious (with hindsight), before they are shut down.   

In USA v. Marunda (2014), the fraudster was also caught because of an unrelated police search.  In April 2013, officers with 

the Addison, Texas, Police Department knocked on the door of a motel room because the odor of cannabis was wafting into 

the passageway.  Marunda gave the officers permission to search the room for cannabis.  During the search, while the 

officers were talking with three other people in the room, Marunda went to the bathroom, removed two Green Dot Visa 

debit cards from his wallet, and hid them under a floor mat.  During the search, the officers found a zipper case with five 

thumb drives, two laptop computers, a T-Mobile hotspot device, six Visa debit cards, two Western Union Visa debit cards, 

a receipt for the purchase of a Green Dot prepaid card, and a sheet of paper with names and PII.  IRS agents later searched 
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the computers’ hard drives and found large quantities of PII, credit card numbers, and tax return software with tax return 

filing information for 2010, 2011, and 2012.   

The Green Dot card found in the motel room had been mailed to a home address in Dallas, Texas.  On March 13, 2013, the 

card received an IRS refund-related direct deposit of $3,261 because of a fraudulent tax return filed using that same address.  

Marunda, a citizen of Zimbabwe, was subsequently linked to fraudulent tax returns totaling $3,519,925.  At his sentencing, 

the U.S. Attorney noted that, in the year prior to his arrest in the motel room, Marunda was on probation by the Louisiana 

authorities for IDT tax refund fraud, and while on probation, he had put himself “right back in the game.”  This case shows 

that IDT tax refund fraud schemes can total multiple millions of dollars, and they can be executed by someone without a 

college education or with any formal tax training.  In this case, a high school education from Zimbabwe was sufficient for 

Marunda to acquire the skills needed for IDT fraud.  Further, this case was stopped, not by any red flags spotted by the IRS 

or a victimized taxpayer, nor a fraud detection audit, but by an unrelated hotel search. 
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Table V: Extracts from the Bank Statement of Mauricio Warner 

Panel A: Page 2 of 29, October 2011 Bank Statement: 
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Panel B: Page 9 of 29, October 2011 Bank Statement: 
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Panel C: Page 25 of 29, October 2011 Bank Statement: 

 

Table V shows three pages of the October 2011 bank statement of Mauricio Warner.  The details shown are the date, the 

source of the funds (US Treasury), a tax reference number, a name, and an amount. 
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V. Discussion 

The annual loss to the federal treasury from IDT tax refund fraud was recently estimated to be $2.24 billion (GAO 2017, 

2).  The attempted loss amounted to $14.59 billion for 2015, which is down from the $30.0 billion for 2013.  There is also 

an unknown loss made up of refunds issued by the IRS that are not known to be fraudulent.  TIGTA (2013) concludes that 

“tax fraud by individuals filing fictitious tax returns with false income and withholding is significantly greater than what 

the IRS detects and prevents.”  This size of the problem is in sharp contrast to the number of cases successfully prosecuted.  

The IRS’ website (www.irs.gov/) describes 173 investigations for 2015, 100 investigations for 2016, and fifty investigations 

for 2017 (January to April).  Using the news reports of the U.S. Department of Justice (DOJ) at www.justice.gov/news, IDT 

tax refund fraud cases can be accessed by filtering on Tax and Identity Theft.  There are ninety reports from January 2015 

to March 2017 dealing with 107 different people.  The number of IRS investigations reported, and the number of DOJ news 

reports, are low for a multi-billion-dollar problem that recurs annually.  Investigation and sentencing statistics are shown in 

Table VI. 

Table VI: IDT Tax Refund Fraud Sentencing Statistics 

 2016 2015 2014 2013 2012 2011 2010 

Investigations Initiated 495 775 1,028 1,492 921 578 504 

Prosecution Referrals 514 780 969 1,257 574 404 301 

Indictments 594 767 928 1,050 507 288 196 

Sentenced 669 839 792 438 262 180 130 

Incarceration rate 84.6% 83.6% 85.5% 80.6% 85.5% 78.3% 83.8% 

Average Length of Sentence 

(Months) 

34 34 37 38 35 24 28 

Table VI shows the investigations initiated in each of the last seven fiscal years together with other statistics related to 

sentencing.  The data was obtained from IRS Criminal Investigation (2012), IRS Criminal Investigation (2015), and 

www.irs.gov/uac/statistical-data-questionable-refund-investigations. 

Table VI shows a very low count of sentencings in 2010, 2011, and 2012.  This low sentencing is even though IRS Criminal 

Investigation (2012, 3) and IRS (2013) list tax refund fraud as a top investigative priority.  The number of investigations 

initiated shows an increasing trend to 2013, followed by a sharp, two-thirds decline to 2016.  While the average sentence 

shows an increasing trend, it should be noted that these sentences include confinement to a federal prison, a halfway house, 

or home detention.  Using the 2015 known loss of $2.24 billion (which is lower than prior estimates and which excludes 

undetected losses) and dividing it by the number of people sentenced in 2015, the result is a sentence for every $2.67 million 

in known losses.  The review of the investigations shows that there are many cases with paid amounts of approximately 

$100,000.  This means that a significant percentage of the known losses are either not prosecuted or not successfully 

prosecuted.  The low number of sentencings, the low number of cases in the DOJ’s news reports and the IRS’ Investigations 

webpages, suggest that prevention is presumably a more effective and efficient strategy than detection and prosecution. 

Given the size of the fraud problem and the time since it was first seen to be a serious issue, there would have been many 

valid analytics-based and procedure-based solutions tried by the IRS, GAO, and TIGTA (see GAO 2016).  For example, it 

should be relatively easy for the IRS to flag tax returns submitted by people that are deceased.  Since the flags and filters 

used by the IRS are not made public, this discussion will focus on improvements or solutions that seem apparent from the 

review of the investigations and the court documents of selected cases. 

First, since IDT fraud requires the use of PII, any strategies or techniques that could make PII more difficult to acquire 

would make such frauds more difficult to execute.  These strategies could address those organizations that house large 

datasets of PII, as well as the voluntary sharing of PII by people themselves.  The IRS also might consider issuing taxpayers 

a unique taxpayer number.  Second, giving the IRS more time to issue a refund, by check or direct deposit, would give IRS 

staff more time to compare the W-2 data on tax returns with the W-2 filings of employers.  Third, IDT fraud requires that 

the fraudster access the funds.  So, while the IRS’s refund payment policy is geared towards being effective and efficient, 

it might consider tighter controls in this arena by adjusting the tax refund payout policy to make getting access to the funds 

more difficult.  This change might involve controls aimed at the mail service or preventive measures aimed at ensuring that 

file:///C:/Users/Owner/Downloads/www.justice.gov/news
https://www.irs.gov/uac/statistical-data-questionable-refund-investigations
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the deposit is only made to a bank account in the name of the taxpayer.  Fourth, a scheme involves completing a tax return 

such that the taxpayer is due a refund.  One way of creating a refund is through generating refundable tax credits.  Congress 

could consider changes to these credits and possibly changes to the basis of our income tax system.  Changes to the treatment 

of credits and the basis of the income tax system would make IDT tax refund fraud schemes more difficult to accomplish. 

Cases seven and ten in Table II are encouraging because the fraudster’s bank rejected the refunds.  The bank statement 

extracts in Table V suggest that the bank did not see this kind of activity as suspicious.  Regulations aimed at requiring 

banks to make a serious effort to use audit data analytics on customer accounts to prevent them from being used for IDT tax 

refund fraud would be a positive development.  Banks are presumably in a good position to identify multiple deposits to a 

single bank account or to sets of linked bank accounts. 

It is difficult to understand why the IRS has not succeeded in reducing IDT fraud losses.  For example, TIGTA (2014) 

identified cases, undetected by the IRS, that made use of hundreds and thousands of deposits to the same bank account (see 

Table IV).  It took two years for the IRS to state (IRS 2015) that in “January 2015, the IRS also will limit the number of 

direct deposit refunds to a single financial account or pre-paid debit card to three.” 

A second extract from the testimony in USA v. Ojonugwa, Igiebor, and Osula (2012) is shown below: 

Penley: At the time that these—these tax preparers, using that in quotes, are filing these returns, they don’t have—they 

don’t have access to the true taxpayer’s history, payment history, financial records, prior tax filings, correct? 

IRS: They do have—well, it depends on what type of stolen identity information is provided. 

Penley: My point is, when they prepared these tax filings, they had the benefit of the prior tax filings of that taxpayer? 

IRS: I don't believe that they did in this case. 

Penley: So for lack of a better description, when these filings are prepared and sent to the IRS, it’s kind of a shot in the 

dark on their part, right? 

IRS: I wouldn’t—I wouldn’t use those words. 

The agent avoided answering the question.  It does, however, seem clear that in most cases, the fraudster does not know 

anything about the honest taxpayer’s prior filings.  This means that the current (i.e., fraudulent) tax return probably differs 

markedly from the genuine filing of the prior year.  Two different people is preparing the tax returns—one of whom is trying 

to slip under the IRS’s radar and procure a fraudulent refund.  The suggestions here are twofold: First, the IRS should 

consider developing an analytics test designed to flag tax returns that show a large change from year to year.  Work by this 

author using an analytic technique on state tax returns showed that large changes are common even when fraud is not 

present.  For example, students graduate and start a new job, employed people start their own business, people retire, and 

people become unemployed.  Second, the IRS could consider a research fellowship program whereby accounting academics 

could generate high-quality, publishable research on topics (such as IDT tax refund fraud) of direct relevance to the IRS’s 

mission.  Under the umbrella of such a program, various filters and flags could be tested by academics with an aptitude for 

analytics-based research.   

Any other country that has a similar income tax system with a combination of credits, deductions, allowances, estimated 

tax payments, and withholdings would also be the target of IDT tax refund fraud.  Future research could assess the ease 

with which these schemes could be carried out in other countries and what is publicly known about these fraud schemes in 

those countries.  With foreigners submitting fraudulent U.S tax returns (Table IV Panel C), it seems likely that they would 

also submit fraudulent returns to the tax authorities in other countries.  Research into the mindset of these fraudsters would 

seem to be valuable.  IDT tax refund fraud requires some level of skill to execute, but not enough skill for the fraudster to 

realize that tracing the fraud back to them is a relatively easy matter.  Identifying the beneficiary of the bank account(s) 

used to receive the fraud proceeds is presumably not a difficult task.  Merely presenting a false or fraudulent claim subjects 

a fraudster to the civil penalties of the False Claims Act, and using the identity of another person is an aggravated identity 

theft felony.  Research that gives some insight as to how a fraudster found out about these schemes and what caused them 

to believe that they would not be caught, or, if caught, then not punished, could help with the formulation of deterrence 

strategies.  Research that provides insights into the beliefs of these fraudsters and how they came to start these schemes 

could also be useful in the prevention and deterrence arena.   

The Marunda scheme was discovered through a hotel room search and Osula was apprehended because of a traffic stop.  

The IRS could consider the equivalent of fraud awareness training for local law enforcement.  Officers that apprehend 
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suspects for various reasons and who come across items such as computers, debit cards, or USB drives with PII should be 

able to recognize that these are the tools of the trade for felony identity theft schemes and should know the next steps in the 

process.  These steps might include contacting the Criminal Investigation division of the IRS and making sure that the 

evidence is secured and preserved for further analysis. 
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