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Introduction 

Internal control is an important topic at all levels within an organization.  Legal emphasis on organization-wide internal 
controls began with the Foreign Corrupt Practices Act of 1977 (FCPA, 1977).  While the FCPA was primarily aimed at 
preventing bribery of foreign officials, it also included a provision that requires corporations to maintain adequate internal 
controls in their accounting systems.   

In 1992, the Committee of Sponsoring Organizations of the Treadway Commission (COSO) released Internal Control—
Integrated Framework.  This framework gave organizations a framework that they could use to develop their systems of 
internal control.  This framework has been updated and superseded as the business environment has changed and 
incorporated more technology.  Also, the more recent issues focus on enterprise risk management and fraudulent financial 
reporting as well as internal controls (COSO, 2016). 

In 1996, the Information Systems Audit and Control Association issued Control Objectives for Information and Related 
Technology (COBIT).  COBIT differed from the COSO framework in that it focused more on control in information 
technology (COBIT, 2016).  As the use of technology in accounting and other systems increased, the types of controls 
needed also changed.  Whereas segregation of duties had historically been an important control in many systems, the 
advent of automated systems made segregation of duties as implemented in a paper based environment less useful.  
Instead, controls over the information system itself became more important. 

The Sarbanes-Oxley Act of 2002 (SOX) changed the requirements for internal control within corporations.  SOX section 
404 requires organizations not only to implement internal controls, but also to document and test the internal controls over 
financial reporting.  If material weaknesses are found, those weaknesses must either be corrected or disclosed as a part of 
the annual report. 

The increasing number of organizations, publications, and laws related to internal controls highlights the ongoing 
importance of adequate internal control systems in corporations.  These internal control systems are a key component of 
overall risk management.  FCPA, COSO, COBIT, and SOX generally emphasize organization-wide internal controls and 
risk management.   

This paper focuses specifically on the accounts payable system, a single component within the enterprise wide system.  
Strong internal controls that are consistently enforced are necessary to help prevent fraud within the accounts payable 
system. 

The accounts payable system includes disbursement of funds to suppliers, consultants, and others.  Requests for payments 
can come from many different sources including vendors for supplies and merchandise, employees, consultants, and 
others.    

To assure that payments are made only for authorized expenditures, a comprehensive set of controls must be in place.  For 
controls to be effective, they must be strictly adhered to so that unauthorized disbursements are not made.  Accounts 
payable staff and management are generally the ones who must ensure that controls are being enforced.  They also need to 
be aware of red flags which may indicate that controls are being circumvented and of the importance of following up on 
these red flags.  Red flag indicators may not only indicate that controls are being bypassed, but they might also point to 
evidence of fraudulent activity. 
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The purpose of this paper is to present a list of controls and red flags which are helpful in identifying fraudulent activity in 
the accounts payable system.  Two real life cases are used to demonstrate the importance of identifying red flags and 
following up on those activities.  In addition to these discussions, the actions that companies may take to address red flags 
and to mitigate the potential negative results are discussed.    

Lack of knowledge about red flags, lack of realization that red flags are possible indicators of fraudulent activity, and 
failure to identify, investigate, and act on red flags in the accounts payable system can be very costly to a company.  In 
addition to describing controls in the accounts payable system, this paper addresses three questions regarding red flags: 

(1) What are common red flags in an accounts payable system? 
(2) What is the process for identifying red flags in an accounts payable system?   
(3) How do companies mitigate/address red flags?  (What action, if any, do they take?) 

Controls and Red Flags 

Accounts payable are short term liabilities owed to suppliers, employees (for expense reports, for instance), consultants, 
and others.  As businesses grow, the number of accounts payable transactions increases.  “With the increasing growth of 
accounts payable transactions every year, there is an increasing risk of potential fraud and abuse”, according to Dubinsky 
and Warner (2008).  A company that fails to identify and follow up on red flags that may indicate accounts payable fraud 
stands to lose money through unauthorized (or not properly authorized) disbursements.  It is also important to know who 
is most likely to perpetrate fraud against a company.  A large portion of fraud perpetrated against businesses is employee 
fraud (ACFE, 2016).  Any type of business is susceptible to employee fraud.    

Master and Eveloff (2008, p. 63), make the following statement when referring to a physician’s practice. 

Employee fraud can take many forms within a physician practice.  But the accounts payable operation, 
because of the sheer volume of transactions, poses an especially big risk.  If it is not tightly controlled, 
someone intent on committing fraud can easily slip an improper vendor invoice or other fraudulent 
document through the cracks, thereby draining precious practice resources.    

A danger at any business is that the lack of controls will lead to improper, unauthorized disbursements (Master and 
Eveloff 2008).  If controls exist but are not consistently enforced, then fraud is also more likely to occur. 

In her book, Fraud in Accounts Payable: How to Prevent It, Schaeffer (2008), discusses three of the most common frauds 
related to accounts payable.  These are billing schemes, expense reimbursement, and check tampering. 

“The Sarbanes-Oxley Act is forcing many companies to take an in-depth look at internal accounts payable controls.  
Implementing and monitoring internal controls may be an expensive proposition in terms of time and money, but if fraud 
or leakages are found, it will be time well spent” (Dubinsky and Warner, 2008, p. 6).  There are numerous controls that 
are important with respect to maintaining the integrity of the accounts payable system and to ensuring that payments are 
made only to properly authorized parties for only properly authorized amounts.    

The following is a discussion of important accounts payable system controls.  The controls will be grouped and discussed 
as the following types: vendor records controls, system access controls, authorization and processing controls, 
disbursement controls, other controls, and accounts payable auditing.  Following the discussion of each type of control 
will be a discussion of red flags that might indicate a potential problem with the effectiveness of the control. 

Vendor Records Controls 

There should be specific rules for approving new vendors and adding them to the system.  Only persons with proper 
authority should be allowed to establish new vendors in the accounts payable system or to change information on existing 
vendors.  Marinos (2007) advises the following controls for the setup of a new vendor. 

Policies should be established to review quality control procedures, delivery history, distribution 
requirements, terms of trade, conflict of interest, discounts, promotional support, transactional accuracy, 
use of technology, and production scheduling flexibility prior to approving new vendors.  Additionally, 
finance should make a determination (i.e., using Z-Scores) on whether the vendor's financial strength 
warrants a relationship (Marinos, 2007, p. 1).   



Journal of Forensic & Investigative Accounting 
Volume 9: Issue 3, Special Issue, 2017 

 

943 

In addition, Marinos advises that one time only vendors should be handled separately in a miscellaneous vendors file and 
not set up in the vendor master file (Marinos, 2007). 

Kickbacks from vendors to purchasing (or other) employees should be strictly prohibited as well.  Employees should be 
properly trained so that they understand the types of “gifts” that might be considered kickbacks.  The employees should 
also understand the importance of objectivity when selecting vendors or other service providers. 

There are numerous red flags that indicate it might be in a company’s best interest not to do business with a vendor.  Mark 
Scott, in The Fraud Examiner (Scott, 2012, p. 1), includes the following list of red flags which include numerous outside 
issues (Table I).  The list is not, however, intended to be an exhaustive list of all red flags that might exist in evaluating a 
vendor.   

 
Before a vendor is added to the accounts payable system, their prior performance and current financial stability should be 
evaluated.  Establishing a relationship with a financially unstable or poorly performing vendor could lead to problems 
with returning goods or resolving other kinds of disputes regarding quality, timely delivery, etc.  A search for criminal or 
civil complaints against a vendor could identify vendors that would likely not be acceptable.  The purchasing company 
should also look for family relations of its employees with the potential vendor because such relationships could indicate 
conflicts of interest.  Compare the address of the vendor with a list of employee addresses to identify potential problems.  
A visit to the vendor’s business would also be a way to ensure that the vendor is legitimate.  A purchasing company 
should be wary of a vendor that is offering “deals” that appear too good to be true or that has a business model that does 
not appear to be reasonable. 

It is important that the vendors be evaluated carefully before being accepted and added to the vendor master file.  Also, 
vendor controls should not cease to exist once vendors are approved.  On an ongoing basis, a company should monitor 
vendors on the same criteria used to approve them.    

In addition to monitoring the vendors over time, it is important to monitor vendor records to ensure that unauthorized 
changes are not made.  Some red flags related to ongoing accounts payable activity with vendors are shown below (Table 
II). 

Table I: Red Flags in Vendor Selection 

Inadequate financial resources 

A poor record of performance 

Reputation for dishonesty 

Prior complaints or criminal or civil actions 

History of fraudulent conduct 

Undisclosed outside business interests or front companies owned by an employee of the 
purchasing entity 

Vendor has family ties with an employee of the purchasing entity 

Vendor offers a deal that is too good to be true 

Business model does not make sense 
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All payments to vendors should be properly authorized.  Duplicate payments to a vendor might indicate that the voucher 
or other payment authorization is not being marked as paid when a check is processed.  Any change in a vendor record 
should be properly authorized.  A limited number of people should be able to make any changes to a vendor record.  Even 
an address change could be an indication of potential fraud.  An incomplete address is also an indication that there might 
be a problem.  A vendor that does not provide a valid address, phone number, and other contact information may not be a 
legitimate vendor.  As mentioned earlier, a vendor with the same address as an employee should be carefully scrutinized.  
There should be controls in place to prevent payments to vendors that have not been properly authorized.  For one-time 
vendors, a separate process should be in place to allow payment without having to add the vendor to the approved vendor 
file.  While the payments are processed in accounts payable, the actual checks should be sent by the cashier or some other 
person outside of accounts payable.   

Access Controls 

The vendor master file must be protected from fraudulent or accidental changes.  To ensure that unauthorized changes are 
not made, access controls must be established and enforced.  A limited number of employees should be authorized to add 
vendors to the vendor master file or to make changes to the file.  In addition, there should be a periodic review by 
someone outside the function of any changes or additions to, or deletions from, the vendor master files.  Some common 
red flags are included in Table III. 

 

Table II: Red Flags in Vendor Records Maintenance 

Duplicate payments (of same amount) to a vendor 

Change in name (or other fields) of a vendor record 

Vendors with same address as a company employee 

Vendors with incomplete records (For instance, incomplete contact information such as no 
phone number or physical address, or missing other info such as EIN) 

Payments to unauthorized vendors  

Accounts Payable (instead of cashier) mailing vendor checks 
 

Table III: Red Flags in Access Controls 

Access to Vendor master file available to all Accounts Payable employees 

No offboarding (removing current access privileges) is performed for job changes before 
onboarding (adding new access privileges) for new responsibilities and system access 

Multiple attempts by unauthorized persons to access master file  

Employee outside Accounts Payable having access other than view only or to more 
information than needed 

Inappropriate access by account payable employee to accounting records 
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It is important to ensure that new employees are given the appropriate system access for the position they are entering 
(onboarding).  Since employees cannot do their jobs without proper access, they will let someone know if they are not 
granted appropriate access.  However, it is equally important to remove system access when an employee’s job no longer 
requires that access (off boarding).  Employees will not likely report that they continue to have access that they no longer 
require to do their jobs.  It is, therefore, important to have an off boarding system in place and to periodically review the 
levels of access that each employee has.  These access controls are similar to segregation of duties in a manual system and 
are a critical control to ensure that one person does not have the ability to authorize and process payments. 

Access rules must also be in place for others whose duties require access to the vendor master file.  Employees may need 
to view the files but should not have authorization to modify them.  Employees may not need to view the entire vendor 
record, so some thought should be given to allow only access to the information that an employee needs to do their job.  
To ensure that these controls are in place, an audit of the list of authorized users should be performed periodically to 
ensure that unauthorized users have been removed.  Also, the access log should be reviewed for multiple attempts to 
access the file and these attempts should be documented and investigated. 

Authorization and Processing Controls 

Paying for goods and services is a major part of the expenditure cycle at a company.  In order to be confident that 
payments are being made only for items and services actually received and that the correct amounts are being paid, 
controls must be in place and complied with throughout the expenditure cycle.  There should be controls for all the basic 
business activities performed in the expenditure cycle, and red flags may indicate that the controls are missing or that the 
controls are not being effectively enforced (Table IV).    

 
The three-way match is still an important control in purchasing.  Before payment is made, there should be an authorized 
purchase order, receiving report, and vendor invoice.  If the process is automated, there should be system controls that 
ensure the purchase is authorized (purchase order), the goods or services have been received (receiving report), and that 
the vendor has billed the company (invoice).   

Table IV: Red Flags in Authorizing and Processing Controls 

Unusual or unauthorized Accounts Payable journal entries 

Invoices paid without valid purchase order and receiving report 

Multiple vendor payments for the same amount 

Suspicious behavior by an employee 

Workplace intimidation by an employee 

Employees working after hours or during times when  other employees are not present 

Employee refusing to take vacation 

Employee unwilling to allow anyone else to perform a task 

Changes in employee behavior 

Employees spending beyond their means 

Payments to employee relatives 

Even dollar payments to vendors  
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Especially important are proper authorizations at each juncture in the expenditure process.  All items ordered should be 
approved by an appointed individual, all receipts of goods should be acknowledged by designated personnel, and all 
services performed (consulting and other) should be properly documented and authorized as well.  Without these 
approvals, no invoices should be accepted for payment and processed by accounts payable. 

There are numerous processing controls that a company can implement to minimize opportunities for fraud to be 
perpetrated against them.  Master and Eveloff (2008) suggest such controls, including the following: watch for unusual 
entries, validate purchases and expenses, be wary of "impatient" vendors, track vendor billing patterns, and watch 
employees for suspicious behavior.    

What might appear to be the behavior of a dedicated employee can sometimes indicate risk of fraud.  An employee who 
often works when no other workers are present, who refuses to allow others to perform a particular task, or who refuses to 
take time off, may be someone who must be present to continue to cover up fraudulent transactions.  An employee who 
tries to intimidate others to circumvent controls should be considered a potential problem.   

Threats can occur in numerous ways, including the alteration of checks, the issuance of checks to fictitious suppliers, 
payment of inflated employee expense reimbursements and/or paying for goods or services not received.  Controls should 
be in place to protect against each of these threats and also for the actual disbursement of the funds.    

Disbursement Controls (EFT and Physical Checks)  

Many payments are handled via Electronic Funds Transfer (EFT).  However, companies also may issue a sizable number 
of checks.  Thus, controls must also be placed at this final stage of the accounts payable process.  EFT and physical 
checks both need strong controls. 

EFT controls include encryption, time stamps, allowing EFT payments only from designated bank accounts, and possibly 
conducting online banking only at a specific computer by a specific person to mitigate the risk of issues from such things 
as key logging software or viruses.    

Physical check controls include bank reconciliations (conducted in a timely fashion by someone other than the person 
writing checks), strict rules on who can pick up checks (generated by accounts payable transactions) from the cashier 
(should not be accounts payable staff or other employees of the company), and controlling access to blank checks and the 
signature stamp.  The red flags included in Table V may indicate that controls are not effective. 

 
All payments should be mailed by the cashier’s office.  If an employee tries to pick up a check to hand deliver it, he 
should not be allowed to take possession of the check.  If the employee tries to intimidate someone into giving him the 
check, a supervisor should be notified and should investigate the legitimacy of the payment.   

The person completing the bank reconciliation should look for unusual amounts or payments to unusual vendors.  While 

Table V: Red Flags in Disbursement Controls, EFT, and Physical Checks  

An employee wants to hand deliver a payment 

Expense reimbursement requests without adequate documentation 

Altered invoices 

Unusual items on bank reconciliation 

Checks with time stamps outside of normal hours 

Accounts Payable employee consistently working after hours 

Physical checks that are not written on the usual check stock 
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physical checks are usually not received in the bank statement, the reconciler should review the copies of the checks to 
determine whether all checks are on appropriate check stock.  Numbers out of sequence should also be investigated.  If 
electronic payments are used, the time stamps should be reviewed to be sure that payments are being made during regular 
business hours.  This could be especially important if an employee involved in the payment process is often working after 
hours when other employees are not present. 

Billing schemes involve an employee either totally fabricating an invoice, changing the total on an invoice, or having the 
company pay for personal items that are for the employee personally.  Expense reimbursement fraud occurs when an 
employee claims more expense than was actually incurred or makes totally false claims.  Check tampering involves either 
changing the amount on a check or falsifying a check in some other manner.    

According to the Association of Certified Fraud Examiners (2006), billing schemes were the most common of the three, 
followed by expense reimbursement fraud.  However, check tampering cases (which occurred less often than expense 
reimbursement fraud) had a much higher median loss compared to expense reimbursement fraud.    

The Report (ACFE, 2006, p. 14) states that: “The median loss attributed to billing schemes was $130,000, making them 
the second most expensive form of fraudulent disbursement behind wire transfers, which had a median loss of $500,000.  
Expense reimbursements ranked second in terms of frequency, but they had the lowest median loss at $25,000.”  The 
median loss for check tampering was $120,000.    

In the 2014 Report to the Nations on Occupational Fraud and Abuse (ACFE, 2014, p. 13), similar findings are reported, 
although the median loss for check tampering was higher in this reporting period than previous periods.  “Schemes 
involving check tampering, billing, and non-cash misappropriations tend to represent the greatest risk in terms of 
combined likelihood and cost.”   

Other Miscellaneous Oversight Controls  

In order to assure that expense disbursements are made properly and ethically, a company should seek to assure that 
qualified and ethical employees are in place to perform accounts payable duties.  These controls include requiring a 
certain education level and training in order to work in accounts payable as well as, in many cases, employee personal and 
financial background checks.  Employees should receive training not only when they are hired or move to a new position, 
but also periodically to remind them of the importance of internal controls and strict adherence to those controls.  Red 
flags that may indicate problems with other controls are included in Table VI. 

 
A company may want to perform credit checks for employees who will be involved in the accounts payable function.  An 
employee who has financial difficulties may be more likely to take advantage of a control weakness to commit fraud.   

Employees who lack appropriate education or training may not understand the importance of strict adherence to existing 
controls.  Because accounts payable has the ability to disburse funds, employees must be properly screened before being 
given authority in this important function. 

To prevent fraud, policies and procedures must be in place and employees must be trained to assure that these policies and 
procedures are followed.  Employees should be made aware of controls that are in place and the reasoning behind the 
controls.  One of the most effective deterrents for workplace fraud is employee education and training.  This training 
should be at the time of employment and should continue throughout an employee’s career.   

Wanda Cathran, assistant vice president of operations at Farmers Insurance Group Federal Credit Union in Los Angeles, 
agrees that strong policies and procedures are a must for fraud prevention.  She states that employees should read the 

Table VI: Red Flags in Other Controls 

Employees with known financial issues 

Employees who do not possess minimum educational requirements or training specified for 
their positions 

 



Journal of Forensic & Investigative Accounting 
Volume 9: Issue 3, Special Issue, 2017 

 

948 

policies and procedures annually and that companies should provide frequent training “so there’s more awareness of 
potential red flags” (Dahl, 2012, p. 17).  Cathran’s organization has an internet manual of policies and procedures, system 
controls, and tools they use to monitor them.  They also provide training for employees by both the IT and fraud 
departments.  Employees also sign a code-of-conduct and compliance documents every year (Dahl, 2012).    

Many times, fraud is discovered by employees who notice suspicious activities.  Therefore, companies should offer 
training to employees on how to detect fraud and on red flags that may indicate potential fraud threats.  Conducting such 
training is also a good way to communicate that management is serious about preventing fraud (Strand, et al., 2002). 

Accounts Payable Continuous Auditing 

Auditing can be a form of monitoring to look for unusual activity in accounts payable.  Auditing usually involves only a 
sampling of transactions.  An audit cannot test every transaction that occurs.  Therefore, audits depend on effective 
controls being in place and being strictly enforced.  In the accounts payable area, this is especially important as the 
financial resources of the company can be drained if fraudulent activity is allowed.    

The number of accounts payable transactions is increasing and computers are able to process and store huge sets of data.  
The sheer volume presents a challenge to the auditor.  Continuous auditing is a technique that can help the auditors.  “As 
management's tolerance for risk narrows and the ability of technology systems to handle larger and larger data sets 
improves, continuous auditing methods are emerging as a way to better understand and control many business processes” 
(Whitehouse, 2012, p. 32).  In the Whitehouse (2012) article, Robert Mainardi, an independent consultant and author on 
continuous auditing, points out that continuous auditing does not have to be computerized.  In fact, he says that, "It's about 
having a methodology that defines what you are trying to do and how you are going to do it” (Whitehouse, 2012, p. 32)." 

Auditors should employ continuous auditing using defined methodologies to regularly search for patterns that might be 
red flags.  By doing so, they will increase their risk coverage.    

Accounts Payable Fraud Cases 

In the previous section, we presented and discussed important controls and red flags that might indicate potential fraud.  In 
this section, we present two actual fraud cases and how enforcement of controls and attention to red flags may have 
prevented the perpetration of fraud against the companies.   

The following are examples of accounts payable fraud at two separate companies, Starbucks and Collin Street Bakery.  
First we summarize the facts of each case.  Then we discuss the red flags that existed that might have led to earlier 
identification of the fraud if investigated. 

Starbucks 

Rosemary Heinen was hired by Starbucks in late 1999.  She was a manager in the IT department earning an annual salary 
of $92,000.  Within a month’s time, she started perpetrating accounts payable fraud (Robin, 2000). 

Rosemary created a business called RAD Consulting Services, which actually performed no services at all.  She forged 
the signature needed to approve the vendor and filed hundreds of invoices over a ten-month period.    

She was questioned by her supervisor about RAD Consulting employees and invoices, but was still allowed to approve 
invoices over her limit.  Some of the checks were in very large amounts, and she was allowed to pick them up rather than 
have them mailed (Robin, 2000). 

Heinen’s scheme was discovered when other employees grew suspicious.  However, before the actual scheme was 
uncovered, Heinen was asked not to use RAD Consulting because her supervisor was suspicious that it was not a real 
company.  Heinen continued to submit bills, however, and get them paid for another three months (Anderson, 2001). 

By not immediately following up on their questions to Heinen, other employees (including her supervisor) enabled Heinen 
to continue perpetrating her account payable fraud scheme.  Had internal controls been in place and enforced, the fraud 
would have been discovered in a much more timely manner.  Instead, Heinen stole almost four million dollars from the 
company.    

Outside of work, Heinen and her husband lived extravagantly.  Their purchases included several yachts, homes, three 
Steinway pianos, and at least thirty-two automobiles (Anderson, 2001). 
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Numerous indicators of fraud were apparent as these activities were taking place.  Some were noted and the employee was 
questioned, but others were not even noticed.  The employee was allowed to approve invoices over her approved limit 
even after her supervisor showed suspicion about it.  Also, the employee was allowed to pick up the checks herself rather 
than have them mailed.    

The vendor not only had family ties with the employee, it actually was the employee.  The red flags were there in the form 
of address and phone information, but no one investigated.    

Heinen made a salary of $92,000 but lived very extravagantly.  Again, this red flag was ignored.  Someone in the 
company should have questioned this and investigated to see if the money was coming from fraudulent activities by the 
employee. 

This case illustrates the importance of enforcing policies and procedures and of investigating possible violations.  It also 
highlights that knowing that some of these behaviors could indicate fraud would have helped to identify the problem 
sooner. 

Collin Street Bakery 

Sandy Jenkins had worked at Collin Street Bakery (CSB), a privately held company, since 1998 with an annual salary by 
2013 of $50,000.  In 2013, a new clerk who had previously worked at a bank, was hired.  She noticed several unusual 
transactions concerning payments to vendors.  Jenkins dismissed her concerns when she pointed out the first question 
about a $10,000 payment, so she took the next concerns to management.  Jenkins had been perpetrating the type of 
accounts payable fraud that the clerk discovered since approximately 2005.  Prior to that scheme, he had stolen 
approximately $114,000 (Wilonsky, 2014). 

CSB, due to the sales of their famous fruitcakes all over the world, has very high costs payable to shipping carriers and for 
postage.  Jenkins’ fraud made the costs in these two areas even higher.  He would write checks to vendors for shipping or 
postage, unsupported by invoices, booking them to the proper general ledger accounts.  He would then void those checks, 
but not the entries, and make the checks payable to himself instead (Daily Mail, 2014). 

From the time Jenkins was hired at CSB until the time the fraud was discovered by the clerk, no accounts payable audits 
were conducted.  This lack of auditing, and also lack of oversight by management within the company, allowed Jenkins to 
perpetrate over sixteen million dollars of fraud against the company.    

Both Jenkins and his wife were charged in the case.  They owned two homes (one a $784,000 villa in Santa Fe, NM) and 
purchased numerous cars over the eight-year period of the ongoing fraud.  They also owned a 596 bottle wine collection, 
over 100 watches, a jewelry collection, and a $60,000 Steinway piano (Daily Mail, 2014).  In addition, they made more 
than one million dollars in charges on a Neiman Marcus credit card (Wilonsky, 2014). 

Unlike Starbucks which had controls in place, CSB had none, relying on their “trust” of employees.  No independent 
reconciliation of the bank statements was taking place.  The voided checks and checks written to Jenkins would have been 
investigated during a proper bank statement reconciliation.  In addition, control over the blank check stock should have 
been limited.  The individual who has authority to sign the checks should not generally have access to blank checks. 

Another red flag was the unexplained increases in shipping and postage costs.  These should have been investigated more 
thoroughly.   

Since Jenkins had a modest salary, his lavish lifestyle was also a red flag.  When an individual is living beyond his/her 
means, someone within the company should evaluate whether appropriate controls are in place and functioning as they 
should.  Neither an evaluation of controls nor investigation of the obviously lavish lifestyle of the employee took place at 
CSB.  Instead, the owners of the family-owned company relied on “trust” of employees as an adequate control. 

Actions Taken Against Perpetrators of Fraud 

There are several possible reactions to the existence of red flags within a company.  First, a company may simply ignore 
the red flags.  Alternatively, they may do a half-hearted investigation but not fully address the situation.  A third option is 
that a company conducts an aggressive investigation of the situation indicated by the red flags and, if fraud is present, 
halts the activities to prevent further losses.  A company may also bring in law enforcement to prosecute the perpetrator of 
the fraud. 
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In some cases, companies choose not to take the final step of prosecuting for the fraud.  If the fraud amounts are small 
enough, companies may believe they can recoup their losses by simply dismissing the employee and allowing him or her 
to move on to another company, thus enabling the former employee to be able to pay the company back the amount 
stolen.  Other times, the employers simply do not feel it is worth the cost, effort, and potential negative publicity to 
prosecute employees who have committed accounts payable fraud.  In both cases discussed here, the amounts stolen were 
large and the companies brought suit against the employees. 

In the Starbucks case, management did recognize that some red flags existed.  They took the second course of action.  
Questions were posed to the fraudster but the company failed to follow through with actually making any changes until 
much greater losses (approximately four million dollars) were suffered.  At that point, they put a halt to the fraudulent 
activities.  The county sheriff was involved in seizing goods from the fraudster’s home and a civil suit was filed in the 
county superior court (Robin 2000).  Heinen was sentenced to four years in prison (Johnson, 2002).   

In the Collin Street Bakery case, a very large amount (almost seventeen million dollars) was stolen before anyone at the 
company noticed.  Once company management was alerted to the ongoing fraudulent activities, they immediately chose 
the third option.  They investigated and put a halt to the accounts payable fraud by relieving the perpetrator of his position.  
Since mail fraud was involved, the fourth option was also warranted, so they called in authorities of the law from outside 
the company, specifically the FBI.  A civil lawsuit was filed by the Collin Street Bakery against Jenkins alleging that he 
stole $16,872,462.65 from the bakery (Jacobs, 2013).  Jenkins was sentenced to ten years in prison.  His wife, Kay, 
avoided jail time but received a sentence of five years’ probation.  Approximately four million dollars was recovered in 
the form of property and cash, and the court ordered restitution of $12,697,921.79 to be paid to the Bakery by Jenkins and 
his wife (Corsicana Daily Sun, 2015). 

Summary 

This paper presents lists of common controls in the accounts payable system and red flags that might indicate that the 
controls are not functioning effectively.  The controls included are vendor records controls, access controls, authorization 
and processing controls, disbursement controls, and other miscellaneous oversight controls.  Types of controls and red 
flags that might indicate problems are identified for each group of control types. 

Next, several processes for identifying red flags in an accounts payable system are explored, including identifying red 
flags in two actual accounts payable fraud cases.  Finally, the paper looks at how companies address red flags and 
includes a discussion of how companies might take action once red flags are detected. 

The cases used to illustrate the red flags were real.  The events occurred in existing companies, and the losses were 
actually sustained by the companies and were significant amounts.  The perpetration of the frauds was made easier 
because either controls did not exist or employees failed to properly enforce existing controls.  Managers also failed to 
provide adequate oversight.  The combination of lack of controls, or the lack of enforcement of existing controls, and the 
lack of effective supervision allowed employees to commit fraud against their companies.   

In the Starbucks case, controls existed but were not enforced.  Even when policies were violated, management did not 
follow up adequately on these violations.  The employee committing the fraud was questioned but was allowed to 
continue to approve checks above her limit and to pick up checks rather than have them mailed.  A case such as Starbucks 
highlights the need to actively enforce internal control policies and to investigate fully any departures from the policies. 

Collin Street Bakery represents a different type of failure.  The company is privately owned and, as is often the case with 
this type ownership, management relied on trust of employees rather than clearly defined internal controls.  Few internal 
controls existed.  Upper management did not fully investigate increased costs in shipping and postage.  They did not 
implement segregation of duties (such as independent bank reconciliations) which might have prevented the fraud or at 
least have identified it earlier.  The red flags, such as an extravagant life style, should have led to closer supervision or 
investigation of the employee.  Financial losses could have been significantly reduced if either of these had taken place. 

An additional area highlighted in the paper is the reluctance of companies to prosecute fraud.  Sometimes this occurs 
because companies believe they can recoup their losses by simply dismissing the employee and allowing him or her to 
move on to another company.  Other times, the employers simply do not feel it is worth the cost, effort, and potential 
negative publicity to prosecute employees who have committed accounts payable fraud.    
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This paper illustrates the importance of implementing and enforcing internal controls in the accounts payable system.  It 
also summarizes the importance of identifying and following up on behaviors that might indicate that something is amiss 
within the system.  When employees fail to report red flags, or when management fails to enforce its policies or 
investigate reported incidents, the likelihood of fraudulent activity increases and, as shown in the two example cases, the 
losses can be large. 

All employees must be educated regarding policies and procedures.  In addition, employees should be trained to identify 
red flags, and there should be a mechanism in place to allow them to report these behaviors without fear of retribution.  
With clearly defined control procedures in place that are strictly enforced, the risk of accounts payable fraud can be 
greatly reduced. 
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