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for identity theft

JEFFREY R. DION AND JAMES A. FERGUSON

Identity theft can
cause catastrophic
financial damage,
but many victims
also suffer emotional,
psychological,

and even physical
injuries. Civil
claims against the
responsible parties
can help repair

the damage.

he crime of identity theftiswide-

spread. While the incidence of

some form of identity theft de-
clined to 8.9 million Americansin 2005'
from almost 10 million Americans in
2002, it remains a significant problem
for those victimized.

The average out-of-pocket loss from
identity theft is about $6,000.” though
many victims lose even more in terms of
time and emotional health. The average
victim, for example, spends 40 hours try-
ing to repair his or her credit.’

Recovering from astolen identityisn’t
easy, butvictims are not without recourse.
Both criminal and civil law provide ways
for victims to gain restitution for their
losses and seek justice against the perpe-
trator or responsible third parties.

A wide variety of criminal acts fall un-
der the heading of identity theft. Gener-
ally, itinvolves the unauthorized use of a
person’s identifying information (such

as his or her name, date of birth, or So-
cial Security number) to steal money or
services, commit fraud, or engage in oth-
erillegal activities. More than 40 percent
of identity thefts involve credit card
fraud, but thieves also target bank ac-
counts, telephone or ntlity accounts,
government benefits, andahost of oth-
er financial transactions.

On average, more than a year passes
between the first misuse of a person’s
identity and the time he or she discovers
the crime. Once this happens, the person
should take certain steps right away. The
Federal Trade Commission (FTC) rec-
ommends that victims quickly contact
the fraud department of any one of the
three major credit reporting agencies to
have fraud alerts placed on their credit
files.” Theyshould immediately close any
accounts that have been affected.

The crime should also he reported to
the police as soon as possible. Almost



every state has a law specifically crimi-
nalizing identity theft, and a growing
number of states have laws allowing vic-
tims to have a temporary security hold
placed on their credit report by credit
reporting agencies to prevent further
damage. In addition, the 1998 Identity
Theft and Assumption Deterrence Act
made identity thefta federal crime.’

Asuccessful criminal prosecution may
result in an order of restitution com-
pelling the perpetrator to pay the victim
forlosses caused by the identity theft. Al-
though restitution may fully compensate
some victims, others may want to pursue
a civil lawsuit.

An identity theft victim can sue the
perpetrator of the crime, seeking com-
pensation for both economic damages
and noneconomic damages, suchas pain
and suffering. Depending on the facts,
the suit might invoke various common
law causes of action, including misrep-
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resentation, fraud, or conversion.

Several states, including California,’
Connecticut,® lowa,’ Louisiana," New
Jersey," and Pennsylvania,”” have enacted
statutes that create a civil cause of action
for identity theft, some of which allow
victims to recover treble damages and at-
torney fees.

In addition to the perpetrator, other
parties may be liable for the harms suf-
fered by an identity theft victim. Third-
party liability claims fall into four gen-
eral categories: negligent security of
personal information, negligent sale of
information, failure of a bank to prevent
identity theftor to mitigate damages, and
liability of credit reporting agencies for
failure to prevent or remedy incidents
of fraud.

Claims for negligent security of per-
sonal information are based on the the-
ory that accurate personal identifying
information is the key that allows access

to a person’s financial accounts and
credit. Parties who maintain such infor-
mation in the normal course of business
have a legal duty to reasonably safe-
guard thatinformation from being used
foran illegitimate purpose.

These claims are analogous to a prem-
ises liability claim for negligent security
resulting in a violent criminal assault. In
both cases, the defendant is alleged to
have failed to take reasonable precau-
tions to protect the victim from foresee-
able injuries caused by a third party.

Interestingly, some courts have ap-
plied broader duties to protect people

JEFFREY R. DION is the director of the
National Crime Victim Bar Associa-
tion. He can be reached by e-mail at
Jjdion@ncvc.org. JAMES A, FERGUSON
is the executive director of Legal Ser-
vices of Northern Virginia. He can be
reached at jferguson@lsnv.org.
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from identity theft than to protect them
from physical harm.

For example, in Bell v. Michigan Coun-
cil 25 A.ES.C.M.E., the Michigan Court of
Appeals, in an unpublished opinion, up-
held a jury verdict against a labor union
that was sued for failing to properly se-
cureitsmembers’ personalinformation.™
The 12 plaintiffs were 911 operators for
the city of Detroit whose membership
in the union was essentially mandatory.

The city provided the union treasurer
with a quarterly report that included im-
portant personal information about
each employee, such as job classifica-

tion of [proximate cause] isa difficultone.
But we believe that these factors must be
considered in lightof the technological age
in which we now live, Even as recent as a
decade ago, it could be said that the likeli-
hood of identity theft occurring as the re-
sultot personalinformation beingallowed
to leave [the] defendant’s premises was re-
mote. However, today, the possibility of
identity theftis all too commonplace. Un-
der the circumstances of this case, we find
that there is a strong basis for concluding
that the criminal acts were foresecable in
this case.”

Evidence of damages in an identity
theft caseis often problematic. However,

Courts have extended liability to businesses that

have sold personal identifying information

without using reasonable care to ascertain the

purpose for which it was sought.

tion, Social Security number, and pen-
sion number. The treasurer’s daughter
was convicted of appropriating the 911
operators’ identities to purchase goods
and secure phoneservice in their names.

Michigan does not recognize a duty to
protectagainst the acts of a third partyab-
sentaspecial relationship. The Bell court
found that there was aspecial relationship
between the union and its members and
that the union hadalegal obligation to act
on behalf of andin the best interests of
its members.

Italso held that the misuse of the mem-
bers’ personal information was foresee-
able because the union knew the treasur-
ertook the information home, The union
allowed this practice to continue, despite
repeated objections bymembers of its ex-
ecutive board.

The court took notice of the increas-
ing threat of identity theftand found that
a jury could expect the union to recog-
nize it as well:

While no organization can 100 percent

preventillegal activities of third parties, it

can certainly decrease the likelihood, asin

this case, by not providing easy access (0

such sensitive information. The evidence

showed that the union had absolutely no
procedures or safeguards in place to ensure
that confidental information was not ac-
cessed by unauthorized persons. The ques-
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the Bell court found that testimony by the
12 plaintitfs that each had spent many
hours trying to correct the problems
caused by the identity theft—coupled
with concrete examples of theiraggrava-
tion, anguish, and humiliation at being
denied credit—supported the jury’s
damages award.

Negligent sale
of information

Courts have also extended liability to
businesses that have sold personal iden-
tifying information without using rea-
sonable care to ascertain the purpose for
which it was sought. Remsburg v. Docu-
search, Inc., astalking and homicide case,
has direct implications for identity theft
claims.®?

Liam Youens maintained a Web site
on which he detailed his obsession
with, and his intent to kill, Amy Boyer.
Usingan online investigationsite called
Docusearch.com, Youens obtained per-
sonal information about Boyer. In five
separate transactions during a six-week
period, Youens paid Docusearch a totai
of $204 to obtain her date of birth, So-
cial Security number, place of employ-
ment, and home address. He went to
Boyer’sworkplace, shotand killed heras
shewas leaving her office, and then shot

and killed himself.

Boyer’s estate sued Docusearch in fed-
eral court, which certified a question to
the New Hampshire Supreme Court, ask-
ing it to determine whether the company
could be held liable for Boyer’s death
under various applications of state law.
The high court found that it could.

The courtlirstobserved that everyone
has a legal duty to exercise reasonable
care not to subject others to an unrea-
sonable risk of harm. This duty arises
when the risk is sufficiently foreseeable.
In Boyer’s case, the court said, the risk of
criminal misconduct arising from stalk-
ing and identity theft is sufticiently fore-
seeable that an investigative service hasa
dutyto actwith reasonable care when dis-
closing a third party’s personal informa-
tion to a client.

The court also ruled that a person
whose Social Security number is ob-
tained by an investigator from a credit
reporting agency without the person’s
permission may have a cause of action
for the tort of intrusion upon seclusion.
For the claim to succeed, the court said,
the plaintiff must prove that the intru-
sion would have been offensive to a per-
son of ordinary sensibilities.”

Finally, the court found that Docu-
search’s use of false-pretensc phone calls
to obtain Boyer’s information violated
New Hampshire’s Consumer Protection
Act, which could make Docusearch liable
for damages."

Failure to act

Some identity theft victims have
sought to sue banks for failing to take rea-
sonable steps to protect customers after
learning that fraudulent accounts were
openedin the customers’ naines. Murray
v. Bank of America, N.A., highlights the
duty of a bank to prevent further dam-
ages once itis on notice that an account
is fraudulent.”

Margaret Murray lost her driver’s li-
cense in May 1997. Later that month, a
woman opened a Bank of America ac-
count in Murray’s name and wrote 60
fraudulent checks from the account to-
taling about $7,500.

On June 2, 1997, Murray went to the
bank and discovered the fraudulent ac-
count. She demanded that bank em-



ployees close the account and asked
them to inform the merchants who had
received the bad checks that she was in-
nocent and that the account was fraudu-
lent. Murrayalso reported the fraudulent
account to the police.

Amonth passed before the bank final-
ly closed the account, and no merchant
was informed of Murray’s innocence. In
November 1997, Murray was arrested
and charged with bank fraud. She spent
12 hoursin jail before being released on
bond. She then obtained aletter from the
bank stating she was not the person who
opened the account.

The damages suffered by the plaintiff
in Patrick v. Union State Bank were even
more severe than those Murray suf-
fered.® After fraudulent checks were
written in her name to draw money from
an account at the Union State Bank,
Bridgette Patrick was charged with issu-
ing worthless checks and jailed for 10
days. She then had to make several
court appearances in various jurisdic-
tions. All the charges against her were
eventually dismissed.

Patrick sued the bank, alleging that it
had negligently allowed an unknown
woman, fraudulently posing as Patrick, to

Credit reporting agencies can be held liable under
the Fair Credit Reporting Act for negligently
releasing credit information or failing to correct

fraudulent information on a credit report.

Murray, who was required to appear
atthree criminal courthearings, was ex-
onerated of all charges. However, she
began suffering physical manifestations
brought on by stress and anxiety from
the experience. She sued the bank for
negligence, and a jury awarded her
damages. The bank appealed.

The South Carolina Court of Appeals
affirmed the verdict. The courtheld that
the bank owed Murraya duty of care and
that the issue of whether the bank
breached that duty was properly submit-
ted to the jury. Noting that the bank had
failed to followits own procedures, close
the account promptly, and notify any
merchants that the account was fraudu-
lent, the court concluded that there was
sufficient evidence from which the jury
could find that the bank had breached its
duty to Murray.”

The court also dismissed the bank’s
claim that the damages were excessive,
finding that Murraysuffered humiliation
and physical duress as a result of her ar-
rest. Because she was arrested in front of
her neighbors, heracute embarrassment
compelled her to move and incur other
expenses. She also suffered stress-related
physical illnesses. Based on these factors,
the court concluded, the amount of the
jury’saward did notshock the conscience.
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open a checking account and that it had
failed to demand proper identification
and to verify information that was ob-
tained at the time the accountwas opened.
The trial court granted summary judg-
mentforthebank, finding that there were
no material facts in dispute and that
Patrick had not established the action’s
elements of duty and proximate cause.

On appeal, the Alabama Supreme
Courtheld thata bank owes a duty of rea-
sonable care to a person in whose name,
and on whose identification, an account
has been opened to ensure that the per-
son opening the account is not an im-
poster. The courtsaid it wasa question of
fact whether the imposter’s fraudulent
acts were foreseeable, precluding sum-
mary judgment for the bank.”

While some plaintfts have succeeded
in holding banks liable when fraudulent
accounts were opened in their name,
others have hit roadblocks when they
sued after being duped into depositing
fundsinto a fraudulentaccount.

For example, in Lisenberg v. Wachovia
Bank, N.A., Douglas Reid falsely repre-
sented to Eric Eisenberg thathe wasavice
president with Bear Stearns Securities.
Reid convinced Eisenberg to deposit
$1 million by electronic wire into a Wa-
chovia account bearing the name “Dou-

glas Reid dba Bear Stearns.” The Wa-
chovia employee who opened Reid’s ac-
count did notverify that Reid was author-
ized to operate under the name Bear
Stearns. Reid had no such authority and
was notaffiliated with Bear Stearns.

Eisenberg sued Wachovia, alleging
that the bank had negligently allowed
Reid to establish and operate a fraudu-
lent account and negligently failed to
train its employees to detect fraud. The
trial courtgranted Wachovia’s motion to
dismiss the complainton the ground that
both negligence claims were preempted
by Federal Reserve Board regulations.

The Fourth Circuit Court of Appeals,
in a de novo review, found that the regu-
lations did not preempt the negligence
claims.” However, the court ruled that
the claims still failed because the bank
had owed Eisenberg no duty of care giv-
en the facts of the case.”

Liability of credit
reporting agencies

Credit reporting agencies can be held
liable under the Fair CreditReporting Act
(FCRA) for negligently releasing credit
information or failing to correct fraudu-
lent information on a credit report.* In
the case of TRW v. Andrews, Adelaide
Andrews visited a doctor’s office and
filled out a form listing her name, ad-
dress, Social Security number, and other
personal information.” An office recep-
tionist named Andrea Andrews (the iden-
tity thief) copied the data and attempted
to obtain credit from various companies
using Adelaide’s Social Security number
but her own name and address. TRW re-
leased credit information to the compa-
nies, which Andrea used to get credit.

After Adelaide discovered the fraud,
she sued TRW for violations of the
FCRA. Although the trial court found
that her claims were time-barred, the
Ninth Circuit Courtof Appealsreversed,
holding that the FCRA’s statute of limi-
tations begins to run when the victim dis-
covers the fraud. TRW appealed to the
U.S. Supreme Court, which held that the
limitations period began to run when the
cause of action accrued—that is, when
TRW improperly transmitted the credit
report, rather than when Adelaide dis-
covered the FCRA violation.



In response to the Supreme Court’s
ruling, Congress amended the FCRA to
make it easier forvictims of identity theft
tosue credit reporting agenciesafter they
discover latentidentity theft problemns. A
claim must now bhe brought within two
years of the discovery of aviolation, or
five years from the date of the violation,
whichever is earlier.*

Asignificant component of damages
in cases of identity theftis the degrading
of the victim’s credit rating as a result of
adverse information in the victimy’s cred-
it report caused by fraudulent activity.
These damages are exacerbated when
credit reporting agencies fail to correct
the information or identify allegations
of fraud.

In Kirkpatrick v. Equifax, an identity
theft victim learned that multiple lines
of credit had been fraudulently estab-
lished in his name and thathis creditrat-
ing had been ruined.” The victim con-
tacted Equifax and asked it to clear his
credit history. He provided a police re-
portand affidavit to support his claim.

Despite his repeated efforts, Equifax
took no action to correct his credit re-
cord. He sued Equifax under the FCRA,
alleging emotional distress due to re-
peated denials of credit, and a jury
awarded him damagesand attorney fees.

Civil liability for identity theftis a rap-
idly evolving area of the law, and there
are significant hurdles to recovery that
could stand inavictim’s way. Despite such
challenges, identity theft victims and
their attorneys should keep in mind that
civil lawsuits may provide meaningful
compensation for the losses vicrims have
suffered. [ ]
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