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THE WHITE HOUSE

WASHINGTON

May 5, 1993
MEMORANDUM FOR ALL EXECUTIVE OFFICE OF THE PRESIDENT STAFF
FROM: JOHN D. PODESTA E}‘D
Assistant to the esident and
Staff Secretdry =

STEPHEN R. NEUWIRTH ,ﬂ/
Associate Counsel to the President

RE: Presidential Records

The offices within the Executive Office of the
President generate two categories of records: "presidential
Records" and Federal Records." A separate memo from David

Watkins and Bruce Overton has been circulated today concerning
“federal records."

This memorandum sets forth guidance on the creation,
maintenance and disposition of "Presidential records" -- records
ncreated or received by the President, his immediate staff, or a
unit or individual of the Executive Office of the President whose
function is to advise and assist the President, in the course of
conducting activities which relate to or have an effect upon the
carrying out of the constitutional, statutory, or other official
or ceremonial duties of the President."

It is important that all staff in the Executive Office
of the President review this memorandum carefully. The failure
to designate documents and other materials properly can have
serious implicatioms, including possibly subjecting those
materials to public disclosure under the Freedom of Information
Act during the President’s term of office.

I. UNITS WITHIN THE EXECUTIVE OFFICE OF THE PRESIDENT
THAT GENERATE PRESIDENTIAL RECORDS

All records of the White House Office, the Office of
Policy Development, the National Economic Council, the Council of
Fconomic Advisors, the President’s Intelligence Oversight Board




and the President’s Foreign Intelligence Advisory Board are
Presidential records.

As discussed below, records of the office of the Vice
President are Vice Presidential records and are treated under the
Presidential Records Act in the same manner as Presidential
records. The records of the Office of the Vice President are not

federal records.

The records of the National Security council staff are
Presidential records if they were received or created by or for
the President, the Assistant to the President for National
Security Affairs, the Depuly Assistant to the President for
National Security Affairs, the White House office, or a unit or
an individual within the NSC in advising or assisting the
President, and are not official records of the NSC. All other
NSC records are federal records.

Records produced or received by the Director of the
Office of Science and Technology Policy in his role as Science
Advisor to the President are Presidential records; all other OSTP
records are federal records.

Records of the Office of Management and Budget, the
Office of the United States Trade Representative, the Council on
Environmental Quality, and the Office of Administration are
federal, not Presidential, records.

II. Tyvpes of Records covered by the Act

The Presidential Records Act defines “documentary
materials® as "“all books, correspondence, memorandums, documents,
papers, pamphlets, works of art, models, pictures, photographs,
plats, maps, films, and motion pictures, including, but not
limited to, audio, audio-visual, or other electronic or
mechanical recordations.® 44 U.S.C. § 2201(1).

The Act defines "Presidential records,” in turn, to
mean:

documentary materials, or any reasonably segregable
portion thereof, created or received by the President,
his immediate staff, or a unit or individual of the
Executive Office of the President whose function is to
advise and assist the President, in the course of
conducting activities which relate to or have an effect
upon the carrying out of the constitutional, statutory,
or other official or ceremonial duties of the
President. Such term --

(A) includes any documentary materials relating to the
political activities of the President or members
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of his staff, but only if such activities relate
to or have a direct effect upon the carrying out
of constitutional, statutory, or other official or
ceremonial duties of the President.

44 U.S.C. § 2201(2).

Under this definition, Presidential records are
documentary materials that meet two tests. First, the materials
must have been created or received by the President, his
immediate staff, or a unit or individuals (including volunteers)
in the EOP whose function it is to advise and assist the
President. Second, the records must relate to or have an effect
upon the carrying out of the constitutional, statutory, or other
official or ceremonial duties of the President. Presidential
records may be in any physical form, including paper, film and
disk. The method used to record information may be manual,
mechanical, photographic, electronic, or any combination of these
or other technologies.

A document created by personnel in a White House
office, or an EOP office that advises and assists the President,
normally is a Presidential record once it is circulated to others
in the course of conducting activities which relate to or have an
effect upon the carrying out of Presidential duties. Moreover,
even documents that are not circulated can be Presidential
records if, in the judgment of the office at issue, those
documents are needed to conduct business that relates to or has
an effect upon the carrying out of Presidential duties.

Materials received by personnel in the White House
office, or in EOP offices that advise and assist the President,
similarly become Presidential records when they are received in
the course of conducting activities which relate to or have an
effect upon the carrying out of Presidential duties. Materials
received may be Presidential records whether they have been
transmitted in person, by messenger, by mail, by electronic
communication, or by any other means.

At the same time, several types of documentary
materials are not subject to the Presidential Records Act. The
Act expressly excludes documentary materials that are (1)
official records of an agency; (2) stocks of publications and
stationery; and (3) extra copies of documents produced only for
convenience of reference, when such copies are clearly so
identified.

The Act also excludes "personal records," defined to
include all documentary materials, or any reasonably segregable
portion thereof, “of a purely private or nenpublic character
which do not relate to or have an effect upon the carrying out of



the constitutional, statutory, or other official or ceremonial
duties of the President." Personal records may include:

diaries, journals, or other personal notes serving
as the functional equivalent of a diary or
journal, which are not prepared or utilized for,
or circulated or communicated in the course of,
transacting government business;

materials relating to private political
associations, and having no relation to or direct
effect upon the carrying out of constitutional,
statutory, or other official or ceremonial duties
of the President;

papers and other materials accumulated by a staff
member before joining government service and not
used in the course of transacting govermment
business;

materials that relate to a staff member‘’s private
affairs, such as personal financial records,
insurance forms, and materials relating to an
individual’s professional activities and outside
business and political pursuits;

personal photographs;

materials relating exclusively to the President’s
own election to the office of the Presidency; and

materials directly relating to the election of a

- particular individual or individuals to Federal,

State, or local office, which have no relation to
or direct effect upon the carrying out of
constitutional, statutory, or other official or
ceremonial duties of the President.

_ Further examples of materials not covered by the
Presidential Records Act may include items such as those listed

below:

preliminary drafts, that are not circulated to any
other individual, of correspondence, reports, and
studies;

preliminary drafts, work sheets and informal notes
that contain information reflected in final
documents and that do not document policy
development or execution;



- tickler, follow-up or suspense copies of
correspondence, provided there are copies of such
documentg in the official files;

- newspaper clippings or news summaries, that have
not been annotated, or organized or arranged for
some official purpose;

- copies of printed or processed materials, such as
operating and procedural manuals, directives, and
notices, distributed for the information and use

of office employees;

—— shorthand and other notes that have been
transcribed or converted to formal documents that
have been verified for accuracy and completeness;

and

- catalogs, trade journals, and other publications
that are received from other government agencies,
commercial firms, or private institutions and that
are maintained for reference purposes.

It is important to remember, however, that certain
documents in the categories listed above may be Presidential
records -- particularly given that, in the White House, drafts,
working papers and other similar materials often document policy
development, significant decisions, or other matters related to
the carrying out of Presidential duties, as discussed below.

III. Requirements for creation and maintenance

of Presidential records

When advising or assisting the President in carrying
out his duties, White House and EOP employees are responsible for
complying with the Presidential Records Act and related
regulations.

The law imposes an affirmative obligation on staff
members to document adeguately the performance of the President’s
constitutional, statutory and ceremonial duties. Where
appropriate, staff members should document =-- through notes,
miputes or memoranda —- meetings, conversations and other
business in connection with, or related to, the carrying out of
the President’s duties.

Presidential records should be maintained in organized
files. For offices creating both Presidential and federal
records, it is critical that staff members carefully segregate
Presidential and federal records. Federal records are subject to
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the Federal Records Act and may be subject to public disclosure
under the Freedom of Information Act during the President’s term
of office. Presidential records, by contrast, are not subject to
the Federal Records Act and are not subject to the provisions of
the Preedom of Information Act during the President’s ternm of
office. Those offices (such as the National Security Council)
+that create or receive both Presidential records and federal
records should file them separately with a clear indication of

which records are Presidential and which are federal.

In addition, staff members should, to the extent
possible, ensure that any files containing particularly sensitive
records are clearly marked to reflect that fact. Designations
for files containing sensitive records may include:

(1) "classified information";?

(2) “"information the release of which may be
prejudicial to the nmaintenance of good relations
with foreign nations";

(3) "sensitive personal information" (i.e.,
jnformation the release of which may be
embarrassing to the individuals mentioned or to

their families);
(4) “"sensitive 1aw enforcement materials";

(5) "trade secrets or sensitive commercial or
financial information"; and

(6) “information subject to attorney-client or
attorney work product privileges."

Finally, personal records should be clearly labeled,
kept apart from Presidential records {and federal records) and
not made available to other staff in connection with any official

purpose.

IV. Electronic Presidential records

Increasingly, Presidential records may be created
electronically. Records may be generated on word processing or
electronic mail ("e-mail") systems, or on electronic databases.

1 Please note that nothing in this memorandum should be
construed to override existing Executive Orders setting forth who
may designate specific documents as classified and what terms
must be used in connection with such designations.
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Records generated electronically must be incorporated
into an official recordkeeping system. Thus, no word processing
or e-mail document that is a Presidential record should be
deleted unless it has been (a) printed and placed in an
appropriate file, or (b) preserved in an appropriate electronic
system. Questions concerning the record status of electronically
generated materials should be directed to the White House Records
Management Office. That office will periodically monitor
electronic systems to ensure that correct records status

determinations have been made.

As is the case for all record matters, the White House
Records Management Office will continue to work with the White
House Counsel’s Office to coordinate policy and practices with
respect to electronic Presidential records.

V. Disposition and destruction of Presidential records

Presidential records are the property of the United
States and may be disposed of only in accordance with procedures
established by the Archivist of the United States. The
Presidential Records Act prohibits the disposal of Presidential
records unless those records no longer have administrative,
historical, informational, or evidentiary value. Moreover,
before disposing of any presidential records, the President must
notify the Archivist who, under certain clearly defined
circumstances, will notify appropriate Congressional committees.

The White House Records Management Office will provide
guidance concerning disposal of certain recurring types of
papers, including form letter public mail, unsolicited public
mail that is not reviewed by any person in the White House with
decision-making authority and not answered by any member of the
White House staff, anonymous public mail, and enclosures received
in public mail -- most of which may be destroyed after
notification to the Archivist of the United States or the

Archivist’s representative.

offices that have these recurring types of disposable
material should coordinate all disposal procedures through the
office of Records Management. Under no circumstances should such
material be disposed of without prior approval of the White House
Records Management Office. (Prior approval is not necessary for
the destruction of exact duplicates of documents which are being
retained, or for unmarked copies of officially published
documents, such as printed reports.)

The White House Office of Records Management serves as
a central file for all Presidential records. Its primary role is
to manage, process, maintain and store records for the daily use
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of the President and all the policy units in the White House.
Concurrently, it preserves these same records to ensure a
comprehensive history of the Administration. All EOP staff
members are encouraged to ccnsult with this office for guidance
on the creation and maintenance of files and on procedures for
appropriate and systematic filing of documents.

vI. Legal control of Pre ide al re s

Presidential records remain in the custody and control
of the President during his term of office and are not subject to
disclosure under the Freedom of Information Act during that term.
As noted above, federal records are, by contrast, subject to the
FOIA public disclosure provisions.

Upon completion of the Administration, the Archivist
acquires custody of presidential records. Many of these records
will become available to the public under the FOIA five years
after the end of the President’s term of office. The President,
however, may assert control over public access to certain
categories of information —-— generally including classified
materials, documents related to appointments to federal offices,
items specifically exempted from disclosure by other statutes,
trade secrets or commercial information, confidential
communications reguesting or submitting advice between the
president and his advisers (or between such advisers), and
information implicating personal privacy concerns ==- for up to
twelve years after the end of the President’s term. After twelve
years, public access to these categories of documents is governed
by the FOIA, subject to any Constitutional privilege against
disclosure.

VII. Records that may be retained by staff members
upon_departure from office

staff members may not remove Presidential records, or
copies of such records, from their offices at any time, except in
connection with an official function. Classified Presidential
records may not be removed from the office at any time without
compliance with the rules applicable to such materials. Records
used in an official capacity should be returned to proper files

immediately after such use.

When a staff member leaves the wWhite House or another
office in the EOP, he or she must deliver all Presidential
records to the White House Records Management Office (or leave
records in his or her office for pick-up). Staff members are not
entitled to retain copies of any Presidential records for
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personal use, except copies of documents that have already been
publicly released.

Federal records should be left at the appropriate
agency, and disposed of in accordance with the advice set forth
in the federal records guidance memorandum from David Watkins and

Bruce Overton.

Purely personal, unclassified materials may be removed
from the office by staff members at any time, subject to any
agency procedures regulating such removal. If, during the course
of service at the White House, a staff member wishes to store
personal (including private political) materials at the White
House Office of Records Management, the staff member must clearly
designate those materials as "personal."

VIII. Records in the Office of the Vice President
The Presidential Records Act expressly provides that

records of the Office of the Vice President are Vice-Presidential
records and are to be treated under the Presidential Records Act
in the same manner as Presidential records. Thus, materials
created or received in the Office of the Vice President should be
treated in accordance with the guidance set forth above. The
office of the Vice President has its own records management
staff, and personnel in the office of the Vice President should
consult with that staff for additional guidance regarding the
filing and disposition of Vice President’s Office records.

The Presidential Records Act further provides that
nft]he authority of the Archivist with respect to Vice-
Presidential records shall be the same as the authority of the
Archivist with respect to Presidential records, except that the
Archivist may, when the Archivist determines that it is in the
public interest, enter into an agreement for the deposit of Vice-
Presidential records in a non-Federal archival depository."

IX. Training

The White House Office of Records Management and other
appropriate personnel will be providing records management
training in the near future.

* * *

The foregoing is designed to provide general guidance
with respect to the Presidential Records Act. Specific questions
of coverage or interpretation should be addressed to the White
House Counsel’s office. Assistance in records maintenance and
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White House Staff Manual

internet Policies

The following policies apply to use of the Internet and the external network (e-mail):

Electronic messages are prohibited using Netscape. You may not use Netscape
applications to send or receive e-mail, or to send messages to bulletin boards or discussion
groups. Federal law and EOP policy require the preservation of electronic
communications sent or received by EOP staff. As a result, you must use the Lotus Notes
or OASIS All-In-1 e-mail systems for all official communications. However, it is
permissible to downioad files and materials that are publicly avaitable on the Internet/Web

for reference purposes.

Privacy. Remember that the Internet/Web is an open medium. Information sites and home
pages can and do record the e-mail addresses of those who log on. Assume that wherever
you go and whatever you look at are being recorded and can be retrieved by an interested
person. Expect no privacy in your external network (e-mail} communications. Ali e-mail
traffic is subject to monitoring and review for records management and systems
management reasons, and most e-mail messages (both sent and received) are preserved for
posterity as Federal or Presidential Records.

personal Use. Government provided access to the Internet and the external network is
intended for official and autherized purposes only. Infrequent personal e-mail messages
may be authorized if they do not interfere with official business and if they relate to matters
that cannot reasonably be addressed after hours or by other means, much the way that
limited and infrequent personal use of government telephones is authorized. Other non-
official uses of e-mail are prohibited. Employees are specifically prohibited from using
EOP facilities to disseminate information in connection with any unauthorized non-
governmental activities, including, but not limited to, charitable events, religious activities,
fund-raisers and private businesses or for-profit activities. Finally, do not create or forward
chain e-mails, as this is an improper use of government facilities.

Costs and Charges. There are many goods and services available for sale over the Internet.
Be sure to obtain prior autharization from the White House Administrative Office befare
buying any of them, just as you would for any other official purchase,

Threats and Security fssues. If you receive an e-mail threat to any person or to the EOP
complex, forward it to the USSS. If the threat is urgent, call the USS5 Control Center
(Room 058, OFOB, x54497). Report “system” threats (.8 e-mail "storms" of multiple
unwanted messages or "bombs" containing jarge attachments) to the Office of
Administration’s Information Systems and Technology HELP Desk at x57370. Beware of
viruses. Scan all downloaded files with the Anti-Virus software found in the Network
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Directory of Services

Utilities window. Finally, do not send classified material over the external network.

Network Etiquette. Be polite and be careful. Remember that you represent the President
and the Administration. Your opinions may be regarded as official Administration policy
even if you do not intend them that way. Be sure to include any disclaimers that may be
necessary. Remember that any messages you send can be copied and forwarded
throughout the system, even to people whom you did not expect to receive them.

Keys

it is the policy of the USSS that keys will be issued only to staff members who have
received permanent passes.

USSS Locks: If a staff member requires a key to a USSS lock, the administrative contact
must submit the USSS Key and Access Code Request Form (see Tab C} to the EOP Security
Office (Room 4026, NEOB, x56206). Key requests submitted directly to the USSS will not
be considered.

GSA Locks: If a staff member requires a key to a GSA lock, the administrative contact must
submit a Facility Request Form (see Tab C) to the White House Administrative Office
(Room 1, OEOB, x62500).

Leave

Assistants to the President, Deputy Assistants to the President, Special Assistants to the
President, and Commissioned Officers on the White House Office payroll are entitled to
three weeks of annual leave per year. Other leave is also available for family and medical
needs. Several types of leave are applicable to the other White House staff: annual leave,
sick leave, leave without pay, family leave, military leave and leave for court/jury duty.

Annual Leave
. Annual Leave is earned at the rate of 4, 6, or 8 hours per 2-week pay period,

depending upon the length of government service (4 hours for government service
of less than 3 years, 6 hours for more than 3 years and less than 15 years, and 8

hours for more than 15 years).
] Annual leave can be carried over from year to year up to a maximum annual leave
balance at the end of the year of 240 hours (6 weeks); any excess amount is

forfeited at the end of the leave year.
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THE WHITE HOUSE
WASHINGTON

September 27, 2000

MEMORANDUM FOR ALL EXECUTIVE OFFICE OF THE PRESIDENT STAFF
FROM: MARK F. LINDSAY -
ASSISTANT TO THE PRESIDENT FOR
MANAGEMENT AND ADMINISTRATION

SUBJECT: Executive Office of the President Policy on Limited Personal Use of

Government Office Equipment Including Information Technology

This memorandurn serves to provide staff with guidelines on the personal use of Government
office equipment. Please review this material and direct any related questions to your agency
counsel’s office.

GENERAL POLICY

Employees of the Executive Office of the President (EOP) are permitted himited use of
Government office equipment for personal needs if the use does not interfere with official

business and involves minimal additional expense to the Government. This limited personal use

of Government office equipment should take place during employees' non-work time. Specific
provisions regarding permissible use are set forth below. This privilege to use Govemment
office equipment for non-Government purposes may be revoked or limited at any time by
appropriate EOP officials.

EOP officials may apply this policy to contractor personnel, interns, and other non-Government

employees through incorporation by reference in contracts or memoranda of agreement as
conditions for using Government office equipment and space.

This statement of policy supersedes any prior guidance on this issue.

A. DEFINITIONS

1. Privilege means, in the context of this policy, that the EOP is extending the opportunity to its

employees to use Government property for personal use in an effort to create a more
supportive work environment. However, this policy does not create the right to use

Govermnment office equipment for non-Government purposes. Nor does the privilege extend

to modifying such equipment, including loading personal software or making configuration
changes without appropriate authorization.

2. Government office equipment including information technology includes but is not
limited to: personal computers and related peripheral equipment and software; library

resources; telephones; facsimile machines; photocopiers; Internet connectivity and access to

Intemnet services; and E-mail.



Minimal additional expense means that an employee’s personal use of Government office
equipment is limited to those situations in which the Government is already providing
equipment or services and the employee’s use of such equipment or services will not result in
any additional expense to the Government or the use will result in only normal wear and tear
or the use of small amounts of electricity, ink, toner, or paper.

Employee non-work time means times when employees are not otherwise expected to be
addressing official business. Employees may, for example, use Government office
equipment during their own off-duty time, such as before or after a workday, lunch periods,
breaks that do not interfere with a complete workday, and weekends and holidays.

Personal use means activity that is conducted for purposes other than accomplishing official
or otherwise authorized activity. Employees are specifically prohibited from using
Government office equipment fo maintain or support a personal private business; this
prohibition includes employees’ use of Government office equipment fo assist their own
business or that of relatives, friends, or other persons in such activities. (For questions
regarding the use of official resources for political activity, please refer to prior White House
guidance or check with your agency counsel’s office.)

Information technology means any equipment or interconnected system or subsystem of
equipment that is used in the automatic acquisition, storage, manipulation, management,
movement control, display, switching, interchange, transmission, or reception of data or
information.

Approved E-mail services means the system designated for EOP mail (presently Lotus
Notes) which is to be used exclusively for E-mail communications within the EOP Complex
and with outside parties. Other applications (e.g., commercial E-mail services) may not be
used to send or receive E-mail.

. PERSONAL USE OF EQUIPMENT AND SERVICES

Employees are authorized to make limited personal use of Government office equipment and
services. This personal use (1) must not result in the loss of employee productivity or
interference with official duties, and (2) should incur only minimal additional expense to the
Government in areas such as:

»  communications infrastructure costs (e.g., telephone charges, telecommunications
traffic, etc.);

* use of consumables (e.g., paper, ink, toner, etc.);
» data storage on storage devices;

» transmission impacts from E-mail messages (e.g., E-mail messages should not have
large attachments such as greeting cards, video, or sound).

Minimal additional expenses include: making a few photocopies; using a computer printer to
print a few pages of material; making a few brief local personal telephone calls (within
agency policy and 41 CFR 101-35.201); sending or receiving brief documents by facsimile;
infrequently sending personal E-mail messages; and limited use of the Internet for personal
reasons. Limited personal use of cellular telephones is permitted, provided that such use 1s
promptly reimbursed in full according to the billing statement for each cellular telephone.




C. INAPPROPRIATE PERSONAL USES

Employees are expected to conduct themselves professionally in the workplace and to refrain
from using Government office equipment for activities that are inappropriate. Misuse or
inappropriate use of Government office equipment includes but is not limited to:

Using any system in a manner that could cause congestion, delay, or disruption of
service to any Government system or a breach in system security. For example,
greeting cards, video, sound, or executable file attachments can degrade the
performance of the entire network. “Push” technology on the Internet and other
continuous data streams could also degrade the performance of the entire network and
constitute an inappropriate use. Using any E-mail service other than approved E-mail
services (such as commercial E-mail servers) could jeopardize service and is an
inappropriate use.

Using the Government system as a staging ground or platform to gain unauthonzed
access to other systerns.

Creating, copying, transmitting, or retransmitting chain letters or other unauthorized
mass mailings, regardless of the subject matter.

Using Government office equipment for activities that are illegal, inappropriate, or
offensive to fellow employees or the public. Such activities include, but are not
limited to, hate speech or material that ridicules others on the basis of race, creed,
religion, color, gender, disability, national origin, or sexual orientation.

Creating, downloading, viewing, storing, copying, or transmitting sexually explicit or
sexually oriented materials.

Creating, downloading, viewing, storing, copying, or transmitting materials related to
illegal gambling, illegal weapons, terrorist activities, or any other illegal or otherwise
prohibited activities.

Using equipment for commercial purposes or in support of “for-profit” activities or in
support of other outside employment or business activity (e.g., consulting for pay,
administration of business transactions, sales of goods or services, etc.).

Engaging in any outside fundraising activity, endorsing any product or service, or
participating in any lobbying activity.

Using equipment for posting agency information to external newsgroups, bulletin
boards, or other public forums without authority. This includes any use that could
create the perception that the communication was made in one’s official capacity as
an EQP employee.

Generating more than minimal additional expense to the Government.

Acquiring, using, reproducing, transmitting, or distributing, without authorization,
any controlled information, including computer software or data that includes privacy
information, copyrighted or trademarked material or material with other intellectual
property rights (beyond fair use), proprietary data, or export-controlled software or
data.




D. PROPER REPRESENTATION

The Standards of Ethical Conduct for Employees state that “‘an employee shall not use or
permit the use of his Government position or title or any authority associated with his public
office in 2 mannet that could reasonably be construed to imply that his agency or the
Government sanctions or endorses his personal activities or those of another.” (5 CFR
2635.702(b).) Accordingly, it is the responsibility of employees to ensure that they are not
giving the false impression that they are acting in an official capacity when they are using
Government office equipment for non-Government purposes. If there is expectation that
such a personal use could be interpreted to represent an agency, it is suggested that
Government office equipment not be used. If the equipment is used in such a situation, an
adequate disclaimer must be used. One acceptable disclaimer is: “The contents of this
message are mine personally and do not reflect any position of my agency or the
Government. "

E. PRIVACY EXPECTATIONS

White House employees do not have a right, nor should they have an expectation, of privacy
while using any Government office equipment at any time, including the use of the Internet
and E-mail. Any use of Government communications resources is made with the
understanding that such use is generally not secure, is not private, and is not anonymous.

To the extent that employees wish that their private activities remain private, they should
avoid using Government office equipment such as their computers, the Internet, and E-mail
for such activities. By using Government office equipment, including accessing the Internet
and using E-mail, employees imply their consent to the monitoring, recording, and disclosure
of the contents of any files or information maintained or passed through such equipment.

F. SANCTIONS FOR MISUSE

Unauthorized or improper use of Government office equipment could result in the loss of use
or limitations on use of equipment, disciplinary or adverse actions, criminal penalties, and/or
employees’ being held financially Liable for the cost of improper use.

Related Authorities:
5 CFR part 2635 — Standards of Ethical Conduct for Employees of the Executive Branch

Part I of Executive Order 12674 ~ Principles of Ethical Conduct for Government Officers and
Employees

41 CFR part 101-35 ~ Telecommunications Management Policy
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United States General Accounting Office

Washington, DC 20548

April 30, 2001

The Honorabie Dan Burton
Chairman, Committee on Government Reform
House of Representatives

Dear Mr. Chairman:

In response to your requests of May and August 2000, this report discusses
our examination of the facts surrounding key events affecting the ability of
the Clinton Administration’s Executive Office of the President (EOP) to
preserve certain e-mail messages deemed official government records. As
you know, the Presidential Records Act (PRA) and the Federal Records
Act (FRA) require the EOP to preserve official records, including e-mail.
Adequate controls must be in place to ensure that these records, whether
manual or electronic, are complete and maintained in accordance with
applicable requirements. However, e-mail system maifunctions and
management weaknesses prevented archiving of some e-mail records for
EOP components, including the Office of the Vice President (OVP).

In our review of these events surrounding the EOP’s e-mail systems, you
asked us to:

develop a chronology of the e-mail malfunctions that included a
description of EOP actions taken in discovering and repairing the
malfunctions and recovering missing e-mail messages;

identify officials and contractors responsible for maintaining the e-mail
system and correcting the malfunctions;

determine whether the OVP implemented adequate practices in
accordance with applicable laws, regulations, and generally accepted
industry practices for management of e-mail records;

identify elements contributing to the estimated cost to repair the system
and restore lost messages; and

determine whether EOP officials notified government officials—including
the Congress, the Justice Department, and the Office of Independent
Counsel—when the malfunctions were discovered.

To address these objectives, we reviewed documents submitted to your
Committee by the EOP. In addition, we observed July through October
2000 U.S. District Court hearings pertaining to EOP e-mail. We also
submitted written questions to the EOP, and reviewed the written
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Results in Brief

responses and additional documentation provided to us. We performed
our work from July 2000 through January 2001, in accordance with
generally accepted government auditing standards; however, our review
was limited by the unavailability of complete information pertaining to the
OVP’s retention of hard copy e-mail records, the EOP's assessment of
contractor performance, and the EOP's notification of government
officials. A detailed discussion of the scope and methodology for
conducting our work is presented in appendix L.

Two malfunctions that occurred in the EOP e-mail system prevented
official records from being properly recorded in the Automated Records
Management System (ARMS), whichis a searchable database of e-mail
records that was implemented by the EOP in 1994. The first—an anomaly
with incoming Internet e-mail to affected users of the “Mail2” e-mail
server—was identified in late January 1998. In November 1998, in
addressing the Mail2 repair, an EOP contractor introduced a second
problem that prevented incoming e-mail to users with first names starting
with the letter D from being captured by ARMS. Although these
malfunctions prevented certain e-mail records from being archived in
ARMS, copies of these records were retained in the system backup tapes
that were saved between November 1998 and June 1999 to ensure that the
system could be restored after an interruption in operation. To ensure that
official government records were preserved ina searchable format, the
EOP initiated a tape restoration project in March 2000 to retrieve e-mail
records from available backup tapes and add these records to ARMS. A
detailed chronology of these events is presented in appendix IL Appendix
III contains a list of federal officials and contractors involved in key events
surrounding maintenance of the e-mail systems and repair of the Mail2 and
Letter D malfunctions.

The OVP did not implement adequate records management practices 1o
ensure that all email records generated or received were preserved in
accordance with applicable law and best practices. The OVP initially
followed a dual approach to managing its e-mail records pursuant to the
EOP policy—maintaining paper copies of records as well as retaining
backup e-mail tapes. The OVP discontinued this approach at some point
after May 1993—in the mistaken belief that the e-mail records were being
archived in ARMS and that EOP’s Office of Administration was managing
the backup tapes. The OVP could not demonstrate that all e-mail records
had been preserved by acceptable methods until May 2000, when ARMS
began capturing all OVP e-mail records. As a result, about 600 system
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backup tapes needed restoration to determine if any non-archived e-mail
records existed on the tapes.

Several factors contributed to the expected cost to restore omitted EOP
e-mail records to ARMS, estimated by an EOP contractor to be $11.7
million:

An EOP support contractor’s performance of tape management and
systems maintenance and documentation activities contributed to the
increased size and scope of the tape restoration project. Specifically, the
EOP's assessments of contractor performance revealed that management
of e-mail backup tapes was weak and that maintenance of e-mail systems
and user accounts needed improvement. In addition, the automated link
between the EOP's e-mail system and ARMS was not documented as
required. As a result, the EOP could not identify the specific tapes within
its entire tape population that needed restoration and could not readily
understand and optimize records management controls.

The EOP did not effectively monitor management of e-mail records. It did
not include critical elements in its monitoring program, such as
evaluations of the creation of records, maintenance and use of records,
and records disposition. This increased the time needed to detect the
Mail2 and Letter D malfunctions and added to the accumulation of backup
tapes to be restored.

Scrutiny of the e-mail malfunctions and the EOP’s tape restoration
practices by external authorities introduced additional project tasks,
including contracts for independent verification and validation of the
restoration process and for additional security over the project.

Although the EOP knew of the malfunctions that prevented e-mail from
being captured by ARMS from October 1996 through mid-May 1999,
officials stated that they did not understand the breadth and scope of the
impact of these maifunctions on the EOP’s response to subpoenas and
production of other documents until February 2000. The EOP claims that
it notified appropriate investigative bodies at that time. However, we were
unable to obtain sufficient evidence to confirm that these notifications
were made.

We requested comments on a draft of this report from the EOP and the
personal representatives of former President Clinton and former Vice
President Gore. The Deputy General Counsel, Office of Administration,
EOP, orally provided a technical clarification, which was incorporated.
The Counsel to former Vice President Gore provided written comments
stating that (1) the report did not explicitly state that we found no
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Background

evidence of attempts by OVP staff to deliberately fail to preserve records,
and (2) ARMS was a unique system for which best practices did not apply
and additional information on the creation and use of this system was
provided. In regard to the statements regarding the intent of OVP staff, our
review—as requested—focused on the OVP’s management of e-mail
records. We did not assess the intent of individuals responsible for
managing these records and, as such, made no conclusions on this subject.
Regarding ARMS, we disagree with the Office of the former Vice
President’s characterization of the applicability of best practices to ARMS.
The best practices cited in this report currently exist in the form of
National Archives and Records Administration guidance and apply to
records management programs, irrespective of the type of system used.
However, we have revised the report to include the additional information
on ARMS that was provided. The Office of the former Vice President also
provided technical comments that we have incorporated as appropriate.
The representative of former President Clinton provided a letter, which
stated that he did not have actess to the records necessary {0 properly
review and comment on its accuracy.

PRA, set forth in title 44 of United States Code, chapter 22, requires the
President and Vice President to adequately record their official acts,
maintain certain official records, and transfer custody of such records to
the Archivist of the United States upon termination of their terms of office.
Pursuant to the PRA, both the Office of the President and the Office of the
Vice President are to implement records management controis and other
necessary actions to ensure that presidential and vice presidential
activities, deliberations, decisions, and policies are adequately
documented and maintained. It also provides that presidential records
shall be made available pursuant to subpoena or other judicial process and
to either House of Congress, and prohibits destruction of records without
prior concurrence of the Archivist and notification of Congress 60 days
prior to disposal. The Archivist promulgates standards and guidance for
implementation of PRA; these are contained in title 36 of the Code of
Federal Regulations (CFR). This regulation defines criteria for access to
and disposition of presidential records.

Federal records are subject to the provisions of FRA, set forth in title 44
U.S.C., chapters 29, 31, and 33. FRA requires the heads of federal agencies
to make and preserve records documenting the official activities of the
agency. FRA directs federal agencies to establish (1) a program for the
management of agency records, (2) effective controls over the creation,
maintenance, and use of records, and (3) safeguards against the removal

Page 4 GA0-01-446 EOP E-mail System



or loss of records. The Archivist promulgates standards and guidance for
implementation of FRA, which are contained in title 36 CFR. Requirements
for federal records are more extensive than are those for presidential
records, and specify that federal agencies

preserve records documenting the official activities of federal agencies to
protect the legal rights of the government and of persons directly affected
by the agency’s activities;

periodically monitor staff determinations of the record status of
documentary materiais;

implement a records maintenance program so that complete records are
filed or otherwise identified and preserved and that records can be found
when needed;

implement an agencywide program for the management of all federal
records created, received, and stored on electronic media;

ensure compliance with federal criteria and review electronic information
systems periodically for conformance with established agency procedures,
standards, and policies;

develop and maintain up-to-date documentation about all electronic
information systems adequate to specify technical characteristics,
understand the purpose and function of the systems, and ensure timely,
authorized disposition of records;

consider specific criteria when developing procedures for maintenance of
electronic mail records in recordkeeping systems, including copying
records from the e-mail system to a separate recordkeeping system;’ and
retain records from e-mail systems in an oftline storage format. Agencies
that use electronic formats (such as optical disk or magnetic tape) must
maintain the ability to convert the records to the National Archives and
Records Administration’s required format and medium at the time of
transfer. Agencies that maintain paper files as their recordkeeping systems
are required to print their electronic mail records and the related
{ransmission and receipt data.

To ensure the adequacy of management and control of federal information
systerns, the Office of Management and Budget (OMB) issued circulars A-
123, ManagementAccountabﬂityand Control, and A-130, Management of
Federal Information Resources. Circular A-123 requires that federal

15 recordkeeping system is a manual or automated system in which records are collected,
organized, and categorized to facilitate their preservation, retrieval, use, and disposition.
Because they do not have the features specified by the National Archives and Records
Administration, system backup tapes are not to be used for recordkeeping purposes.
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The EOP Policies
Required Management
of Records

ﬂ
History Surrounding

the EOP E-mail
Systems

agencies implement adequate internal controls and management
structures to ensure the effective operation of federal programs. Appendix
III of circular A-130* Security of Federal Automated Information
Resources, requires that federal agencies periodically test system controls
meant to ensure the integrity, confidentiality, and availability of
information resources.

The Administration issued guidance to clarify the responsibilities of each
EOP component regarding presidential, federal, and personal records in
order to implement the provisions of both PRA and FRA. A detailed policy
and procedures document issued by the EOP in May 1993 required that no
federal or presidential e-mail records could be deleted unless maintained
in an electronic recordkeeping system or printed and placed in a file. In
addition, it required that the White House Records Management Office
monitor electronic systems to ensure that correct record status
determinations had been matle for presidential and federal e-mail records.
This policy was applicable to all EOP components,” including the OVP.

In May 1997, the White House replaced the PRA section of the 1993 policy
with one that provided a summary of White House policies and guidance
regarding PRA. It required preservation of all original presidential records
and all materials covered by subpoena or other such requests. It also
directed each staff member to determine the record status of outgoing e-
mail messages and to maintain hard copy records in organized files.
According to EOP officials, the policy issued in 1997 was substantively the
same as the 1993 policy, and it served as a reminder to staff of the policy
originally articulated in the 1993 policy regarding compliance with PRA.

A series of events occurred between July 1994, when ARMS was
implemented, and March 2000, when the tape restoration project was
initiated. These events are detailed in appendix 11. Various EOP federal
and contractor staff were involved in the maintenance and repair of the

20ME circular A-130 applies to EOP’s Office of Administration component, which had
responsibility for electronic systems, including e-mail and ARMS.

*The EOP consists of the White House Office, the OVP, and other components, such as
OMB and the Council on Environmental Quality. EQP components that create and receive
presidential records included the White House Office, the OVP, the National Security
Council, and the Office of Policy Development.
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e-mail systems between October 1996 and June 1999; they are listed in
appendix IIL.

According to the EOP, in order to comply with the Armstrong ruling,* it
contracted with Information Management Consultants, Incorporated, to
develop the ARMS recordkeeping system. ARMS began archiving e-mail
records in 1994.°

Since 1996, the EOP had used Lotus Notes® software as its e-mail
application. During the former administration, the Office of Administration
within the EOP maintained four Lotus Notes e-mail servers, one remote
server, and one ARMS interface server, which transferred e-mail records
from the e-mail system to ARMS.

E-mail messages designated as records subject to either PRA or FRA were
passed to ARMS through the interface between the two systems. The
Notes-to-ARMS interface program automatically identified unrecorded
e-mail messages when it periodically scanned for new messages in
groupings of user accounts called “views.” User accounts were distributed
to a view depending on the first letter of the account name. Then, the
ARMS interface copied these new messages for processing to ARMS and
marked the messages as “recorded.” In its comments on a draft of this
report, the Office of the former Vice President stated that the ARMS
database maintained e-mail records in a searchable format, which came to
facilitate the EOP's responses to document requests and subpoenas
sometime much later in the administration. A key feature included in
ARMS was the ability to perform a computerized search of e-mail using
keyword terms to search for responsive materials.

From October 1996 through May 1999, two malfunctions occurred in the
EOP e-mail system that prevented incoming Internet e-mail from being
properly archived in ARMS. In late January 1998, an EOP employee
initially identified the first of these malfunctions—an anomaly with
incoming Internet e-mail to affected users of the Mail2 e-mail system
server—and documented this in an incident report. According to EOP

‘srmstrong v, EOP, 810 F. Supp. 335 (1 993). The court in the Amstrong case held that the then-
current EOF racords management practice did not save all information from an electronic record, and
thus violated FRA.

The EOP initially used ARMS with the e-mail system that preceded use of the Lotus
Notes® e-mail system.
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officials, efforts were undertaken then to analyze this anomaly, but it was
thought to be an isolated event. According to these officials, the precise
cause of the Mail2 malfunction was determined in June 1998 by Northrop
Grumman, the EOP’s information technology services support contractor
since October 1997, when performing other work on the Lotus Notes e-
mail system interface to the ARMS records management database. The
malfunction was caused by improper user account configuration in which
the server name “Mail2” was spelled “MAIL2.” Because the ARMS interface
program did not recognize the upper case spelling of the mail server name,
it was unable to locate and capture new incoming e-mail messages for
these user accounts. This malfunction was subsequently repaired in
November 1998.

Also in November 1998, in addressing the Mail2 repair, a second problem
was introduced by Northrop Grumman staff that prevented incoming
Internet e-mail to users with first names starting with the letter D from
being captured by ARMS. It involved omission of the letter D from the
Lotus Notes view (described above), causing the ARMS scanner to skip
those accounts beginning with the letter D and not capture incoming e-
mail to the affected user accounts. This raalfunction was discovered in
April 1999 and repaired in May 1999. Appendix IV presents a time line of
key events pertaining to the discovery and repair of the Mail2 and Letter D
malfunctions.

The EOP e-mail systems were periodically backed up, or copied, to tape
media for use in the event of system failure and subsequent need to
restore the system to full operation. In addition, Northrop Grumman
followed a standard industry practice of economical tape recycling. This
involved retaining the tapes for 3 weeks and then recycling them—
resulting in either overwriting the data on the tapes or destroying the used
tape and replacing it with a new tape. Because the backup tapes contained
copies of e-mail not processed to the ARMS records management
database, the EOP stopped its normal practice of tape recycling from June
1998, when the cause of the Mail2 malfunction was documented, until June
1999, after the Letter D malfunction was repaired.

In March 2000, the EOP implemented the tape restoration project, for
which it hired Enterprise Computing Solutions Technology, Incorporated
(ECS) to recover the lost e-mail messages and restore the messages to the
ARMS records management database. The EOP hired another contractor,
Vistronix, to oversee the work of ECS. In July 2000, Vistronix estimated
that the project would cost about $11.7 million for restoration of about
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The OVP Did Not
Ensure Adequate
Preservation of E-mail
Records

6,000 tapes. Table 1 presents a breakdown of the $11.7 million budgeted
cost. Appendix V presents further details on this.

Table 1: Summary of Budgeted Tape Restoration Costs.

Budgeted cost Estimated
element Description of cost element cost
ECS contract Restoration of e-mail messages nct recorded in

ABMS $5,125,829
Vistronix contract Independent validation and verification of the

tape restoration project 1,993,819
AAC Associates Advice on recovery of OVP e-mail
contract 900,000
Special services Forensic analysis and recovery of broken or

unreadable tapes 2,092,400
Direct costs Additional hardware, software licenses, and

12,000 tapes for two sels of tape copies 498,480
Other Project overrun contingency 1,098,891
Total ’ $11,709,419

Source: Tapa restoration project cost estimate report prepared by Vistronix, Incorporated, for the
EOP in July 2000.

According to the EOP, although the 1993 EOP records management policy
applied to the OVP, the OVP did not implement adequate practices to
ensure continual preservation of its e-mail records in accordance with
PRA, which required implementation of records management controls.
The OVP’s internal policy from 1993 until some time in 1998 was twofold—
to rely on its staff to retain its e-mail server backup tapes and to maintain
files of hard copy e-mail records.® According to the EOP, however, from
May 1993 until May 2000, the OVP could not demonstrate that its practices
for managing presidential e-maii records provided continual preservation
of records during the former administration.

During a portion of the administration, the OVP was responsible for
operation, maintenance, and records management of its own e-mail system
separate from that used by the EOP. In March 1998, responsibility for
operation and maintenance of the system transferred to the Office of

#According to EOP, a December 21, 2000, letter from EOP to the National Archives and
Records Administration documented agreement reached regarding OVP’s records
management approach. However, our review of this letter, obtained from the National
Archives and Records Administration, found the letter to discuss disposition of e-mail
records upon the presidential transition and it did not mention the OVP records
management approach.
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Administration. However, the OVP did not communicate its requirements
for management of e-mail records and assumed that records management
responsibility also transitioned to the Office of Administration. According
to EOP, the Office of Administration assumned that the OVP had retained
records management responsibilities and did not take steps to ensure that
OVP e-mail records were appropriately preserved.

According to the EOP, “at some subsequent point” since May 1993, the
OVP discontinued retention of paper copies of e-mail records because it
believed its e-mail to be captured by ARMS. This mistaken belief was
based on the precedent that ARMS managed e-mail records for all other
EOP components since its implementation in 1994. In its comments on a
draft of this report, the Office of the former Vice President stated that this
belief was also based on the fact that searches of ARMS produced OVP e-
mail records and on the observation that some outgoing OVP e-mails were
in fact being managed by ARMS (as discussed below). The EOP estimated
that “by 1998, the OVP discontinued retention of paper copies of e-mail
records not captured by ARMS (but subject to PRA). Therefore, paper
copies of e-mail records did not exist for a period of at least 2 years (1998
and 1999) and up to 7 years (1993 through 1999). In its comments on a
draft of this report, the Office of the former Vice President stated that
these records are being restored as part of the tape restoration project. We
requested access to files of any hard copy e-mail records covering this
period, but it was not provided.

Although the OVP did not continually retain paper copies of e-mail records
in accordance with the EOP policy, it did retain the backup tapes created
through late March 1998 (except for a backup malfunction from mid-
February to mid-March 1994). According to the EOP, the OVP backup
tapes were for system recovery and records archival, but they were not in
a text-searchable format.’

After transition of the e-mail system in March 1998, the Office of
Administration maintained the OVP e-mail system in accordance with its
established operating practices for other EOP systems. One practice
followed was to recycle system backup tapes every 3 weeks. Application
of this practice to the OVP system resulted in irretrievable 1oss of the

"According to the EOP in June 2000, the OVP tapes were saved for compliance with PRA. In
January 2001, the EOP stated that the OVP did not routinely search its backup tapes in
response to subpoenas and that only through the tape restoration project has the OVP
demonstrated that the tapes are recoverable.
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Several Factors Have
Driven Cost of E-mail
Restoration

electronic form of e-mail records while tapes were recycled between
March 1998 and March 2000. Another practice was to use the standard
EOP ARMS e-mail template® to create new OVP e-mail user accounts
between March 1998 and March 2000, which inadvertently caused ARMS
to capture outgoing e-mail records sent by these users. The result of this
practice was that ARMS captured outgoing e-mail for those OVP users that
had the EOP e-mail template (133 of 157 OVP users). When it learned in
March 2000 that ARMS did not fully preserve OVP e-mail records, the EOP
ordered that tape recycling be stopped and initiated corrective action.
According to the EOP, all OVP e-mail users, except Senate OVP staff;
became fully recorded in ARMS as of May 8, 2000. However, because the
OVP did not ensure the preservation of e-mail records, in either paper or
electronic form, presidential records may have been irretrievably lost. In
addition, about 600 backup tapes were added to the restoration project to
recover as many e-mail records as possible.

Several factors affected the size and scope of the tape restoration project
and the related estimated cost of $11.7 million to restore omitted e-mail
records to ARMS. First, an EOP support contractor’s performance led to
increases in the number of tapes for restoration and adding to the passage
of time necessary to diagnose system anomalies and repair malfunctions.
Second, the EOP’s monitoring of e-mail records did not provide reasonable
assurance that ARMS captured all required records, which increased the
time needed to detect the Mail2 and Letter D malfunctions and added to
the accumulation of backup tapes for the restoration effort. Finally, tasks
were added to the project due to legal scrutiny of the e-mail malfunctions
and the EOP’s tape restoration practices.

The EOP’s Support
Contractor Did Not
Effectively Perform Tasks
Related to E-mail Systems

In supporting its information technology functions, the EOP had a primary
support services contract, which required the contractor to provide
common services to all users of the EOP data center. The data center
provides general computer operations, server and network support, and
software support. Under its contract, Northrop Grumman was required to

The ARMS e-mail teraplate was configured to automatically pass to ARMS a blind copy of
all e-mail records sent by an EOP e-mail user.

*Recause the Vice President also serves as the President of the Senate, some OVP staff
support the Vice President’s Senate duties. Some Senate OVP staff used a separate e-mail
system controlled by the Senate.
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“manage cartridge tapes, monitor catalog assignments, maintain
appropriate tape management systems (automated on IBMs and VAXs,
manual on all other platforms),"” {and] maintain back up system tapes in
accordance with Government standards/procedures” as part of its
management of the data center tape library;

develop and support Notes e-mail, administer Notes systems including
server hardware and software configuration, maintain mail backup
systems, resolve hardware and software problems for the ARMS interface,
provide technical support for operation and maintenance of the interface,
and develop and implement quality assurance programs for this work; and
develop system documentation to capture the functions, interface, and
internal control requirements, and document requirements of existing
systems that need updating or were not previously documented.

The contract also included provisions for EOP oversight and monitoring of
contractor performance. The EOP established contract performance
measures and an associated performance evaluation plan, which provided
a mechanism for formal measurement and documentation of contractor
performance and allocating award fees and penaities based on
performance. The EOP conducted formal award fee assessments of
contractor performance twice per year, in accordance with the contract.

In monitoring the contractor, the EOP found weaknesses in the
contractor’s performance of data center tape management tasks. The
EOP'’s award fee assessment report from October 1998 to mid-April 1999
noted that tape management, in general, had been a weak point in the
contractor’s performance. Specifically, the report stated that the
contractor had not created an inventory of the e-mail system backup tapes,
and that these tapes continued to mount in an uncontrolled manner. As a
result, the EOP rated the contractor’s performance as marginal and
withheld about $10,400 in award fees for this and other data center tasks.

The EOP’s subsequent award fee assessment report for the period of mid-
April to September 1999 stated that there continued to be a lack of
effective tape management in the data center and rated the contractor’s
performance as unsatisfactory. We were not able to determine what, if

124 ceording to FRA, maanual external labels or automated tape management systems for
tapes storing electronic records must provide unigue identification, including the name of
the unit responsible for the data and system title. Other identifying information such as file
title(s), dates of creation, volume serial number, and software dependency must be
maintained but not necessarily attached to the tape.
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any, award fee was withheld because the EOP did not provide us with
complete award fee docurmentation. The problems with tape management
were not subsequently resolved. In March 2000, the EOP tape restoration
project manager stated in 2 memorandum that e-mail backup tapes
needing restoration could not be identified and that all tapes that had been
retained would need to be examined to determine their contents.

The EOP also documented deficiencies in the contractor’s performance of
e-mail system and user account maintenance. According to the EOP, the
contractor had not implemented satisfactory quality controls to prevent or
detect mistakes in user account and system configurations. As a result, the
EOP did not detect the Letter D malfunction for 5 months and the Mail2
malfunction for almost 2 years. For example:

The EOP’s award fee assessment report for October 1998 through mid-
April 1999 stated that the configuration error that caused the Letter D
malfumction “should not have occurred and [it] could have been fixed on
the spot had [the contractor implemented] proper testing procedures and
quality assurance measures been in place.” As a result, the EOP rated the
contractor’s performance in this area as unsatisfactory and withheld
$20,832 in award fees for this and other system life cycle tasks.

The error in configuration of user accounts that caused the Mail2
malfunction—entering “MAIL2” instead of “Mail2”—continued even after it
was discovered in June 1998. In April 1999, the EOQP found that this
configuration error had not only occurred continuaily on the Mail2 server
since October 1996, but also on another EOP e-mail server. The EOP
initiated a review of controls to detect such configuration errors in May
1999.

Finally, up-to-date system documentation for the e-mail system interface
to ARMS was not maintained, as required by the contract and under FRA.
Accurate system documentation and availability of source code facilitate
an understanding of how a system functions, which enables the system
owner and system administrator to diagnose system anomalies—such as
those experienced with the Mail2 and Letter D malfunctions—and
optimize system controls. However, although a subcontractor to a former
EOP contractor documented the system when it developed the interface
between the Lotus Notes and ARMS systems, the Office of Administration
staff found that both the system documentation and the programming
gource code were missing in 1997. Until the source code was located in
1998 and the EOP contractor documented the system functions in 1999,
the EOP was unable to implement changes to the code or develop
automated programs to monitor the effective functioning of the interface.
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These shortcomings in tape management, system and account
maintenance, and system documentation contributed to the time
necessary for the EOP to detect the malfunctions and ultimately hindered
the EOP's identification of the e-mail backup tapes requiring restoration,
increasing the quantity of tapes that would have to be examined in the
project. From the time petween identification and repair of the
malfunctions—for Mail2, June to November 1998; for Letter D, April to
May 1999—and restoration of the tapes that began in March 2000, the EOP
continued to accumulate backup tapes. This resulted in raising the total
number of tapes to be restored from 788 in December 1998 to about 4,500
in January 2001 (comprised of 3,000 Mail2 and Letter D tapes and 600 OVP
tapes).

While the EOP’s 1993 policy required that the White House Records
Management Office monitor electronic systems containing presidential
and federal e-mail records, the EOP’s records management program did
not provide reasonable assurance that adequate controls were in place and
functioning to monitor the preservation of such records. Such a
monitoring program should include evaluations of the creation of records,
maintenance and use of records, and records disposition to determine
compliance with established agency and federal recordkeeping
requirements.

Pursuant to its policy, the EOP implemented a monitoring program in July
1994 to identify systemic problems with records determinations made by
EOP e-mail users. The EOP’s monitoring program applied, however, only
to federal records and did not cover monitoring of presidential records as
required by the EOP policy. In addition, the monitoring program did not
include tests to ensure the completeness of federal and presidential e-mail
records captured by ARMS that are created by incoming e-mail messages
to the EOP e-mail users. Controls were specifically needed over these
incoming messages because the e-mail system allowed the EOP users to
delete incoming messages before they were automatically copied to
ARMS. This ability, coupled with the EOP’s normal practice of recycling
backup tapes, may have resulted in the irretrievable loss of the electronic
form of e-mail records. However, the EOP did not document or regularly
test the adequacy of records management controls until May 1999 after
repair of the Letter D malfunction, when the EOP implemented an
automated e-mail monitoring program. Because controls were not in place
until May 1999, the Letter D malfunction went undetected for 5 months,
adding additional backup tapes to the size of the restoration project.
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Legal Scrutiny Added
Restoration Tasks

Scrutiny over the tape restoration project by the U.S. District Court,"
Office of the Independent Counsel, and the Congress, began in March
2000, introducing additional tasks. Examples of such tasks include use of
law enforcement imaging software (required by the Office of the
Independent Counsel) and development of an interim searchable database
and hiring of an independent validation and verification contractor and
security guard support to enhance integrity of tape processing (required
by the U.S. District Court and the Congress).

According to the EOP, the restoration project was initiated in March
2000—not in 1998 after repair of Mail2 or in 1999 after repair of Letter
D—because the EQP’s focus in 1999 was on remediation of its systems to
ensure continued processing after the year 2000 and leap day (February
29, 2000) rollovers. As a result, the quantity of e-mail messages requiring
restoration escalated, drawing the attention of authorities interested in
ascertaining whether the EOP had implemented adequate controls. Table 2
lists restoration project activities estimated at about $3.5 million that were
introduced because of this scrutiny.

Table 2: Additional Project Activities and Related Costs.

Project activity Cost (estimated)
Independent verification and validation contractor $1,993,819
Security (two contracts):

General Services Administration (actual) 97,920

TW & Company 54,894
Development of interim searchable database 963,400
Tape inventory and catalogue (list) tape contents 455,000
Total $3,565,033

Source: Tape restoration project cost estimate report prepared by Vistronix, Incorporated, for the
EOP in July 2000, the EOP summary of actual costs through Oclober 29, 2000, and discussions with
EOP officials.

"'The tape restoration project was being monitored by Judge Lamberth of the U.S. District Court
incident 1o the case of Alexander v. FBI (CA 86-2125, D.D.C.). The plaintiffs in that case had
submitted document requests to the EOP in an attempt to discover relevant information in EOP's e-
malil.
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imited Ac The EOP claimed to have notified investigative bodies as soon as it
Limi cess to understood that document production might have been affected by the e-

Information mail malfunctions. Although the cause of the Mail2 e-mail malfunction was
Prevented Kmown as early as June1998 and Letter D in April 1999, the White House

. Counsel’s Office stated that it did not discover until February 2000 that the
Confirmation of the e-mail malfunctions “had affected the integrity of White House document

EOP’S NOtiﬁC&tiOIl of productions.” Thus, “the Counsel’s Office did not perceive a need to notify
. . investigative bodies” prior to that time.

Appropriate Officials
According to EOP officials, when the extent of the malfunctions became
clear to the White House Counsel’s Office in February 2000, that office
“had both written and oral communications with various investigative
bodies regarding the Mail2 jissue.” The EOP provided us with copies of its
correspondence to the House Committee on Government Reform that
range in time from March 17 to October 30, 2000. On March 17, 2000, the
EOP provided the Cormmittee with a description of the e-mail system, the
malfunctions, and their effect on document productioh. A letter to the
Coramittee in June 2000 updated the status of e-mail records management
for the Office of the Vice President. Finally, an October 6, 2000, letter from
the EOP to the Committee referred to 30 letters from the EOQP to various
investigative bodies, between March 15 and October 3, 2000, inciuding the
Offices of Independent Counsel, congressional committees, and the
Department of Justice.

We requested copies of these 30 letters, but we were not given copies of
any of them. Without complete documentation, we were unable to confirm
the EOP’s claims to have notified officials concerning the effect of the e-
mail malfunctions on respective document productions to investigative
bodies other than the Committee. In its comments on a draft of this report,
the Office of the former Vice President stated that as a matter of policy,
“the EOP did not cross-pollinate its communications with various
investigative bodies as a means of maintaining the confidentiality of the
legitimate interests and investigative priorities of those investigative
bodies.”

Computer malfunctions, ineffective systems and records management
practices, and miscomin ication between EOP components led to e-mail
records not being preserved by ARMS. As a result, the EOP initiated a
time-consuming and expensive effort to recover e-mail records that had
not been effectively managed.

Conclusions
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Agency Comments
and Our Evaluation

The management control weaknesses have implications for the current
administration that inherited the core e-mail systems and records
management structures discussed in this report. Accordingly, we met with
the current Special Assistant to the President and Director of the Office of
Administration and interested EOP staff, to provide suggestions for
establishing effective controls in the records management and e-mail
system support functions. These officials stated that actions are underway
to improve the management of electronic records within EOQOP. These
efforts included developing and updating policies for federal and
presidential records, defining procedures for electronic records, and
establishing a chief information officer position.

In written comments on a draft of this report, which are reprinted in
appendix VI, the Counsel to former Vice President Gore had two general
points. First, he stated that the report did not explicitly state that we found
no evidence of attempts by OVP staff to deliberately fail to preserve
records. In our report, our objective was to examine the facts swrrounding
the e-mail systems. Specifically, we were requested to assess the adequacy
of management controls over EOP's records management system,
particularly as they related to the numerous e-mail system malfunctions
experienced by EOP since 19096. That assessment entailed the examination
of management policies, programs, and practices as they related to
effective records management controls and to the requirements of the PRA
and FRA. Our review was not directed at assessing the intent of
individuals responsible for preserving records and providing responsive
records to investigative bodies. As such, we can offer no conclusions on
this matter.

Second, the Office of the former Vice President stated that ARMSwas a
unique system for which best practices did not apply and provided
additional information on the creation and use of this system that was not
reflected in the draft report. In response, we have revised the report to
reflect this additional information. However, we disagree with the Office
of the former Vice President’s characterization of the applicability of best
practices to ARMS. Best practices for management of records currently
exist in the form of National Archives and Records Administration
guidance contained in title 36 CFR and apply to records management
programs irrespective of the type of system involved. The majority of this
guidance is prescriptive only for federal records; however, this guidance
applies to ARMS because ARMS archives federal records. Also, the
guidance does not explicitly preclude application of these practices in the
management of presidential/vice presidential records. Although the
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evolution of ARMS may continue, the stability of generally accepted
records management best practices establishes a control foundation for
any system, whether manual or automated.

Comments from the Office of the former Vice President are reprinted in
appendix V1. In addition, this appendix contains our detailed responses to
numerous technical comments that were provided.

In his comments on the draft report, the representative of forrer
President Clinton stated that he had reviewed the draft but did not have
access to the records necessary to properly review and corunent on its
accuracy. He urged us to incorporate comments that we received from
EOP during the course of our review, which we have done as appropriate.

The Deputy General Counsel, Office of Administration, EOP, orally
provided a technical clarification, stating that the May 1997 policy that
replaced the PRA section of the 1993 policy was issued by the White
House and not EOP, which we incorporated as appropriate.

We are sending copies of this report to the Honorable Henry Waxman,
Ranking Minority Member; the Honorable Hector Irastorza, the Deputy
Assistant to the President for Management and Administration, the White
House; Bruce R. Lindsey, the personal representative of former President
Clinton; Andrew M. Wright, Counsel to former Vice President Gore; and
interested congressional committees. Copies will then be available on our
Web site at www.gao.gov.

If you or your office have any questions about this report, please contact
me at (202) 512-6240 or by e-mail at KoontzL@gao.gov. Nancy
DeFrancesco, Michael Fruitman, Linda Lambert, and Charles Roney were
major contributors to this report.

Sincerely yours,

Fynila, A ey

Linda D. Koontz
Director, Information Management Issues

Enclosures
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Appendix I: Scope and Methodology

To obtain information regarding events and to identify individuals key to
the Executive Office of the President’s (EOP) e-mail systems and the
malfunctions experienced, we

+ reviewed about 10,000 pages of documentation submitted to the House
Committee on Government Reform by the EOP and its contractor
Northrop Grumman;

« reviewed 169 hearing exhibits prepared by the Committee from the above
documentation, and pertinent pieces of correspondence and other related
documentation provided by the Committee;

« obtained copies of the EOP’s task order OA8004 dated September 30, 1987,
with Northrop Grurmman, and letter contract OA20C002 dated March 29,
2000, with Enterprise Computing Solutions Technologies, Incorporated
(ECS);

+ obtained transcripts of a hearing pertaining to the timing of the restoration
and production of EOP e-mail, held by the U.S. District Court beginning
July 13, 2000, and observed the hearing sessions between July 31 and
October 3, 2000; and

« obtained transcripts of hearings pertaining the EOP e-mail systems, held
by the House Committee on Government Reform on March 23, March 30,
May 3, and May 4, 2000.

To obtain additional information on the e-mail malfunctions and Office of
the Vice President’s e-mail records procedures that were not addressed by
the Comumittee documents or hearing transcripts, the EOP stipulated that
we submit written questions. We submitted seven sets of questions and
reviewed the written responses and additional documentation provided,
including two additional tape restoration project contracts: Vistronix,
Incorporated, letter contract CI20C03 dated May 8, 2000; and TW and
Company contract DC21C01 dated November 9, 2000. We also met with
EOP officials to discuss specific issues pertaining to the restoration of the
e-mail.

To determine costs for the project, we obtained copies of paid ECS
invoices covering the period May 5 through September 5, 2000. We also
obtained a copy of the July 28, 2000, Vistronix report that estimates project
costs and compared this estimate to updated information regarding
project status and actual costs incurred for the project through October
29, 2000, that we obtained from the EOP.

Our review of cost issues was limited by the unavailability of complete and

reliable information. Specifically, we were not given access to OVP files of
hard copy e-mail records, which impaired a full assessment of the OVP’s
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Appendix I: Scope and Methodology

practices to preserve e-mail records. In addition, we were not provided
complete documentation of contract performance assessments and related
consequences for fiscal years 1998, 1999, and 2000; thus, we were unable
to determine the extent to which the EOP documented contractor
performance weaknesses and withheld award fees. Finally, we were not
provided with copies of letters from the EOP to investigative bodies
necessary for us to confirm that the EOP notified these entities of the e-
mail malfunctions.

We performed our work from July 2000 through January 2001, in
accordance with generally accepted government auditing standards.
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Appendix II: Chronology of E-mail
Malfunctions

Cross-reference
to other

documents

Reference” listed in this

documents Date Description of event’ table® Comments®

E5346 through 07/94 and E-mail from Nell Doering to various staff This monitofing program

E5347, E5353 10/94 including Daniel Barry, James Wright, and required that EOP

through E5354 others establishing an e-mail monitoring agencies review a sample
program that was implemented 07/25/94. The of record and nonrecord
Presidential and Office of the Vice President e-mail messages to
{OVP) Records Monitoring Plan dated 10/28/94 ensure that proper record
that was attached provided a quarterly designation was applied
monitoring schedule through fiscal year (FY) by e-mail users.

1995.

E0595 through 03/07/95 A document entitled Automated Records E5346 through Nonrecords were also

E0608 Management System (ARMS) for Lotus Notes  E5347 and E5353  captured temporarily by
Mail provided a technical description of the through E5354 ARMS for sampling under
Notes/ARMS interface functionality. The EOP’s records monitoring
document stated that the interface copies all program to detect and
internal and external e-mail and receipts to the correct improper
ARMS records management database. White designation of e-mait
House Executive Office of the President (EOP) records.
o-mail users may elect to remove the record
designation of an outgoing mail message,
which they created, by selecting a nonrecord
command button. This option causes the
message to not be captured as an official
federal or presidential record to be archived in
the ARMS records management database.

E1115 08/29/96 The Mail2 server was created with the server E0564
name of Mail2 and User ID of Mail2/EOP.

E0564 through 10/29/96 E-mail stating that a Planning Research Exhibit 125 and PRC was the predecessor

E0566 Corporation (PRC) contract employee installed document E1118  contractor to Northrop
the Mail2 server, as well as performed initial Grumman (NG) at the
configuration of the Notes server. The White House.
Notes/ARMS interface Name and Address
Book (NAB) was configured with five views.

E2309 through 02/25/97 Series of e-mail between Daniel Barry and Based on available

E2310 and Laura Crabtree regarding “... ‘problem documentation, this

02/26/97 attachment’ problem” whereby messages were problem was not related
deleted manually if they caused a problem with to the Mail2 or Letter D
the Notes/ARMS interface. malfunctions.

Exhibit 17 03/04/97 E-mail from Daniel Barry to John W. McGinnis  The 3/23/00 Based on available
asking him to write a paragraph regarding hearing witness documentation, this
offorts performed to restore 10,000+ lost E-mail  list lists Mr. Barry  problem was not related
records. Mr. McGinnis' contribution would finish as Daniel “Tony”  to the Mail2 or Letter D
up Mr. Barry's “memo to the record.” Barry. He was malfunctions.

referred to as

Tony in many e-
malls and other
documenis.
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Appendix 1I;: Chronology of E-mail
Malfunctions

Cross-reference
1o other
documents
Reference’ listed in this
documents Date Description of event’ table" Comments’

E2316 through 03/06/97 Series of e-mails from Daniel Barry fo James Exhibit 17 Based on available
E2323 Wright and others regarding “missing Notes documentation, this
records.” The problem occurred in September problem was not related
1996 and caused some e-mail to be sent to the to the Mail2 or Letter D
ARMS records management database without malfunctions.
the message header. Other e-mails would be
sent to the ARMS records management
database without the message text. Mr. Barry
stated he had received no training on Notes. He
reported that to his knowledge, efforts to
recover these missing e-mail messages in the
beginning of 1997 were unsuccessful.
According to this e-mall, between September
11 and 16, 1996 23,436 e-mail messages were
missing headers (that is, “To,” “Subject,” etc.)
and 10,138 messages were missing text.

E6001 through 03/17/97 Minutes of a staff meeting involving Jim Wright,

E6004 Laura Crabtree, Kart Heissner, and others.
Backup of EOP Information Systems and
Technology Division (IS&T) servers was
discussed. The minutes stated that
“ItJequirements haven’t been documented but
approaches are being developed. An inventory
does exist of what does need to be backed up.”
The minutes also question what the retention
period should be, and stated that all types of
server platforms “are being reviewed: VAX,
client server, and mainframe.”

E6547 through 03/21/97 E-mail to Ada Posey and others regarding E1022, E1394,

E6558 restricted 1997 approptiation funding and that ~ Exhibit 9
funds were needed for additional e-mail servers
to relieve network strain. E-mail records
management traffic was projected to increase
90 percent in FY 1998 from FY 1995's traffic
rates. The e-mail noted that EOP’s migration
from Novell Netware-based network to
Microsoft Windows NT began in May 1996. It
also stated that the “...client/server backup
system used o preserve data integrity and
tacilitate the archival of Presidential and
Federal records has exceeded its life cycle [and
can only] backup 50% of our file servers.
Howaevaer, due to hardware and software
failures, less than 30% of our file servers have
current backups. Currently, the only copy of
data that is not backed up resides on each file
server's physical hard drives. If any of those
hard drives fall, data will be lost.”

Page 22 GAQ-01-446 EOP E-mail System



Appendix II: Chronology of E-mail

Malfanctions
Cross-reference
to other
documents
Reference’ listed in this
documents Date Description of event' table" Comments'
E6005 through 03/24/97 Minutes of a staff meeting involving Laura Based on available
E6002 Crabiree, Nell Doering, Karl Heissner, Jim documentation, these
Wright, and others. The minutes discussed problems were not related
extemal e-mail, stating “Laura will have a report to the Mail2 or Letter D
on the problems we've been having for Ada malfunctions.
[Posey] tomorrow.”
E2379 through 0717/97 E-mail from Bruce Overton 10 Laura Crabtree A 9/29/00 response to our
E2380 and others with attached e-mail notice to all question on this matter
EOP mail users regarding implementation of stated that “.... EOP does
Notes janitor agent. The janitor agent was set not believe that this
to move up to 300 e-mail messages that were ‘janitor agent’ was ever
greater than 45 days old from the “inbox” folder implemented.” In its
to the “trash” folder in the user's mail file. The comments on a draft of
messages were then automatically deleted 1 this report, EOP stated
week later. The process was scheduled to run that “... legal and records
weekly beginning July 18, 1997. Mr. Overton management staff never
asked whether the records management team approved use of the
had reviewed the janitor policy. agent.”
E7209 through 08/11/97 E-mail to Daniei Barry, Nellie Doering, Karl Based on available
E7211 Heissner, Laura Crabiree, Ada Posey, and documentation, this
others containing minutes of a staff meeting. problem was not related
The minutes state that “Lotus Notes staff will be to the Mail2 or Letter D
[coming] in to address the lost mail problem (we malfunctions.
need a ruling from [counsel] as to issues with
mail and as to what may be purchased).”
Exhibit 49 01/30/98 A document created by Daniel Barry said that  Exhibit 57 A computer directory
he noticed a potential problem with the capture location and date
of e-mall traffic coming into the EOP Lotus indicating 1/30/98 were
Notes system from the Internet. John Spriggs. handwritten on the
the NG e-mail administrator, was asked to print document.
out the firewall log to determine whather
incoming Internet e-mail messages were
received. The document stated “We are not
sure where the problem lies at this point.”
Exhibit 10 No date A document containing May 16 meeting Exhibit 12

minutes discusses a problem with the
Notes/ARMS interface scan process randomly
skipping e-mail boxes on the Mall2 server. A
random sample of &-mail boxes was analyzed
and it was discovered that e-mails dating back
to 1996 were not subject to records
management, or captured by the ARMS
records management database. The course of
action was to further assess the problem.

Page 23

GAO-01-446 EOP E-mail System



Appendix II: Chronology of E-mail
Malfonctions

Reference’
documents

Date

Cross-reference

to other

documents
listed in this

Description of event’ table"

Comments’

Exhibit 16

06/01/98

E-mail from Virginia Apuzzo to all EOP staff
requesting that users delete unneeded e-mail  E7203
on e-mail servers or save e-mail o individual
workstations to prevent system fallure. This

message was repeated and re-sent to all EOP

staff on 03/24/99 (Exhibit 16, page E0545).

E7202 through

Exhibit 12

06/12/98

E-mail from Robert Haas, NG contract Exhibit 10
employee, to Betty Lambuth, NG subcontractor,

mentioning “a design flow in the Record

Management design in Notes that would allow

for certain types of mail documentfs] to bypass

record management.”

The term “design flow”
may be a typo of “design
flaw".

Exhibit 50

06/18/98

A draft document entitied Lotus Notes to ARMS
Interface Anomaly that was sent from the fax
machine shared by the Office of Administration
(OA) General Counsel and the OA Director to
an unknown recipient. The draft described the
Mail2 server matfunction and stated that the
root of the problem stems from a discrepancy
between the capitalization of the letters in the
name of the affected Lotus Notes server. The
problem was introduced by human efror in
capitalization of the server name letters in the
affected users’ e-mail accounts as “MAIL2"
instead of “Mail2.” The scope of the problem
was that 526 users of Mail2 were affected.

Exhibits 1 through 5 06/19/98

Memo from Virginia M. Apuzzo to John D.
Podesta, former Deputy Chief of Staff, entitied
Technical Anomaly in Automated E-Mail
Records Management System, which describes
the capitalization of the server name letters in
the affected users' e-mail accounts as “MAIL2”
instead of “Maii2” as the cause of the Mail2
malfunction. Exhibits 1 and 3 contained a
handwritten note saying, “Chuck—I sent this
memo to John this aftemoon. Ginny” dated
6/19. Exhibits 4 and 5 contained a handwritten
note saying, “Ginny Ploase ask Mark to brief
me on this. Thanks, John.”

Exhibits 1 through 5 were
variations of the same
memo. U.S. District Court
testimony by Charles Ruff
on 08/28/00 confirmed
“Chuck” to be Charles
Ruff, “Ginny™ to be
Virginia Apuzzo, and
«John" to be John
Podesta.

E0567 through
E0569, EO573

through E0578,
£0589 through
E0594

07/09/98

Draft plan dated July 1998 and the undated Exhibit 19
finalized versions of the same plan to first

process data records from Notes e-mail files to

the VAX subsystem and then to restore

Notes/ARMS interface processing on Mail2.

The plan was to first tum the Notes/ARMS

interface monitor task off, copy each affacted

users existing mail file (containing the

unrecorded mall) to the Notes/ARMS interface

server, and then tum the Notes/ARMS interface
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Malfunctions

Reference"
documents

Cross-reference

to other

documents
listed in this

Description of event’ table’

Comments'

monftor back on for processing of unrecorded
messages into the ARMS records management
database. Once transferred, all documents
would be marked as recorded and the syntax
[capitalization of the server name letiars in the
affected users' e-mail accounts as “MAIL2"
instead of "Mail2"] of the server name for the
user’s account would be cotrected. Day-forward
processing would resume on Mail2. The plan
also noted that a “critical issue” existed for the
processing of affected records from Notes to
the ARMS records management database,
which resides on the VAX subsystem. It stated
that “preliminary investigation has shown that
the date used to create the ARMS header files
is the date that the messages are written to the
Records Management mail-in database. This
date doesn't reflect the true sent mail date in
the original message.”

Exhibit 19

07/24/98

E-mail from Daniel Barry to James Wright
noting under Additional activilies that he
continues to be involved in discussions
regarding the Mail2 problem but there has been
no movement thus far in correcting the problem
or getiing the data over to the ARMS records
management database. The pian for fixing the
problem had been submitted to EOP by NG.

Exhibit 22

07/30/98

E-mail from Daniel Barry to James Wright with
language similar to Exhibit 19.

Exhibit 23

08/13/98

E-mail from Daniel Batry to James Wright Exhibit 24
expressing “concems” about “the mail2

problem” or project X. He stated that there was

no movement underway to fix the problem and

recover the lost records from the backup tapes.

Exhibit 24

08/13/98

E-mall from Jamas Wright to Daniel Barry Exhibit 23
responding to his “concemns” e-mail saying that
there has been some movement to get back on
track and NG can develop a plan to get this
effort going. “Certainly the Data Center and the
Records Team has been left out of this matter
and the result could be a great deal of work put
upon us later.” This exhibit stated that Kathleen
Gallant informed Mr. Wright that a Paulette
[Cichon] briefed Jim Welsh of NG to proceed
with developing the plan.
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Malfunctions

Cross-reference
to other
documents
Reference’ listed in this
documents Date Description of event’ table’ Comments’

Exhibit 40 08/13/98 E-mail from Kathleen Gallant to James Wright
with a copy to Daniel Barry. It stated that Jim
Waebster was taking Betty Lambuth’s place and
a meeting was held authorizing that it was okay
to discuss the Mail2 project in detail with Mr.
Waebster. The e-maii stated that “1 also agree
with Tony [Daniel Barry] about the new
searches that will have to be done. We need
direction from OA counsel on that front.”

Exhibit 26 09/01/98 E-mail from Daniel Barry to James Webster,
with a copy to James Wright, asking for a
meeting to discuss the plan/approach on the
Mail2 problem. An attached e-mail “Weekly”
report dated 9/4/98 (E201 6) says that Mr. Barry
had a discussion with Jim Webster, NG,
“regarding OVP E-mail and records
management.” Mr. Barry referred Mr. Webster
to Kathleen Gallant for a decision to have all
OVP users subject to records management
through the ARMS records management
database. The e-mail noted that a goods and
services authorization request memo was
prepared for 64GB disks for the Notes Mail2
recovery project. This will go to Financial
Management Division (FMD) for signature and
then make its way to the OA counsel.

Exhibit 120 09/01/98, E-mail from Danie! Barry to James Webster,

09/15/98 NG, requesting meeting with him, Sandra
Golas, Robert Haas, and John Spriggs to
discuss the Mail2 problem and the
plan/approach for proceeding. Webster
forwarded Barry's e-mail to Spriggs, Golas,
Robert Haas, and Yiman Salim, saying Barry
wants “to set up a meeting 1o discuss our
favorite issue.... | will tell Tony [Daniel Barry]
that | will have to delay any meeting until we
resolve some intemal issues.” On page E4015
of this exhibit, an e-mail dated 9/15/98 from
Daniel Barry to James Webster about the Mail2
project meeting asks about Webster's plan for
“righting the wrong” phase of this project. Barry
wants to know when the meeting will occur.

ES874 09/10/98 E-mail from Mark Bartholomew to Adam E6020 through The bulk e-mail “package”
Greenstone [copy to Daniel Barry, Karl E6022 was captured in the
Heissner, Kathieen Gallant] regarding ARMS records
processing of incoming Internet e-mail to the management database.
President, Vice President, and the First Lady,
referred to as White House “principals.”
Incoming e-mall to these principals was
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Cross-reference
to other
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“packaged” into ancther e-mail to the
correspondence office for each respective
principal. These “packaged” e-mails, referred to
as “bulk mail,” were not subject to records
management in the ARMS records
management database message by message
or as e-mail to the principal, but rather as bulk
e-mail to the appropriate representative of the
principal.

Exhibit 26

09/10/98

E-mail from Daniel Barry to Kathleen Gallant

and James Wright expressing concem about

the lack of movement on the Mail2 problem.

=We have known about this problem for 4

months now and not & single record [of the
affected users] has been passed to .
ARMS...even worss, the root problem has not
been fixed.”

Exhibit 64

09/14/98

Letter from Joseph Lucente noting “that in late
May of this year, a dysfunction in the EOP e-
mail system was detected by an employee...” of
NG.

Exhibit 27

09/25/98

E-mail from Daniel Barry to James Wiight
stating there was still no movement in the Mail2
problem and asking what his role was
supposed to be in the project. Wright responds
the same day saying that IS&T needs to start
by providing NG with direction.

Exhibit 47

09/25/98

E-mail from Kathleen Gallant to Daniel Barry E1235 and E1236 Agents are filtering
stating that the Notes Anomaly Team has met instructions that automate
and come up with a strategy. The team will operations on documents
back up Mail2 using a DLT [digital linear tape] in a Notes database.
drive that can verify as it writes and execute

“the Notes agent changes to change all the

[1Ds] looking for Mail2 to MAIL2....” A second

phase deals with reconstruction of the

nonrecords-managed files from the Mail2

server. She said, “Contracts is aware of the

whole mess, and supports the creation of the

IWO [Intemal Work Order]...."

E1363 through
E1375

09/30/98

A NG document entitled Final Y2K Status E0766 and E1015  Year 2000 readiness of
Report for OANSAT stated that the software for through E1021 information systems was
the ARMS records management database was a concurrent effort to
not fully documented and controlled, and that it repair e-mail

was “bom very quickly in 1994 to meet an malfunctions.

immediate need for the recording of message

traffic.” The C-language programs in the

interface were not Year 2000-compliant.
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to other
documents
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Exhibit 28 10/13/98 E-mail from Daniel Barry to Christina
VanFossan and Joseph Kouba stating, “Per our
meeting last week... here are 4 projects that |
can see happening in the near term that are not
currently budgeted for.” The third project was
listed as Project X (Mail2) Reconstruction, with
an estimated cost of $250,000.
E07866 through 11/06/98, E-mail created by Marvin Miller on 11/06/98 E1363 through “Name case sensitivity”
E0768 11/12/98 and revised 11/12/98 by Yiman Salim regarding E1375 refers to the capitalization
an ARMS WO feasibility and requirements of the server name letters
study. The document stated that Notes and in the affected users’ e-
Notes Application Programming Interface (API) mail accounts as "MAIL2"
version 4.6 software was used in the instead of “Mail2.”
Notes/ARMS interface. To perform In its comments on a draft
maintenance on the ARMS software, the skill of this report, EOP stated
set required a C++ software enginger, a Notes that the Mail2 case
developer with C++ and VAX knowledge, and a sensitivity was not related
system administrator with Windows NT and to Year 2000 efforts
Lotus Notes skills. The tasks listed in the e- addressed by the “ARMS
mails included Year 2000 code modification wo.”

and implementation of calendaring and
scheduling modifications. Howsever, in the
11/12/00 revision, Salim removed two tasks
from Miller's list, including “Mail server name
case sensitivity.”

Exhibit 30 11/12/98 E-mail from Daniel Barry to DeVere Patton Exhibits 31 and
saying that NG needs technical guidance on 46
several items, including a response to the Mail2
IWO, which had not yet been finalized.

Exhibit 3t 11/13/98 E-mail from Daniel Barry to James Wright Exhibits 30 and
mentioning the response on the Mail2 IWQ. 46
Exhibit 121 11/16/98 E£-mail from Daniel Barry to Sheryl Hall, John

Spriggs, and Joseph Vasta requesting a
meeting to discuss a course of action on
moving the Mail2 reconstruction project
forward.

Exhibit 103 11/20/98 E-mail from Danie! Barry stating that Karl
Heissner was the project manager for phases
two and three of the Mail2 reconstruction work.
The e-mail mentioned that phase one was the
“.... fix (Stop the bleeding) on the mail 2
server.” Phases two and three were not
described in this e-mail.
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Exhibit 70 12/02/98 Weekly Contracting Officer's Technical Exhibits 63, 67,

Representative (COTR) meeling minutes for 72, 73, 75, and
11/20/98. NG commented that the Rough Order 122
of Magnitude (ROM) «__ could be plus or minus
20 percent”
Exhibit 72 12/02/98 NG ROM for cost of IWO was $602,492. Exhibits 63, 67,
70, 73, 75, 122,
E1016

Exhibit 122 12/02/98 E-mail from Daniel Barry to Karl Heissner Exhibits 63, 67,
stating that NG’s ROM did not include the cost 70, 72,73, and 75
to do the restoration.

ES783 12/04/98 E-mall from Moe Vela to “All Staff” requesting
staff to delete unnecessary e-mail because
«_otus Notes is within 5 [percent] of meaximum
capacity and it will shut down at that time.”

Exhibit 63 12/11/98 Memo from Joseph Vasta to DeVere Patton, Exhibits 67, 70,
mentioning, in pan, the Mail2 E-mail 72, 73, 75, and
Reconstruction. Said NG would evaluate at 122
least one tape.

Exhibit 73 12/18/98 Waeekly COTR meeting minutes for 12/16/98. Exhibits 63, 67,

*Government emphasized that before any work 70, 72,75, and
be undertaken, it is imperative that a tape 122

inventory be done.” NG insisted that an

inventory in the absence of an sutomated tape

management system would be very labor-

intensive (over 1 hour per tape) and “would far

exceed the services in the Base Services IWO.”

Exhibit 67 12/23/98 Weekly COTR meeting minutes for 12/23/98. Exhibits 63, 70,
NG reported that a recent tape was restored, 72,73, and 122
and the universe of tapes was identified as 788,

Exhibit 32 12/24/98 E-mail from Danie! Barry to Joseph Kouba. It The Armstrong court held
lists three tiers of projects related to the that EOP components
decisions resulting from the Armstrong court must capture electronic
case. The third tier includes projects that, in his records subject to the
opinion, could be done but were not vital. The Federal Records Act.
Mail2 reconstruction (Project X) was listed in
the third tier, showing an FY 1999 cost of
$650,000 and an FY 2000 cost of $1 million.

Exhibit 129 01/06/99 Weekly report from Danlel Barry in which he
stressed that OA Counsel needed to be in the
decision-making process regarding projects
that should move forward, such as Project X.

E6020 through 01/07/99 Mesting agenda and handwritten meeting notes ES874

E6022 regarding “records disposition for intemet e-

mail.” It stated that for e-mail to “ .. ‘President
@whitehouse.gov,’ all emails [were] combined
into one and sent o [the President's bulk e-mail
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representative).” It was packaged and sent on
to the ARMS records management database
where it was retained as e-mail to the
President's bulk e-mail representative.

E5784 01/13/99 E-mail from Moe Vela to “All Staff” requesting
staff to delete unnecessary e-mail and
databases in Lotus Notes because the IS&T
anticipated running out of disk space in about 1
hour.

E0772 02/01/99 E-mail from Daniel Barry about “the effort
underway to locate and document the
[Notes/ARMS] interface code so that changes
can he made.”

E0964 02/01/99 E-mail from Daniel Barry to Raul Cavazos
stating that “.... the ARMS processing -
requested a tape from March 1997 and Ops
[Operations] was unable to find the tape.”
Concludes, “there needs to be an inventory of
the ARMS tapes that are stored in the boxes in
the back of the DC [data center], to make it
possible to retrieve any one of the tapes.”

Exhibit 75 02/02/99 Woeekly COTR meesting minutes for 01/27/99. Exhibits 63, 67,
The EOP asked about NG’s tape inventory and 70, 72, 73, and
tape tracking methodology. The EOP requested 122
a tape inventory (that included tape ID, volume,
dataset ID, etc.) from Cctober 1897, the point
when NG was awarded contract.

Exhibit 81 02/05/99 Memo from Karl Heissner explaining the Mail2  Exhibits 82 and
server problem. He stated that “the problem, 83
that some e-mail messages were not records
managed properly, was discovered in February
1998, and Mr. Barry immediately notified the
Lotus Notes Group (NG-Spriggs/Golas) as well
as IS&T Management of the problem.”

Exhibit 43 03/12/99 E-mail from Nellie Doering to Dorothy Cleal,
copy to Daniel Barry, suggesting changes to
Mr. Barry’s proposal. Ms. Doering stated that
Mr. Barry agreed to ensure the "Server 27 tapes
were properly inventoried and documented by
NG

Exhibit 37 03/18/99 E-mail from Daniel Barry to DeVere Patton, Karl
Heissner, and Nellie Doering about the Mail2
records management problem. Barry stated
that: “it has come to my attention that when the
‘bleeding’ was stopped on MAIL2 in November
1998, ALL the bleeding may NOT have been
stopped. | have spoken with John Spriggs and
it appears as though at least one account,
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MILLENNIUM, may still have the problem. |
believe NG should be instructed to investigate
and report back on exactly what the situation is
with regard to the MAIL2 problem.”

Exhibit 41 03/18/99 A series of e-mails noting that the Mail2
problem was not allowing EOP staff to recycle
backup tapes. Nellie Doering stated that the
tapes need to be inventoried by NG and °....
‘secured’ so that they are easily identified as
the Server 2 Backup Tapes that were not
[subject to records management.]” DeVere
Patton stated that =...it is something that NG
should be doing under the base contract [in
response to Dorothy Cleal's inquiry regarding
contract scope).

Exhibit 42 03/18/99 E-mail from Joseph Kouba to Daniel Barry and
others stating, “looks like MAIL 2 reconstruction
is back on hold until some additional
confirmation Is received.”

Exhibit 124 03/19/99 E-mail from Karl Heissner to Nellie Doering,
Daniel Barry, and Mark Bartholomew. Meeting
minutes to discuss the Mail2 reconstruction. it
stated that the project was on hold awaiting
approval of the OA counsel.

E0812 03/24/99 E-mail from Michael Ritter to Joseph Vasta
regarding tape inventory. It stated that “there
are between 700 and 800 tapes [in] mostly 8-
mm [millimeter] format and do not have &
‘header catalogue (meaning that the entire
tape must be read to develop a directoty list).”
Also, “there is a short period of a few months
where we do not have backup tapes due to
changes in the govemments requirements.” Mr.
Ritter estimates that under "perfect conditions”
it would take 1.5 to 3 hours per tape to read the
tape and print the catalogue information;
however, he stated, the tapes were old and
waere produced under various hardware and
software configurations. He stated that “it is
expected that there will be tapes that cannot
oven be read with the current hardware on

site.”
E1255 through 03/25/99 NG memo from Joe Vasta to DeVere Patton
E1256 regarding Mail2 backup tapes. It stated that NG

will secure Mail2 backups for October 1996
through November 1998 and provide minimal
inventory information. The memo identified that
during this period, NG was instructed by “the
govemment” to reuse backup tapes causing

Page 31 GAO-01-446 EOP E-mail System



Appendix II;: Chronology of E-mail
Malfunctions

Cross-reference
to other
documents
Reference" listed in this
documents Date Description of event' table" Comments"

some to be overwritten. The memo stated that
a report detailing a description of the systemn
tailure was beyond the scope of the base
contract.

Exhibit 117 04/01/99 E-mait from Michael Ritter to Yiman Salim, £0833 and E0834
Robert Haas, John Spriggs, and Sandra Golas
asking them a series of questions about when
the Mail2 server problem started and when it
was resolved. He requested responses from
each by 4/2/99.

Et194 04/01/99 E-mail from Benjamin Kirby to Adam
Greenstone, Daniel Barry, others, stating the
millennium account was nol subject to records

;3 management.

Exhibit 66 04/02/99 E-mail from Yiman Salim to Michael Ritter Exhibit 117
about the Mail2 issue. She stated that NG
personnel became aware of the Mail2 problem
on June 12, 1998, and that the cause of the
problem, writing Mail2 as MAIL2, was identified
a couple of days later by John Spriggs. She
also noted that the problem was inherent in the
ARMS process because it “is currently
enforcing server name case sensitivity.” The
message also stated that in December 1998
NG initiated a task to baseline the Notes/ARMS
interface program. Completion was scheduled
for ApriMay 1999, after which pregramming
changes could be made as needed.

Exhibit 71 04/02/99 E-mail from Michael! Ritter to Joseph Vasta.
This e-mail explains the Mail2 server problem in
detail. It also mentions that NG staff have
identified a similar problem on MAIL1 that was
also caused by human error. The message
stated that an employee of the contractor PRC
designed a program to migrate user accounts
to the Notes server, and this program entered
the users with the improper server name
syniax.

Exhibit 44 04/09/99 Meseting notice from Karl Heissner about
records management of all Mail2 and MAIL1
server accounts. This notice stated that Mail2
and MAIL1 servers still contain
“unrecordsmanaged” accounts, preventing the
recycling of backup tapes. The objective was to
make necessary corrections by April 18.
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Exhibit 1256 04/09/99 Series of e-mails describing Letter D Exhibits 13, 79,
malfunction. Marvin Miller e-mails to Robert documents
Whiteman and Yiman Salim that the Letter D E3218, E3219
malfunction was caused in 11/98 when NG was through E3221,
correcting a Lotus Notes buffer overflow system and E3222
failure. The user accounts (sorted by first through E3229
initiallast name) wera distributed among five
Notes/ARMS interface e-mail server views, so
that all 26 letiers of the alphabet were assigned
to one of the 5 views. “The letter 'D’ was
inadvertently omitted and the letter ‘J’ was
added twice.” This caused all users on all e-
mall servers whose first names began with D to
not be subject to records management.
E3219 through 04/15/99 Memo from Robert Whiteman (NG) to Dorothy  Exhibit 79,
E3221 Cleal describing events regarding the Letter D documents
malfunction. It stated that a Notes/ARMS E3218, and
interface e-mail server system failure occurred  E3222 through
in November 1998, which was caused by a E3229
configuration error. In correcting the failure, NG
reconfigured the Notes/ARMS interface views
on Lotus Notes e-mail servers and
“‘inadvertently omitted” the letter D from the
views, causing incoming non-Notes e-mail for
users with first names beginning with D notto
be subject to records management. According
to the memo, the Lotus Notes team reported
this to NG management on 04/09/99. Mr.
Whiterman recommends not recycling tapes
until the problem was resolved and to include
the saved tapes in the ongoing e-mail recovery
effort.
E3218 04/15/99 Memo from Dorothy Cleal, through Michael Exhibits 13 and

Lyle, to Mark Lindsay regarding the Letter D.
The memo stated that 191 users were aftected
and who have not had e-mail records-managed
since November 1898. Cautions that “...records
management problem may not be limited to this
particular error.”

79; documents
E3218, E3219
through E3221,
and E3222
through E3229

Exhibit 79, E3222  04/15/99

Cover memo from Eric Ritter to Dorothy Cleal
with attached listing that shows the 191 users
impacted by the Letter D malfunction—54 on
MAIL1, 77 on Mail2, 29 on MAIL3, 30 on
MAILS, and 1 on RDS1.

Exhibits 13, 125;
documents
E3218, E3219
through 3221, and
E3222 through
E3229

Exhibit 99

04/20/99

This e-mail from Joseph Kouba stated that a
“legal determination [was needed] that
reconstruction is required by the count case and
that this is a legitimate use of Armstrong funds.”
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E7265 through
E7268

04/28/99

E-mail from Robert Whiteman to Marvin Miller,
Robert Haas, Yiman Salim and others
requesting review of Lotus Notes self
evaluation for 10/98 to 04/99. It stated that
Notes staff began analysis phase of the
Notes/ARMS interface task. During this
analysis, staff identified a records management
problem {Letter D malfunction) and were
researching viable solutions.

E1235 and E1236

05/17/99

Report explaining e-mail audit agents that run
on Notes servers and search for unrecorded
mail and incorrect mail templates. it
recommends running audit agents weekly and
providing logs to Mr. Barry. It also recommends
resuming tape recycling. It stated that “it would
not be possible to recycle any back-up tapes
that were created prior to the {managed date)
complation of the correction and verification of
the system...”.

Exhibit 47

Exhibit 38

05/21/99

E-mail from Michae! Ritter to Albert Leister
regaining the Mail2 Statement of Work {SOW).
*This is actually from September '98. Still no
action on...or response from...the gov't.”

Exhibit 118

05/21/99

E-mail from Albert Leister Jr. to Dorothy Cleal
stating that the “...backup tapes are in the DC
[data center].”

E0793

05/21/99

E-mail from Marvin Miller showing a scheduie
to run various Notes agents. One scheduled for
05/25/99 was to “fix letter ‘D’ and letter case
problem. Records will be managed from this
point on.”

E4483

06/04/99

E-mail from Albert Leister to Dorothy Cleal
reporting that the Notes audit agents indicate all
documenis requiring records management
were managed properly and the agents run
weekly “.... to insure no new errors surface.”
The e-mail noted that audit logs were given to
Karl Heissner and requests personal direction
to resume tape recycling.

E0798

06/09/99

E-mail from Yiman Salim stating that “...the
[Notes/ARMS interface] views, in the Name and
Address Book, need to be modified to make the
selection criteria non-case sensitive.” The
Notes/ARMS interface scanning process had
skipped a user account {that was not in use)
because the name started with lower case. “A
CMC [configuration management change] has
been submitted to implement this modification.”
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Exhibit 6 01/13/00 Briefing materials for 1/19/00 meeting with the
National Archives and Records Administration
regarding e-mail issues. It mentions Mail2 and
Letter D configuration issues. It stated that
Mail2 affected 526 users and Letter D affected
about 200 users.

Exhibit 130 01/21/00 Chronology of Mail2 server events and impact,
labeled *Tony” in upper right-hand comer. It
discusses the problem and plan of actior. It
also identified the magnitude of e-mails being
researched as encompassing 850 tapes, and
that some tapes contain classified data. The
plan of action says that Enterprise Computing
Solutions Technology, Incorporated (ECS), an
Ba firm, has prior experience and was currently .
on-site for the Armstrong effort.
E4337 through 02/01/00 E-mail from Daniel Barry to Michael Sullivan E5978 through
E4338 with comments on an attached draft request for E5979
proposals (RFP) for NG to bid on recovery of
lost e-mails. Barry comments that a
subcontractor to Information Management
Consultants, Incorporated (IMC), had
developed the original Notes/ARMS interface
code in 1998. The e-mail stated that the
Notes/ARMS interface transitioned to NG in
1897/1998. The system broke in late 1998
because it could not handle increased user
population when migrating from All-in-1 [the
previous e-mail system] to Notes, causing the
Letter D problem. The RFP requests a proposal
from NG by 02/15/00, and stated that NG
caused the problem and that “...corrective
action should be at no-cost to the Government.”
Barry asks if it was “fair and equitable” to hold
NG accountable for fixing bugs in the software
developed by the IMC subcontractor.

E1393 02/25/00 Handwritten notes stating that some tapes
included in the tape recovery effort were
classified as confidential or secret,

E1394 02/25/00 Handwritten notes of an interview about “Bob’s  Exhibit 9, E1022,
— Mail issue,” which state that backup problems and E6552
waere experienced due to going from a File
Allocation Table (FAT) system to a Windows
NT File System (NTFS). An accompanying
timeline shows the backup problem existed
from the beginning of the Mail2 problem (10/96)
until about 11/97.
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E3237

No date

Document entitied Tape Reconsiruction
Procedure Outline stated that 850 tapes were
involved in the recovery effort.

E4349 through
E4354

02/29/00

Ontrack Computer Evidence Services’
Statement of Work and Proposal for Services
proposes a cost of $436,000 plus expenses
and 55 days to copy and catalog 800 tapes at
the EQP, which would require acquisition of 11
computers. It would cost $348,000 and 55 days
to perform the work at Ontrack’s facility, which
was fully equipped. Pricing for data recovery
varied depending on four categories of optional
services.

E3247 through
E3248

03/01/00

E-mails between John Spriggs, AlbertLeister,
Terrence Misich, and William Burkey regarding
backup tapes. Magnitude of tapes revised by
Burkey to 3,391, including 283 “miscellaneous
tapes.” Spriggs stated that “we really do not
have any good evidence of what backup
[device] was actually backing up Mail2 on any
given date.” Leister identified three boxes of
tapes containing 1,006 8-mm tapes and 51

DL Ttapes as definite to search and identified
another three boxes containing 503 8-mm
tapes as “possible,” for a total of 1,560 tapes.
The tapes consist of 4-mm, 8-mm, and
DLTtape media spanning intermittent periods
from 1/96 1o 6/99. The tapes reportedly
contained backup of Office of Management and
Budget (OMB), White House Office, and other
EOP agency servars, including Mail2.

Exhibit 46

No date

Timeline for ARMS-related activities
(Development Tasks, Problem Discovery and
Problem Fixing). it lists the Mail2 problem as
discovered on 6/12/98 and fixed on 11/22/98.
The Letter “D” was problem discovered on
4/9/99 and fixed on 6/1/99.

Exhibit 9

No date

E1022, E1394,
and E6552

Draft Talking Points on the Mail2 Server
Anomaly stated that incoming e-mails exist on
backup tapes, “...except for a small window of
time from 8/96—11/97 when, due to a glitch in
the backup software, the mail files may not
have been backed up on a consistent basis.”

E1040 through
E1041

03/10/00

Memo from Terrence Misich to Jack Young,
General Counsel/OA. It stated that he “visually

E1015 through
E1021
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scanned 14 boxes of magnetic media,
containing 3,391 magnetic tapes of various
types” and that a number of tapes do not have
extemnal labels and some may have erroneous
extemal labels. Mr. Misich recommends the
performance of the first phase of the Tape
Restoration Plan,

Exhibit 13

03/14/00

Cover note from Yiman Salim with attached
audit log files from May 8 and 9, 1999, for EOP
mail servers Mail2 and MAIL1 showing
unrecorded documents. According to the logs,
in May 1998, both Mail2 and MAIL1 had four
user accounts each with server name syntax
errors causing unrecorded mail dating back to
1997. The logs also show 126 users affected by
the “Letter D" malfunction {70 on Mail2 and 56
on MAIL1).

Exhibits 37, 44,
71,79 and 125,

Logs show that about 5
months after the Mail2 fix
was implemented, Mail2
stifl had four user
accounts with syntax
errors and unrecorded
mail dating back to 1997-
1998. Also, MAIL1 had
four user accounts with
syntax errors in this same
time frame.

E1015 through
E1021

03/15/00

A document entitied Draft Tape Restoration
Pian revised to include new data from ECS. It
stated that 3,391 tapes were involved in the
recovery effort and attributes the Letter D
malfunction to a “...software failure.” It also
attributes the Mail2 malfunction to case
sensitivity. It stated that “work associated with
this data recovery began almost as soon as the
problem was discovered.” The draft plan
mentioned that the work was not begun in
October 1998 when the SOW was developed
for NG because of Year 2000 efforts, so the
recovery was postponed to March 2000. In
February 2000, OA “...began exploring
alternatives,” and received an estimate from
ohe company of $436,000 and 55 days to
extract mail from 850 tapes. The draft plan
extended these estimates o $1,744,000 and
220 days for 3,391 tapes. The draft plan aiso
stated that another vendor, familiar with ARMS,
estimated $3,286,596 and 1.7 years.

Exhibit 72, E1363
through E1375,
and EQ776

E1022

No date

Hand-drawn timeline of e-mail malfunctions.
Shows October 1996 to October 1997 “backup
tapes missing, FAT to NSF file...Fixed.” August
1998 “ARMS research to fix Mail2 — discover
they cannot.” November 20, 1598, Mail2 stop
bleed, tape recycling starts November 21. April
9, 1999, D problem identified, stopped tape
recycle. May 21, 1999, "stopped D-bleed”.

E1394, EB552,
and Exhibit 9

In its comments on a draft
of this report, EOP stated
that “.... tapes were not
recycled from June of
1998 until June of 1999."
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Exhibit 57 03/17/00 Fax from Beth Nolan, White House Counsel, to  Exhibit 50

The Honorable Dan Burton, stated, “In January
1998, Daniel Barry....noticed a possible
anomaly within ARMS...that some incoming e-
mails might be missing....Mr. Barry notified his
superiors and documented his finding...The full
extent of the error causing the anomaly Mr.
Barry noted was not discovered until June
1998, when NG employees
discovered....certain incoming e-mail
messages that were coded as

“unrecorded”.... The contractor notified IS&T
personnel....By the fall of 1998, NG technical
personnel working with IS&T staff discovered
that the problem was due to miscoding ‘Mail2’
as ‘MAIL2.’ They further determined that the
miscoding affected 526 ARMS-managed
accounts.... By November 1998, the NG and
ISAT personnel had corrected the problem....”
prospectively

*...incoming e-mail to ARMS-managed
accounts with the first names beginning with
the letter ‘D’ had not been recorded by ARMS
since November 1998. It appears that this error
remained undetected until April 1999....7
Approximately 200 accounts within EOP were
affected.

“In the course of gathering these preliminary
facts conceming these configuration errors, we
were informed this week that e-mails on the
server of the Office of the Vice President (OVP)

have not been fully managed by ARMS."

*References are to the House Committee on Government Reform exhibits used at the March 2000
hearings; additional documents provided 1o the Committee are identified by an “Exococ” scheme.
Brackeled items within the “Description of Event™ column and the “Comments” column have been
added by us for readability and clarification.
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Primary Mail2 and Letter D Events

Executive Office of
the President Federal
Staff, October 1996
Through June 1999:

Virginia Apuzzo, former Assistant to the President for Management and
Administration

Daniel A. “Tony” Barry, Computer Specialist, Office of Administration
(OA)/Information Systemns and Technology Division (IS&T)

Mark Bartholomew, Web Development, OA/IS&T

Paulette Cichon, former Deputy Director, Information Management, OA
Dorothy Cleal, former Associate Director, OA/IS&T

Laura Crabtree, former Desktop Systems Branch Chief, OA/IS&T

Nellie Doering, Records Management, OA/IS&T

Kathleen Gallant, former Associate Director, OA/IS&T

Sheryl Hall, former Computer Specialist, OA/IS&T

Karl Heissner, Systems Integration and Development Branch Chief,
OA/IS&T

Joseph Kouba, Budget Analyst, Financial Management Division

Mark Lindsay, Assistant to the President for Management and
Administration, former General Counsel, OA, and former Director, OA

Michael Lyle, Director, OA, and former General Counsel, OA

Cheryl Mills, former Deputy Counsel to the President

Terrence Misich, Chief Warrant Officer 5, U.S. Army, on detail from White
House Communications Agency to OA/IS&T, Tape Restoration Project
Manager

Beth Nolan, Counsel to the President

Bruce Overton, Deputy General Counsel, OA

DeVere Patton, Contracting Officer’s Technical Representative (COTR) for
the Northrop Grumman Contract

Page 39 GAO-01-446 EOP E-mail System



Appendix ITI: Key Officials Involved in
Primary Mail2 and Letter D Events

Northrop Grumman
Contract Staff From
Contract Award in
October 1997 Through
June 1999:

John Podesta, Chief of Staff
Ada Posey, former Director, OA
Charles Ruff, former Counsel to the President

Michael Sullivan, Deputy Associate Director for General Services Division,
OA

Christina VanFossan, Director, Financial Management Division

James Wright, former COTR for the Northrop Grumman contract, and
Data Center Branch Chief, OA/IS&T

Sandra Golas, VAX System Administrator
Robert Haas, Lotus Notes E-mail System Administrator, Lotus Notes team
Steve Hawkins, former Project Manager

Betty Lambuth, CEXEC (a subcontractor to Northrop Grumman), former
Lotus Notes team manager

Joseph Lucente, Director of Contracts and Subcontracts
Yiman Salim, Lotus Notes Developer, Lotus Notes team
John Spriggs, Senior Engineer

Joseph Vasta, former Program Manager
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Source: GAO compilation of documents provided by EOP to the House Committee on Government
Reform.
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Appendix V: Itemization of Budgeted Cost for
the Tape Restoration Project

e

Cost element Description Estimated cost
ECS contract: Restoration of e-mail messages not recorded in ARMS
Phase | Task 1: Daveiop a detailed project plan $ 835,600
Task 2: Define, configure, acquire, and install required equipment 862,300
Task 3: Develop a quality assurance and quality control program for the project 217,600
Task 4: Develop, test, and refine tape recovery software 742,600
Task 5: Test and validate recovery plan and software 128,400
Phass || Task 6: Receive and inventory all tapes 118,000
Task 7: Make two copies of each tape 364,000
Task 8: Place original tapes in secure custody 31,000
Task 9: Scan duplicated tapes into message recovery system 337,000
Phase Il| Task 10: Process e-mail into searchable database 92,400
Task 11: Remove duplicate e-mail messages and prepare for transfer to ARMS 93,000
Task 12: Place duplicate e-mail messages into a searchable database 105,400
Task 13: Process classified tapes as above 208,000
Task 14: Deliver final products ' 80,000
General and administrative expenses and other direct costs 909,529
ECS total: $5,125,829
Vistronix contract: independent validation and verification of tape restoration
Phase | Tasks 1 through 5 (see above) $ 465,483
Phase il Tasks 6 through 9 (see above) 1,078,233
Phase i Tasks 10 through 14 (see above) 450,103
Vistronix total: $1,993,819
Other costs: Other restoration costs
AAC Associates contract  Advice on recovery of OVP e-malils $900,000
Vendor not determined Forensic analysis and recovery of broken or unreadable tapes 2,092,400
Vendor not specified Additional hardware, software licenses, and 12,000 tapes for two sets of tape copies 498,480
Not applicable Project overrun contingency 1,098,891
Other costs totals $4,589,771
Total $11,709,419

Source: Tape restoration project cost estimate report prepared by Vistronix, Incorporated, for the
EOP in July 2000.
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Appendix VI: Comments From the Office of

the Former Vice President

Note: GAQ comments
supplementing those in
the report text appear at
the end of this appendix.

OFFICE OF THE FORMER VICE PRESIDENT
THE HONORABLE AL GORE

- April 11, 2001

Mz Joel C. Willemssen
Managing Director
Information Technology Issues
1).S. Generul Accounting Office
441 G Streel, N.W.
‘Washington, D.C. 20548

Dear Mx. Willemasen:

Enclosed please find the comments of the Office of Former Vice President
Al Gore on the General Accounting Office (GAO) dreft report etitied Electronic
Records: Clinton Admivistration's Management of Executive Office of the Presiders E-
mail System (hercinafter “the Repost”).

1 was not principally responsible fir the information flow related to
GAO"s inguiry into EOP e-tail mansgement during the former administration.
Therefore, I have compiled the following comments in consultation with members of the
former administration who were responsible for prepamtion of responses to the GAO
inguiry. The comments below are divided into two sections: “Geneyal Commentary” and
“Line by Line Commentary.” )

General Comwentary

‘While the Report chronicles sevaral miscommunications among EOP
mmmmmmmmmwmmmhﬁhmm
explicitly thet there is absohately no evidence of any attempt by OVE or EOP personnel
to deliberately fiil to preserve any documentary material or inappropriately withhold
information from any investigative body, Considering the natere of some of the
allegations that have besn made in relation to this mater, the interests of fairness dictate
that this fiasct should be made explicit.

Ancther point that does not come through in the current draft of the Report
relates to the ARMS system. ARMS did not exist before the BOP contracted to bave it
crenated early in the former administrtion. 'While EOP and OVP personne] may have
come (o know that ARMS was searchable, ARMS was not created for this purpose.
ARMS was created to capturs and preserve o-mail as a method of complisnce with the
Federal Records Act (FRA) for EOP components governed by it. ARMS was not used as
2 subpoana and document reguest compliatice tool until sametime much later in the
administration. The ARMS system was sui generiy and, therefore, it would be difficult o

Comments on the GAO E-muil Report
Page 1 of 5
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Appendix VI: Comments From the Office of
the Former Vice President

Nowonp. 1.

See comment 1.

Now on p. 1.

See comment 2.

Now on p. 2.

See comment 3.

Now on p. 2,

See comment 4.

Now on p. 2.

See comment 5.

Now on p. 2.

See comment 6.

measure technical problems integrating new EOP components and software systems into
ARMS against “best practices.” Best practices, as they relate to the unique ARMS
system, continue to evolve, In fact, the former administration's experiences with ARMS,
some of which are chronicled in this Report, shovld serve to help develop the best
practices as they relate to ARMS technology and its intersection with the Presidential
Records Act (PRA) and the FRA.

Line by Linec Commentary

The following is a list of specific textual changes urged by the Office of
the Former Vice President 1o be incorporated into the final Report. Each comment in this
section begins with a location of the text in question in a parenthetical. Bold typeface
denotes recommended textual inscrtions and sisiketimough typeface denotes
recommended textual deletions.

(First p. 2,9 1, 2™ scntence) To be accurate, the sentence should read: *...require the

" EOP to preserve certain official records, including e-mail qualifying as presidential or

vice presidential records.”

(First p. 2,1 1, 3" sentence) The PRA docs not require that presidential records are
“available for use in the course of official duties™ Rather, the PRA requires that
presidential records be preserved and transferred to the custody of the Archivist of the
United States upon the termination of the President and Vice President’s term in office.
See 44 U.S.C. Chapter 22.

(Second p. 2, carryover ) GAQ requested to physically inspect randomly sampled paper
files within the OVP on the week of December 11, 2000. This request either
misunderstood that the OVP did not have a central filing system for printed out e-mails or
it was an overly broad request to review OVP files without regard to amy specific subject
matter. These OVP objections were raised with GAQ through then-OA personnel at the
time yet GAQ made no effort to refine its request or explain why its original request
served a properly circumscribed purpose.

{Sccond p. 2, 1% full ) As discussed in the “General Commentary” section, while
ARMS is scarchable, it was not created for that purpose.

(Sccond p. 2, 2™ full ) As discussed in the “General Commentary” section, “best
practices,” as they relate 1o the unique ARMS system, continue to evolve.

(Second p. 2, 2™ full ¥, 3" Sentence) To be accurate, the sentence should read: “The
OVP discontinued this approach at some point after May 1993—in the mistaken belief
that the e-mail records were being archived in ARMS and that anothes IS&T, the
division of the Office of Administration that performed that function for other EOP
components, was managing the backup tapes.”

Comments on the GAO E-mail Report
Poge 2 of 5
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Now on p. 2.
See comment 7.

Now on pp. 2 to 3.
See comment 8.

See comment 9.

Now on p. 4.
See comment 10.

Now on p. 5.
See comment 11.

Now on pp. 5 to 6.
See comment 12,

Nowonh p. 7.
See comment 13.

Now on p. 9.
See comment 14.

Now on p. 10.

See comment 15.

Now on p. 10,
See comment 16.

(Second p. 2, 2* full % 4 gentence) To be accurate, the sentence should read: “The
OVP could not demonstrate that all e-mail records. ..”

(Second p. 2, 2™ full 1, 5% sentence) To be accurate, the sentence should read: “As z
result, about 600 system backup tapes needed restoration to determine if any non-
archived e-mail records existed on the tapes.”

(p- 3, 2™ full bullet point) To be accurate, the sentence should read: “Legal and
Congressional scrutiny of the e-mail malfunctions...”

¢p. 3, 1* full 4 in “Background™ section, 1® sentence) To be accurate, the scntence should
read: *...adequately record their official acts, maintain all-sush certain official records,
and transfer custody of such records...”

(p. 4, footnote 1, second sentence} We do not agree with the assertion that “system
backup tapes are not to be used for recordkecping purposes.” Upon what authority does
GAO base this assertion?

(p. 4, 1* fall 9 following bullct points) This paragraph does not make it clear that the
FRA does not apply to the Office of the Vice President. Certain official records
generated by the Office of the Vice President are subject to the PRA. See 44 US.C. §
2207. Therefore, as it relates to the assertion in footnote 2, OVP vice presidential records
were transferred to the custody of IS& T for the limited purposes of e-mail system
administration and records management and those records did not become federal records
at any time. For example, vice presidential e-mail records in the custody of IS&T for
these limited purposes were not subject to the Freedom of Infonmation Act requests,
whereas OA federal records were so subject.

(p. 5, 4% full § in “History Surrounding...” section, 5 sentence) This sentence fails to
recognize that ARMS was not created for the purpose of subpoena compliance.
Therefore, to be accurate, the sentence should read: “The ARMS database maintained c-
mait records in a searchable format which came to support facilitate EOP’s responses (o
document requests and subpoenas sometime much jater in the administration.

(p- 7, 2™ full § in “The OVP Did Not..." section, 1 sentence) To be accurate, the
sentence should read: “During a portion of the administration, the OVP was
responsible...”

(p. 7. 2* full §in “The OVP Did Not...” section, 3" sentenwe) To be accurate, the
sentence should read: “However, the OVP and IS&T did not effectively communicate
its sequiremasnts which office was responsible for menagement of is OVP e-mail
records and the OVP then assumed that records management responsibility also
transiticned to the Office of Administration as was true for other EOF components.”

(p. 7, 2" full  in “The OVP Did Not...” section, 4 sentence) To be accurete, the
sentence should read: “Aceosding 1o-the EOR Likewise, the Office of Administration...”

Comments on the GAO E-meil Report
Page 3 of 5
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Now on p. 10.

See comment 17.

Now on p. 10.

See comment 18.

Now on p. 10.

See comment 19.

Now on p. 10.

Sea comment 20.

Now on p. 10.

See comment 21.

Now on p. 11.

See comment 22.

Now on p. 11.

See comment 28.

Now on p. 14,

See comment 24,

Now on p. 16.

See comment 25.

{pp. 7-8, carryover sentence) To be accurate, the sentence should read: “This mistaken
belief was based on the precedent that ARMS managed e-mail records for all other EOP
components since its implementation in 1994, on the fact that searches of ARMS
produced OVP e-mail records, and on the observation that some outgoing OVP ¢
mails were in fact being ARMS managed ”

(p. 8, in between the 2™ and 3" full sentences) This paregraph would be more accurate if
the following sentence were added: *These recovds, however, are being restored as
part of the Tape Restoration Project.”

(p- 3, 3" full sentance) GAO requested to physically inspect randomly sampled paper
files within the OVP on the week of December 11, 2000. This request either
misundetstood that the OVP did not have a central filing system for printed out e-mails or
it was an overly broad request to review OVP files without regard to any specific subject
matter. These OVP objections were raised with GAQ through then-OA personnel o the
time yet GAQ made no effort to refine its recuest or explain why its original request
served a properly circumscribed purpose.

{p. 8, 1* full 4, 1* sentence) To be accurate, the sentence should read: “Although the
OVP did not continuaily retain paper copics of some ¢-mail records met eaptured by
ARMS in accordance with EOP policy...”

(p. 8, 1% full §, 2 sentence) To be accurate, the sentence should read: “According to the
EOP, however, because thase OVP backup tapes were retained for system recovery and
@t records archival only, they were not in a text-searchable format.”

(p. 8, 2™ full 7, last sentence) To be accurate, the sentence should read: “However,
because the OVP and OA IS&T miscommunicated during the transfer of operation
and maintenance of the OVE e-mail system di i i
vacords, in-paperelectronio-fomn, presidential records may have been irretrievably lost.”

(p. 8, footnote 9, 2™ to last sentence) To be accurate, the sentence should read: “Some
Senate OVP siaff used...” The OVP commespondence office, located in the Senate, used a
different system, however the OVP legislative affairs office, also located in the Senate,
used the same system as the rest of the OVP,

{p. L1, 1% full §, 2* sentence) To be accurate, the sentence should read: “Such a
monitoring program should include evaluations of the cteation identification of
presidential amd vice presidentinl records, maintenance and vse...”

(p. 12, last full ) This paragraph does not adequately reflect the rationale EOP gave for
not releasing copies of those 30 letters. As a matter of policy, where possible the EOP
did not cross-pollinate its communications with various investigative bodies as a means
of maintaining the confidentiality of the legitimate interests and investigative priorities of

Comments on the GAO E-mail Report
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those respective investigative bodies. This policy was communicated to GAO at the time
by thea-EQOP staff.

Now on p. 16. (p. 13, Conclusion) As discussed in the “General Commentary” section above, the
See comment 26 Rzpmmmmmﬁmofthcfammﬂlmismovidmevﬂmmerofminm
) not to preserve presidential records or to inappropriately withhold responsive documents
from investigative bodies. Considering the Repont’s criticism of EOF management
practices, such an explicit statement is required in the interests of fairness.

- * »

Please do not hesitate to contact me with additional draft versions or if you
would like to discuss the contents of these comments further. T can be reached at the
transition office directly at 703.235.0409.

. Thank you very much.
Sincerely,

Ny ey~

Andrew M, Wright, Esq.
Counsel to the Former Vice President

Comments on the GAO E-mail Report
Page Sof 5
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The following are GAO's comments on the office of the former Vice
President’s letter, dated April 11, 2001.

GAO Comments

1.

We revised the report to include the word “certain,” but did not
incorporate the remaining text as suggested by the Office of the former
Vice President. The “certain” records that the report states are
“deemed official government records” are those incoming e-mail
messages not captured by the Automated Records Management
System (ARMS) due to the malfunctions. These records consisted of
both presidential/vice presidential and federal records.

We revised the report to reflect the technical clarification provided.

We submitted written questions to the Office of the Vice President
(OVP), through the Executive Office of the President (EOP), on
September 14, 2000, in which we asked if, and how, the OVP
implemented the portion of the 1997 EOP policy which stated that staff
“(mjaintain Presidential Records in organized files.” In its November 14
response, the OVP stated that OVP staff implemented the requirements
of the statute by maintaining presidential records “in organized files.”
In follow-up, we submitted another set of written questions to the OVP,
through the EOP, on November 30. At this time, our request was to
“[pJlease provide a list of all OVP staff who maintain the organized files
of hard copy OVP records as mentioned in the EOP response. We
would like to physically observe the files of randomly selected OVP
staff and would like to arrange for this observation during the week of
December 11, 2000.” Our purpose in reviewing the files of selected
staff was to respond to the House Committee on Government Reform’s
request that we determine whether OVP implemented adequate
practices in accordance with applicable criteria for management of e-
mail records. The intent of our request was to confirm the existence of
e-mail records in such files and not to examine the text of the records
contained therein, as explained verbaily to the EOP Office of
Administration General Counsel on numerous occasions during
December 2000 and January 2001. We were not provided a contact
within OVP with whom to discuss the request. The OVP did not
respond to our request in writing until 6:49 p.m. on January 19, 2001, at
which time OVP's response was that the OVP did not maintain a
centralized filing system. In its response, OVP may have confused the
word “organized” in our request with “centralized.” Several hours after
we were provided OVP’s response, the administration had transitioned
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10.

11.

12.

and the records were in the process of transfer to the National
Archives and Records Administration.

A key feature of an electronic recordkeeping system is that records be
retrievable. To facilitate retrieval of records, the recordkeeping system
must index records and contain fields that can be searched.

Best practices for management of records currently exist in the form
of National Archives and Records Administration guidance contained
in title 36 of the Code of Federal Regulations (CFR). Even though the
majority of this guidance is prescriptive only for federal records, it
does not explicitly preclude application of these practices in the
management of presidential/vice presidential records. Although the
evolution of ARMS continues, the stability of generally accepted
records management best practices establishes a control foundation

for any system, whether manual or automated.
h

We revised the report to identify “another EOP component” as EOP’s
Office of Administration.

We revised the report to reflect the technical clarification provided.
We revised the report to reflect the technical clarification provided.

The report was revised to reflect that external authorities other than
those of law enforcement scrutinized the e-mail malfunctions.

We revised the report to incorporate the technical clarification
provided.

Title 36 CFR, subpart 1234.24, Standards for managing electronic mail
records, promulgates this standard (36 CFR 1234.24(c)).

The report provides a description of common federal standards for
management and control of federal programs and systems. We did not
imply that the application of such controls alters in any way the
determination of whether & record is presidential/vice presidential or
federal. The inclusion of this discussion was to emphasize that federal
programs, such as records management programs, and systems, such
as ARMS and the e-mail system, are subject to application of certain
management controls. These controls ensure the effectiveness of
programs as well as ensure that adequate integrity, confidentiality, and
availability of electronic information resources are maintained. Both
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the Presidential Records Act (PRA) and the Federal Records Act
(FRA) require the implementation of management controls.

13. The new information provided in the Office of the former Vice
President’s comments on the draft has been incorporated into the
report.

14. We revised the report to reflect the technical clarification provided.

15. Under the PRA, the Vice President (and thus OVP), was responsible for
management of the Vice President’s records. From the beginning of the
administration, it retained the primary duty to implement records
management controls, and thus, to either modify its records
management practice to accommodate the system transition or to
ensure that this responsibility was assigned to another entity.

16. We attribute this statement to EOP because it was taken from the
White House memo to us on January 19, 2001, which stated that it
provided EOP’s responses to our questions submitted on November 30,
2000.

17. The new information provided by the Office of the former Vice
President has been incorporated into the report.

18. The new information provided by the Office of the former Vice
President has been incorporated into the report.

19. See our response to comment 3 above.

20. In its January 19, 2001, response to our written questions, the EOP
stated that at some point between issuance of the May 1993 EOP
policy and 1998, OVP ceased requiring the retention of paper copies of
e-mail records. We were provided no evidence, or allowed to
physically confirm, that some printed e-mail records were retained.
Also, the EOP policy did not explicitly require that records be captured
by ARMS, as indicated by the comment.

21. We revised the report to reflect the technical clarification provided.
22. As discussed in our response to comment 15 above, the OVP had a
duty to ensure continual preservation of its vice presidential records,

including ensuring that this responsibility effectively transferred to the
Office of Administration.
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(310307)

23.

24.

25,

26.

We revised the report to reflect the technical clarification provided.

The characteristics described in the report are based on National
Archives and Records Administration standards as presented in title 36
CFR. Creation of records is the manual or automated process during
which a document is produced and is determined to qualify as a
record. Identification is a part of this process in which there is
recognition that a document is a record and a determination is made as
to the type of record. The characteristics described pertain to the
monitoring of both presidential/vice presidential and federal records.

We agree with the Office of the former Vice President’s assessment;
however, the only rationale that was provided to us, either orally or in
writing, was that the letters were “deserving of respect and deference.”
We revised the report to incorporate the additional rationale provided
in its comments to the draft report.

The Committee requested that we assess the adequacy of management
controls over EOP’s records management system, particularly as they
relate to the numerous e-mail system malfunctions experienced by
EOP since 1996. That assessment entailed the examination of
management policies, programs, and practices as they related to
effective records management controls and to the requirements of the
PRA and FRA. Our review was not directed at assessing the intent of
individuals responsible for preserving records and providing
responsive records to investigative bodies. As such, we can offer no
conclusions on this matter.
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White House officials say e-mail
problem was not a high priority at
end of 1999

Y2K computer fixes dominated White
House's technical agenda

By lan Christopher McCaleb/CNN

May 3, 2000
Web posted at: 5:08 p.m. EDT {2108 GMT)

WASHINGTON (CNN) -- The House Government
Reform Committee restarted its series of hearings into
the missing White House e-mails on Wednesday, with
panel members grilling administration technical aides
on just how much they knew about an estimated
246,000 lost electronic messages, and whether anyone
had taken any action to suppress information about
the problem.

Commiittee
Chairman Dan
Burton (R-Indiana)
and a handful of
committee
Republicans
pressed Michagl
Lyle, director of the
White House
Office of
Administration, and
Karl Heissner, a career civil servant who is an expert
in computer databases, about when they learned there
was a problem with the White House's e-mail
archiving system, and why Congress wasn't notified.

Rep. Dan Burton

"For almost two years, the White House knew
subpoenas weren't being complied with,” Burton said
as the day's hearing opened. "Nothing was done about
it until the Washington Times reported (the e-mail
system problems) and this committee started
interviewing people.”
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Burton is exploring whether the White House
deliberately withheld e-mails that had been
subpoenaed or otherwise requested by his committee,
as well as former Independent Counsel Kenneth Starr
and Justice Department investigators.

The White House says the e-mails fell though the
cracks when an its "automatic records management
system," an electronic mail archiving system, failed.

White House
officials blame a
"disconnect”
between their
technicians, who
diagnosed the e-
mail problem, and
their lawyers, who
apparently did not
understand that the
problem might
affect pending subpoena requests.

Michael Lyle, director of the White
House Office of Administration

Burton and his fellow Government Reform
Committee Republicans say they are trying to
determine if more sinister forces were working to hide
behind the computer foul-up, saying that many of
those 246,000 e-mails are relevant to the
investigations of the Monica Lewinsky matter, alleged
campaign finance improprieties, the firing of a
number of White House travel office employees, and
other matters between 1996 and late 1998.

"The White House is behaving exactly the way they
do when they know they've done something wrong,”
Burton said.

White House line upheld

In his testimony Wednesday, Lyle stood by previous
arguments made by the White House that technicians,
administrators and administration lawyers may have
miscommunicated once the problem was diagnosed,
and insisted that in his capacity as director of the
Office of Administration, he was not necessarily
concerned with the contents of subpoenas,

"I didn't know what
was on the backup
tapes, and I didn't
know what was in
the subpoenas,”
Lyle said in
response to a
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challenge leveled violatian of n
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(R-Connecticut), T
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account,

The backup tapes Lyle referred to may contain the full
compliment of e-mail messages that were not
archived by the retrieval system. The White House,
with the aid of contractors, will have to go back
through those tapes -- perhaps six months worth -- to
extract the missing e-mail messages.

Rather, Lyle said that the White House Office of
Administration was knee-deep through most of 1999 -
- after the e-mail problem has come to light -- in
feverish efforts to make all White House computer
systems "Y2K" compliant.

"We were in the midst of dealing with the Y2K
crisis,” Lyle said. "(That) was an extraordinary
undertaking. Our main purpose was to ensure Y2K
compliance.”

Lyle's comments echoed those made to the committee
more than a month ago by Mark Lindsay, an assistant
to the president and director of White House
management and administration.

Had his office not done that work, Lyle said,
computer systems throughout the White House may
have faced catastrophic failures on Jan. 1, 2000.

The Office of Administration was not able to turn its
attention to correcting the e-mail problem, Lyle said,
until the first quarter of 2000.

But Shays and other Republicans weren't satisfied.

"These e-mails are from some very interesting
people," Shays said, indicating that many of the
messages could be appropriate to several committee
investigations.

"They include
[secretary to

President Bill
Clinton] Betty

http://archives.cnn.com/2000/ALLPOLITICS/stories/O5/03/Wh.emai1/index.html 3/14/2007
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Currie, [Clinton
advisor] Ira
Magaziner” and
others, he said.

Heissner was
quizzed by panel
Republicans on the

contents of a
d te h Karl Heissner, center, with his
ocument he Wrote  aparney, left, and Michael Lyte,

to Mark Lindsay, right {partially obscured)

assistant to the

president and director of White House Management
and Administration, that urged Lindsay to "let
sleeping dogs lie" when it came to discussions about
the malfunctioning e-mail system.

While Burton and Rep. Bob Barr (R-Georgia) said
that sentence could illustrate efforts within the White
House to cover up the problem, Heissner insisted that
the letter was being misinterpreted.

The phrase "let sleeping dogs lie,” Heissner said,
referred to funding granted by Congress to the
Executive Branch during the yearly appropriations
process. Heissner said he was telling Lindsay to not
ask for extra funding to fix the problem, and the letter
was intended to prep Lindsay prior to his appearance
before either the House or Senate Appropriations
Committee last year.

"I meant,” Heissner said, "that we did not have to go
before Congress to ask for funding to pay for the cost
of information requests.”

"“That could be considered an obstruction of justice,”
Barr said in reference to the memo.

Panel Democrats take up the defense

Henry Waxman, the California Democrat who serves
as the committee's ranking member, accused the
Republicans of "impugning the integrity" of the
witnesses in the faint hope of stirring up some
evidence.

The committee,
Waxman
continued, has
traced White House
activity in the
campaign finance,
FBI files and
Travel Office

http://archives.cnn.com/2000/ALLPOLITICS/ stories/05/03/wh.email/index.html 3/14/2007
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matters, and has
turned up next to
nothing. Still, he
said, it continues to
rain requests for
information down
upon the White

b _ House, distracting
£ : employees from
Rep. Henry Waxman their regular daity
tasks.

TNl

"You have spent [months] of your time working to
honor requests put forth by this committee, Waxman
said to Lyle and Heissner.

Rep. Harold Ford Jr. (D-Tennessee) apologized to the
two witnesses because the panel was "pestering”
them.

"We have become obsessed and intoxicated with the
notion of investigating," Ford said.

Later in the afternoon, the Assistant Attorney General
for Legislative Affairs, Robert Raben, told the
committee that Attorney General Janet Reno was still
considering whether to appoint an independent
counsel in the e-mail matter.

"My official response is that we are continuing to
work on it," Raben said. "No decisions have been
made."

The hearings will continue Thursday, with an
appearance by White House Counsel Charles Ruff.

MORE STORIES:

Wednesday, May 3, 2000

e White House officials say e-mail problem was not a high priority at end

of 1998

¢ Video: Which is preferable, risk, or change?

« Bush, Gore pick up delegates in three primaries

« House Republicans want more information on Hillary Clinton's
campaign travel

Page 5 0of 6

e Gore courts big labor in New Jersey, takes aim at Bush's 'secret’ Social

Security plan

o Des Moines Register: GOP primary plan puts lowa back in with the

pack

http://archives.cnn.c0m/20OO/ALLPOLITICS/stories/05/03/wh.email:’index.html
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White House CIO will monitor, manage e-mail
June 4, 2001

BY TONY LEE ORR | GCN STAFF

President Bush intends to create a White House chief
information officer position to oversee the executive
office’s systems, the General Accounting Office has
reported.

A special assistant to the president,
the director of the Office of
Administration and other staff
members met with GAO officials to
discuss ways to avoid the e-mail
problems that beset the previous
administration. During the meetings,
the White House officials revealed
plans for improving electronic records management.

The new administration is developing and updating the executive office’s policies for maintaining
federal and presidential records, GAO said in a recent report.

Poor contractor oversight by the office staffs of President Clinton and Vice President Gore led to
problems with archiving e-mail and left officials scrambling to recover years’ worth of electronic
documents.

The problems surfaced afier congressional committees investigating potential campaign finance
irregularities subpoenaed White House e-mail records.

Ineffective records management procedures compounded the problem by increasing the cost of the
search, GAO said.

Some of the former administration’s e-mail messages could be lost because of programming errors and
miscommunications, GAO officials noted in Electronic Records: Clinton Administration’s Management
of Executive Office of the President E-Mail System.

“The office of vice president did not implement adequate records management practices to ensure that
all e-mail records generated or received were preserved in accordance with applicable law and best
practices,” the report said.

The office staff never intentionally withheld information or purposely lost the e-mail records, said
Gore’s attorney, Andrew M. Wright. “Considering the nature of some of the allegations that have been
made ... the interests of fairness dictate that this fact should be made explicit,” he said.

Gore’s staff stopped making copies and saving e-mail messages on tape backup some time after May
1993 because it assumed the White House’s Automated Record Management System, which was not

http://www.gcn.com/cgi-bin/udt/im.display.printable?client.id=gcn&story.id=4378 4/9/2007
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actually installed until 1994, was archiving the messages, GAO said.

ARMS, a keyword-searchable database, worked with a legacy e-mail system until 1996, when it began
archiving e-mail generated using Lotus Notes. The Office of Administration maintained four Lotus
Notes e-mail servers, one remote server and one ARMS interface server, which transferred e-mail
records from the e-mail servers to ARMS.

Clinton’s office did not effectively monitor the management of e-mail records, GAO said. Although the
former president’s staff was aware of ARMS malfunctions that prevented e-mail capture from October
1996 to mid-May 1999, White House officials said they did not understand the scope of the problem
until February 2000.

GAO concluded that White House staff members had failed in their legal responsibility to comply with
federal records law by not properly maintaining and archiving e-mail.

Between October 1996 and May 1999, configuration errors prevented Internet e-mail from being
properly archived [GCN, April 3, 2000, Page 1].“Because the ARMS interface program did not
recognize the uppercase spelling of the mail server name, it was unable to locate and capture new
incoming e-mail messages for [some] user accounts,” GAO said.

Too little, too late

Even though the malfunctions were discovered in June 1998 and fixed in November 1998, the White
House said it did not realize until February 2000 that the glitch “had affected the integrity of White
House document productions,” GAO reported.

A configuration error made by the White House’s contractor, Northrop Grumman Corp., during the
MAIL2 repair caused another malfunction that prevented the capture of incoming Internet e-mail to
users with first names starting with the letter “D.”

Documentation was created for the capture process when the White House began using Notes. But both
the system documentation and the source code were missing by 1997, GAO found. Until the source code
was located in 1998 and another contractor recreated the system documentation in 1999, officials
couldn’t change the code or develop automated programs to monitor the interface, GAO said.

Free-lance writer Dennis Blank contributed to this report.

© 1996-2007 1105 Media, Inc. All Rights Reserved.
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GOVEXEC.com seris. 200
The E-mail Trail

By Alexis Simendinger, National Journal

On his second day as White House counsel in January, Fred Fielding said little when
representatives of the National Archives and Records Administration suggested during a courtesy
meeting that he might want to reissue guidance to President Bush's aides about how they should
preserve e-mail messages as presidential records.

Such reviews are supposed to come frequently, to keep pace with staff turnover in the Executive
Office of the President; especially during an administration's second term, comings and goings
prompt refreshers on everything from ethics requirements to security practices.

In terms of fresh faces and added muscle, the counsel's office is itself a good example: Fielding is
a newcomer, and Bush now has 17 in-house attorneys, up from 14.

Fielding is Bush's third White House lawyer, following in the footsteps of Texas loyalists Harriet
Miers and Alberto Gonzales. Gonzales issued Bush's first e-mail policies as a records advisory in
2001, taking cues from guidelines used during the Clinton administration and set out in a 17-page
pamphlet that the Archives compiled in 2000 for use by the incoming administration.

Deputy White House press secretary Scott Stanzel explained recently, "Employees are informed
of the policy when they start work at the White House." And how is the policy described? "As
you probably know, we don't share internal White House memos."

But sharing memos is exactly what House Oversight and Government Reform Committee
Chairman Henry Waxman, D-Calif., has asked the White House to do. In a March 29 letter,
Waxman told the president's counsel that the committee wants to see "all policies, guidance, and
other communications provided to White House officials regarding the obligation to preserve e-
mail records.”

On April 4, Waxman asked the Republican National Committee to turn over e-mails sent to or
received by White House Deputy Chief of Staff Karl Rove or other White House officials relating
to the use of federal agencies or resources to help GOP candidates.

House Judiciary Committee Chairman John Conyers, D-Mich., has requested that the White
House and the RNC produce materials, including e-mails, relevant to Congress's examination of
the dismissal of eight U.S. attorneys.

National Journal previously reported that Rove and other officials frequently use RNC e-mail
accounts instead of the White House system.

Asked on April 3 when he expected Fielding to respond to Congress, Joshua Bolten, Bush's chief
of staff, told N.J that he did not know.

Waxman, Conyers, and Senate Judiciary Committee Chairman Patrick Leahy, D-Vt., want to

http://www.govexec.com/story_page.cfm?articleid=36551&printerfriendly Vers=1& 4/9/2007
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learn more about White House and RNC e-mail records in connection with a host of ongoing and
potential investigations.

RNC spokeswoman Tracey Schmitt said on April 4, "We are in contact with the committee and
are in the process of responding.” A meeting between RNC representatives and congressional
investigators is expected next week.

The RNC's policy, Stanzel said, is to delete e-mails every 30 days, except for the e-mails of
White House aides "who use the political e-mail accounts the RNC has provided them." David
Almacy, White House Internet and e-communications director, told Computerworld in March
{hat the RNC's archive exception for White House e-mails began in 2004.

Almacy said that White House computers block access to personal or other e-mail accounts to
provide security and to preserve records deemed by law to be presidential. That policy does not
address the use of BlackBerrys or other portable electronic devices, whether they are personally
owned or provided to White House officials by the RNC or others.

One former White House political aide said he vaguely recalled receiving guidance about sending
e-mail on an RNC-provided BlackBerry and using a gwb43.com e-mail account, but he had
clearer memories of getting "a billion and one" White House ethics briefings.

The e-mail instructions, from Sara Taylor, director of White House political affairs, were meant
to help aides juggle dual sets of communications devices to comply with the Hatch Act and the
Presidential Records Act, and to use the RNC equipment and accounts "only for political
activity."

The aide said that much of the work in his office was by definition more political than official,
including coordination with White House advance teams about presidential travel; use of White
House equipment for events; and communication with Republican campaign committees and
candidates.

This document is located at hitp: i govexec, com/dailvfed 04070409070l him

©2007 by National Journal Group Inc. All rights reserved.
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HIGHLIGHT: Can the White House claim executive privilege to protect Karl Rove's e-mails sent on a Republican National

Committee account?

White House Deputy Chief of Staff Karl Rove may have forfeited
potential claims of executive privilege over the dismissals of
eight U.S. attorneys -- if he communicated about the matter
outside the White House e-mail system, using his Republican
National Committee e-mail account or RNC equipment. Or at least
that's a legal possibility posed by rapidly advancing electronic
technology and the evolving work habits of busy White House
officials.

The precise question has not been tested in court, said
Chris Lehane, a former White House lawyer who helped defend
President Clinton and Vice President Gore against
subpoena-wielding Republican lawmakers.

"Do you really have a privilege argument if you use the
ENC's e-mail system? This is not government-to-government
conversation, " said Lehane, now a Democratic consultant in San
Francisco. "No one has ever raised the question as far as I
know."

According to one former White House official familiar with
Rove's work habits, the president's top political adviser does
"about 95 percent" of his e-mailing using his RNC-based account.
Many White House officials, including aides in the Political
Affairs Office, use the RNC account as an alternative to their
official government e-mail addresses to help keep their official
and political duties separate. Although some White House
officials use dual sets of electronic devices for that purpose,
Rove prefers to use his RNC-provided BlackBerry for convenience,
the former official said.

No original e-mails or documents created by Rove have
emerged among the more than 3,000 pages of communications
offered to Congress in its probe of the attorney firings,
although several e-mails from other White House and Justice
Department officials containing references to him were among the

http://w3.nexis.com/new/delivery/PrintDoc.do?fileSize=15434&jobHandle=1823%3A21718463
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documents provided.

Some White House officials, including Rove, use the RNC's
gwb4d3.com e-mail domain (an abbreviation for George W. Bush 43).
Communications originating from that RNC domain written by White
House political affairs aide Scott Jennings to officials in the
Justice Department appeared in the first batch of e-mails given
to the House and Senate Judiciary committees last week. The
Jennings e-mails stamped with the RNC domain, as well as e-mails
from then-White House Counsel Harriet Miers and her deputy sent
through the official White House system, were captured on
Justice Department servers. Presidential privilege extends
throughout the government, according to one expert with the
National Archives and Records Administration who asked to remain
anonymous, but the administration did not claim privilege for
e-mails released to date between White House aides and Justice
Department officials.

President Bush pledged this week to "release all White
House documents and e-mails involving direct communications with
the Justice Department or any other outside person, including
members of Congress and their staff, related to this igsue." The
president, echoed by White House Counsel Fred Fielding in a
March 20 letter to lawmakers, said that any congressional
interviewes with White House officials or wvoluntary surrender of
e-mails and materials by the president will not disclose
communications between or among White House officials. That
would eliminate voluntary disclosure of possible e-mail
discussions between Rove and Miers, and between Rove and
Jennings or other White House aides who freguently use
BlackBerry devices and may have conducted official White House
business using their RNC e-mail accounts. Bush said on Tuesday
that he would go to court, if necessary, to "oppose any attempts
to subpoena White House officials.”

If Rove or other White House officials used RNC e-mail to
discuss the prosecutor firings or the subsequent controversy --
and if their discussions went to e-mail recipients who use the
white House servers -- their communications are captured and
would be considered presidential records owned by the American
people for purposes of eventual public disclosure under the
Presidential Records Act, by virtue of both subject matter and
official position, according to the archives expert.

Wwhite Housge and RNC spokespeople did not respond to
National Journal questions about Rove's use of the RNC e-mail
system and the preservation of communications he created on its
equipment. The former White House official, speaking on
background, said that although the RNC had a policy to purge
e-mails after a short period of time, Rove's e-mails on its
system and those of a few other White House aides in sensitive
positions were preserved by the RNC "to protect Karl." Even with
a policy of deleting e-mails from servers,
information-technology experts say, organizations rarely erase
data entirely.

http://w3.nexis.com/new/delivery/PrintDoc.do?fileSize=15434&jobHandle=1 823%3A21718463
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Congressional investigators, who authorized subpoenas this
week, could demand that the RNC turn over all documents and
materials that reference the prosecutors, including electronic

records.

LOAD-DATE: March 23, 2007
LANGUAGE: ENGLISH

PUBLICATION-TYPE: Newsletter
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From:  Abramoff, Jack (Dir-DC-Gov) {Io=GTLAWIou-WDC!cnzﬂaeipienzslwabramﬁﬂ on behalf of
Abramoff, Jack (DIr-DC-Gov)

Bent:  Monday, July 09, 2001 8:4Z PM
To: SR raiston@aol.con’
Subject! RE: Stayman

Great. Thanks.

—-Original Message——

From: fifikatsiong@acl.com [malkeSgralston@aot corm
Sent: Monday, July 09, 2001 925 PM

To: abramoffjigtiew.com

Subject: Re: Stayman

t heard today that OPP resolved the situation w/ State and worked oute deal
that agread to. 4 months Is what they were shooting but it wes finalized

while | was eway for the 4th of July.

GTG-R000207

5182004



c o e

Abramff.laék(ﬁr
“Sent: mndaymos,zqmusm
Ta:  (ijratstong@adl cont
Subjeck RE:Styyman

C _ Great. Is this anew pronouncement since fast wesk?

‘ oy

.sthondw Hfly 08, 2001 6:43 PM

: Swlod-suymn

s

an Abramoft, Jaokaxmc-cov; [rmemwmswoc:manedp.entsm-ammfm onbehalfof

GTG-R000208



Front; Ring, Kévin (Shid-DC-Gov)

Sent; . Thursday, Aisgust 23, 2601 9:03 AM
To: “Wilson, Padget] (AstDir-DC-Gov)

Subject: RE: FW: OIA

.Zinirthinq we can find out about the guy. Jack is in turbe request mode.

~=~——0riginal Message-w=——
© From: Wilson, Padgett (AstDir-DC-Gov)
" Sent: Thursday, August 23, 2001 10:02 AM
To: * ‘ring

Subject: fle: 3 OIA

ST'm outside picking up some breakfast. I'll be in in less than 10 mins. What kind of
‘stuff do you necd?

Padgett Wilson

——s—-Original: Messageww=———
From: .Ring, Xevin K {Shld-DC-Gov)

To: Wilson, Padgett (AstDir-DC-Gov)' <N

‘Hent: Thy Alg. 23 09:30:39 2001
‘Subjectz' F¥: OIA

~Aze you in? T need as much info oo this guy ASAP!!!!

Co=ie——Origindl Message——-—— S
Froms: BAhrameff, Jack (Dir-DC-Gov)
‘Sent:’ Thursday, -August 23, 2001 9:26 AN
To:. ‘rin ) .
Subjact: TFw: OXA

Hére's the guy. Let's get drilling.

- Jack Abrampff

D Or.Lg:mal Messaga————

- Eroid: Susan Riékston - gGWDEMIRa 15 ton@rnchy. org>
Tas 'abr:amaﬁ E
CC:  'lane

. +Sent: Thu hug 23..09:18:23 2001
.Subject:  OIA

Clack -Bean Horvath
':"Counte::pazt Tntexnational inc o - )
Worked for Ford, Carter, and fecagan at AID $BA and Cest of Living Council

_.Susan l‘ials ton

e et e v e e e

'Please send all repli.es txt.alston&geoz:gewbush com

GTG-ROO1233



" . ¥oi SRaletonGrnchg.ox

[ - . s L

From: ' Absamofl, Jack (DIRDC-Gov) l!owGTMVWoWWDCIcnnRecmlemslc:ﬁabmmoﬂj] on behalf

of Abamel, Jack (Oir-DC-Gov)
Sent: - Frday, Oclober 0%, 2001 7:49 AM
To: . ‘Busan Ralsfon - '
Subject: RE: PW: Resuma of Lynn.A. Drake MO

Thanks.

~~——-Original l'le.s'snf:-.---:- . .
From; - Susah Ralston - gGup (mltb-xa.tstonamchq..'ergl

Sent: Friday, o 0%, 2001 6:5¢ AM

Ta: ‘abramef

Subject: * Re:YPWT e of Lynn A. Drake M.D,

Not undcz.aed.ons_ consideration. -h.as © hold on her because she's too tied to

industry.,
susan Ru's_t-on

. ‘Mlease sénd all replies b'e.ralat_onegeargeut{uah.o&m

#——wox.!.q'irial-' ‘Measage—
Fxom: abrumof

<5Ralston@enchy. oxgs ..
Sent: Thu Qet- 04 17:03: 98, 2003 oo
Subjegt: 'FW: Resune of Lynn A, Drake H.D.

L H .theze. Soryy absut oux heefing getting Mmaved from tomorrow. I was wondering if you

..:-t:owld help me kgxcx something? This s someone .who 13 & possible Fpa commissioner

"

‘hominee. ' Can you find out. any intel ap her gtatus? Please don't g0 oo far out of the

"'way, ‘but shything you: chn tint‘,.ﬁopld be great. .Thamk Susan. See you next uee_k. P5: 1

adsc copied ltbi.'s-:tp yeur  #ol 80 you have the attachments if you need them.

“e=—-0rlginal Nessage——-—.
From: Lynh Dritke (mailte

‘Sent: Thursday, October 04, 2004 6742 ppy -
To: sbxamof ' '

Bubject: Res of Lynn A. Drake M.D.
‘Dear. Mz, Abrampfs, ’ i
Thank you so mach for talking witk me éoday. Your advice nhd council was verif much

- dppraclated. 'For your convenienae pleaseo find attached my- resuma and biosketch,

+

" sidddrety,

Lynn A. brake, M.p

bétice mum—
Aaspita) :
Fax:-

v . GTG-RO0305



e

From: Abmmufr Jack (D|r~DC-Gov} {fo=GTLAW/ou= WDCIcn Redcipients/cn=atwamoffj] on behalf
L of Abramolf, Jack (DI-DC-Gov)

" Eepit: Wednesd;:y, November 28, 2001 6:25 AM
Jo: ‘Susan Ralsion - @GWB'

- Subject: RE: Zack

‘Thanks Susan. 1 spoke with Lynn Scarlett at Intetior who seens to heé the person making
the deelsion. She said that ideally they could find someone with experience and tlie right
philosophy {which is Zack), but did not have political baggage (meaning that the island
‘bwes did not oppose him - but they do 1 guess). Hér solution 15 to go slowly, which 1s

- prudént, but will almost certainly lead Lo a bad cutcome, since Mark can only hold on ‘so
long (it's been 11 wonths that thii has been going on).. ‘Thanks for helping me on this

T-Busan.

. -------Ol:i.glnal Messaga——~—-

From: Susan Ralston - GGWB [mailtc.ﬂalston@rnchq org]
Sents Wedncsday. Novembex: 26, 2001 7:05 AM

YL abramoffj@gtlaw com?*

Subjecte Re. Zack

h don't think it is necessary. PEQ knows Zack is a push already for Ki. Let me chk
,sonﬁethirxg and get back to you.

_'Su san Ila-ls ton

:-Elease sénd all replies tc-ralsl.on@georgewbush com

: _-\-----—vOriginal Messige———-~

* Frotm: abramof Cak e amaf f

Tos .Ra.lston@:nchq org #ilfhalstonBrnchq.org>
‘Sentt Wed Hov 28 0G:58:4% 2001

‘Subject: Zack

- 51X thexe. Any use to my trying to get a meeting er quick phone call with Karl to-ask his
intezvcnw.on in getting Zachaxes hlrad? They want te hire bhim, but are atraid since some
of the bad guys In the islands won'l like it. They just need to move forward and would do
S0 Lf Karl would push them. MNot Laving him in this position is starting to really kill
us. What do you thimk? :

. Ihc information contained Ln this transmission may contain
 grivileged and confidential Lnformation. It i3 intended only
.- -for the use. of the persenis) named above. If you are fot the
- " intended recipient, you are hereby notified that auy rev_u:w,
“dissemination, distribution or «duplication of this
comnj,cution is strictly probibited. If ydu are not the
“idtended recipicent,-please contact the sender by reply email
'lahd destroy 41l copies of the original message.

To:peply. to our email aa}nu.m.stcaLor dlre..l.ly, please send an
email. to

TR GTG-R00054¢



S

Froni: + Abrameff, JM@WW}MTMWWWDCJCH%WbmmM on behalf

of Abramoff, Jack (Di-DC-Gov)
Seat: . Wadnesday, Décember 10, 2001 8:43 AM
‘To: ‘Susan Ralston - @GWEB'
SBubject; RE: Zachares

Thanks. Tzy the cell fixst.

————Original Message—-———-

From: Spsan Ralstou -~ @GWB iimi.ltc.nalstonl!rnchq org}
.Sent.: Wednesday, Hecember 19, 2001 10:28 AM

Tos abramp £

. Subject: RE: Zachares

-I'11 call you later.

.Susan Ralston

‘Please send all replies tofralstonfgeorgewbush.com

wr~=QOriginal Message———-=- . :
.¥From: abramoffjfgtlaw.com <abramof

‘fo: Susan RMalston - GGWB .ﬂalston@mchq-oxg:»

Sent. Wed Dec 19 10:13:44 2002

SubJuct. RE. Lachares

It's only an idea in my head right now. My candidate would be Peter Ferrara. He feels
very badly. thet he did not get anything i.n the lludnv.i.m.st:r.-at:.i.on.t and this would enable Karl
o throw hSm 2 bone. He'd be good ‘for us, since hd knows and has written about the arca.
T ak not sure how t‘.hey wpuld react at Interiog, but I ‘am-: teld he is friendly with Norton.
.The islands don't replly know him, but he knows €hem. Before I got him going on -this, -
though, I woitld like td ‘hnow Lif it is.even pessible. He cnn, &5 you know, be¢ a bit of a
pain’ when pursulng somethihg. My thought wias that this' could be a great compromise for |
"OXIA, and we would f£ind sone..hing alse “for Na:k, whiclt T would really 1ike to do before we
iat this ona out publicly, ‘sihce Hark would be humiliated. T think they xeally Liked Maxk
at Interior, so perhaps this could be suggested tc them as an approach. There must be
something clse open at Interior. The next steps would be to have you guys hit OFF wWith
‘this ldea, and have them chat with XInterior.. If all are amenablé, we could ge to Fercara.
What do you think? :

———eOtiginal Message-—---
From: . Susan Ralston - @GWD [mailtoflinalston@rnchg.org)
. Sant: Wodnesday, Pecenbar 19, 2001 9:48 MM

© To: ab:amo‘f* .
SUbJect- RE: Zachares

'Sei\d‘_the pe:gon = J.nfo asap. Net sure hoW £ar along the process is and ir stn.l ok to
. throw ano!:har ‘hat in the ring

susan Ralston

Elease send all replies toffralstonlgecrgewbush.cem

L---------!'.'.I:Lg.’t.mnl Message--—-—

From: abramoffjBgtluw.gom <abnmi£.jagulau com>
To: Susan Ralston - '@GWB <3JRalstorn@rnchq.org>
Sent: Wed Dec 19 08:07:23 2001

Subject' RE: Zechares

Would it golve things if we ware to come up with another candidate for OIA and try to get

3 | GTG-FO00E50"



Mark another job? lle is very competent, but it's clesx that the idiots on the island are
nervous about him getting the position, 1 have an idea for another person who knows the
mrea, but is not a political football. We zeally need to get this position filled and it
looks, like we have a stand off about Zack. Thanks Susan.

----- Original Message-----
From: Susan Ralston - BGWB [mailto 1ston€rnchg.oxg}
Sent: Wednesdsy, December 19, 2001 6:37

To: abrumoff SN
Subject: Re: Zachares

He is atili in the mix. A memo is being prepared on the situation but it is belng
monitored closely by OPP. Red flags still there.

Busan Ralston

»

Please send all tepilés tolralstonf@georxgevbush.com
1

~~=~~0Original Message-~-~-

From: abramoff{Jijiammy <abramof

To: Susan Ralaton - BGHR fPRalstonfznchq.oxg>
Sent: Tue Dec 18 18:23:40 2001

Subject: Zachares

Hi Susan. Have you heard anything lmtely about thia? Can't imagine why this is taking so
long. Thanks! See you Saturday pight. -

The information contained in this transmission may contain
privileged and contidential information. It is intended only
for the use of the personi{s} numed above, If you are not the
. intended recipient, you are hereby notified that any review,
dissemination, distribulion or dupllcation of this
commnication is striectly prohibited. 1f you are not the
intended recipient, please contact the sender by xeply eméil
and destroy all copiet of the original message. ’

To reply to ocur email administrator directly, please send on
emall teo

The information contuined 1n this transmission may contain
privileged and confidentia) informmtion. It §s intended only
for the use of the person(s} named above! 1f you are not the
intended recipient, you are hereby notified that any xeview,
dissemination distribution or duplication of this
communication is strictly prohibited. 1f you are not the
intended recipient, please contact the sender by reply email
and destroy all coples of the orxiginal message.

To reply to our email administrator directly, please send an
email te

The information contained in this transmission may contain
grivileged and confidential information. 1t i# intended oply
for the use of the person{s) named .above. If you are not the
intended récipient, you ia.l.'-'t'-. hereby notified that any review,
dissemination, distribution or duplication of this
communicytion is strictly prohibited. If you are not the
intended recipient, please contact the sender by reply emall
and destroy all copies of the original message.

2 | " GTGR000551



From: Abramaff, Jack (Dir-DC-Gov) Vo=GTLAW/au=WDCren=Recipientsica=abramoff] on behalf
. of Abcamoff, Jack (Dir-DC-Gav) .

Sent: ' Friday, February 07, 2003 10:25 AM
CTor : Ring, Kevin (Shid-DC-Gov)

Subject RE: emnall onjena :

‘Dammit. It was sent to Susan on herme bager and was aol supposed ta go into the WH system.

- =—Oiginat Message—- .
‘Frorm:  Ring, Kevin (Shid-DC-Gov)
Senl: Friday, Febeuary 07, 2003 10:26 AM
To:  Abcamoff, Jack (Dir-DC-Gov)
. Subjeet: email.on fena )

Your email 1¢ Susan was farwarded fo Ruben Barrales-and on {a-Jen Farley, who.read i to me Jast nighL. tdon't know

. what Lo'think about this, but she sald it is better to nat put this stuff In wiiling {a.their emait system because it might

., wctuaily limit what they cain do to:help-us, espedially since there could be lawsuits, elo. Who knows? Justletting.you

" know what she sald. Anyway, | had calied her to talk about Jena.: She NWak not heard from anyone on the other side-of -
-fhis Issue, . ' .

GTG-R002245



" 0 =‘,

From: Abcamofl, Jack (Dir-0C

-Gov) yoaemw:ou%c’mmrmnamm on behalf
: of Ab¥amolt, Jack (DIRDC-Gor '
_?em: . m” Jenuary 30, msme (SHeD S
0 " n lSI'Ild-DC@ . Rlﬂy. on' C-Go V’
Subject: FW, FW: Mali Schiapp Just called

%

I am xeally pissed at this point. They are positioning this to get it to Radewagen,. 2~
boles. . ’ : .

——-——Original Message———-- .
From: Susan Ralston -~ @cwp [m,ltom
3ent: Yedneada ¢ JdRO 30, 2062 8:30 pu

To:  abrampf .
3ubject: Re: FH: Matt Schlapp just called

Prom what I heard, crane didn'e lLook dood. Also, tadewagen knows KR but KR is net pushing
him Susan Ralston . .

. Elease xend all-xeplies to sralstop@gdorgevbush. com ~==--Original Message-—-v-
From:. .abramof <abramof
. To: Susan- Ralstorn = B
'. Sent: Wed Jan 30 19:57:03 2002 .

*Subject: FH: Matt thlapp Just called

. [Floase donte say anir!:h.i’hg: to Matt abput this Just yet (so we dén't look like We are ]
Bunning behind his back to you), but s whole OIA thing with their new candidete 1 very
"£ishy. The duy they were puéh.tag how » is not au.lged- for. this at all, Plus, thdy

" <laim that Bagbara Ledeen and Grover: s e pitshing for him. ' I spoke te both of them: they

. . have never héard of him, This is so darnad frustrating.

S=———Original Message-—=o- . : '

- From: Rudy, Teny {3B1d~DC-Gov) .

. Sents Wadpesday, Jeanuary 30, 2002 2:43 | .
Tol  Abrimcff,” Jack {Dir-DC-Gov) ’

Ce: Ring, Kevin (Shld-pe-Gov) ; Williams, Michael E. (DS x-DC-Gov)
Subject: Matt Schilapp just called

Long call. Mad ton o esTions r ding OIA. grane had a poor interview, Knew noething
ef the issue. was ‘on the Interview pushing him. Schlapp says

. ‘badee¢n did mention him at zome -Point. ¥ told him that hoth Barbara and Grovar do not know
‘him. Bad néws; pe sald good things about Radawagon: “Reve is cloge to him.* Theze was -
meeting at Spm at Interfor that My have just beep cancelled. Promised to keep e .

- ‘Anformed. Also asked wme n Bunch or pelicy questions about CNMi. and Guam

" . Tény Rudy |
- Greenberg- Traurig. o
800 Conpectlout Avehué, NW

Suite S00 -
Washington, Dc . 20515

“The fnfpmhtxon Tontained in :bi:p ‘t:a}us’misa:l-on ;my conr.a.t:n privileged and confidential

. ‘Information. "It’ is intendad only for the use of the parson{s) named ‘#bove. If you are not

* " the jintended recipient; you are Lexeby notified that #ny ‘review, diasemination,

. 'distribution of dupliéation of thigs ,ci:iummica.t:.ioa;x is skrictly prohihived, If you are not
‘the intenided reéipient, Please contact the sender by reply email and destroy all: copies of
.Xhe - ozigihal message, ) . . : . .

" To raply to our email administrator directly, please send an email to

! GTG-RODO045
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Frome Abramol, dack (DieDC-Gov) Fo=G TLAWlou=WDGlcn=Redipiontsion=abeamaff] ca behslf of
Aoramoft, Jack (OFDC.Gov) _ -

Sent:  Friday, Januacy 25, 2002 3:04 PM
'l"o: =tston@act.com’
s«bjeci: FW: res

' -l?etgnyemqummpager-

" —Original Message——
 From: Keena, Brad {riailto MEIEEIIRNN
Séntﬁidanamwzs 2002 202PM

Yo: Jack;h.bm«nﬂ‘_ i
Subloctros S

Sack,

g ﬁsmdusalssm.auadwdisthe rasume. I'vealsnlamd'lhesamtuxou alongvﬁﬁtaooupleofhummme

-$nt.on.ray behalf refated to the Compact ﬂegouato: positen.

Y

-{iﬂ"ﬂsu best,
Bead

GTE-ROG0DGS

. SAUBE



From;: Abramoﬁ Jack (Di-DC-Gov) Yo=GTLAW/ou=WDClea= ReclpleMs/cn'abramoﬂ“] on behalf of

AbramoH, Jack {Di-DG-Gov)
Senl:  Thursday, February 06, 2003 5:02 PM
To: ‘Susan Ralslon’
Subject: RE: Loulslana

Thanks.

—=-Origlnal Message—
Frony: Sudan Ralston [maiilu:sra!slén@georgewbugn,cnm!
Sent: Thursday, February 08, 2003 5:59 PM
To: Abramoff, Jack (Dir-DC-Gov)
" Subjecl; RE: Louislang

Wil tell hirm

——Original Message—-—

From: abramoffj@gllaw.comn ngtﬂg@m.mm
Sent_. ‘Thursday, February 08, 2003 4:24 PM

To: Susan Ralston
subject: Loulslana

1don't wani 1o bother you guys with a meeilng raguest, so | wes hepiny you
could pass on to Karl thal Intsrlor is about lo apptove a garning compact and
land in trust for e fiibe which is an anathema lo afl our supporters down
there. s called the Jens iribe, and ihe paliticos () at Intetlor (Jow

- mid level) are mgreelng lo this, 1t will cause a major backiash !rom our
cpalition and Is something which they should not do on the merils.

believe that Steve Griles over there would be opposed, but its Important

If possible, 1o gel some quist message from WH that this s absurd. Thanks

- Susan.

The informalion contalned in this transmission may contaln
privileged and confidential information. It is intended only
for the use of the person{s) named above. lf you &re nol the
inlended recipient, you are hereby notifled thal any review,
dissemination, disiribution or duplicalien of this
sornmunication is strictly prohibiled. 1T you are nol the
intended reciplent, please conlact the sendar by reply email
and destroy all copies of the original message.

To reply lo our email administraler direclly, please send an -

emall to

5/8/2004

GTG-R002246
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From: Barry Jackson tbjackson@georgewbush.com)
Sent: Wadnesday, March 12, 2003 9:37 AM

To; . Violz, Neil G, (Dir-DC-Gov/Adm)

Subject: indian

what was the name of the chief you recommended for medal of Freedom

GTG-R004877



Sampson, Kyle

From: Sampson, Kyle

Sent: . Friday, August 18, 2006 5:13 PM
To: Goodling, Monica

Subject: RE: Conf Call, re: Tim Griffin

I agree, but don't think it really should matter where we park him here, as AG will
appoint him forthwith to be USA. (Is Cummins gone?)

----- Original Medgsage-----
From: Goodling, Monica

Bent: Friday, August 18, 2006 12:09 PM
To: Sampson, Kyle

Subject: Re: Conf Call, re: Tim Griffin

Fyi - to catch you up on the latest here (unless something else has happened this week),
scott and I spoke last thurs or fri and this is what's going on...

We have a senator prob, so while wh is intent on nominating, scott thinks we may have a
confirmation iassue. Also, WH has a personnel issue as tim returns te the states this week
and is still on WH payroll. The possible soclution I suggested to scott was that we (DOJ)
pick him up as a political, examine the BI completed in May pursuant to his WH post, and
then install him as an interim. That resolves both the WH personnel issue and gets him
into the office he and the WH want him in. I asked Elston to feel out the DAG on bringing
Tim into one of the vacant ADAG spots there, just for a short time until we install him in
Arkansas. The DAG wanted to look at his resume, and I sent it him before I left. Was
going to run this plan by you once I knew the DAG was onboard. If not, I suppose we can
look at CRIM, but knowing Tim, my guess is he'd prefer something else given that he was in
CRIM in 200L. (Tim knows nething about my idea for a solution at this point - wanted your
signoff, and a home for him, before I called him.)

————— Criginal Message-----

From: Sampson, Kyle
To: 'SJennings@gwb43.com' <SJennings@gwb43.com>; Goodling, Monica

Sent: Fri Aug 18 11:52:05 2008
Subject: RE: Conf Call, re: Tim Griffin

Tell us when, Scott, and we'll bz on it.

----- Original Message-----
From: SJennings@gwb43.com [mailto:SJennings@gwb43,com]

Sent: Friday, August 18, 2006 11:41 AM
To: Sampson, Kyle; Goodling, Monica
Subject: Conf Call, re: Tim Griffin

Can we get a call together on this Monday or Tuesday ... after you are
back, Monica?

J. Scott Jennings
Opacial ASsistent to the President and
Deputy Political Director

The White House

' 0AGD00000026



Washington D.C. 20502
gjennings@gwhb43.com

Office: 202-456-5275

Tracking: , Raclplant
Goadling, Monlea

" Read
Reasd: &/18/200F 5:27 PM

0AG000000027



-Sampson, Kyle

From: _ Sarnpson, Kyle

Sant: Thursday, August 24, 2006 2:49 PM

To: "SJennings@gwb43.com'

Subjuct: _RE: Arkansas Article on Cummins i

Yes, but we'll bring him on and then detail him down to AR.

~<----0riginal Message-----
From: SJennings@gwb43.com [mailto:SJennings@gwb43 . coml]

Sent: Thuraday, August 24, 2006 2:43 PM

~ To: Sampson, Kyle
Subject: RE: Arkanmsas Article on Cummins

Do you have to already be a DOJ employee to become a Special AUSA?

J. Scott Jennings

Special Assistant to the President and
Deputy Political Director

ThHe White House

Washiogton D.C. 20502
gjennirngs@gwb43.com

Office: 202-456-5275

----- Original Message-----
From: Kyle.Sampsonduadoj.gov [mailto:Xyle. Sampson.uadOJ gov}

Sent: Thursday, August 24, 2006 2:29 PM
To: Scott Jennings
Subject: RE: Arkansas Article on Cummins

I think it's a great idea and endorse it wholeheartedly.

----- Original Message-----
From: $Jennings@gwb43.com [mailto: SJennings@gwb43 . com}

Sent: Thursday, August 24, 200€ 1:51 PM

To: Sampson, Kyle .
Subject: FW: Arkansas Article on’ Cummlns

Tim said he got a call from Bud offering this idea: that Tim come on
board as a special ausAa while Bud finalizes his private sector plans.
That would alleviate pressure/implication that Tim forced Bud out.

Any thoughts on that? Tim seemed relatively excited about that option
this morning on the phone.

J. Scott Jennings

Special Assistant to the President and
Deputy Palitical Director

The White House

Washington D.C. 20502
sjennings@gwb43.com

Office: 202-456-5275

————— Ollglnal MeSSage—---~
From: Monica.Goodling@usdoj.gov [mailto:Monica.Goodling@usdo].govl

Sent: Thursday, August 24, 2006 11:46 AM
To: Kyle.Sampson@usdoj.gov; Scott Jennings

CAGOC0000028



Sﬁbject: FW: Arkansas Article on Cummine
FYI

The final days.
Arkansas Times Staff
Updated: B8/24/2006

U.5. Attorney Bud Cummins of Little Rock says he'll likely be leaving
his job in the next few "weeks or months," but almost certainly by the
end of the year. He'd earlier told us he didn't intend to serve out the
entirety of the Bush administration's second term and that he'd be

looking for private sector work.

More newsy, perhaps, is who Cummine' succeassor might be. Informed
sources say one possibility for a White Houge nomination is Tim Griffin,
an Arkansas native who has worked in top jobs at both the Republican
National Committee and the White House on hard-charging political
dpposition .

regeaxch,

Though Griffin, currently finishing a military obligation, spent one
year in Little Rock as an assistant U.S. attorney, his political work
would likely get more attention - and Democratic opposition - in the
Senate confirmation process. He'd likely have to endure some questiening
‘about his role in massive Republican projects in Florida and elsewhere
by which Republicans challenged tens of thousands of absentee votes.
Coincidentally, many of those cliallenged votes were concentrated in

black precincts.

If not Griffin, state Rep. Marvin Childers is another Arkansas lawyer
whose hame has been mentioned by prominent Republicans to serve out

Cummins' term.

0AGDO0OD000029
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CREW citizens for responsibility
and ethics in washington

March 15, 2007
Chairman Henry A. Waxman
Committee on Oversight and
Government Reform
U.S. House of Representatives
2157 Rayburn House Office Building
Washington, D.C. 20515

BY FAX: 202-225-4784

Dear Chairman Waxman:

Among the many disturbing facts to emerge from the recent revelations about the role of
the White House in the firing of eight U.S. Attorneys was the use by J. Scott Jennings, White
House Deputy Political Director, of an email account on a server owned by the Republican
National Committee to communicate with Justice Department Chief of Staff D. Kyle Sampson.
As the emails released Tuesday by the House Judiciary Committee document, Mr. Jennings
communicated with Mr. Sampson from an email address identified as “SJennings@gwb43.com™
regarding creating and filling vacancies in certain U.S. Attorney slots. According to WHOIS,'
that email address is owned by the Republican National Committee. See

http://www.networksolutions.com/whois.

Similarly, emails released by your Committee that were exchanged between Susan
Ralston, while a top aide to Karl Rove, and convicted lobbyist Jack Abramoff document Ms.
Ralston’s use of three outside domains: rnchg.com (used for the headquarters of the Republican
National Committee), georgebush.com and aol.com. In many of these emails Ms. Ralston is
communicating inside White House information to Mr. Abramoff in response to Mr. Abramoff’s
efforts to broker deals for his clients and place specified individuals in positions within the

administration,

The failure of Mr. Jennings and Ms. Ralston to use their email accounts on the White
House system (who.eop.gov) raises a very serious question about whether the White House has
been deliberately evading its responsibilities under the Presidential Records Act, 44 U.S.C. §§
2201 ef seq. (“PRA”). The PRA directs the president to “take all such steps as may be necessary

' WHOIS is a public database directory of domain name information generated when an
indtvidual or entity registers a domain name.

1400 Eye Street, N.W., Suite 450, Washington, D.C. 20005 | 202.408.5565 phone | 202.588.5020 fax | www.citizensforethics.org
L s



to assure that the activities, deliberations, decisions, and policies that reflect the performance of
his constitutional, statutory, or other official or ceremonial duties are adequately documented and
that such records are maintained as Presidential records . . .” 44 U.S.C. § 2203. Itis our
understanding that to fulfill its statutory obligations under the PRA, the White House email
system, who.eop.gov, automatically copies all messages created by staff and sends them to the
White House Office of Records Management for archiving. Here, however, White House staff
did not use the White House email system to send what are clearly communications that must be
preserved under the PRA, as they reflect such things as the deliberations and decisions of the
White House on replacing U.S. Attorneys and placing specified individuals within the
administration. It appears that the White House deliberately bypassed the automatic archiving
function of its own email system that was designed to ensure compliance with the PRA.

Just as troubling, we do not know if these are isolated incidents or whether the White
House has a pattern and practice of using external email systems for making more sensitive and
controversial communications. These incidents also call into question whether the White House
has complied fully with document requests in the past given that the White House may have
limited its search to records within its own internal email system.

CREW currently is involved in several lawsuits challenging other improper and iliegal
record keeping practices of this administration. We are foreclosed from bringing suit against the
White House on this matter, however, based on precedent from the U.S. Court of Appeals for the
D.C. Circuit. In Armstrong v. Bush, a suit challenging the practices of the first Bush
administration to erase records stored on computers of the National Security Council, the D.C.
Circuit held that the PRA precludes judicial review of the president’s compliance with its
mandates. The court reasoned, “permitting judicial review of the President’s compliance with the
PRA would upset the intricate statutory scheme Congress carefully drafted . . 924 F.2d 282,
290 (D.C. Cir. 1991). Of particularly persuasive weight was Congress’ failure to give the
Archivist, the individual with control over presidential records once a president leaves office, any
statutory authority to interfere with the president’s records management practices. Id. And with
respect to the right of outsiders to challenge White House record keeping practices, the Court
stated, “Congress presumably relied on the fact that subsequent Presidents would honor their
statutory obligations to keep a complete record of their administrations.” Id.

The conduct of this administration calls that presumption into question. The practices
exposed by your Committee and the House Judiciary Committee suggest that far from honoring
its statutory obligations to keep a complete record of its administration, the Bush administration
is exercising its unfettered ability to subvert those obligations.

In light of the White House’s use of outside email accounts, including the Republican
National Committee’s email account, for sensitive and controversial communications, we request
that you initiate an investigation into whether the White House is purposefully flouting its



responsibilities under the PRA., In addition, Congress should consider enacting legislation to
provide for judicial review of violations of the act.

Thank you for your attention to this serious matter.

SincerelV

r

MELANIE SLOAN
Executive Director

cc: Ranking Member Tom Davis
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* See a sampie reprint in PDF

WASHINGTON -- The widespread use of private email accounts by some top White House format.
officials is sparking a congressional probe into the practice and whether it violates a post-Nixon  * Order a reprint of this article now.
law requiring that White House deliberations be documented.

A top Democratic lawmaker says outside email accounts were used in an attempt to avoid scrutiny; the White House says their
purpose was to avoid using government resources for political activities, although they were used to discuss the firing of U.S.
attorneys.

Last year, Scott Jennings, an aide in the White House political affairs office, used an account he had set up at the Republican
National Committee instead of his official White House account to help plan the firings of eight U.S. attorneys who had run

afoul of the administration. A copy of that emaill, among others, has surfaced in the subsequent flap over those firings.

Wr on.-g Notes? In January, White House officials used another

RNC email t to send Bush appointees a
White House aides have besn using email accounts run by the Repubtican National account o send ppo

Committee to transact official-sounding business, such as discussions about the firing POWETPOin'f presentation fm Democrats thf:‘Y
of eight U.S. attorneys. Democrats are investigating whether they viplated ¢ were targeting for defeat in the 2008 elections.
presidential records rules. ¢ The presentation "is a close hold and we're not

supposed to be emailing it around," an official
wrote in the email.

!

EOEse { From:  Goodling, Manica

- : , A 4 R . . .

= . * ;::nt .&fﬂ%gﬁﬁm}l 7 AM Susan Ralston, until recently presidential advises
N @ == Subject: RE: USATTY meeting Karl Rove's assistant at the White House,
DR S appears to have used at least four outside email
£ accounts: a "gwb" domain account, a

“Jocelyn Wepster” "georgewbush.com" account, and an "mchq.org'
- ;’;;;:;mt " f ’D'Z'__;; o account -- all run by the RNC -- plus an AOL

- . account. She once emailed two associates of

lobbyist Jack Abramoff, "I now have an RNC

1 K7

o < Some emails that blackberry which you can use to e-mail me at
- - have surfaced so far © any time. No security issues like my WH email."
Dammit, It was sent to Susan on her rng pager suggest conscious !
and was not supposed to go Into the WH efforts to keep 1 . "
system. information out of Now Democratic lawmakers and other critics of

WO — House email system, Bush White House's policy on using outside
accounts. Some officials relied on laptop

| computers and portable emaii devices provided

by the RNC to keep political, nongovernment activities separate from official government activities.

E-mail from Jack Abramoff  the official White | the administration want to know more about the

Rep. Henry Waxman (D., Calif.), chairman of the House Committee on Gversight and Government Reform, has requested
documents and other data from the White House and the RNC as part of a congressional investigation into the use of outside
accounts. In at least some cases, it appears that "White House officials were using the nongovernmental accounts specifically
to avoid creating a record of the communications,” Mr. Waxman said in a letter to the RNC.

The proliferation of outside email accounts for White House officials in some ways reflects a problem that many other

1of3 4/12/2007 1:24 PM
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employers also face: how to keep track of employees' electronic messages as strict, new record-retention policies become
commonplace.

Organizations can install software to track employees' use of personal email accounts on a work device like a company laptop
or BlackBerry -- but such software isn't widely deployed. Employers also can easily search for and find private emails stored
on company-owned devices. But outside email accounts can foster a false sense of security among users, even when rules
governing how work-related documents are tracked still apply.

Under the 1978 Presidential Records Act, the White House must ensure that decisions and deliberations are "adequately
documented” and that the resulting records are preserved for posterity. Critics of the administration are questioning whether
administration officials’ use of outside email accounts violates this law.

Officials used outside accounts because "they don't want anyone ever to be able to come back and see what was going on
behind the scenes,” said Melanie Sloan, executive director of Citizens for Responsibility and Ethics in Washington, a watchdoy
group.

White House officials dispute the criticisms, saying the purpose of the RNC accounts has been to avoid running afoul of
another federal law, the Hatch Act. It prohibits many federal officials from engaging in political activity on government time o:
with government resources.

INSIDE THE CASE "These accounts are for political purposes, and they're for staff who might regularly
2 interface with political organizations” such as the RNC, said White House

OUTSIDE ADDRESS: Emails released by the & spokesman Scott Stanzel. "It's entirely appropriate for them to have these." The
Department of Justice include one sentby Scoft  Presidential Records Act has a specific exception for purely political matters that

Jennings, a White House aide, using a . ial .
"gwb43.com" email account. Read the POF3, don't relate to official duties.

+ See the full set of d ts?, . . o .
e the full sel of cocuments The scrutiny follows several recent investigations that have disclosed use of

MORE alternative email accounts, including the current uproar over the fired U.S.

5. Graphic: Read more about Scott . attorneys, a House probe into the PowerPoint presentation on the targeted

Jennings and other key players® gg Democratic lawmakers, and the Abramoff investigation. Mr. Abramoff, who is now
- Email Highlights: Plans for replacing = in prison, was at the center of a congressional corruption scandal that contributed to
U.S. atlorneys Republicans' defeat in the 2006 elections. The White House provided the emails to

Congress, which made them public.

The official White House email system uses the domain "who.eop.gov" (for White House, Executive Office of the President),
with some variations. Many of the unofficial domains at the center of the controversy trace back to different political
campaigns. The 2000 presidential campaign left a legacy of "georgewbush.com" accounts, for example. The "mchq.org"
accounts were created for White House officials who spend a lot of time talking to RNC headquarters.

The Clinton administration generally barred the use of outside email accounts by White House officials, according to its
internal policy manuals. It did allow the Democratic National Committee to install computer equipment inside the White Hous:
for political emails and related work, but not government work, said Ms. Sloan and others.

The outside accounts used by Bush administration officials tend to be maintained on computers based off White House
premises, such as at RNC headquarters.

Critics also allege that Bush White House officials have been using outside accounts to conduct what amounts to government
business. "Replacement of U.S. attorneys would be a traditional function of the White House," said Ms. Sloan. "It's pretty clea:
that's a presidential function, so it's not a Hatch Act function -- it's not political.”

"At the end of the day, it looks like they were trying to avoid the recotds act ... by operating official business off the official
systems,” said John Podesta, who worked in the White House for the entire Clinton presidency, including a stint as chief of
staff.

In his letter to the RNC, Mr. Waxman cited an email in which an Abramoff associate said a White House official had warned
him not to send requests for help through the official system because "to put this stuff in writing in their e-mail system ... might
actually limit what they can do to help us.”

Democrats said such emails should be going through the official White House system, so they can be archived in compliance

with the law. The White House and RNC said the RNC is preserving the emails generated by White House officials on the
RNC's computers, and that they are exempt from the RNC's normal policy of erasing emails after 30 days.
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Enforcing the law might be difficult. When Congress adopted the Presidential Records Act, it didn't give any agency much
authority to police the White House's handling of official records. A federal appeals court in 1991 held that the courts don't
have the ability to enforce the law, either.

Congress also has had trouble obtaining many internal records from the political parties in the past. That means that the White
House and its Republican allies likely have wide latitude when it comes to protecting records kept outside the White House
computer system.

—-Vauhini Vara contributed to this articl
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Te: Fcobt Jannings .
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Subject: today s meeting at GSA
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U.5. News & World Report

april 9, 2007 Monday

In Congress, Spring Break Is Tagged as 'Spring
Broke';

Sorry, You're Not Reading My E-mail;

What Happened to the Immigration Prez?;

sounds as if Everyone Distrusts Iran;

PHOTO OP: 9:22 p.m., March 28, the Washington Hilton

Hotel

BYLINE: Edited by Peter Cary
SECTION: WHITE HOUSE WEEK
LENGTH: 628 words
In Congress, Spring Break Is Tagged as 'Spring Broke'

Republicans plan to use Congress's spring break to hammer Democrats for
jecopardizing war funding and pushing a fiscal 2008 budget that, they claim, would
end the Bush tax cuts. The dual approach opened last week when the Republican
National Committee.started a time clock on its Web page counting the days until
funding cuts hit the troops in Irag. It says spending could start te dry up as
early as April 15 1f emergency funding isn't approved fast. Hill Republicans and
the RNC are also planning to slam the Democratic budget, claiming that by not
extending the Bush tax cuts, it will give the average family a tax increase of
$1,100. Those talking points are titled: "Spring Broke: Dems Go on Vacation After
Voting for $400 Billion Tax Hike." Democrats, meanwhile, dispute the April 15 drop-
dead date, noting that the formerly Republican Congress passed war supplemantals
later than that last year.

Sorry, You're Not Reading My E-mall

More fallout from the U.S. attorneys case: Several White House aides say they
have stopped using the White House E-mail system except for purely professional
correspondence. "We knew F-mails could be subpcoenaed," said one aide, "... but T
don't think anybody saw that we were doing anything wrong." But the release to the
Democrats of White House E-mails and the request for more have iced the practice.
At least two aides said they have bought thelr cwn private E-mail system through a
cellular phone or BlackBerry server; One said he is now cellphone "texting.”
However, Citizens for Responsibility and Ethics in Washington says the work-around
practice could be illegal. It has asked the White House to explain how 1t is
complying with the Presidential Records Act.

What Happened to the Tmmigration Prez?

hitp://w3 nexis.com/new/delivery/ PrintDoc.do?fileSize=7863&jobHandle=1841%3A2195... 4/10/2007
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After heavily promoting immigration reform that is friendly tc families, a path
to citizenship for illegal immigrants, and a guest-worker program to fil1l jobs "no
American will do,” President Bush appeared to shift dramatically to the right last
week. A working proposal for an immigration bill that White House officials drafted
behind closed doors with Senate Republicans leaked: It included a proposal to
charge the nation's 12 millicn illegal aliens $10,000 each to obtain a green card,
as well as another that would have guest workers come to the United States for twe
years without familles, then go home for six months without gaining any visa
advantage. "It's just a clear departure, " said Kevin Appleby of the U.S. Conferences
of Catholic Bishops, "from what the president sald in his Oval Office speech last
year."

Sounds as if Everyone Distrusts Iran

A senior State Department official says that Iran figured prominently in
discussions last weekend in Aswan, Egypt, hetween Secretary of State Condoleezza
Rice and four Arab foreign ministers and their Arab intelligence chiefs. Iranian
influence, including suspected training and funding of militia forces from the
radical Islamist movement Hamas, was covered in the confidential talks with
officials from Egypt, Jordan, Saudi Arabia, and the United Arab Emirates. "There's
a very high level of concern with Iranian intelligence activities in Irag, Lebanon,
and the Palestinian territories,” said the State officlial. As for the intelligence
chiefs, "They call Iran at or near the top of their list,™ the cfficial said.

PHOTO OP: 9:22 p.m., March 28, the Washington Hilton Hotel

"Speaking of subpoenas, it's good to see Speaker [Nancy] Pelesi tonight,”

quipped President Bush at the Radic and Television Correspondents’ Assoclation
dinner. "Well, some have wondered how the two of us would get along. Scme say she's
bossy: she's opinicnated; she's not to be crossed." He paused, then: "Hey, I get
along with my mother.”

LOAD-DATE: April 2, 2007

LANGUAGE: ENGLISH

CGRAPHIC: Picture, PHOTO OP: 9:22 p.m., March 28, the Washington Hilton Hotel,
BRENDAN SMIALOWSKI-AFP/GETTY IMAGES

PUBLICATION-TYPE: Magazine

Copyright 2007 U.5. News & World Report
All Rights Reserved
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Separate White House E-mail Accounts Draw New
Criticism

March 29, 2007 | 5:29 PM ET | Permanent Link

News that administration officials are buying separate private E-mail accounts to avoid
using the internal system, coupled with reports that aides have often used GOP E-mail
accounts, is drawing heat from public interest groups. One, the Citizens for
Responsibility and Ethics in Washington, or CREW, claims the practice could be illegal.

According to CREW, the Presidential Records Act appears to require that internal
documentation be kept and that it should be handled in official channels. The separate
accounts are outside those channels.

"It appears that White House staff members routinely violated the law by using RNC E-
mail accounts for official business," said CREW's Melanie Sloan.

One popular series of Republican National Committee-sponsored E-mail addresses are
hosted at "gwb43.com.” And as the News Desk reported this week, some administration
members are using private phone and BlackBerry accounts now so that their E-mails,
especially private E-mails to friends and staffers, aren't subpoenaed.

The issue arose when the administration turned over 3,000 documents, many including
internal E-mails, to Hill probers looking into the firing of federal prosecutors. CREW has
sent a letter to the White House office of administration asking them to explain how the
administration is complying with the Public Records Act.
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White House Admits Misuse of Republican Party-Sponsored E-Mail
Accounts

Thursday , April 12, 2007

Associated Press

WASHINGTON —

White House said Wednesday it had mishandled Republican
Party-sponsored e-mail accounts used by nearly two dozen
presidential aides, resulting in the loss of an undetermined
number of e-mails concerning official White House business.

Congressional investigators looking into the administration's firing
of eight federal prosecutors already had the nongovernmental e-
mail accounts in their sights because some White House aides
used them to help plan the U.S. attomeys' ouster. Democrats
were questioning whether the use of the GOP-provided e-mail
accounts was proof that the firings were political.

Democrats also have been asking if White House officials are

purposely conducting sansitive official presidential business via

nongovernmental accounts to get around a law requiring

preservation — and eventual disclosure — of presidential

records. The announcement of the lost e-mails — a rare

admission of error from the Bush White House at a delicate time

for the administration’s relations with Democratically controlled Capitol Hill — gave new fodder for inquiry on this front.

*This sounds like the administration's version of the dog ate my homework,” said Senate Judiciary Committee Chairman
Patrick Leahy, D-Vt. "l am deeply disturbed that just when this administration is finally subjected to meaningful oversight, it
cannot produce the necessary information.”

The Republican National Committee set up the accounts for about 20 Bush aides, such as Karl Rove and his deputies,
who get involved in politics, spokesman Scott Stanzel said. Having the GOP create non-White House addresses and provide
separate BlackBeries, laptops and other communications gear was designed to avoid running afoul of Hatch Act rules
barring federal employees from engaging in political activities with government resources or on govemment time, he said.

Under President Clinton, White House aides used separate equipment for political spadework but did not have goparate
accounts.

*This Is entirely appropriate,” Stanzel said of the Bush White House practice.

He sald staffers used their RNC accounts instead of White House accounts to discuss the prosecutor issue or conduct other
official business for several reasons, including extra caution about complying with the Hatch Act as well as the convenience

of using one account instead of several. Stanze! said he could not speak to whether anyone was intentionatly trying to avoid
White House archiving because he had not spoken to all those involved.

Stanzel said some e-mails have been lost because the White House lacked clear policies on complying with Presidential
Records Act requirements.

Before 2004, for instance, e-mails to and from the accounts were typically automatically deleted every 30 days along with all
other RNC e-mails. Even though that was changed in 2004, so that the White House staffers with those accounis were
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excluded from the RNC's automatic deletion policy, some of their e-mails were lost anyway when individual aides deleted
their own files, Stanzel said.

He could not say what had been lost, and sald the White House is working to recover as many as they can. The White
House has now shut off employees’ ability to delete e-mails on the separate accounts, and is briefing staffers on how to
better make determinations about when — and when not — to use them, Stanzel said.

The disclosure could complicate a standoff between the White House and congressional Democrats over the fired
prosecutors.

The White House had promised to look through its staffers' e-mails for anything relevant to the prosecutors' dismissal. No
matter the domain name, it said it would provide documents to the Senate and House Judiciary committees as long as they
are not intemal communications, but exchanges with people outside the White House.

But the White House also had insisted that this offer of documents be accepted, all-or-nothing, along with its insistence that
aides would talk to Congress about the firings, but not under oath. So far, Democrats have refused. -

Democrats have begun highlighting the separate accounts because they say their use appears to go beyond the strictly
political.

=We have become increasingly sensitized over the last several days to the White House staff wearing several 'hats’ and
using Republican National Committee and campaign e-mail addresses,” said a letter from the Senate and House Judiciary
chairmen to White House counsel Fred Fielding on March 28. "We hope you agree that such sleight of hand should not be
used to circumvent and compromise the comprehensiveness of our investigation.”

The nongovernmental accounts were accidentally discovered by Democrats when the Justice Department released
hundreds of documents related to the prosecutor firings.

One exchange showed deputy White House political director J. Scott Jennings sending an e-mail titted "USATTY" to
Attorney General Alberto Gonzales' then-chief of staff, Kyle Sampson, from an address with a gwb43.com domain name.

"Does a list of all vacant, or about to be vacant, US Attomey slots exist anywhere?" Jennings wrote on Dec. 3 from his
political account. Replied Sampson, a few minutes later: "My office. Want me to send to you tomorrow?"

Jennings had also communicated with Sampson and other Justice Department officials in August from his RNC-supplied
address about how to install the administration's preferred replacement, onetime Rove aide Tim Griffin, for Arkansas u.s.
Attorney Bud Cummins.

In one, Jennings passed on a strategy he said was suggested by Cummins, to have Griffin come on as an attomey in the
Little Rock office until Cummins finalized his post-government plans. Jennings said the plan would alleviate
pressure/implication that Tim forced Bud out.”

Sampson's e-mails all appeared to be from his official usdoj.gov account.

The separate e-mail accounts also have become an issue in the case of disgraced lobbyist Jack Abramoff, who was
convicted on bribery charges and is in prison for fraud.

Abramoff had several exchanges with Susan Ralston, then a Rove assistant, via nongovemment e-mail addresses with
domain names like mchq.org and georgewbush.com, to discuss issues in the Interior Department affecting the jobbyist's
indian clients.
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White House E-Mail Lost in Private Accounts

Messages May Have Included Discussions About Firing of Eight Prosecutors

By Michael Abramowitz and Dan Eggen
Washington Post Staff Writers
Thursday, April 12, 2007; A04

The White House acknowledged yesterday that e-mails dealing with official
government business may have been lost because they were improperly sent
through private accounts intended to be used for political activities. Democrats have
been seeking such missives as part of an investigation into the firing of eight U.S.
attorneys.

Administration officials said they could offer no estimate of how many e-mails
were lost but indicated that some may involve messages from White House senior
adviser Karl Rove, whose role in the firings has been under scrutiny by
congressional Democrats.

Democrats have charged that Rove and other officials may have used the private
accounts, set up through the Republican National Committee, in an effort to avoid
normal review. Under federal law, the White House is required to maintain records,
including e-mails, involving presidential decision-making and deliberations. White
House aides' use of their political e-mail accounts to discuss the prosecutor firings
has also fanned Democratic accusations that the actions were politically motivated.

Briefing reporters yesterday about an initial review of the private e-mail system,
White House spokesman Scott Stanzel declined to discuss whether the political

aides were driven by a desire to conduct business outside of potential review. "1
can't speak to people's individual e-mail practices,” he said.

Stanzel conceded that the White House had done a poor job of instructing staff
members how to save politically oriented e-mail and said that it has developed new
guidance for the more than 20 staffers who have official as well as political e-mail
addresses. He also said that the White House is trying to recover the lost e-mails.

#The White House has not at this point done a good enough job at overseeing the
practices of staff with political e-mail accounts," Stanzel said. "Some officials’ e-mails have potentially been
lost and that is a mistake that the White House is aggressively working to fix."”

Rep. Henry A. Waxman (D-Calif), chairman of the House Committee on Oversight and Government Reform,
which is investigating the use of outside accounts, issued a statement saying that the White House disclosure is
na remarkable admission that raises serious legal and security issues,” adding: "The White House has an
obligation to disclose all the information it has."

The controversy over the outside e-mail accounts is a byproduct of the ongoing showdown over the prosecutor
firings, emerging after the administration recently provided to Congress e-mails from some White House
officials that had been sent from their RNC accounts. Scott Jennings, the White House deputy director of
political affairs, used a " gwb43.com" e-mail account last August to discuss the replacement of Bud Cummins,
who was dismissed as the U.S. attorney for Arkansas, according to one e-mail.

In another e-mail exchange revealed during the investigation of disgraced lobbyist J ack Abramoff, a White
House official was described as warning that "it is better to not put this stuff in writing in [the White House] . . .
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email system because it might actually limit what they can do to help us, especially since there could be
lawsnits, etc." Abramoff responded in an e-mail that the message in question "was not supposed to go into the
WH system."

The heads of the House and Senate judiciary committees, which are investigating the prosecutor firings, wrote
White House counsel Fred F. Fielding on March 28 asking that he preserve any e-mails written by White House
employees from non-government e-mail addresses.

Stanzel said in the telephone briefing yesterday that there was 2 good reason for providing officials such as
Rove and his deputies with political e-mnail accounts: to help them avoid violations of the Hatch Act, which bars
government officials from carrying out political business by using government resources.

The problem, White House officials said, is that the staffers did not receive proper guidance about what to do
about e-mails that fall into a gray area between official and political business.

One White House lawyer, who spoke on the condition of anonymity under the ground rules of the briefing, said
staffers are now being advised that if they have any questions about whether an e-mail is political or official,
they should use their private accounts but preserve a copy for review by White House lawyers to see whether it
needs to be saved under the Presidential Records Act.

© 2007 The Washington Post Company
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Office of Special Counsel

Patrick J. Fitzgerald Chleage Office: Dirksen Federal Budding Washington Office: Bord Building

Special Counsel 219 South Dearborm Sireet, Fifth Floor 1400 New York Avenue, Ninth Floor
Chicago, lllinais 60601 Washingion, DC 20330
(111) 153-5300 (202) 514-1187

Flease address afl cotrsspandence ta the Washington Office

Via Telefax & Regular Mail January 23, 2006

Wiltiam JefTress, Esquire Theodore V. Wells, Esquire  Joseph A. Tate, Esquire
BAKER BOTTS PAUL WEISS LLP DECHERT LLP

The Wamer 1285 Avenue of the Americas Cira Centre

1299 Pennsylvania Avenue, NW.  New York, NY 10019-6064 2929 Arch Street
Washington, DC 20004-2400 Philadelphia, PA 19103

Re: United States v. . Lewis Libby

Dear Counsel:

This letter is in response to your letter of January 5, 2006, We incorporate the prior
responses in out letters of December 3, 2005, and January 9, 2006. This follows our telephone
conference of January 18,2006.

As a preliminary matter, your leiter indicates a belief that it is “very common” in the District
of Columbia to engage in “open file” discovery, but my undesstanding is to the contrary. To my
understanding, “open file” discovery is not common in that district, nor in the Department of Justice
more broadly. That is particularly the case where the matter involves extensive classificd and
national security materials. Moreover, it is not the ordinary practice for federal prosecutors to
provide discovery in a perury/obstruction of justice prosecution as to all matters that were
considered but not charged in the overarching grand jury investigation, particuiarly one that is
ongoing. As you are aware, your client has not been charged with a substantive violation of Title
i8, United States Code, Section 793. Accordingly, your client is not entitled to discovery of
sensitive national security materials pertinent only to a prosecution of & substantive violation of that
statute,

Inany event, the fact that we have not elected to provide you with cverything the defense has
requested should not obscure the fact that the defense is being given far more discovery than is
required by the language of Rule 16 of the Federal Rules of Criminal Procedure. Ta cite but one
example, we are making available to you all material obtained from the Office of Vice President: in
essence, “‘open file” discovery regarding the office where your client was employed. We have
endeavored to draw a line that expedites cesolution of this matter while at the same time
safeguarding other govemmental interests and the ongoing investigation. In making discovery
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Attorneys Jeffress, Wells & Tate
January 23, 2006
Page 2

determinations, we have endeavored to provide no preferential treatment of Mr. Libby solely on
account of his former official position.

I note that our January 18, 2006, telephone conference was productive in achieving a clearer
understanding of the areas where we disagree which will lend itself to presentation to the court for
resolution. We also agreed during the telephone conference that if we decided to produce any items
to you despite our belief that we were not required to do so that you would not view such production
a5 a waiver of our position that such discovery was not required or argue that sucha production was
a concession that we were obligated to produce any additional documents that may be in the
possession of other government agencies.

In your requests, you greatly expand the sweep of subsection 16(a)(1)(E) which governs
“«documents and objects™ by making requests for “information,” rather than “documents and objects,”
and by defining documents “material to preparing the defense” to include memos, recordings and
transcripts in a manner which would sweep in grand jury minutes and reports of interview (most
commonly reports of interview in the form of FBI form 302's) . That is flatly inconsistent with the
narrower category of “documents and objects” set forth in subsection 16(a)(1)(E) and is contrary to
both subsection 16(a)(2) which says that reports and government memoranda (prepared by an
attomney or agent) arcnot discoverable, and to subsection 16(a)(3) which limits grand jury transcript
discovery to the defendant’s grand jury testimony. To define “documents” to include grand jury
transcripts and debriefing reports would contravene the Jencks Act and the enumerated provisions
of Rule 16. Thus, in reviewing our responsc, you should understand that, unless specified otherwise
below, we are not producing such grand jury trans cripts or FBI 302's or other reports, as theyarenot
required to be produced pursuant to Rule 16.

We respond in greater detail to your cnumerated requests as follows:

(1): You demand access to all documents referencing Mr. Wilson’s 2002 trip to Iraq, The
relevance of Mr. Wilson’s 2002 trip is the fact that it occurred and that it became a subject of
discussion in spring 2003. What took place during that trip is not relevant to the issue of whether
M. Libby lied about his spring 2003 conversations with various reporters and government officials
about Mr. Wilson’s wife's employment at the Central Intelligence Agency (“CIA”). Thus,2 tequest
for every document which in any way relates to Mr. Wilson’s trip and any communications
Mr. Wilson had with anybody at any time about the trip is over broad and any attempt (o comply
with such a request would significantly delay, not expedite, resolution of this matter. Nonetheless,
all decuments in our possession reflecting conversations involving defendant Libby about Wilson's
frip, or meetings Mr. Libby attended during which Mr. Wilson's trip was discussed, have been
produced or will be produced prior to February 3. Moreover, when you review the materials in our
possession which we have produced or will be producing to you, specifically including the copics
of all documents obtained from the Office of Vice President and the materials from our set of
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documents obtained from the Central Intelligence Agency (“CIA”), you will note that they include
substantial materials which concern or reflect Mr. Wilson’s trip.

(2): We do not have any responsive materials other than material that would be produced
pursuant to the Jencks Act if the Government were to call Mr. Wilson to testify at trial, which we
do not expect to do. You are obviously aware that Mr. Wilson has made public spesches; written an
Op Ed in the New York Times, published a book and has been interviewed by media.

(3): As set forth in our prior cotrespondence, we will not produce every document related in
any way to Ms. Wilson’s employment, nor is Mr. Libby entitled to every document that might reflect
on the damage to national security from disclosure of her employment. However, as we discussed
during our telephone conference call on January 18, we intend to address the matter of the use,
relevance and admissibility of information concerning Ms. Wilson®s employment at the CIA in the
context of the Classified Information Procedures Act (“CIPA™).

(4): While we do not believe we are required (o do so, we will advise you of certain
information responsive to your request by letter on or before February 3.

(5): As we previously advised you, we have no formal damage assessment in our possesston
but, as we discussed during our telephone conference call on January 18, we intend to address the
matter of the relevance and admissibility of Ms. Wilson's employment at the CIA in the context of
CIPA.

(6) (7) and (8): Aside from any Jencks Act material which will not be produced as discovery,
all responsive documents have been produced to you or will be produced to you on or before
February 3, As we noted during our conference call, we donot agree that you are entitied to all such
materials or that the scope of your request is proper but you are receiving all responsive documents
in our possession. We also advised you that when gathering materials during the investigation we
did not focus our searches on a topic as broad as that set forth in the request in 7(e) .

(9): This request in effect sccks discovery concerning any other subjects of the ongoing
investigation. We have not produced, and do not intend to produce, all documents regarding
contacts between government officials other than M. Libby and reporters prior to July 14, 2003, but
have produced (or will produce befors February 3) all documents reflecting contact between Mr.
Libby and reporters responsive to this request. Lest there be any doubt, we do have some documents
responsive to your request which we are electing not to produce because we do not agree that we are
obligated to provide them.

(10) and (11): Aside from any]J encks Act material which will not be produced as discovery,
all responsive documents have been produced to you or will be produced to you on or before
February 3.
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In your section entitled “Information Relating to the Government’s Investigation of the
Media,” you assert that the government takes the position that the defense is not eatitled to receive
in discovery the contemporaneous notes made by the reporters who spoke to Libby, but do not note
_ that you have been provided with all notes in the government’s possession that were made by
reporters when speaking to Mr. Libby. (As discussed above, the Government has declined to provide
notés of conversations between reporters and other government officials.) Youelsewherostated that
we declined to provide “any” information about reporters when in fact we have produced documents
obtained from media entities as you elsewhere acknowledge.

(12)-(16): While wedonot intend to provide discovery in this regard, and while ot required
to do so, in order to expedite litigation of this matter we advised you during the January 18
conference call that we werenot aware of any reporters who knew prior to July 14, 2003, that Valerie
Plamec, Ambassador Wilson's wife, worked at the CIA, other than: Bob Woodward, Judith Miller,
Bob Novak, Walter Pincusand Matthew Cooper.' There are published accounts of when Ms. Miller
and Mr. Cooper first learned about Mr. Wilson's wife and from whom. Mr. Woodward has publicly
described his conversation with Mr. Libby on Junc 27, 2003, as well as the general timing (“mid-
June”) of his conversation with another unnamed govemment official with whom he then spoke
about Mr. Wilson's wife. Mr. Woodward has also described his conversations in 2003 and later with
M. Pincus on the subject. Mr. Pincus has published his account of when ho first leamned informaation
about Wilson’s wife from a source he does not name. Mr. Novak has published his account of when
he learned about Wilson’s wife (some time after July 6) without naming his sources in the account.

We also advise you that we understand that reporter John Dickerson of Time magazine
discussed the trip by Mr. Wilson with government officials at some time on July L1 or after,
subsequent 1o Mr. Cooper leaming sbout Mr. Wilson's wifc. Any conversations involving
M. Dickerson likely took place in Africa and occurred after July 11.

‘We note that we understand from our January 18 telephone conference that the requests
numbered 13 and 14 were intended to be requests limited to the time frame prior to July 14, 2003.

We otherwise are not producing documents responsive to your request conceming other
officials who were in contact with other reporters, as outlined above.

In addition, you seek miscellaneous items for discovery in an effort to preparc motions.
While we do not agrec that there is a separate entitlement to discovery in order to facilitate motions
which may or may not be woll grounded, we advise you of the following in response to your
enumerated requests:

' This statement is not meant to imply that each and every reporter named knew her name
prior to July 14, 2003.
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(17): We are reviewing the CIA referral document and will cither produce the same to you
or advise you otherwise shortly. We do not intend to produce “all documents relating to™ that

referral document as that could potentially implicate all documents in this investigation.

(18): We are seeking to obtain a copy of the order empaneling the grand jury public which
we did not have in our possession and will either produce the same to you or advise you otherwise
shortly.

(19)-(22): We willbe providing to you prior to February 3 copies of subpoenas and pertinent
correspondence relating to reporters referenced in the Indictment and/or whom we expect to call at
irial? We are specifically withholding subpoenas (and correspondence) which were addressed to
reporters whose testimony was directed towards government officials other than Mr. Libby.

44 1]

We recognize that your requests for discovery seek the categories of items requested both
pursuant to Rule 16 as well as pursuant to Brady v. Maryland, 373 U.S. 83 (1963) and Giglio v.
United States, 405 U.S. 150 (1972). Wo do not agree, however, that cach of your requests is
appropriate under the governing standards nor, as discussed in prior correspondence, do we agree
with your implicit view that we arc aligned with all government agencies for purposes of discovery.

(A): Weare aware ofour Brady and Giglio obligations regarding witnesses and will comply
with those obligations.

(B) and (C): We do not agree that if there were any documents indicating that Ms. Wilson’s
employment was not classified during the relevant times that any such documents would constitute
Brady material in a case where Mr. Libby is not charged with a violation of statutes prohibiting the
disclosure of classified information.’

(C): We do not agree that if there were any documents indicating that Ms. Witson did not

act in an undercover capacity or did not act covertly in the five years prior to T uly 2003 (which we
neither confirm nor deny) that any such documents would constitute Brady material in a case where

3 We are not providing correspondence such as transmittal letters, legal briefs filed, appellate
briefs filed and various correspondence concerning scheduling, filing, sealing, redacting and
unsealing of briefs and other court documents regarding litigation.

) I note that Ms. Wilson’s employment status was classified but has since been declassified
so that we may now confirm such status. In any event, we are not aware of any documents in our
possession stating that Ms. Wilson’s affiliation with the CIA was not classified at the relevant times.
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Mr. Libbyis notcharged with a violation of statutes prohibiﬁngthcdisclosureof classified information.

(D) and (E): We do not agree thal any docurents indicating that any reporter heard or
suspected prior to July 14, 2003, that Ms. Wilson worked at the CIA constitutes Brady material but
in any event incorporate our earlier response on this issue.

(F): We do not agree that any time witnesses disagree on facts that you are entitled to all
documents so indicating in advance. We are aware of our Brady and Giglio obligations regarding
witnesses and will comply with those obligations.

(Q): We do not agree that all documents reflecting favorably on Mr, Libby's character o
rcputation for truthfulness or reflecting his propensity to comply with laws, regulations and
nondisclosure agreements or of assuring that others complied with thoseregulations constitute Brady
material (nor that such documents could be easily defined) as prior instances of non-criminal conduct
are not considered exculpatory.

(H): Your request for Giglio impeachment material is premature and over broad. You will
recsive suchmaterial for Government witnesses, ot for “potential” Government witnesses (however
that term is defined), Morcover, the scope of records you scek is far beyond the scope of what is
required. By way ofillustrative (butnot exhaustive) cxample, you seek 2l documents relating to any
juvenile arrest of any potential government witness in a case where there will be no witnesses where
any such arrest would be remotely recent or relevant to the trial.

Other requests:

There have been no search warrants executed and no communications intercepted pursuant
to Title II at the divection of the prosecution team during the course of this investigation.

At this time we do not intend to offerany evidence of “other crimes” pursuant to Rule 404(b).
As we discussed during our telephone conversation, Mr. Libby testified in the grand jury that he had
contact with reporters in which he disclosed the conteat of the National Intelligence Estimate
(“NIE") to such reporters in the course of his interaction with reporters in June and July 2003 (and
caused at least one other government official to discuss the NIE with the media in July 2003). We
also note that it is our understanding that Mr. Libby testified that he was authorized to disclose
information about the NIE to the press by his superiors. Wo expect that such conduct will be the
subject of proof at trial in that we intend fo introduce Libby’s grand jury transcript in evidence and
Mr. Libby has testified that the purpose of his July 8 meeting with Ms. Miller was to transmit
information concerning the NIE. Our anticipated basis for offering such evidence is that such facts
are incxtricably intertwined with the narrative of the events of spring 2003, as Libby's testimony
itself makes plain. At this time, we do not intend to offer the evidence pursuant lo Rule 404(b).
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We are not obligated at this time to disclose impeachment material of Mr. Libby should he
testify in his defense.

We are aware of no cvidencepertinentto the charges against defendant Libby which has been
destroyed. In an abundance of ceution, we advite you that wé have learned that ot &l email of tHt
Offiice of Vice President and the Executive Qfficoof mmmwuiﬁﬁmepaiodshmw
preserved lhmughthammml-mhivingpmceumthc ‘White Houso computsr system. ©

Should you have any questions or comments regarding any of the foregoing, or should you
wish to discuss this matter generaily, please do not hesitate to call me at the number listed above.

Very truly yours,

R

Special Counsel
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LEXSEE 6 O.L.C. 214
OPINION OF THE OFFICE OF LEGAL COUNSEL

PAYMENT OF EXPENSES ASSOCIATED WITH TRAVEL BY THE PRESIDENT
AND VICE PRESIDENT

1987 OLC LEXIS 54; 6 Op. O.L.C. 214
March 24, 1982

SYLLABUS:
[*1]

Funds appropriated for the official functioning of the offices of the President and the Vice President may be used
for travel expenses only if the travel is reasonably related to an official purpose; and, official activities may be funded
only from funds appropriated for such purposes. Thus appropriated funds should not be used to pay for political travel
and political funds should not be used to pay for official travel.

Whether an event is official or political for purposes of paying its expenses must be determined on a case-by-case
basis, and both the nature of the event and the nature of the individual invelved should be considered.

Where both official and political activities occur on the same trip, the expenses of individuals on the trip for both
political and official reasons can be apportioned between the government and a political committee on a basis which
reflects the time spent on the respective activities. During the period of a presidential election campaign, Federal Elec-
tion Commission regulations may require a different rule of allocation.

ADDRESSEE:

Memorandum Opinion for the Counsel to the President
OPINIONBY: OLSON

OPINION:

[**214] This memorandum responds to your request for our advice {*2] about the payment of expenses associ-
ated with travel by the President or Vice President. We are to assume that travel by the President or Vice President may
often include both official events, undertaken as part of the President's or Vice President's official roles as governmental
leaders, and purely political events, undertaken for partisan purposes in order to advance the interests of the President's
and Vice President's political party. This mixed character of much presidential and vice presidential travel follows natu-
rally from their dual roles as governmental officials and leaders of their party. You have asked us to articulate the legal
principles governing the allocation and payment of costs associated with such travel.

Several caveats must be noted at the outset. First, our opinion should not be read as a declaration that the generally
applicable principles will necessarily lead to an inflexible result in a particular case. Tn fact, the principles are of such
generality that they often will generate few determinate results. They thus must be viewed as general guides to deci-
sionmaking. Second, the principles should be applied to a particular trip by the officials most [*3] familiar with the
facts of the trip. Each case may present unique circumstances that will need to be taken into [**215] account in deter-
mining, for instance, whether an event is "official” or "political” in character. As we will indicate, there is considerable
room in this context for the careful use of informed discretion. Third, this opinion focuses on broadly applicable legal
principles, not on the specific rules adopted by the Federal Election Commission for election activity. See 11 C.F.R.
Chapter | (1981). If, in light of this opinion, particular questions arise, we will, of course, be glad to address them.

Furthermore, the principles discussed in this opinion may be fully understood only with an appreciation of the
unique context presented by the peculiar functions and responsibilities of the President and Vice President in our system
of government. They are the senior officials of the Executive Branch of government. Their official roles are necessar-
ily political in the broad sense that they must formulate, explain, advocate, and defend policies. To the extent that the
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President and Vice President generate support for their policies and programs, they are also [*4] executing and fulfill-
ing their official responsibilities. Even the most clearly partisan activity is not without some impact on the official ac-
tivities of the President and Vice President.

By the same token, official success or failure by the President and Vice President has an inevitable and unavoidable
impact on the standing of their political party, members of their party, and their party's candidates for public office.
Thaus, it is simply not possible to divide many of the actions of the President and Vice President into utterky official or
purely political categories. To attempt to do so in most cases would ignore the nature of our political system and the
structure of our government. Accordingly, efforts to establish such divisions must be approached with common sense
and a good faith effort to apply the spirit of the principles we discuss in this memorandum, and they must be judged
with considerable deference to the decisions of the persons directly involved in making the determinations.

With this background, our discussion will focus on three major questions. First, what are the basic legal principles
to be applied, putting aside specialized restrictions formulated by [*5] the Federal Election Commission with regard to
clection activities? Second, how does one determine whether an event giving rise to an expense is "official" or "non-
official” in character? Third, assuming that a trip involves events that are both official and non-official (or political) in
character, may certain of the expenses for such a mixed trip be apportioned between the government, on the one hand,
and a political committee, on the other hand? In the fourth section, we will discuss other considerations that bear on the
issues discussed herein.

1. Two Basic Norms

When considering payment of expenses associated with presidential and vice presidential travel, two major princi-
ples governing the use of appropriated funds must be borne in mind. First, appropriated funds may be spent only for the
purposes for which they have been appropriated. 31 US.C. § 628; 52 Comp. [**216] Gen. 504 (1973); 50 Comp. Gen.
534 (1971). Thus, funds appropriated for the official functioning of the offices of the President and the Vice President
may be used for travel expenses only if the travel is reasonably related to an official purpose. If, however, there is no
reasonable connection between [*6] the expense incurred and the official purposes to be served by an appropriation --

as, generally speaking, there would not be when an expense is incurred purely for partisan political purposes -- official
funds may not be used to pay the expense.

The second basic principle is that, in general, official activities should be paid for only from funds appropriated for
such purposes, unless Congress has authorized the support of such activities by other means. Stated another way, al-
though appropriated funds should not be used for non-official purposes, it is equally true that outside sources of funds
may not be used to pay for official activities. This latter principle, which prevents the unauthorized augmentation of
appropriations, has been recognhized by the Comptroller General on numerous occasions. nl A problem concerning an
unauthorized augmentation of an appropriation does not arise when a trip is purely non-official in character and non-
official funds are used to pay for it. Rather, the issue arises only where an official activity is supported by non-
appropriated funds and where there is no authority for that to occur.

nl See, e.g., 23 Comp. Gen. 694 (1944); 46 Comp. Gen. 689 (1967). See aiso 9 Comp. Dec. 174 (1902); 17
Comp. Dec. 712 (1911).
[*71
In short, appropriated funds should not be used to pay for political events, and absent authority to the contrary, po-
litical funds should not be used to pay for official events. The difficulties of applying these principles arise because
both types of activities may occur on the same trip and because it is exceedingly difficult in many instances to deter-
mine what is official and what is political.

Il What Tests Should Be Used for Determining Whether an Expense Should Be Considered "Political” or "Offi-
cial?"

Because officials will wish to ensure that appropriated funds are used only to pay for expenses associated with offi-
cial events and are not used to pay for political expenses, it will be necessary to determine on a case-by-case basis
whether an expense is official or political in character. As discussed generally above, there is unfortunately no single
litmus test for making such judgments. Indeed, many events could be characterized properly as either political or offi-
cial or both. Therefore, in making this determination the persons most familiar with the facts of a particular trip will
have to assess all of the circumstances involved and apply a large measure of common [*8] sense. There are, however,
two major variables concerning the source of the expense to be borne in mind: the nature of the event involved, and the
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nature of the individual involved. Either, or both, of these indicia may be useful in a particular case in determining
whether a particular expense should be considered official or political.

With respect to the nature of the event giving rise to an expense, an earlier opinion of this Office, entitled "Political
Trips” and transmitted to the Counsel to the President on March 15, 1977, stated the following guidelines:

[**217] As a general rule, Presidential and Vice Presidential travel should be considered 'political' if its primary pur-
pose involves their positions as leaders of their political party. Appearing at party functions, fundraising, and campaign-
ing for specific candidates are the principal examples of travel which should be considered political. On the other hand,
travel for inspections, meetings, non-partisan addresses, and the like ordinarily should not be considered ‘political’ travel
even though they [sic] may have partisan consequences or concern questions on which opinion is politically divided.
The President [*9] cannot perform his official duties effectively without the understanding, confidence, and support of
the public. Travel and appearances by the President and Vice President to present, explain, and secure public support
for the Administration’s measures are therefore an inherent part of the President's and Vice President's official duties
{pages 11-12).

We concur with the foregoing rules of thumb, which are based largely on a common sense understanding of the na-
ture of political and official activities. n2

n2 Although we generally agree with this earlier opinion of this Office, we would note that much of its ad-
vice is of a prudential, not strictly legal, character. In the present memorandum, we do not undertake to specify
rules that are not legally mandated. Moreover, the earlier opinion itself takes pains to stress the flexibility that
exists in determining whether, in a particular case, travel by the President is official or political (see page 7).

While we would hope that the foregoing generalities may be useful guides for the future, they should not be viewed
as inflexible. There clearly is much room for discretion in determining whether an event giving rise to an [*10] ex-
pense is political or official. At bottom, the question is a factual one that can only be answered by those most familiar
with the particular facts of a given situation. Nonetheless, in general, if the purpose of an event on a trip is to promote
the partisan aims of the President's or Vice President's party or candidates of that party, then expenses incurred in per-
forming the event would generally be political in character. Should particular questions arise about specific events, we
would be glad to provide more concrete advice concerning them.

The second variable that may, in some circumstances, determine the character of a particular expense incurred on a
trip is the nature of the individual whose activity generates the expense. There are some individuals who, in particular
situations, are on a trip for inherently official or political purposes. Expenses incurred by them should generally be
viewed as either official or political depending on their particular role. For instance, there are some persons whose offi-
cial duties require them to be with the President, whether or not the President himself is on official business. n3 This
group includes the President’s doctor, his [*11] military aide, and the Secret Service agents responsible for his protec-
tion. nd A similar group would exist for the Vice President. Expenses incurred during travel with the President or Vice
President by this group of individuals should be [¥*218] considered official regardless of the character of the event
that may be involved in a given trip.

n3 This point is the same as stated in the March 15, 1977, opinion of this Office, entitled "Political Trips"
(pages 9, 15-16).

n4 This list is not intended to be exhaustive. The President may, in his discretion, determine that others are
necessary members of his official party whenever he travels.

Similarly, on an otherwise entirely official trip, an individual may accompany the group for purely political rea-
sons. As a rule, any expenses specifically incurred by such individuals should be considered political expenses, regard-
fess of the events involved in the trip.

In short, as we noted at the outset of this section, there is no single test for determining whether an expense is po-
litical or official in character. Viewed generally, expenses of individuals whose official duties require them to travel
with the President or Vice [*12] President should normally be considered official. Expenses of individuals who are on
a trip for purely political reasons should normally be considered political. Expenses associated with individuals who are
not necessarily serving in either a wholly official or wholly political capacity -- such as the President or Vice President
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or other indjviduals in the White House who may, consistent with their official duties, perform political functions --
should normally be judged to be official or political depending on the character of the event giving rise to the expense.

I1I. On a Mixed Trip Including Both Official and Political Activities, Can Certain Expenses Be Apportioned Be-
tween the Government and a Political Committee?

Based on what we have said thus far, the following conclusions may be stated. First, if all events during a trip are
political in character, the only official expenses on the trip would be those associated specifically with the group of in-
dividuals whose official duties require them to accompany the President and Vice President. Second, if all events on a
trip are official in character, the only political expenses would be those associated specifically with individuals [*13]
who accompany the President and Vice President on the trip for purely political reasons. This means that on a trip that
is entirely official, any expenses associated with the President or Vice President or others who are not necessarily on the
trip for purely official or purely political reasons should be considered official. Conversely, on a trip that is entirely
political, expenses associated with persons who are not necessarity on the trip for wholly official or whelly political
reasons should be considered political.

A question remains, however, concerning expenses associated with individuals whose purpose for being on a trip is
not necessarily only political or only official, when the trip itself is for both official and political purposes. Specifically,
on a mixed trip involving a substantial official element and a substantial political element, can the expenses associated
with the President or Vice President or others who are on the trip for both reasons be apportioned between the govern-
ment and a political committee? There are several possible views on this question.

It might be argued, for example, that the performance of an official event during a trip could not have [*14] been
accomplished without incurring certain expenditures [**219] and that, therefore, the entire cost of the trip should be
treated as official and should be paid out of appropriated funds, with the sole exception being incremental expenses as-
sociated specifically with a political activity (e.g., a hotel bill for an extra night's lodging necessitated entirely by a po-
litical event on the following day). This approach is grounded on the assumption that to permit any other apportionment
of the cost of a trip to a political committee would allow the official budget to benefit from an unauthorized augmenta-
tion of appropriations. Since the expenses incurred were necessary to accomplish an official purpose, on this view they
must be paid for in full with appropriated funds.

The opposite theory could also be advanced. That is, if there is any political activity on a trip, a political committee
could theoretically be required to pay for the trip's entire cost (except for incremental expenses specifically attributable
to an official event). This theory proceeds on the assumption that any other approach would allow the President's or
Vice President's political activities to be subsidized [*15] by their official appropriations.

A third approach, which in effect combines the first two, is suggested by a prior opinion of this Office, transmitted
to the Counsel to the President on September 17, 1980, and entitled "Reimbursement of Travel Expenses Incurred by
Government Officials on Mixed Official and Campaign Trips." That opinion responded to a question about the opera-
tion of a Federal Election Commission (FEC) rule under which a campaign committee's share of the costs of a mixed
official-political trip is the full cost of the trip from the point of origin through each campaign-related stop and back to
the point of origin. 11 C.F.R. § 9004.F. n5 After the FEC adopted this rule, the White House Counsel's Office assumed
that the expense to the government for such a trip would be the difference between the trip’s actual cost and the amount
reimbursed by the campaign committee. However, the Counsel's Office was concerned that such diminishment of the
actual expense to the government could constitute an unauthorized augmentation of appropriations. For that reason, it
sought an opinion of this Office.

n5 For instance, if a trip from Washington, D.C., to Chicago were taken for official purposes, and then a trip
from Chicago to Denver were taken for campaign purposes (with a return from Denver to Washington, D.C.),
under the FEC rule the campaign committee would have to make reimbursement for the cost of travel from
Washington, D.C., to Denver and back to Washington, D.C.
[*16]

The September 17, 1980, opinion concluded that, if the government were to pay only the difference between the ac-
tual cost of a trip and the amount reimbursed by the campaign committee under the FEC rule, there would be an unau-
thorized augmentation of appropriations (assuming no authority to accept contributions) so long as the government were
allowed to "reap the benefit” of the enhanced payment of expenses by the campaign committee under the FEC rule. To
cure this problem, the opinion stated that an accounting system should be devised to charge "the full allocated travel
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costs to borh the Campaign Committee and the government agency," with a deposit of any excess funds in the Treasury
(page 4, emphasis added).

While we express no view regarding the correctness of this third approach during the period of a presidential elec-
tion campaign when the Federal Election [**220] Commission’s regulations would be applicable, we do not believe
that the approach correctly reflects the requirements that apply outside the campaign period. We believe that the first
two approaches are unreasonable solutions to the problem because each tilts the scales completely toward one of the
two conflicting [*17] guiding principles and results either in an inappropriate augmentation of appropriated funds or the
subsidization of political activity with appropriated funds. The approach of the September 17, 1980, Office of Legal
Counsel opinion attempts to address these problems in, we believe, an unrealistic and unnecessary way by requiring one
trip to be paid for twice -- both with official funds and with political funds.

In our view, a fourth approach which attempts in good faith to apportion the costs of such a trip on the basis of a
reasonable division between the time spent on political activities and the time spent on official activities is a more rea-
sonable and a legal resolution of the underlying problems. For example, if 50 percent of a single day's events are politi-
cal and 50 percent are official, approximately 50 percent of the costs associated with participants whose roles are not
necessarily either official or political should be reimbursed by the political committee and 50 percent should be paid
from appropriated funds, unless such an apportionment, under the particular circumstances, would on some basis be
unreasonable or inequitable. We believe that such an approach faithfully {*18] accommodates both of the basic norms
discussed in part I.

Thus, when there is a mixed trip involving the President or Vice President, the purpose of which is both substan-
tially political and substantially official, expenses should be paid in the following manner: first, expenses for individuals
who are necessarily official (Secret Service, etc.) should be paid for with appropriated funds; second, expenses for indi-
viduals who are necessarily political (campaign officials) should be reimbursed by a political committee; third, incre-
mental expenses specifically attributable to an official event should be paid from appropriated funds, and incremental
expenses specifically attributable to a political event should be paid from political funds; and finally, expenses for indi-
viduals whose official roles permit them to perform political activity should be reasonably and equitably apportioned so
that a share reflecting the amount of a trip that is political in character should be patd by a political committee. If these
general guidelines are followed, then the purposes of using appropriated funds for official purpoeses but not using such
funds for political purposes will be achieved.

We must [*19] reaffitm the limited nature of our conclusion about apportionment. As we have indicated, some
categories of expenses may have to be treated as entirely official or entirely political, and thus they would not be subject
to apportionment. Apportionment would be appropriate only with respect to expenses associated with individuals whose
official roles permit them to perform political functions, and only when those individuals are on a trip that itself is not
entirely political or wholly official in nature. n6 In such circumstances, to accommodate [**221] both of the guiding
norms noted in part I, we believe that an apportionment of expenses between appropriated funds and the funds of a po-
litical committee which reflects the relationship between official and political activities may be made. We urge caution
in applying such an approach, particularly in retaining records to substantiate any characterization of an event or trip as
political or official that could be used in the future if, for instance, there should be an audit by the General Accounting
Office. n7

n6 We are not suggesting any specific formula for apportionment, for several formulae may be equally rea-
sonable and some may be particularly well suited to particular trips. For example, a formula may be predicated
on the number of hours spent on each event, the number of hours on the entire trip (including travel time) de-
voted to official or political affairs, the number of events devoted to each, or if a trip is devoted to one type of
event in a distant city and another type in a nearby city on the return flight, on the relative distances travelled to
each. While some general guidelines within these limits should be established for consistency in application, the
overriding factor is the reasonableness of the apportionment in a specific situation. We would not exclude the
possibility of creating an exception for de minimis involvement in official activity during a trip that would be
treated as entirely political, and vice versa. We note that previous Administrations have made use of such a de
minimis exception, as indicated in the background materials supplied to us by your office.

n7 In two opinions to several Senators, dated October 6, 1980, and March 6, 1981, the Comptroller General
discussed the apportionment of travel expenses for purposes of their payment by official and political funds un-
der the Carter Administration (B-196862). Apportionment was not objected to by the Comptroller General. The
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Comptroller General expressly noted, as we have observed here, that there are "no guidelines of a legally bind-
ing nature [which) have been established by legislation, judicial decision, or otherwise” (page 2 of March 6,
1981, opinion). These opinions, coupled with prior practice by the White House, buttress our conclusion that a
reasonable apportionment may be made in the circumstances we have described.

[*20]

IV, Other Considerations

We would add one qualification to the preceding discussion. As noted in part I, official expenses, including ex-
penses incurred during the President’s and the Vice President's travel for official purposes, may not be paid for by funds
other than those appropriated for official purposes unless there is authority to the contrary. An acceptable source of
such authority would be a congressional authorization, in the form of a statute, for the President and the Vice President
(or their respective offices) to accept gifts to defray their official expenses. This Office has concluded in the past that
the White House Office and the Office of the Vice President do not have statutory authority to accept contributions or
gifts. This legal premise provides the basis for the conclusion that the payment by a political committee of official travel
expenses incurred by the President or Vice President would be an impermissible augmentation of the appropriations for
these offices.

However, in the course of our research for this opinion, we reviewed a provision of law, 2 U.S.C. § 439a (1982),
not considered in any of the prior opinions on this subject by this Office or [*21] by the Comptroller General, which
appears to grant the President and Vice President gift authority, at least to the extent of authorizing them to accept con-
tributions to defray their ordinary and necessary official expenses. Section 439a states in full:

Amounts received by a candidate as contributions that are in excess of any amount necessary to defray his expenditures,
and any other amounts contributed to an individual for the purpose of supporting his or her activities as a holder of
Federal office, may be used by such candidate or individual as the case may be, io [**222] defray any ordinary and
necessary expenses incurred in connection with his or her duties as a holder of Federal office, may be contributed to
any organization described in section 170(c) of . . . [the Internal Revenue Code of 1954], or may be used for any other
lawful purpose, including transfers without limitation to any national, State, or local cormittee of any political party;
except that, with respect to any individual who is not a Senator or Representative in, or Delegate or Resident Commis-
sioner to, the Congress on January 8, 1980, no such amounts may be converted by any person to any [*22] personal
use, other than to defray any ordinary and necessary expenses incurred in connection with his or her duties as a holder
of Federal office. (Emphasis added.)

The foregoing provision authorizes "amounts contributed to an individual for the purpose of supporting his or her
activities as a holder of Federal office" to be used by such individual "to defray any ordinary and necessary expenses
incurred in connection with his or her duties. . . ." The term "Federal office” is defined separately as including the Of-
fices of the President, the Vice President, and Members of Congress. 2 U.S.C. § 431(c). Accordingly, on its face, this
provision would appear to authorize use by the President and Vice President of amounts contributed to such individuals
for the purpose of supporting their activities as President or Vice President. This would include expenses incurred m
the course of official travel. n8

n8 Of course, any applicable conflict of interest provisions would have to be borne in mind if § 439a were
to be used as authority for the receipt of contributions for the President's or Vice President's travel expenses.

We have consuited the legislative history of 2 U.S.C. § [*23] 439a, first adopted as part of the Federal Election
Campaign Act Amendments of 1974, Pub. L. No. 93-443, 88 Stat. 1289, and have found nothing that would be incon-
sistent with such an interpretation. However, in the limited time available, we similarly have found nothing to indicate
that Congress specifically considered the provision's application to the Office of the President or Vice President. The
brief floor discussion of this provision n9 and of a similar provision in a predecessor bill n10 merely focused on its ap-
plication to Members of Congress, who traditionally have been permitted to accept gifts to defray the expenses of their
offices. nl1 A regulation promulgated by the Federal Election Commission under this provision repeats the language of
the statute. See 11 C.F.R. §§ 113.1 & 113.2. Thus, we are aware of no indication that Congress intended it to mean
anything other than what it clearly says: that elected officials including the President and the Vice President may accept
gifts to defray expenses incurred in connection with the performance of their duties.

n9 See 120 Cong. Rec. 35139 (1974).
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110 See 119 Cong. Rec. 26606-07 (1973).

nl1 Congress amended the provision in 1980, Pub. L. No. 96-187, §§ 105(4), 113, 93 Stat. 1354, 1366
{1980), generally to prohibit a federal official from converting contributed funds for his or her personal use, A
specific exemption to this provision also was added for individuals who were Senators and Representatives on
January 8, 1980.
[*24]

[**223] Nevertheless, we would caution against complete reliance on § 439a until further consideration has been
given to the authority under that statute for political committees to make contributions, and unti! the matter has been
coordinated with the Federal Election Commission. In this connection, the Federal Election Commission has authority
to render advisory opinions to federal officeholders about "the application of a general rule of law stated in" the Federal
Election Commission Act, of which § 439a is a part. See 2 U.S.C. § 437(b). To our knowledge, the Commission has
not been called upen to and thus has not formally addressed the application of § 439a to gifts made to the President or
the Vice President to defray the expenses of their offices.

Moreover, even if § 439a ultimately is to be relied upon to grant gift authority for the President and Vice President,
we would advise that guidelines be established for the receipt of contributions under the provision. This will be neces-
sary since the Standards of Conduct regulations applicable to agencies in the Executive Office of the President, 3 C.F.R.
§§ 100.735-(1)-(32), were not drafted with the intent of regulating [*25] contributions to meet the official expenses of
the President and Vice President. Those regulations as currently drafted might not be consistent with full implementa-
tion of § 439a if that were desired.

THEODORE B. OLSON
Assistant Attorney General
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