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[Music] 
 
Brandon Wehn: From runasradio.com, you're 
listening to RunAs Radio, the internet audio talk show 
for IT professionals with Richard Campbell and Greg 
Hughes.  This is Brandon Wenn announcing show 
248 with guest Clint Huffman, recorded Tuesday, 
January 17, 2012.  RunAs Radio is produced each 
week by PWOP Productions, providing professional 
media and podcasting services online at pwop.com.  
You can follow the boys on Twitter at 
twitter.com/runasradio. 
 
Richard Campbell: Thank you, Brandon.  This is 
Richard Campbell.  You're listening to RunAs Radio.  
I've got nothing but good stuff today so we're just 
going to go straight into it.  I've got Clint Huffman back 
on the show again famed for PAL and one of the 
great premiere field engineers out there at Microsoft.  
Welcome back, Clint. 
 
Clint Huffman: Hey, thanks for having me 
back. 
 
Richard Campbell: I'm at this point now where it's 
just like you and I having a conversation anyway 
whether there are microphones or not, right? 
 
Clint Huffman: Right. 
 
Richard Campbell: This is stuff we talk about all 
the time. 
 
Clint Huffman: Oh, yeah.  Over beer or 
whatever. 
 
Richard Campbell: Yeah, that's just regular old-
fashion debates which concern about one thing or 
another.  So folks who haven't heard, what's this book 
you're working on? 
 
Clint Huffman: The book is Performance 
Monitoring Windows 8.0 and Windows 8.0 Server, or 
Windows Server 8.0 I should say as far that is correct.  
It's just basically a combination of my life's work.  I 
had just been working on Performance Analysis for 
about 12 years now.  I always thought of Microsoft, 
they have somebody in the backroom that they kept 
that do everything about performance and that's all 
they did and unfortunately that person doesn't exist.   
 
Richard Campbell: Yeah. 
 
Clint Huffman: What I did find is that this 
person exists in many forms.  There are all these 
people who specialize in all these special areas and 
performance.  Relating to that, I'm like, "Hey, there is 
no one person that knows everything, but together 
with enough resources together and networking we 
can solve anything together with all of this doing this 
stuff."  So this book is basically a celebration of all my 
friends that I have actually accumulated over the 

years in this field, and we're just going to put a book 
together and have like a best of read as far as all the 
different aspects of it. 
 
Richard Campbell: Mostly folks look on PerfMon or 
is it more the event logging?  What are you looking 
at? 
 
Clint Huffman: So yeah, it's Performance 
Monitoring.  So the idea is that you use Performance 
Counters first to identify, and the idea is that we'll give 
you these patterns.  If these combinations of counters 
have these thresholds or exceed these types, these 
set of the values, then this pattern might be a problem 
that you want to investigate further and here are the 
tools that you use to investigate that issue further.  I 
always tell people that, look, you're not going to solve 
problems with Performance Monitor but it will identify 
areas where you might need to look at and start 
investigating further. 
 
Richard Campbell: At least it gives you a path to 
start diagnosing things.  Of course this gets back to 
your work as a field engineer where you're going into 
these large customers and sort of evaluating how 
things are working. 
 
Clint Huffman: Right.  Yeah, it just amazes me 
everyday that how much people, I mean it's not that 
they don't know, it's just they don't have the time and 
effort to really keep an eye on their system.  
 
Richard Campbell: Did they tend to only call you 
when they're in trouble or did they come for regular 
health checks like annual check-up? 
 
Clint Huffman: A little bit of both actually.  I did 
have some regular customers.  That's like a yearly 
physical for them. 
 
Richard Campbell: Right. 
 
Clint Huffman: Like all right, bend over. 
 
Richard Campbell: Now cough. 
 
Clint Huffman: It's not that bad of course, but 
some customers they do have a reason why.  Maybe 
they have some stinging issues on their servers, that 
servers just periodically hang, they don't know why.  
So the TAM or the Technical Account Manager who 
manages their premiere contract will say, "Hey Clint, 
would you mind coming in and do health check just to 
make sure that everything is kind of in order there."  
Five times out of 10 we find something that is majorly 
wrong and needs to get fixed.  I mean we're doing like 
these IIS health checks and the BizTalk health checks 
as well.  So I do a little bit of both. 
 
Richard Campbell: So what do you use to do a 
health check on an IIS Server? 
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Clint Huffman: Well, that's a great question.  
We have this new tool that we spent a lot of money at 
developing called a CAVE Tool and it stands for 
Collection Analysis and Visualization Engine.  The 
idea is that we put these health checks in wraps 
together and most of them were I call them a 
collected set of scripts, tools, techniques, of all these 
different things I kind of pass on to book lore or 
something like that as we went along.  We found that 
it's probably very professional to have all these 
collected types of things all over the place and so, 
well, we developed this, in premiere field engineering 
we developed this tool called CAVE Tool that 
basically is this framework that allows us to quickly 
create collectors, and analyzers, and visualizers and 
then create a big nice report at the end that shows 
what's critical, what's not so critical, and things of that 
nature. 
 
Richard Campbell: And this is not a public tool.  
You can't have this tool. 
 
Clint Huffman: Right.  It is created by our team 
and a lot of time and effort went into it.  So the thing is 
when you buy a health check or what we call Risk 
Assessment Program... 
 
Richard Campbell: Right. 
 
Clint Huffman: We go onsite with the tool, we 
show you how to use it and we allow the user for up 
to a year so long as you maintain your contract. 
 
Richard Campbell: Nice. 
 
Clint Huffman: What's really cool about this 
tool, I really like this thing, is that you actually just 
point it to one server like a Web Server, or Exchange 
Server, or BizTalk Server and it just discovers the 
whole environment.  It just goes up to 80 and says 
okay, what OU are you in, and who's your peers, and 
what other source of servers are in your group? It's 
not just by OU.  Like for BizTalk Server for example, it 
actually text the entire group of servers through the 
database that it runs on and then it detects that and 
then it says okay, now we discovered your 
infrastructure here, would you like to check all of 
these servers or exclude some of these servers to 
check? 
 
Richard Campbell: Interesting.  And of course it 
gives you some kind of administrator account so it's 
allowed to go exploring like that. 
 
Clint Huffman: Oh, yeah.  As a matter of fact, 
if you're not logged down as the administrator account 
that has admin rights on that, on those servers, then 
you can actually change your credentials. 
 
Richard Campbell: Okay, interesting.  So I guess 
the other element of this is that's the tool you guys 

use so what are you typically looking at?  What does 
a healthy IIS Server look like? 
 
Clint Huffman: Well, a healthy IIS Server is 
really in the eye of the beholder.  Most of these 
validations that I go through are really just the 
features of IIS and I'm having a discussion with the 
administrators and seeing if they consciously make 
decisions.  So I'm actually looking for, okay, what is 
non-default on the system? 
 
Richard Campbell: Right. 
 
Clint Huffman: And then if it's not default, why 
did you make those changes?  Are you aware of the 
needs of your environment and what your group 
business needs are and your technical needs are?  
Have you consciously made that decision?  So it's not 
a black and white this is bad, this is good.  It's more 
of, okay, have you thought about these things? 
 
Richard Campbell: Although the way that you're 
saying that, you're implying that the defaults are the 
correct decisions. 
 
Clint Huffman: No, I'm not.  I'm not implying 
that at all.  As we were talking about before the call, 
it's that it's not really they're good defaults for most 
people but not necessarily for everybody and 
everything.  So they're just a good round set. 
 
Richard Campbell: So you start with looking at 
what people have changed and finding out why they 
made those changes and then look at what are 
defaults and say there should be some decisions 
made here, are these defaults correct for you? 
 
Clint Huffman: Correct, yeah.  And actually 
some of the default settings we look forward is then 
immediately market it incorrect.  For example the 
mapping.  We used to call those sappy extensions 
which is like your .ASP, .ASPX DLL that actually 
executes those extensions by default. 
 
Richard Campbell: Right. 
 
Clint Huffman: There are a lot of those handler 
mappings by default.  Back in years ago actually it 
was in Microsoft's support, those support back when 
Nimda and that was the exploit of Index Server, the 
old .HTX extensions that back then that was really, 
really old back then. 
 
Richard Campbell: Nobody was using it anyway so 
it's just an exploit factor.  You just remove the 
mapping and you save us a lot of grief. 
 
Clint Huffman: Oh, yeah.  Just removing the 
mapping alone, it would have been a non-issue on the 
internet.  And so that's what I look for.  Some of those 
scripts that I wrote that eventually are going to make it 
into the CAVE tool here soon when it actually goes 
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out enumerates all of the file structures of that IIS it's 
pointed to as far as the NTFS directories goes in and 
then looks at the content.  You actually generate 
some statistics about what kind of file extensions are 
you using to write your content and then I get a tally of 
that and then I compare that to your actual handlers 
that you have apps.  Anything that says zero, I'm like, 
well, why do have it this time? 
 
Richard Campbell: Right, yeah.  Just take it out.  
And it's purely attacks every since.  No cost to having 
a mapping that's unused per se.  It's just a 
vulnerability essentially. 
 
Clint Huffman: Right.  Well, the cost really is 
that -- well, yeah, in fact there's no like technical cost 
but there's an administrative cost. 
 
Richard Campbell: Right. 
 
Clint Huffman: Because now you as the 
administrator have to be aware, oh, this new, you 
know, like you wanted to do a Web service an SMX 
page and you're like why is this not working, and you 
can't figure out why it's not working and you're like, 
oh. 
 
Richard Campbell: Because you've pulled all those 
mappings out. 
 
Clint Huffman: The mapping, yeah.  Yeah.  So 
that's the cost really as far as taking up that kind of 
functionality. 
 
Richard Campbell: Right.  And so I mean there's a 
point to having all those mappings in there.  It just 
means you could drop everything you want in.  But I 
guess it's a great signal of a leaned out machine that 
you have only the mappings you're actually using. 
 
Clint Huffman: Yeah.  IIS actually has like 
several layers of protection built.  This is IIS7 I'm 
referring to. 
 
Richard Campbell: Right. 
 
Clint Huffman: It has several layers of security 
built in so even if you have the handler mappings still 
there, you still have what's called refresh filtering 
which is our old URL scan that actually scans the 
request coming in before it gets it.  And what about it?  
It just says okay, does this request match the rules or 
firewall rules that IIS has at that layer?  And you can 
actually say let's deny all of the handlers that we're 
not using.  So you could take that approach. 
 
Richard Campbell: Right. 
 
Clint Huffman: That way you have full 
functionality.  You can block things that you know 
you're not using. 
 

Richard Campbell: Well, and I think you get a 
better error message out of that too.  So when you do 
try and use a mapping you haven't needed to use 
before, the mapping is still there but it's blocked by 
security so you're going to get a pretty clear event, 
yeah, this has been disabled and then you now 
enable it as opposed to having to remove mapping 
where it goes I have no idea what you're talking 
about. 
 
Clint Huffman: Yeah.  Yeah, just because you 
basically told it, hey, just forget about it. 
 
Richard Campbell: Yeah.  You've never heard of 
SMX. 
 
Clint Huffman: Yeah.  What's interesting too is 
that IIS7 unlike IIS6 is actually extremely modular 
meaning that you can take out functionalities that you 
never intend to use. 
 
Richard Campbell: Right. 
 
Clint Huffman: Like if you don't intend to ever 
use basic authentication which is dangerous 
especially if you're not doing SSL over it, if you're 
never going to use that just go ahead and just remove 
it as s module. 
 
Richard Campbell: So simply not an option. 
 
Clint Huffman: Yeah.  So it doesn't even come 
up as a feature anymore.  It's really cool because they 
actually design the – the user interface completely 
changed in IIS7 by the way and a lot of people were 
frustrated with that but it makes sense because it's all 
modular now where we can actually  plug-in new 
things, new features as we go along or we can 
remove features that we don't need. 
 
Richard Campbell: Right.  And I also like how IIS7 
basically was built on PowerShell and then the 
administrator was built over the top of that that 
generates the PowerShell Scripts underneath. 
 
Clint Huffman: Yeah, yeah. As a matter of 
fact, what's kind of cool about that is if you do a task 
inside the IIS management, you can actually say give 
me the script to that. 
 
Richard Campbell: Right.  I think that's an 
awesome capability because it just allows for 
everything scriptable.  Everything is repeatable.  But 
you don't have to learn PowerShell backwards and 
forwards.  You can have the scripts for them all. 
 
Clint Huffman: Right. 
 
Richard Campbell: And that makes for very 
repeatable processes.  Things are pretty good once 
you go that way.  So any common lists of mistakes?  I 
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mean we talked about mappings but things that you 
look for, things that you typically tune on an IIS7 box. 
 
Clint Huffman: Well, the mappings were 
definitely the number one thing.  As far as tuning, I 
find that I learned the most about an IIS7 Server when 
I look at the W3C logs. 
 
Richard Campbell: Sure. 
 
Clint Huffman: But for those who don't know 
what that is, that's every single request that comes 
into IIS is recorded.  No matter how small and 
insignificant, it's recorded in the IIS box.  They're 
called W3C logs and you can pick and choose what 
field that are in there. I like having them all. 
 
Richard Campbell: Yeah, because by default that's 
fairly restricted.  Do you tend to turn that up? 
 
Clint Huffman: I do, yeah.  Well, on IIS6 we 
were only missing about four fields.  That was the 
bytes coming in, the bytes going out, time taken, and I 
think one other one.  But I think time taken by far is 
my favorite, favorite property. 
 
Richard Campbell: Oh, yeah.  That talks about a 
useful sort.  Show me the pages that took a long time. 
 
Clint Huffman: Yeah.  What it measures is the 
time that we initially gets the request and then it 
measures the time that it takes to send out that 
request, the time of the last byte. 
 
Richard Campbell: But that's the time the last byte 
is leaving the server, not necessarily the time of the 
last byte arriving at the browser. 
 
Clint Huffman: True, true.  But it does account 
for, if it does take a long time to transfer that data to 
the end user then you can definitely tell that.  Like for 
one thing, I kind of cross reference how long did that 
take to execute these ASPX pages and then how long 
did it take the time taken field?  Because that kind of 
gives me an idea how long it's taking all the wire. 
 
Richard Campbell: Yeah. 
 
Clint Huffman: What a cross reference said if 
they're taking a long time to send data across the wire 
and if the processor isn't being overwhelmed, then I'm 
like, well, maybe you should consider compression 
because maybe you're sending your stuff as your 
bottleneck. 
 
Richard Campbell: Yeah.  If you've got the CPU 
resources leftover -- I mean I don't know if you've 
noticed but late generation machines, those 
processes really have very little to do and 
compression is trivial work for them. 
 

Clint Huffman: Oh, it is.  Yeah.  I mean to be 
honest with you, you've mentioned performance stuff 
and that's my favorite thing when I look at systems, 
but honestly most IIS Servers are just sitting there 
twiddling their thumb. 
 
Richard Campbell: Yeah.  They're waiting for other 
things. 
 
Clint Huffman: They are, yeah.  They're 
waiting on network resources.  They're waiting on 
database.  They're waiting on authentication or just 
something out there that they're waiting on. 
 
Richard Campbell: Yeah.  Generally IIS isn't the 
problem although the architecture of pages, the rule 
set put in place, you can really get into some nasty 
authentication tangles too that can slow things down 
in IIS. 
 
Clint Huffman: Oh, yeah.  Well, they seem to 
have realized that they're like wait a second, I'm 
logged in locally as the administrator of this box yet 
I'm getting access denied. 
 
Richard Campbell: Yeah. 
 
Clint Huffman: Yeah, you probably don't 
understand our work. 
 
Richard Campbell: Well, I think this is a really 
important point because you deal with these different 
layers of rules, the NTFS permissions on files versus 
the IIS permissions like they're not the same.  
 
Clint Huffman: They aren't.  As a matter of 
fact, you even get the request filtering on top of that, 
then you have sappy filters, and then you have your 
authorization rules.  I mean it's crazy. 
 
Richard Campbell: Right.  And then the firewall 
kicks in with support filtering, you can really struggle 
to understand why somebody can't get to something. 
 
Clint Huffman: Right, but there's help.   
 
Richard Campbell: Is there, Clint?  Because I'm 
pretty comfortable abandoning all hope here. 
 
Clint Huffman: You of little faith. 
 
Richard Campbell: Yes. 
 
Clint Huffman: Okay.   
 
Richard Campbell: Because ever since I gave up 
hope, I felt a lot better. 
 
Clint Huffman: Well, that's more __________ 
16:55.  She's always a pessimist so that she's 
always... 
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Richard Campbell: She's usually right and 
occasionally pleasantly surprised. 
 
Clint Huffman: Yeah, yeah.  She says it 
makes for a happy life because she's always a 
pessimist on everything. 
 
Richard Campbell: Well, you know, as an IT guy 
there's a fine line between cynicism and wisdom. 
 
Clint Huffman: Fair enough, yeah. 
 
Richard Campbell: Okay, we have total digression 
there.  I'm sorry. 
 
Clint Huffman: Yeah, I know.  I know.  But 
there were frustrating stuff.  So if you get access 
denied somewhere down the line, what's really cool is 
that there's field request tracing.  You simply put in a 
rule and they're saying, look, if it's the 500 error or 
some kind of access denied, go ahead and do a trace 
of that, set up this rule on this condition.  Once you do 
that, once you setup field request tracing, it is really 
easy to setup by the way.  You just click, click, click 
up to the Wizard and then enable and you're done. 
 
Richard Campbell: Right.  And this a feature of 
IIS7, right? 
 
Clint Huffman: Yeah.  This is a feature of IIS7.  
It's built into it.  You can always say not to install it 
because it's modular like that, but I recommend 
people have it.  So if you get access denied or you 
get 500 error or some kind of bad thing that happens, 
you just go to the directory in the file system that have 
these field request and you'll see some XML files and 
you double click on them and then they automatically 
render.  So they're actually rendered into HTML for 
you.  There you're double clicking them on the file 
system there and then you get this really, really cool 
report that actually shows you extreme detail of every 
single layer that it has gone through and how many 
milliseconds it took a process to do that.  Finally, if 
you get access denied, go to NTFS permissions and 
they'll tell you here's where we got access denied. 
 
Richard Campbell: Yeah.  You made it all down to 
that hole and that's where it barfed as opposed to you 
hit a request filter or you hit something in the 
execution path of ASP.EXE and aborted it.  Like there 
are so many possibilities there. 
 
Clint Huffman: Yeah, and they'll tell you where 
you got access denied. 
 
Richard Campbell: Sure. 
 
Clint Huffman: That this had a request filtering 
thing. 
 
Richard Campbell: Interesting.  What I find 
interesting around the tracing feature is it actually 

breaks out the time it took to do a lot of different 
things like your AD authentication. 
 
Clint Huffman: Yup. 
 
Richard Campbell: Even if request succeeds, I'd 
like to see those numbers. 
 
Clint Huffman: Yeah, it's good stuff. 
 
Richard Campbell: I'll definitely add a link to the 
show notes about tracing if you haven't used it before.  
It's on learniis.net.  
 
Clint Huffman: Oh, yeah. I have to say I have 
to post a call to that.  So when I was first learning 
IIS7, I bought a book and it was okay and then I just 
decided, well, what is out there?  And I found 
learniis.net and I'm like, wow, this is pretty cool mainly 
because they have videos like video training. 
 
Richard Campbell: Yeah, that walks you through 
setting stuff up piece-by-piece.  It's very clear.  It's a 
really well done site. 
 
Clint Huffman: Yeah.  I was asked to do, to 
come on site and then do/deliver IIS7 training to 
customers and I'm like, hey, why don't we just take a 
moment and watch a video.  I cheated a little bit by 
using that, but the point was I only did that once and 
the main reason was to show them that, look, this is a 
resource you can have when I'm not here. 
 
Richard Campbell: Sure.  Well, and it had a very 
interesting point to show how something is done and 
then to deal and talk through it too. 
 
Clint Huffman: Yeah. 
 
Richard Campbell: This section of RunAs Radio is 
sponsored by Secret Server, the password 
management software for IT admins.  Secret Server 
helps you manage local admin passwords and service 
accounts the right way.  Get your free 30-day trial for 
Secret Server at runasradio.com/secretserver. 
 
You know, over on the .NET Rocks! we do dnrTV 
where they're seeing things in screencast walking 
through how you do things and people used them.  
You watch that and then the discussion is the real 
value afterwards.  It's an interesting approach to it.  
So I love the tracing in IIS7.  I get the point around 
mapping.  So keep going.  Memory concerns, 
anything like that? 
 
Clint Huffman: Well, yeah.  I mean IIS has 
always been played with memory issues and it's really 
a function of bad code. 
 
Richard Campbell: Right. 
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Clint Huffman: It always comes down to code.  
But if you spend six months developing a Web 
application and you've already done the bulk of the 
investment, sometimes it's easier to just recycle the 
worker process.   
 
Richard Campbell: Right. 
 
Clint Huffman: Than to start over and get 
humiliated.  I mean IIS over the years is really, really 
accommodating to bad code so to speak anyway.  So 
there's a memory leak.  It's just, okay, if we reach a 
certain amount, go ahead and recycle.   
 
Richard Campbell: What is the default worker 
process recycle on IIS7? 
 
Clint Huffman: It's the same as IIS6.  If it is 
after so much time, then go ahead and do a recycle.   
 
Richard Campbell: What's the default?  Is it 23 
hours or 25 hours? 
 
Clint Huffman: Oh, something like -- that's big 
long number, I never really thought about... 
 
Richard Campbell: I just thought that it was very 
clever that it was not -- it was like one hour off of 24 
hours so that it would move every hour.   
 
Clint Huffman: Yeah, and you don't want that 
thing actually resetting on you right in the middle of 
the day. 
 
Richard Campbell: But it was one of those 
numbers where I thought that was a brilliant default 
number because if you make a PSS call and complain 
about weird behavior that shifts an hour a day, 
basically point it right at it's your default worker 
process recycle. 
 
Clint Huffman: Yeah, it actually looks like it's 
1,740 minutes.  So divided by 60, it's like 29 hours.   
 
Richard Campbell: Twenty-nine hours. 
 
Clint Huffman: Twenty-nine hours, yeah. 
 
Richard Campbell: All right.  Well, I mean there 
you go.  It's not exactly on the same time each day so 
that you don't have that weird thing stuck each day.  It 
shifts.  In IIS7 still the same thing.  You can turn it off. 
 
Clint Huffman: Oh, yeah.  Of course.  There 
are actually lots of features you can do to handle 
those events. 
 
Richard Campbell: Well, it gets back to this is why 
you shouldn't have your session in process right 
there. 
 

Clint Huffman: Oh, you mean as far as having 
your ASP session? 
 
Richard Campbell: Yeah. 
 
Clint Huffman: Well, there's also the ability to 
do what's called Web gardening where you basically 
in your application pool you really say, okay, instead 
of having one worker process per pool, I'm going to 
have several worker processes handling that Web 
application.  I do recommend that for some customers 
who have to frequently restart their session because 
basically it's load balancing between these two 
processes and sending out the request to them.  
What's nice about that especially if your application is 
highly sensitive to cache, if you simply restart your 
application in the middle of the day and it has to 
rebuild all these caches that it builds up, it might be 
better to have more than one worker process that 
way, hey, you build up the cache in two processes 
and now while the other one is recycle you have the 
other one that's still warm. 
 
Richard Campbell: Hey, you're talking about a 
different worker process but still on the same machine 
or you that you want to split across multiple 
machines? 
 
Clint Huffman: No, no, no.  This is the same 
physical Web Server, the same Web application 
except you have more than one process up on that 
box. 
 
Richard Campbell: Right.  And load balancing is 
automatic by IIS.  You don't do anything there. 
 
Clint Huffman: Right.  Yeah.  It just takes care 
of that.  Actually when you do a recycling, yes, you 
force that to recycle, it is actually doing that for you as 
you're bringing up another worker process while 
shutting the other one down. 
 
Richard Campbell: Right.  So it sort of minimizes 
the time.  But if you have more than one already 
running, then you caches are pre-populated and so 
forth.  That's a whole other level of discussion and 
certainly something I get into when I talk about Web 
Performance Tuning, that don't make your users 
populate your cache. 
 
Clint Huffman: Yeah. 
 
Richard Campbell: They populate themselves. 
 
Clint Huffman: Yeah.  One of the new features 
of IIS7 is that you can, after JIT compilation you 
initially -- JIT compilation is where -- Just-in-Time 
compilation and the first user is the guinea pig who 
gest the cache warm, gets everything compiled and 
stuff like that. So IIS7 has this ability to pre-JIT so that 
you don't have to wait for a user to actually initiate 
that. 
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Richard Campbell: Right.  Well, it does now.  I 
remember writing scripts for restarting Web Servers 
and then after waiting for the restart to finish, then we 
poke a page just to get the JIT going.   
 
Clint Huffman: Yeah, yeah.  It's actually pre-
JIT now which is kind of nice. 
 
Richard Campbell: And there's also events now 
that help you populate caching and so forth.  But even 
at high performance velocity, it's when you're not just 
dealing with restarts, this idea that when cache is 
expired you just throw them out and the next request 
will repopulate it.  With really high velocity sites, we 
ended up building new cache objects and swapping 
them... 
 
Clint Huffman: Oh, wow. 
 
Richard Campbell: So that you never wanted to 
user to hit anything other than cache. 
 
Clint Huffman: Yeah, yeah.  That's definitely 
true.  Well, speaking of cache, one of my customers I 
did health check on, they have this catalog that they 
publish every quarter and they're like, "Man, can you 
help us with this?  Because every quarter, our servers 
just get hit.  Our internet connection goes down.  I 
mean it's just what can you do to help with this?"   I'm 
like, "Oh, well, I've got to think really.  How often does 
thing, this catalog get updated?"  "Once a quarter 
only.  It never gets updated in any other time."  I'm 
like that's perfect.  And so I said have you heard of 
cache control?  And most people have.  So when I go 
inside I kind of bring this stuff I got from our 
customers.  The RFC at HTTP says you can do cache 
control headers.  What that means is that -- well, let 
me explain how Internet Explorer works first.  So 
Internet Explorer or actually any browser, every 
browser out there makes conditional cache request 
first and none the less conditional request.  Hey, do I 
have this resource already?  Headers will say either, 
no, you don't, and here it is.  Or, yes, you do, 304 not 
modified.  Use it from your local disk cache. 
 
Richard Campbell: Right. 
 
Clint Huffman: That's a real trivial request.  So 
most people ignore it and say okay, just leave the 
default like this.  But when you're dealing with 
thousands of connections that don't have this 
material, or one of the other thing was I was doing 
this, the customer is a military facility, and they were 
out to deploy down the field and the only thing they 
have is satellite link and it was taking seven days, like 
a minute-and-a-half for them to download the page at 
the website they're going to.  I'm like wow, and I did a 
real Fiddler Tool Trace, Fiddler Tool is awesome... 
 
Richard Campbell: Yes. 
 

Clint Huffman: In that little tool you can see 
the HTTP traffic really easily.  I'm like do you realize 
you're doing 150 round trips just to get that one page 
view? 
 
Richard Campbell: The download link on satellite 
is great, but the up link is shocking and the latency is 
devastating because satellites are long way away. 
 
Clint Huffman: Yes. 
 
Richard Campbell: I presume this was DSS which 
is actually a geostationary satellite. 
 
Clint Huffman: Yeah.  And the cost reallyis not 
so much that you're downloading this, the artifact or 
the website or J-tag files or JIT.  The cost is just 
simply asking for it, and that conversation is what cost 
you 500 milliseconds or more. 
 
Richard Campbell: Yeah.  Well, geostationary orbit 
is 22,600 miles away and that is 300 milliseconds at 
the speed of light each way. 
 
Clint Huffman: Wow.  Yeah.  So you can tell 
it's killing them. 
 
Richard Campbell: Yeah.  And it's just the round 
trips.  The bytes themselves are nothing.  It's the trip. 
 
Clint Huffman: Yeah, the trip alone is what 
cost.  So the cache control setting, this is true with 
any Web Server, it's HTTP 1.1 here, and all you've 
got to do is put in there.  This is actually an IIS7.  The 
feature here is under the HTTP Response Headers 
which I think is the bad place for it, but that's exactly 
what it is at the headers so I guess that makes sense, 
and there's an action called set common headers and 
basically it has this expire Web content and if all 
you've got to do is say expire after maybe five 
minutes or just soft and easy that you say and what 
happens is anytime the browser says okay, I see that 
I've got this Web page and it wants 30 different items 
that it needs to download for the Web Server, it will 
realize that if all these items are not expired then I'll 
just serve them straight from my hard drive.  Now the 
website looks extremely responsive because you 
made only a few requests versus like 150. 
 
Richard Campbell: And like I said this has nothing 
to do with IIS7 per se.  This is good old-fashion 
browser caching.   
 
Clint Huffman: This is, yeah, good old-fashion 
browser cache and good old-fashion HTTP 1.1 as far 
as the RFC.  Going back to the catalog, the catalog 
the customer had.  So not only can it do cache control 
in that fashion, that doesn't really help them because 
once the user downloads at once they're not probably 
going to ask for it again in that term. 
 
Richard Campbell: Right. 
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Clint Huffman: So another feature that's not 
exposed to you in the common headers of IIS7 but is 
part of the RFC is make the cache control public.  By 
doing that, you're basically telling all the proxy servers 
on the internet go ahead and cache this in your local 
cache so that anybody in your network who had to 
request this item you can actually serve it locally 
through your own network. 
 
Richard Campbell: Yeah.  And then now you're 
actually asking the internet itself to cache this for you, 
that you're allowed to cache for this long. 
 
Clint Huffman: Yeah.  And this is basically 
once you do that, I mean it's a non-issue as far as 
when the day hits. 
 
Richard Campbell: Sure.  It offloads an awful lot of 
traffic.  Because in the end the ISPs don't want that 
traffic either so if you can tell the, if you can basically 
publicly say this can be cached in the next three 
months, the ISP will grab it and everybody that 
request it from there won't go beyond the ISP. 
 
Clint Huffman: Right, right.  That's the whole 
idea of having proxy servers in the first place. 
 
Richard Campbell: Right. 
 
Clint Huffman: Just to save you on internet 
traffic and for things like this.  Now there is a bad 
thing with this and that is the little bean counters who 
are going to say how many downloads of our catalogs 
did we have? 
 
Richard Campbell: Right. 
 
Clint Huffman: Oh, my gosh, we had 90% less 
downloads of the catalog this year.  Here we go.  
They probably had more because of how fast it 
responded to them, to the end users. 
 
Richard Campbell: Yes.  
 
Clint Huffman: But they don't know that 
because the requests are now actually never coming 
in to you. 
 
Richard Campbell: Well, they have to learn to 
count it in different ways because the page is 
probably still requested, just not the big file. 
 
Clint Huffman: Correct, correct.  So the actual, 
the download page, the downloading catalog should 
have a calendar there on how many times that was hit 
to tell them that that they're going there to download. 
 
Richard Campbell: The other downside when you 
deal with that quarterly thing is typically right after you 
ship the new file is when you found out you made a 
mistake and you can't fix it for a quarter. 

 
Clint Huffman: Yeah, yeah.  That's the other 
bad thing about it unless you change the filename. 
 
Richard Campbell: Yeah, you need to change the 
filename. 
 
Clint Huffman: Yeah.  If you change the 
filename, that will get you around that.  Of course now 
you're talking about more administrative overhead. 
 
Richard Campbell: Yeah, this is a procedural 
element and this is generally true of browser caching 
as a whole.  I'm a big believer in browser caching if 
you have good procedures to always change the 
names of the static resources. 
 
Clint Huffman: Yup. 
 
Richard Campbell: Typically the very mathematical 
way, right?  And do that with some kind of calendar so 
that you know what the latest one is and you know the 
page has changed to the next one. 
 
Clint Huffman: Yeah.  But the end result after 
you've gone through and you figured out what's static 
content, that doesn't change off then and you've got 
to set it up that way.  It's amazingly fast on the 
website.  I mean people are like this can't be this fast.  
This is hot. 
 
Richard Campbell: This is not right.  But it is 
interesting how much the health and performance sort 
of goes together.  When you offloaded that work from 
that Web Server, suddenly it was a lot healthier.  It 
didn't get into those choking buried states. 
 
Clint Huffman: Well, let me clarify.  You 
actually weren't loading up the Web Server because 
Web Server is just hacking on to the File Server.  
What you do is alleviate the choke point of the initial 
network connectivity. 
 
Richard Campbell: But I mean when you bury a 
connection, it looks bad on the Web Server's side too 
because it ends up holding up these very long pages 
because it's waiting for the transfer.  I mean this gets 
back to your point about W3C logs, how long did it 
take to do the transfer versus how long it took to 
compute. 
 
Clint Huffman: Yeah.  I generate all kinds of 
statistics and I still use log parser.  It's a really old 
program, but it's old but goodie.  Microsoft Log Parser 
that is. 
 
Richard Campbell: Yeah. 
 
Clint Huffman: I just basically have my scripts 
that run through log parser, running through the W3C 
logs and generates all kinds of charts and graphs for 
me like the less frequently hit pages what once are -- 
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oh, and like the client IP addresses.  Which client IP 
addresses have been hit us the most? 
 
Richard Campbell: Right. 
 
Clint Huffman: I had a story with that, that it's 
this company and it has a huge, huge sale that was 
going on and their Web Servers got hit so hard from 
this new sales pitch thing that they had.  So they're all 
celebrating, "I love our new slogan and it's all great 
and our Web Server has gotten killed," and so they're 
kind of happy to have this problem.  So then I was 
like, well, you know.  But they're having a problem 
with performance and that's why they brought me in. 
 
Richard Campbell: But they're celebrating the fact 
that they were busy enough that at these matters. 
 
Clint Huffman: Yes, yes.  So I'm like great.  
Well, let me take a look at your logs.  And I looked at 
the W3C logs and then I'm like "You realize that about 
50% of your traffic is from a single IP address," and 
when I did a look-up on that it was from a college and 
this IP address isn't going anywhere.  It is only hitting 
your front page and it's not going any deeper than 
that. 
 
Richard Campbell: Right. 
 
Clint Huffman: So what you've got here guys 
is a case where some college guy or gal got a hold of 
a Web testing tool and hit your website. 
 
Richard Campbell: Over and over and over and 
over. 
 
Clint Huffman: And I'm like block that IP 
address if you can or you can do that in both an IIS 
and a firewall level of course. 
 
Richard Campbell: Yeah. 
 
Clint Huffman: I said block that IP address and 
you're going to alleviate and make your site 50% 
more efficient and faster just by blocking. 
 
Richard Campbell: Right.  And reduce your traffic 
number substantially at the same time. 
 
Clint Huffman: Yeah, yeah.  Well, of course 
you saw that IP address changes so... 
 
Richard Campbell: True enough. 
 
Clint Huffman: But the point is that it just 
amazes me how much information you can get from 
this W3C log... 
 
Richard Campbell: Sure. 
 
Clint Huffman: About what's there and I 
always find that people are amazed when they see 

the results that produced.  I'm like, well, you guys 
should be doing this on a regular basis. 
 
Richard Campbell: Yes, especially with good old-
fashion log parser. 
 
Clint Huffman: It's free, yeah. 
 
Richard Campbell: It's free. 
 
Clint Huffman: Yeah.  And has a bunch of 
examples on how to do it.  It's SQL, its language. 
 
Richard Campbell: Yeah.  They're simple to use.  
Well, Clint, I think we're about out of time.  You gave 
us some great things to look at so I will make sure all 
those links go on to the show.  I appreciate your 
insight into keeping IIS7 healthy. 
 
Carl Franklin: Oh, thanks for having me 
again.  I appreciate it. 
 
Richard Campbell: And we'll talk to you next week 
on RunAs Radio. 


