
 

 

 

 

 

 

 

ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING CATEGORIES 
OF USERS AND THE PURPOSES OF SUCH USES:
    In addition to those disclosures generally permitted under 5 U.S.
C. 
552a(b) of the Privacy Act, all or a portion of the records or 
information contained in this system may be disclosed outside DHS as a 
routine use pursuant to 5 U.S.C. 552a(b)(3) as follows:
    A. To appropriate Federal, state, local, tribal, or foreign 
governmental agencies or multilateral governmental organizations 
responsible for investigating or prosecuting the violations of, or for 
enforcing or implementing, a statute, rule, regulation, order, or 
license, where CBP believes the information would assist enforcement 
of 
civil or criminal laws or regulations;
    B. To a court, magistrate, or administrative tribunal in the 
course 
of presenting evidence, including disclosures to opposing counsel or 
witnesses in the course of civil discovery, litigation, or settlement 
negotiations, or in response to a subpoena, or in connection with 
criminal proceedings;
    C. To third parties during the course of a law enforcement 
investigation to the extent necessary to obtain information pertinent 
to the investigation, provided disclosure is appropriate to the proper 
performance
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of the official duties of the officer making the disclosure;
    D. To an agency, organization, or individual for the purposes of 
performing audit or oversight operations as authorized by law; but 
only 
such information as is necessary and relevant to such audit or 
oversight function.
    E. To a Congressional office, for the record of an individual in 
response to an inquiry from that Congressional office made at the 
request of the individual to whom the record pertains;
    F. To contractors, grantees, experts, consultants, students, and 
others performing or working on a contract, service, grant, 
cooperative 
agreement, or other assignment for the Federal government, when 
necessary to accomplish an agency function related to this system of 
records. Individuals provided information under this routine use are 
subject to the same Privacy Act requirements and limitations on 
disclosure as are applicable to DHS officers and employees;
    G. To an organization or individual in either the public or 
private 
sector, either foreign or domestic, where there is a reason to believe 
that the recipient is or could become the target of a particular 
terrorist activity or conspiracy, to the extent the information is 
relevant to the protection of life or property and disclosure is 
appropriate to the proper performance of the official duties of the 
person making the disclosure;
    H. To the United States Department of Justice (including United 
States Attorney offices) or other Federal agency conducting litigation 
or in proceedings before any court, adjudicative or administrative 
body, when it is necessary to the litigation and one of the following 
is a party to the litigation or has an interest in such litigation: 
(1) 
DHS, or (2) any employee of DHS in his/her official capacity, or (3) 
any employee of DHS in his/her individual capacity where DOJ or DHS 
has 
agreed to represent said employee, or (4) the United States or any 
agency thereof;
    I. To the National Archives and Records Administration or other 
Federal government agencies pursuant to records management inspections 
being conducted under the authority of 44 U.S.C. Sections 2904 and 
2906;
    J. To an appropriate Federal, state, local, tribal, foreign, or 



 

international agency, if the information is relevant and necessary to 
a 
requesting agency's decision concerning the hiring or retention of an 
individual, or issuance of a security clearance, license, contract, 
grant, or other benefit, or if the information is relevant and 
necessary to a DHS decision concerning the hiring or retention of an 
employee, the issuance of a security clearance, the reporting of an 
investigation of an employee, the letting of a contract, or the 
issuance of a license, grant or other benefit and when disclosure is 
appropriate to the proper performance of the official duties of the 
person making the request;
    K. To appropriate Federal, state, local, tribal, or foreign 
governmental agencies or multilateral governmental organizations, for 
purposes of assisting such agencies or organizations in preventing 
exposure to or transmission of a communicable or quarantinable disease 
or for combating other significant public health threats;
    L. To Federal and foreign government intelligence or 
counterterrorism agencies or components where CBP becomes aware of an 
indication of a threat or potential threat to national or 
international 
security, or where such use is to assist in anti-terrorism efforts and 
disclosure is appropriate to the proper performance of the official 
duties of the person making the disclosure;
    M. To appropriate Federal, state, local, tribal, or foreign 
governmental agencies or multilateral governmental organizations, 
under 
the terms of a memorandum of understanding or agreement, where CBP is 
aware of a need to utilize relevant data for purposes of testing new 
technology and systems designed to enhance border security or identify 
other violations of law;
    N. To appropriate agencies, entities, and persons when (1) It is 
suspected or confirmed that the security or confidentiality of 
information in the system of records has been compromised; (2) the 
Department has determined that as a result of the suspected or 
confirmed compromise there is a risk of harm to economic or property 
interests, identity theft or fraud, harm to the security or integrity 
of this system or other systems or programs (whether maintained by CBP 
or another agency or entity), or harm to the individual that rely upon 
the compromised information; and (3) the disclosure is made to such 
agencies, entities, and persons who are reasonably necessary to assist 
in connection with the CBP's efforts to respond to the suspected or 
confirmed compromise and prevent, minimize, or remedy such harm;
    O. To the news media and the public and as appropriate, when there 



 

exists a legitimate public interest in the disclosure of the 
information or when disclosure is necessary to preserve confidence in 
the integrity of or is necessary to demonstrate the accountability of 
officers, employees, or individuals covered by the system, except to 
the extent it is determined that release of the specific information 
in 
the context of a particular case would constitute an unwarranted 
invasion of personal privacy.

Disclosure to consumer reporting agencies:
    None.

 

 

 

 

 

 

 

 

 

 

 




