
Chapter 3: The Data Link Layer 
 

3.1 Data Link Layer Design Issues 

 
-The data link layer uses the services of the physical layer to send and receive bits over communication 
channels. It has a number of functions such as providing a well defined service interface to the network 
layer, dealing with transmission errors, and regulating the flow of data so that slow receivers are not 
swamped by fast senders. 
Frames: the data link layer takes the packets it gets from the network layer and encapsulates them into 
frames for transmission. Each frame contains a frame header, a payload field for holding the packet, and 
a frame trailer. Frame management forms the heart of what the data link does. 
 
3.1.1: Services Provided to the Network Layer 

 
Unacknowledged Connectionless Service: consists of having the source machine send independent 
frames to the destination machine without have the destination machine acknowledge them. Ethernet 
is an example. No logical connection is established beforehand or afterward. If a frame is lose due to 
noise on the line, no attempt is made to detect the loss or recover from it in the data link layer. This is 
appropriate when the error rate is very low, so recovery is left to higher layers. 
Acknowledged Connectionless Service: there are no logical connections used; each frame sent is 
individually acknowledged. The sender knows whether a frame has arrived correctly or has been lost. It 
if has not arrived within a specified time interval, it can be sent again. (Good for using in unreliable 
networks such as WiFi) 
Connection Oriented Service: the source and destination machines establish a connection before any 
data are transferred. Each frame sent over the connection is numbered, and it guarantees that each 
frame is received exactly once and that all frames are received in the right order. It this provides the 
network layer processes with the equivalent of a reliable bit stream. 
 
 



Phases 

 First Phase: connection is established by having both sides initialize variables and counters 
needed to keep track of which frames have been received and which ones have not.  

 Second Phase: one or more frames are actually transmitted 

 Third Phase: the connection is released, freeing up the variables, buffers, and other resources 
used to maintain the connection 

 
3.1.2: Framing 
-What the physical layer does is accept a raw bit stream and attempt to deliver it to the destination. If 
the channel is noisy, the physical layer will add some redundancy to its signals to reduce the bit error 
rate to a tolerable level. However, the bit stream received by the data link later is not guaranteed to be 
error free. Some bits have different values and the numbers of bits received may be out of order. 
 
-The usual approach is for the data link layer to break up the bit stream into discrete frames, compute a 
short token called a checksum for each frame, and include the checksum in the frame when it is 
transmitted. When a frame arrives at the destination, the checksum is recomputed. If the newly 
computed checksum is different from the one contained in the frame, the data link layers knows that an 
error has occurred. 
 
Four Methods of Breaking up Bit Streams 
1: Byte Count 

 
-use a field in the header to specify the number of bytes in the frame. When the data link layer at the 
destination sees the byte count, it knows how many byes follow and hence where the frame ends. The 
disadvantages are that the count can be garbled by transmission errors. 
 
2: Flag Bytes with Byte Stuffing 

 



-gets around the problem of resynchronization after an error by having each frame start and end with 
special bytes. Often the same byte, called the flag byte, is used as both the starting and ending delimiter. 
The disadvantages are that it may happen that the flag byte occurs in the data; this situation would 
interfere with the framing.  
Byte Stuffing: The solution is to have the sender’s data link layer insert a special escape byte (ESC) just 
before each “accidental” flag byte in the data. Thus, a framing flag byte can be distinguished from one in 
the data by the absence or presence of an escape byte before it. The data link layer on the receiving end 
moves the escape byte before giving data to the network layer.  
 
3: Flag Bits with Bit Stuffing 

 
-framing can also be done at a bit level, so frames can contain an arbitrary number of bits made up of 
units of any size. Each frame begins and ends with a special bit pattern, 01111110 or 07E in hexadecimal. 
This pattern is a flag byte.  
Bit Stuffing: whenever the sender’s data link layer encounters five consecutive 1’s in the data, it 
automatically stuffs a 0 bit into the outgoing stream. When the receiver sees five consecutive incoming 
1 bits, following by a 0 bit, it automatically destuffs (delete) the 0 bit. 
 
-With bit stuffing, the boundary between two frames can be unambiguously recognized by the flag 
pattern. Thus, if the receiver loses track of where it is, all it has to do is scan the input for flag sequences, 
since they can only occur at frame boundaries and never within data. 
Disadvantages of Byte/Bit Stuffing: the length of a frame now depends on the contents of the data it 
carries 
 
4: Physical Layer Coding Violations 
-use the short cut from the physical layer by using some reserved signals to indicate the start and end of 
frames because encoding bits as signals often includes redundancy to help the receiver. This redundancy 
means that some signals will not occur in regular data.  
 
3.1.3: Error Control 
-The usual way to ensure reliable delivery is to provide the sender with some feedback about what is 
happening at the other end of the line. Typically, the protocol calls for the receiver to send back special 
control frames bearing positive or negative acknowledgements about the incoming frames.  
 
Complication: comes from the possibility that hardware troubles may cause a frame to vanish 
completely (noise burst). The receiver will not react at all, since it has no reason to  
Solution: dealt with by introducing times into the data link layer. When the sender transmits a frame, it 
generally also starts a timer. The timer is set to expire after an interval long enough for the frame to 
reach the destination, be processed, and have the acknowledgement propagate back to the sender. If it 
gets there on time, the timer will be cancelled. However, if either the frame or the acknowledgement is 
lost, the time will go off, alerting the sender to a potential problem. If you transmit the frame again, 
there is a danger that the receiver will accept the same frame two or more times and pass it to the 



network layer more than once. Therefore, it is necessary to assign sequence numbers to outgoing 
frames, so that the receiver can distinguish retransmissions from the originals. 
 
 
 
3.1.4: Flow Control 
When a sender that wants to transmit frames faster than the receiver can accept them, you can: 

1. Feedback-based Flow Control: the receiver sends back information to the sender giving it 
permission to send more data, or at least telling the sender how the receiver is doing 

2. Rate-based Flow Control: the protocol has a built in mechanism that limits the rate at which 
sends may transmit data, without using feedback from the used 

 
3.2 Error Detection and Correction 
Network designers have developed two basic strategies to deal with errors: 
Error Correcting: include enough redundant information to enable the receiver to deduce what the 
transmitted data must have been (Forward Error Correction, FEC) 
Error Detecting: include only enough redundancy to allow the receiver to deduce that an error has 
occurred (but not which error) and have it request a retransmission 
 
-On channels that are highly reliable such as fiber, it is cheaper to use an error detecting code and just 
retransmit the occasional block found to be faulty 
-On channels such as wireless links that make many errors, it is better to add redundancy to each block 
so that the receiver is able to figure out what the originally transmitted block was. 
 
Errors are caused by:  
-Extreme values of thermal noise that overwhelm the signal briefly; giving rise to single bit errors. The 
advantages  
-Errors tend to come in bursts rather than singly. The advantages are that computer data are always 
sent in blocks of bits. The disadvantage of bursts is that when they do occur they are much harder to 
correct then isolated errors. 
Erasure Channel: the location of an error will be known, perhaps because the physical layer received an 
analog signal that was far from the expected value for a 0 or a 1 and declared the bit to be lost 
 
3.2.1: Error Correcting Codes 
-All of the error correcting codes adds redundancy to the information that is sent. A frame consists of m 
data (message) bits and r redundant (check) bits.  
Block Code: the r check bits are computed solely as a function of the m data bits with which they are 
associated, as if the m bits were looked up in a large table to find their corresponding r check bits. 
Systematic Code: the m data bits are sent directly, along with the check bits, rather than being encoded 
themselves before they are sent. 
Linear Code: the r check bits are computed as a linear function of the m data bits 
Exclusive OR (XOR)/Modulo 2: encoding can be done with operations such as matrix multiplications or 
simple logic circuits 
Codeword: an n-bit unit containing data and check bits 
Code Rate: is the fraction of the codeword that carries information that is not redundant, or m/n. They 
might be ½ for a noisy channel, in which case half of the received information is redundant 



Hamming Distance: the number of bit positions in which two code words differ; its significance is that if 
two code words are a Hamming distance d apart, it will require d single-bit errors to convert one into 
the other. 
-Given the algorithm for computing the check bits, it is possible to construct a complete list of the legal 
code words, and from this list to find the two code words with the smallest Hamming distance. This 
distance is the Hamming distance of the complete code. 
 
-It is the sparseness with which the message is embedded in the space of code words that allows the 
receiver to detect and correct errors. When a receiver sees an illegal codeword, it can tell that a 
transmission error has occurred. 
-The task of decoding by finding the legal codeword that is closet the received codeword can be done by 
inspection but it is very time consuming. 
 
1. Hamming Codes 

 
Hamming Codes: the bits of the codeword are numbered consecutively, starting with bit 1 at the left 
end, bit 2 to its immediate right, and so on; the bits that are powers of 2 are check bits. The rest are 
filled up with the m data bits. 
 
-The reason for the very careful numbering of message and check bits is because when a codeword 
arrives, the receiver redoes the check bit computations including the values of the received check bits 
which are called check results. If the check bits are correct then, for even parity sums, each check result 
should be zero in which the codeword is accepted as valid 
 
-If the check results are not all zero, an error has been detected. The set of check results forms the error 
syndrome that is used to pinpoint and correct the errors. 
-Hamming distances are valuable for understanding block codes, and Hamming codes are used in error-
correcting memory. However, most networks use stronger codes 
 
2.  Binary Convolutional Code (not a block code) 
Convolutional Code: an encoder processes a sequence of input bits and generates a sequence of output 
bits. The output depends on the current and previous input bits. That is, the encoder has a memory. 
Convolutional codes are specified in terms of their rate and constraint length 
Constraint Length: the number of previous bits on which the output depends on 
 -They are widely used in deployed network such as GSM mobile system, 802.11 
-Since 1 input bit produces 2 output bits, the code rate is ½. It is not systematic since none of the output 
bits is simply the input bits. The internal state is kept in 6 memory registers. Each time another bit is 
input the values in the registers are shifted to the right. 
-A Convolutional code is decoded by finding the sequence of input bits that is most likely to have 
produced the observed sequence of output bits (includes errors). The input sequence requiring the 
fewest errors at the end is the most likely message 
Soft Decision Decoding: this code has been popular because it is easy to factor the uncertainty of a bit 
being a 0 or a 1 in the decoding.  



Hard Decision Decoding: deciding whether each bit is a 0 or a 1 before subsequent error correction 
 
3: Reed-Solomon Code 
Reed Solomon Code: are linear block codes and are systematic. Unlike Hamming codes, which operate 
on individual bits, Reed codes operate on m bit symbols.  
-This code is based on the fact that every n degree polynomial is uniquely determined by n + 1 points. 
Extra points on the same line are redundant, which is helpful for error correction.  
-Are widely used in practice because of their strong error correction properties in burst errors. (DSL, 
satellite communication, CDs, DVDs) 
-Because they are based on m bit symbols, a single bit error and an m bit burst error are both treated as 
one symbol error. 
 
-Reed-Solomon is often used in combination with other error codes such as Convolutional code. 
Convolutional codes are effective at handling isolated bit errors, but they will fail with burst of errors if 
there are too many errors in the received bit stream. By adding Reed Solomon code within the 
Convolutional code, the Reed Solomon decoding can mop up the error bursts. 
 
4: Low Density Parity Check (LDPC) 
LDPC: are linear block codes; each output bit is formed from only a fraction of the input bits. This leads 
to a matrix representation of the code that has a low density of 1s. The received codeword are decoded 
with an approximation algorithm that iteratively improves on a best fit of the received data to a legal 
codeword that corrects the error. 
-This code is practical for large block sizes and has excellent error correction abilities that outperform 
many other codes. They are part of the standard for digital video broadcasting, 802.11. 
 
3.2.2: Error Detecting Codes 
 
1: Parity 
-a single parity bit is appended to the data. The parity bit is chosen so that the number of 1 bits in the 
codeword is even (or odd). Doing this is equivalent to computing the (even) parity bits as XOR of the 
data bits. This means it can detect single error bits 
-One difficulty is that a single parity bit can only reliably detect a single bit error in the block. If the block 
is badly garbled by a long burst error, the probability that the error will be detected id only 0.5 

 
Interleaving: To improve protection against burst errors, we can compute the parity bits over the data in 
a different order than the order in which the data bits are transmitted. It is a general technique to 
convert a code that detects (or corrects) isolated error into a code that detects (or corrects) burst errors.  
 
 



 
2: Checksum 
Checksum: is often used to mean a group of check bits associated with a message, regardless of how it is 
calculated (a group of parity bits is one example of checksum).  
-Stronger checksums are based on a running sum of the data bits of the message. The checksum is 
usually placed at the end of the message, as the complement of the sum function. This way, errors may 
be detected by summing the entire received codeword, both data bits and checksum. If the results come 
out to zero, no error has been detected. 
The Internet Checksum: is computed in one’s complement arithmetic, in which a negative number is the 
bitwise complement of its positive counterpart. This is efficient and simple but provides a weak 
protection in some cases because it is a simple sum. It does not detect the deletion or addition of zero 
data, nor swapping parts of the message, and against message splices in which parts of two packets are 
put together. This may result in buggy hardware 
Fletcher’s Checksum: is better because it includes a positional component, adding the product of the 
data and its position to the running sum which provides stronger detection of changes in position of 
data 
 
3: Cyclic Redundancy Check (CRC)/Polynomial Code 
-this is a stronger code 
Polynomial Code: are based upon treating bit strings as representations of polynomials with coefficients 
of 0 and 1 only. 
- When the polynomial code is employed, the sender and receiver must agree upon a generator 
polynomial G(x), in advance. Both the high and low order bits of the generator must be 1. To compute 
the CRC for some frame with m bits corresponding to the polynomial M(x), the frame must be longer 
than the generator polynomial. The idea is to append a CRC to the end of the frame in such a way that 
the polynomial represented by the check summed frame is divisional by G(x). When the receiver gets 
back the check summed frame, it tries dividing it by G(x). If there is a remainder, there has been a 
transmission error.  
 

3.3 Elementary Data Link Protocol 

 
-The physical layer process and some of the data link layer process run on dedicate hardware called a 
Network Interface Card (NIC). The rest of the link layer process and the network layer process run on 
the main CPU as part of the OS, with the software for the link layer process often taking the form of a 
device driver.  
Assumption: machine A wants to send a long stream of data to machine B using a reliable, connection 
oriented service. A is assumed to have an infinite supply of data ready to send and never has to wait for 
data to be produced. A’s data link layer asks for data, the network layer is always able to comply. 
Machines do not crash. Data link layer, the packet passed across the interface to it from the network 
layer is pure data, whose every bit is to be delivered to the destination network layer. 



 
-When the data link layer accepts a packet, it encapsulates the packet in a frame by adding a data link 
header and trailer to it. Thus, a frame consist of an embedded packet, some control information in the 
header, and a checksum in the trailer. The frame is then transmitted to the data link layer on the other 
machine. Procedures such as “to_physical_layer” compute and append or check the checksum so that 
we do not need to worry about it as part of the protocols. 
 
-Initially, the receiver sits around for something to happen by “wait_for_event”, this procedure only 
returns when something has happened such a frame has arrived. Upon return, the variable event tells 
what happened. In realist situation, the data link layer will not sit in a tight loop waiting for an event, it 
will receive an interrupt that will cause it to stop whatever it is doing and go handle the incoming frame 
 
-When a frame arrives at the receiver, the checksum is recomputed. If the checksum in the frame is 
incorrect (transmission error), the data link layer is informed. If the inbound frame arrived undamaged, 
the data link layer is also informed of its arrival so it can acquire the frame for inspection using 
“from_physical_layer”. As soon as the receiving data link layer has acquired the undamaged frame, it 
checks the control information in the header and if everything is okay, passes the packet portion into 
the network layer. Frame headers are not given to the network layer.  
 
Frame is composed of Four Fields: (collectively the Frame Header) 
kind field: tells whether there are any data in the frame, because some of the protocols distinguish 
frames containing only information from those containing data as well 
seq and ack fields: used for sequence numbers and acknowledgements 
info field: contains a single packet 
Relationship between a Packet and a Frame: The network layer builds a packet by taking a message from 
the transport layer and adding the network layer header to it. This packet is passed to the data link layer 
for inclusion in the info field of an outgoing frame. When the frame arrives at the destination, the data 
link layer extracts the packet from the frame and passes it to the network layer.  
 
-In order to recover loss of frames, the sending data link layer must start an internal timer or clock when 
it sends a frame. If no reply has been received within a certain predetermined time interval, the clock 
times out and the data link layer receives an interrupt signal 
 
-Procedures “enable and disable network layer” are used. When the data link layer enables the network 
layer, the network layer is permitted to interrupt when it has a packet to be sent. It prevents the 
network layer from swamping it with packets for which it has no buffer space. 
 
3.3.1: Utopian Simplex Protocol 
Protocol 1 (Utopia): provides for data transmission in one direction only, from sender to receiver. The 
communication channel is assumed to be error free and the receiver is assumed to be process all the 
input infinitely quickly. Consequently, the sender just sits in a loop pumping data onto the line as fast as 
it can. 
-This is unrealistic because it does not handle either flow control or error correction. Its processing is 
close to that of an unacknowledged connectionless service that relies on higher layers to solve these 
problems. 
 
 
 



 
3.3.2: A Simplex Stop-and-Wait Protocol for Error Free Channel 
Protocol 2 (Stop and Wait): also provides for a one-directional flow of data from sender to receiver. The 
communication channel is once again assumed to be error free, as in Protocol 1. However, this time the 
receiver has only a finite buffer capacity and a finite processing speed, so the protocol must explicitly 
prevent the sender from flooding the receiver with data faster than it can handle. 
Stop and Wait: protocols in which the sender sends one frame and then waits for acknowledgement 
before proceeding 
-This protocol entails a strict alternation of slow which the sender sends another frame, receiver sends, 
sender sends, etc 
Flow Control Protocol: a possible solution, have the receiver provide feedback to sender. After having 
passed a packet to its network layer, the receiver sends an acknowledgement frame back to the sender 
which gives the sender the permission to transmit the next frame.  
Difference from Protocol 1: The sender must wait until an acknowledgement frame arrives before 
looping back and fetching the next packet from the network layer.  
 
 
3.3.3: A Simplex Stop-and-Wait Protocol for a Noisy Channel 
Assumption: if a frame is damaged in transit or lost 
Solution: have the sender put a sequence number in the header of each frame it sends. The receiver can 
check the sequence number of each arriving frame to see if it is a new frame or a duplicate to be 
discarded 
-There is a 1-bit sequence number (0 or 1). At each instant of time, the receiver expects a particular 
sequence number next. When a frame containing the correct sequence number arrives, it is accepted 
and passed to the network layer, then acknowledged. Then the expected sequence number is 
incremented modulo 2 (0 becomes 1 and 1 becomes 0). Any arriving frame containing the wrong 
sequence number is rejected as a duplicate.  
 
Automatic Repeat request (APQ): protocols in which the sender waits for a positive acknowledgement 
before advancing to the next data item also known as PAR (Positive Acknowledgement with 
Retransmission) 
Protocol 3: differs from the other protocols in that both sender and receiver have a variable whose 
value is remembered while the data link layer is in the wait state. The sender remembers the sequence 
number of the next frame to send in, the receiver remembers the sequence number of the next frame 
expected. Each protocol has a short initialization phase before entering the infinite loop. 
 
-After transmitting a frame, the sender starts the timer. If it was already running, it will be reset to allow 
full interval. Only when the interval has elapsed is it safe to assume that either the transmitted frame or 
its acknowledgement has been lost, and to send a duplicate.  
The sender waits for something to happen: 
 1. Acknowledgement frame arrives undamaged; the sender fetches the next packer from its network 
layer and puts it in the buffer, overwriting the previous packet. 
 2. A damaged acknowledgement frame staggers in or the timer expires; neither the buffer nor the 
sequence number is changed so that a duplicate can be sent.  
-When a valid frame arrives at the receiver, its sequence number is checked to see if it’s a duplicate. If 
not, it is accepted.  
 
 



 
 
3.4 Sliding Windows Protocols 

 
Protocol 4: Sliding Window is bidirectional  
 
Piggybacking:  when a data frame arrives, instead of immediately sending a separate control frame, the 
receiver restrains itself and waits until the network layer passes it to the next packet. The 
acknowledgement is attached to the outgoing data frame (using the ack field in the frame header. The 
acknowledgement gets a free ride on the next outgoing data frame. The technique of temporarily 
delaying outgoing acknowledgements so they can be hooked onto the next out going data frame is 
piggybacking 
Advantages: better use of available channel bandwidth; the ack field in the frame header costs only a 
few bits whereas a separate frame would need a header, the acknowledgement, and a checksum. Fewer 
frames are sent generally means a lighter processing load at the receiver.  
Disadvantages: How long should the data link layer wait for packet onto which to piggyback the 
acknowledgement? If the data link layer waits longer than the sender’s timeout period, the frame will be 
retransmitted, defeating the whole purpose of having acknowledgements.  
Solution: The data link layer must resort to waiting a fixed number of milliseconds. If a new packet 
arrives quickly, the acknowledgement is piggybacked onto it. If no new packet has arrived by the end of 
this time period, the data link layer just sends a separate acknowledgement frame 
Sliding Window Protocols: at any instant of time, the sender maintains a set of sequence numbers 
corresponding to frames it is permitted to send. These frames fall within the sending window. The 
receiver maintains a receiving window corresponding to the set of frames it is permitted to accept. 
 
-This protocol gives the data link layer more freedom about the order in which it may send and receive 
frame, but it must deliver packets to the destination network layer in the same order they were passed 
to the data link layer on the sending machine. 
-Since frame’s currently within the sender’s window many be lost or damaged in transit, the sender 
must keep all of these frames in its memory for possible transmission. If the window grows to its 
maximum size, the sending data link layer most shut off the network layer until another buffer frees. 
-The receiving data link layer window corresponds to the frames it may accept. Any frame falling within 
the window is put in the receiver’s buffer. When a frame whose sequence number is equal to the lower 
edge of the window is received, it is passed to the network layer and the window is rotated by one. Any 
frame falling outside the window is discarded. A subsequent acknowledgement is generated so that the 
sender may work out how to proceed.  



-Unlike the sender’s window, the receiver window always remain at its initial size, rotating as the next 
frame is accepted and delivered to the network layer 
 
3.4.1: A One Bit Sliding Window Protocol 

 
Part (a): If B waits for A’s first frame before sending one of its own. Each frame arrival brings a new 
packet for the network layer; there are no duplicates. 
Part (b): If A and B simultaneously initiate communication, their first frames cross, and the data link 
layers gets into a situation. Half of the frames contain duplicates, even though there are no transmission 
errors 
 
3.4.2: A Protocol using Go-Back-N 
Protocol 5: (Go-back-n): allows multiple outstanding frames. The sender may transmit up to MAX_SEQ 
frames without waiting for an ack. In addition, unlike in the previous protocols, the network layer is not 
assumed to have a new packet all the time. Instead, the network layer causes a network_layer_ready 
event when there is a packet to sent 
-Efficiency is lost when transmission time from sender to receiver takes a while 
Consequence: of the rule of requiring the sender to wait for an acknowledgement before sending 
another frame. The solution lies in allowing the sender to transmit up to w frames before blocking, 
instead of just 1. With a large enough choice of w the sender will be able to continuously transmit 
frames since the acknowledgements will arrive for previous frames before the window becomes full, 
preventing the sender from blocking 
 
-to find an appropriate value for w we need to know how many frames can fit inside the channel as they 
propagate from sender to receiver. This is determined by the bandwidth in bits/sec multiplied by the 
one way transit time (bandwidth delay product) 
Pipelining: keeping multiple frames in flight; problem with this is what if a frame in the middle of a long 
stream is damaged or lost? Large number of succeeding frames will arrive at the receiver before the 
sender even finds out that anything is wrong. When a damaged frame arrives at the receiver, it should 
be discarded, but what should the receiver do with all the correct frames following it? 
 
Two Options: 

1) Go-Back-n: is for the receiver simply to discard all subsequent frames, sending no 
acknowledgements for the discarded frames. The data link layer refuses to accept any frame 
except the next one it must give to the network layer. If the sender’s window fills up before the 
timer runs out, the pipeline will begin to empty. Eventually, the sender will time out and 
retransmit all unacknowledged frames in order, started with the damaged/lost one. (this can 



waste a lot of bandwidth if the error rate is high). Works well if errors are rate, but if the line is 
poor it wastes a lot of bandwidth on retransmitted frames 

2) Selective Repeat: a bad frame that is received is discarded, but any good frames received after 
it are accepted and buffered. When the sender times out, only the oldest unacknowledged 
frame is retransmitted. If that frame arrives correctly, the receiver can deliver to the network 
layer, in sequence, all the frames it had buffered.  
-Selective Repeat is often combined with having the receiver send a negative acknowledgement 
(NAK) when it detects an error. NAKs stimulate retransmission before the corresponding timer 
expires and thus improves performance 
 

Cumulative Acknowledgement: since a sender may have to retransmit all the unacknowledged frames 
at a future time, it must hang on to all transmitted frames until it knows for sure that they have been 
accepted by the receiver. When an acknowledgement comes in for the frame n, frames n-1, n-2, and so 
on are also automatically acknowledged. This is very important when some of the previous 
acknowledgements bearing frames were lost. Whenever any ack comes in, the data link layer checks to 
see if any buffers can now be released. If buffers can be released, a previously blocked network layer 
can now be allowed to cause more network_layer_ready events. 
 
-Protocol 5 has multiple outstanding frames; it needs multiple times, one per outstanding frame.  All of 
these timers can be simulated in software using a single hardware clock that causes interrupts 
periodically.  The pending timeouts form a linked list, with each node of the list containing the number 
of clock ticks until the timer expires, the frame being times, and a pointer to the next node. 
 
3.4.3: A Protocol Using Selective Repeat 

 
Protocol 6 (Selective Repeat): accepts frames out of order but passes packets to the network layer in 
order. Associated with each outstanding frame is a timer. When the timer expires, only that frame is 
retransmitted, not all the outstanding frames, as in protocol 5 
 
-Both sender and receiver maintain a window of outstanding and acceptable sequence numbers. The 
sender’s window size starts out at 0 and grows to some predefined maximum. The receiver’s window is 
always fixed in size and equal to the predetermined maximum. The receiver has a buffer reserved for 
each sequence number within its fixed window. Associated with each buffer is a bit (arrived) telling 
whether the buffer is full or empty. Whenever a frame arrives, its sequence number is checked by the 
function between to see if it falls within the window. If so, it is accepted and stored.  
 
Problem: after a receiver advanced its window, the new range of valid sequence number overlapped the 
old ones. The following batch of frames might be either duplicates (if all the acknowledgements were 
lost) or new ones (if all of the ack was received). The receiver has no way of distinguishing. 
Solution: to ensure there is no overlap, the maximum window size should be at most half of the range of 
the sequence numbers 



-The number of buffers needed is equal to the window size not the range of sequence numbers 
-The number of timers needed is equal to the number of buffers, not to the size of the sequence space. 
A timer is associated with each buffer. When the timer runs out, the contents of the buffer are 
retransmitted.  
-Protocol 6 deals with errors by using NAK. Whenever the receiver has reason to suspect that an error 
has occurred, it sends a negative acknowledgement (NAK) frame back to the sender. Such a frame is a 
request for retransmission of the frame specified in the NAK. Receiver should be suspicious when a 
damaged frame arrives or a frame other than the expected one arrives. 
 

3.5 Example Data Link Protocols 
-Examine the data link protocols found on point-to-point lines in the Internet 
1: SONET: when packets are sent over SONET optical fiber in WANs. These links are widely used to 
connect routers in the different locations of an ISP networks 
2: ADSL: links running on the local loop of the telephone network at the edge of the Internet. These links 
connect millions of individuals and businesses to the Internet. 
PPP (Point-to-Point Protocol): is a standard protocol that is used to send packets over these links 
 
3.5.1: Packet over SONET 

 
SONET: is the physical layer protocol that is most commonly used over the wide area optical fiber links 
that make up the back bone of communications networks including telephone systems. It provides a bit 
stream that runs at a well defined rate. 
-To carry packets across these links, some framing mechanism is needed to distinguish occasional 
packets from the continuous bit stream in which they are transported. PPP runs on IP routers to prove 
this mechanism. 
PPP provides 3 Mains Features: 

1) A framing method that unambiguously delineates the end of one frame and the start of the next 
one which also handles error detection 

2) Link Control Protocol (LCP): A link control protocol for bringing lines up, testing them, 
negotiating options, and bringing them down again gracefully when they are no longer needed 

3) A way to negotiate network layer option in a way that is independent of the network layer 
protocol to be used.  The method chosen is to have a different NCP (Network Control Protocol) 
for each network layer supported. 
 

High Level Data Link Control (HDLC): a frame format that PPP resembles 
-PPP is byte oriented and uses byte stuffing and all frames are integral number of bytes. In HDLC, it is bit 
oriented and uses bit stuffing and allows frames of 30.25 bytes. 
-All PPP frames begin with the standard HDLC flag byte of 0x7E (01111110) which is stuffed if it occurs 
within the Payload field using the escape byte 0x7D. The following byte is the escaped byte XORed with 
0x20, which flips the 5th bit. The start and end of frames can be searched for simply by scanning for the 



byte 0x7E since it will not occur elsewhere. The destuffing rule when receiving a frame is to look for 
0x7D, remove it, and XOR the following byte with 0x20. Only one flag byte is needed between frames. 
 

 
 

-After the start-of frame comes the Address field which is always set to the binary value of 11111111 to 
indicate that all stations are to accept the frame.  
-The Address field is followed by the Control field, the default value of which is 00000011 which 
indicates an unnumbered frame. 
-Next is the Protocol field, which tells what kind packet is in the Payload field. Codes starting with 0 bit 
are defined for IP version 4,6, and other network layer protocols such as IPX. Codes starting with 1 bit 
are used for PPP configuration protocols. 
-After the Payload field comes the Checksum field, which is normally 4 bytes since this is the primary 
means of detecting transmission error over the physical, link, and network layers. 
 

 
 

-Before PPP frames can be carried over SONET lines, the PPP link must be established and configured. 
The link starts in the DEAD state which means that there is no connection at the physical layer. When a 
connection is established, the link moves to ESTABLISHED. At this point, the PPP peers exchange a series 
of LCP packets, each carried in the Payload field of a PPP frame, to select the PPP operations for the link. 
The initiating peer proposes options, and the responding peer either accepts or rejects them, in whole 
or in part.  
-If LCP negotiation is successful, the link reaches AUTHENTICATE state. The two parties can check each 
other’s identities. If authentication is successful, the NETWORK state is entered and a series of NCP 
packets are sent to configure the network layer (For IP, the assignment of IP addresses in both ends of 
the link is most important). Once OPEN is reached, data transport can take place. It is in this state that IP 
packets are carried in PPP frames across the SONET line. When data transport is finished, the link movies 
into the TERMINATE state, and moves back to the DEAD state when the physical layer connection is 
dropped. 
 
 
 
 
 



3.5.2: ADSL (Asymmetric Digital Subscriber Loop) 
 

 
-Inside the home, a computer sends IP packets to the DSL modem using a link layer like Ethernet. The 
DSL modem then sends the IP packets over the local loop to the DSLAM using the protocols were about 
to study. At the DSLAM, the IP packets are extracted and enter an ISP network so that they may reach 
any destination on the Internet. 
-The protocols start at the bottom of the ADSL physical layer; they are based on digital modulation 
scheme called Orthogonal Frequency Division Multiplexing. Near the top of the stack, is PPP which is the 
same protocol we have studied for SONET. 
 
-In between ADSL and PPP are ATM and AAL5 which are new protocols that we have not seen before. 
Asynchronous Transfer Mode (ATM): is a link layer that is based on the transmission of a fixed-length 
cell of information. The asynchronous means that the cells do not always need to be sent in the way that 
bits are continuously send over synchronous lines as in SONET. Cells only need to be sent when there is 
information to carry. ATM is a connection oriented technology. Each cell carries a virtual circuit 
identified in its header and devices use this identified to forward cells along the paths of established 
connections. 
 
-By using small cells, ATM can flexibly divide the bandwidth of a physical layer link among different users 
in fine slices. This ability is useful when sending both voice and data over one link without having long 
data packets that would care large variations in the delay of the voice samples. To send data over an 
ATM network, it needs to be mapped into a sequence of cells. This mapping is done with an ATM 
adaptation layer in processes called segmentation and reassembly. Main one is AAL5. 
ATM Adaptation Layer 5(AAL5): instead of a header, it has a trailer that giver the length and has a 4 
byte CRC for error detection. No addresses are need on the frame as the virtual circuit identifier carried 
in each cell will get to the right destination.  
 

 
PPP makes use of ATM and AAL5 by another standard: 
PPPoA (PPP over ATM): standard is not really a protocol. Only the PPP protocol and Payload fields are 
placed in the AAL5 payload. The protocol field indicates to the DSLAM at the far end whether the 
payload is an IP packet or a packet from another protocol such as LCP. The far end knows that the cells 
contain PPP information because an ATM virtual circuit is set up for this purpose.  
-Within the AAL5 frame, PPP framing is not needed as it would serve no purpose; ATM and AAL5 already 
provide the framing. The PPP CRC is not needed because AAL5 already includes the same CRC. This error 
detection mechanism supplements the ADSL physical layer coding of Reed Solomon for error correction 
and 1-byte CRC for the detection of any remaining errors. 


