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2019-2020 STEWARDSHIP REPORT  

LETTER FROM THE DIRECTOR 
The Center for Cyber Security Studies (CCSS) continued to press on with expanding and enhancing cyber 

education, research and experiences for the entire Brigade of  Midshipmen this past academic year. The 

graduating Class of  2020 had the largest number of  Cyber Operations majors to date, with 67 successfully 

completing the complex, interdisciplinary program. The Cyber Operations major continues to be one of  the 

most sought-after majors, currently ranking third among the Brigade of  Midshipmen.  

 

In spite of  the impact of  COVID-19 across the globe and specifically with the Naval Academy shifting to virtual 

learning beginning in March 2020, the Cyber Center was still able to accomplish many efforts this academic 

year. This includes during the pandemic by shifting classes online and providing staff  and faculty with cyber 

security tips. Thanks to the flexibility presented through private philanthropy, we were still able to execute 

in-person summer training for 34 midshipmen at the National Security Agency, Marine Forces Cyber 

Command and Fleet Cyber Command.  

 

On a very positive note, Hopper Hall construction is finally complete and the building opened for operations 

in July 2020. Staff  and faculty have mostly all moved in, with the expectation that almost all cyber-related 

courses will be held in Hopper Hall in the 2020-2021 academic year. Although a formal ceremony to open  

the building will be delayed until a dedication event is possible, my staff  and I look forward to showing off  

the new facility to all those who, through their generosity and interest, have helped bring a new, dynamic 

multidisciplinary vision to fruition. The building will become the hub of  all Naval Academy cyber courses  

and faculty and student research, with an eye toward staying in front of  evolving trends, threats and 

technological advances.  

 

 Class of 2020 swearing-in ceremony in Tecumseh Court at  the U.S. Naval Academy on 12 May 2020 
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For those most interested in the cyber domain, Hopper Hall will have a classified space on the fourth deck 

which will be the first of  its kind ever at the Naval Academy. While the initial focus of  the facility will be on 

cyber operations in the classified realm, the new space will allow all disciplines to hold discussions, labs, 

lectures, guest speakers and research, as well as professional development briefings on ongoing military 

operations across the globe.  

 

We are continuing to enhance the cyber curriculum at the Naval Academy and have already received formal 

accreditation by ABET, the international academic group that authorizes technical degree programs across 

the globe. This year we have also applied for the more focused National Security Agency designation of  

Center of  Academic Excellence in Cyber Operations (CAE-CO). Due to the pandemic, the process has taken a 

bit longer. However, we are confident that the Naval Academy will receive this certification in the near future.  

 

Your continued generous support allows us to maintain the Center’s mission of  enhancing education in all 

areas of  cyber warfare, creating opportunities to share cyber expertise and perspective and increasing the 

interdisciplinary research at the United States Naval Academy.  

 

Please enjoy reading more about the development of  our studies and the areas where our faculty and 

students continue to excel. On behalf  of  the Center for Cyber Security Studies, thank you for your dedicated 

support and interest in our program. 

 

Captain Paul Tortora ’89, USN (Ret.)  

Director, Center for Cyber Security Studies  

United States Naval Academy  

CAPT Paul Tortora ’89, USN (Ret.), at Hopper Hall
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CONFERENCES AND COMPETITIONS 

The Midshipman Cyber Security Team participated in the following competitions during the 2019-2020 

academic year:  

 

DEFCON: AUGUST 2019 
Five midshipmen and two faculty attended DEFCON 27 in Las Vegas, NV, where they learned about the latest 

in Cyber Security, Identity Management, Physical Security, Network Operations, Social Engineering and 

Information Warfare. 

 

HACKTHEMACHINE: SEPTEMBER 2019 
Ten midshipmen and two faculty attended HackTheMachine in New York, a challenge that brings civilians and 

members of  the military together to solve current Navy cyber challenges. These midshipmen identified 

security vulnerabilities in navigation and industrial shipboard systems. Of  special note, MIDN Kade Heckel ’22 

identified previously unknown critical vulnerabilities in 3D printing software which exposed significant 

weaknesses in a potential program to print needed parts while underway. 

 

AVENGERCON: OCTOBER 2019 
Two 1/C midshipmen initiated and led a half-day policy simulation exercise that included 14 USNA 

midshipmen, eight students from American University, three students from James Madison University and 

two students from UMBC. They recruited several individuals from industry, government and academia to 

serve as mentors to the various groups represented in the policy simulation, such as NSA, USCYBERCOM, 

the U.S. Department of  Justice, the U.S. Department of  State and the State of  New York. 

 

Midshipmen attending DEFCON in August 2019
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CYBER SECURITY AWARENESS WEEK POLICY COMPETITION: NOVEMBER 2019 
USNA midshipmen took second and third place at the annual Cybersecurity Awareness Week policy 

competition at NYU. The annual event is one of  the nation's most prominent cyber law and policy 

competitions and is open to undergraduate, graduate and law students nationwide. The students submit 

written and video entries that outline a cyber policy proposal and the top five teams travel to NYU to present 

to a panel of  expert judges. Taking second place were MIDN Ian Flynn, Byron Gallagher, Rae-Kelly Hamilton 

and Anthony Perry. They presented a legal framework for responding to malign cyber actions that fall below 

the level of  armed conflict. Taking third place were MIDN Kameron Chumley, Cameron Cook, Brendan Henry 

and Brendan Reilly. They presented a proposal to combat deepfakes, which are images and videos created 

using computers and machine learning software to make them seem real, even though they are not. Every 

year since 2015, USNA has taken either first or second place in this competition and it is particularly exciting 

to have two teams of  midshipmen place in the top 3 this year. 

 

SCHMOOCON: JANUARY 2020 
Eighteen midshipmen and two faculty attended this conference where 

they learned practical exploitation concepts, tactics of  current 

nation-state adversaries, common ransomware indicators of  

compromise, digital forensics and information about wireless and 5G. Of  

special note, ENS Sam Teplov ’19, USN, an alumnus of  the Cyber 

Operations program at the Naval Academy and currently in graduate 

school, presented on Bluetooth and privacy. 

 

SANS ST. LOUIS: MARCH 2020 
Ten midshipmen and two faculty attended the Academy Challenge 

sponsored by the SANS Institute in St. Louis, MO. During the week, 

team members learned about hacker techniques and tools, wireless 

hacking and advanced incident response. They participated in the 

SANS NetWars challenge where participants competed in a Cyber 

Capture-the-Flag type of  environment. The midshipmen took second 

place overall in the team category. Additionally, at the end of  the 

week, each of  the courses had a culminating capstone challenge that was a direct application of  all the 

concepts taught during the week. The midshipmen took first place in all three of  those challenges. 

 

Midshipmen competing at HackTheMachine

“The experiences that I  
had as a midshipman on  
the Cyber Security Team 

exposed me to more 
opportunities to learn  
about and compete in  

the cyber domain than most 
people are able to receive  

in their entire lives.”
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FACULTY CONFERENCES 

 

In addition to publishing their own research and attending conferences with midshipmen, CCSS faculty also 

presented at conferences around the world, including: 

 

     •    July 2019: Cambridge Security Initiative Conference, University of  Cambridge, United Kingdom 

     •    September 2019: Factor Analysis of  Information Risk Conference (FAIRCON), Washington, DC 

     •    October 2019: Law and Cyber Warfare Symposium, Columbia University, New York, NY 

     •    October 2019: IT Nation Connect Conference, Orlando, FL 

     •    November 2019: Army CYCON Conference, Washington, DC 

     •    January 2020: Banking Policy Institute’s Cybersecurity and Board Governance Meeting, Washington, DC 

     •    February 2020: RSA Cyber Conference, San Francisco, CA 

     •    February 2020: Suits and Spooks, Washington, DC 

     •    March 2020: Armed Forces Communications & Electronics Association (AFCEA), Baltimore, MD 

 

 

Chris Inglis presenting at FAIRCON 2019



CCSS AWARDS 
 

DR. J. PHILLIP LONDON AWARD—2NDLT ALLY ANNICK ’20, USMC 

2ndLt Allison (Ally) Annick is a member of  the USNA Class of  2020 where she majored in Cyber Operations 

and minored in Mandarin Chinese. She was commissioned as a second lieutenant in the United States  

Marine Corps with a Cyberspace Officer designator as her MOS (MOS 1702). In the summer of  2018, she 

studied cyber security in Israel at Tel Aviv University, and in the summer of  2019, she had the opportunity to 

intern at MARFORCYBER. At USNA, she was a member of  the Gospel Choir and the co-captain of  the Navy 

Club Boxing team, whose women were the 2019 NCBA National Champions. In April 2020, she was awarded 

the Navy and Marine Corps Achievement Medal for her work with Combat Mission Team One, Marine Corps  

Cyberspace Warfare Group. She is from Pasadena, CA, and in her spare time, she likes to read, run and 

browse Reddit.   

 

THE CLASS OF 1966 CYBER AWARD—2NDLT JORDAN GONYEA ’20, USMC 

2ndLt Jordan Gonyea ’20, USMC, majored in Cyber Operations and commissioned as a second lieutenant in 

the United States Marine Corps. In the summer of  2017, he studied cyber security and attended conferences 

across multiple European countries including the NATO Cyber Conference in Estonia. In the summer of  2018, 

he interned at Lockheed Martin as part of  the USNA Cyber Summer Internship Program. In the summer of  

2019, he had the opportunity to intern at Marine Corps Forces, Cyberspace Command. He was president of  

the Powerlifting team and served as the Company Commander for 3rd Company. In the fall of  2019, he was 

awarded Squad Leader of  the Semester in the Brigade for his performance in the billet. He is from Little 

Rock, AR, and in his spare time he likes to powerlift and study philosophy. 

2ndLt Jordan Gonyea ’20, USMC, recipient of the Class of ’66 Cyber Award
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2ndLt Ally Annick ’20, USMC, recipient of the Dr. J. Phillip London Award



2020 CAPSTONE PROJECTS 
There were 67 majors who worked on the following Capstone Projects. Although Capstone Day 2020 was  

canceled due to COVID-19, the following presentations took place virtually. Click on the underlined projects 

to view their virtual presentations. 
 

“The Capstone experience was amazing.  
It was a great opportunity to continue  

to deeply pursue the aspect of the major  
I found the most interesting with a  

top professor in the field”

“As 1/C midshipmen, we were able to 
conduct graduate-level research  

for our Capstone projects thanks to the 
generous donations and partnerships  

within the Cyber department.”

Measuring Illusory Superiority Bias in •
Resilience to Phishing 

Visualizing Network Traffic using Hololens •

Navy Trash Becomes Enemy Treasure: •
Quantifying Risk of  a Dumpster Diving Attack 
at USNA 

Electronic Voting •

Mobile Orienteering Platform •

Automobile Fingerprinting and Identification •

IoT Risk Perception Among Military Families, •
Toys for Troops 

Red Teaming USNA CAC Readers for Better •
Security 

Decentralized Web Application using •
Blockchain for Data Logging 

Pluggable Transports in TOR •

Website Fingerprinting On TOR •

Tweet Authorship Attribution (Beyond A •
Reasonable Doubt) 

Appeasement in Cyberspace •

Set Your Drones to Stun: Using Cyber-Secure •
Quadcopters to Disrupt Active Shooters 

Red Teaming Tactical Awareness Kit (TAK) •

Special Agent Alexa: Unintentional Recording •
and Eavesdropping Vulnerabilities and 
Applications of  Amazon Echo Devices 

Exploiting Commercial-Off-The-Shelf  Drones •
for Autonomous Public Defense Team 
Vanstallorbin 

Analyzing Video for Intelligence Assessments •

What makes a Hacker a Hacker  •

5G networks and policy  •

Exposing Insecurities of  ADS-B Technology•

Virtual Capstone Day presentation

Virtual Capstone Day presentation
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http://s3.amazonaws.com/video.usna.com/2020/Visualizing+Network+Traffic+Using+Hololens.mp4
http://s3.amazonaws.com/video.usna.com/2020/Automobile+Fingerprinting+and+Identification.mp4
http://s3.amazonaws.com/video.usna.com/2020/Decentralized+Web+Application+for+Blockchain+Data+Logging.mp4
https://www.youtube.com/watch?v=090DB7XbWcI&feature=youtu.be
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Asia-Pacific LREC Cyber midshipmen on pier in front of the  
Japanese Helicopter Carrier IZUMO, Yokosuka Harbor, Japan, July 2019

Due to COVID-19, many  

internships could not take 

place, but thanks to the  

following corporations for  

their continued support:  

     

•    BAE Systems  

•    Booz Allen Hamilton 

•    Clarity Innovations 

•    CACI 

•    General Electric 

•    Institute for Defense 
    Analyses 

•    Lockheed Martin 

•    Microsoft 

•    Northrop Grumman 

•    Parsons 

•    T. Rowe Rice 

“I encourage other 
midshipmen to make the 

most of the wonderful 
opportunities available like 

study abroad, LRECs and 
internships. I had fantastic 

times in each of these 
extracurricular activities and 
speak very highly of them to 
interested underclassmen. I 

stress that these experiences 
pull together our classroom 

understandings of the 
material and push us to grow 

in ways—professional and 
personal—that I didn't even 

know possible.”

“LRECs and Internships are what set this major apart. 
These experiences are eye-opening and beyond anything 

you'll see or learn in the classroom.”

INTERNSHIPS: SUMMER 2020 
Although the majority of  midshipman training for Summer 2020 was 

canceled due to COVID-19, CCSS worked closely with the National 

Security Agency to enable 34 midshipmen to participate in NSA’s 

Service Academy Internship Program (SAIP), where they were 

assigned to three different commands: NSA, U.S. Cyber Command 

(CYBERCOM) and U.S Marine Corps Forces Cyberspace Command 

(MARFORCYBER). 

 

NSA provides midshipmen with opportunities to participate in 

national cyber mission-related activities in order to gain an 

understanding of  how the maritime services support national  

cyber objectives and intelligence collection.  

 

CYBERCOM focuses on giving midshipmen the chance to participate 

in Combatant Command-level cyber operations, which exposures 

them to the joint planning and targeting processes with a specific 

focus on cyberspace. 

 

MARFORCYBER allows midshipmen to participate in mission-related 

activities within the MARFORCYBER Cyber Mission Force in order to 

gain training, education and experience as future leaders in the 

cyber arena.  
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CYBER LECTURE SERIES 
The Cyber Lecture Series brings leaders in cyber policy, law and technical innovation to the Yard. These 

lectures facilitate discussion on diverse cyber-related experiences from leaders within the Department of  

Defense, U.S. government and private industry. The goal of  the series is to help midshipmen become better 

prepared for the challenges they will face in the fleet. Special thanks for the support of  these lectures goes  

to Booz Allen Hamilton and Leidos.  

  

Rep. Jim Langevin, U.S. Representative for Rhode Island’s 2nd Congressional District 

Rep. Jim Langevin delivered a lecture on cyber security to midshipmen, faculty and staff  in Alumni Hall on  

4 February 2020. During his lecture, Langevin, the U.S. Representative for Rhode Island’s 2nd Congressional 

District, discussed emerging threats in the cyber domain and the developing capabilities of  the United States  

and its adversaries. He also detailed how collaboration between the private and public sector plays an important 

role in the development of  cyber security policy. 

 

Before the lecture, Langevin met with midshipmen and instructors from the cyber science department to discuss 

the work that Congress does to develop cyber security policies and doctrines.  

 

Commander Juliane Gallina ’92, USN, Central Intelligence Agency,  

Chief Information Officer 

Central Intelligence Agency Chief  Information Officer CDR Juliane Gallina ’92, USN, 

delivered a lecture in October 2020 to the midshipmen, faculty and staff  in Alumni 

Hall. Gallina was the first female to hold the position of  Brigade Commander  

since the USNA’s inception in 1845. Gallina attended a luncheon prior to giving 

her presentation, where she met with some of  the midshipmen pursuing the 

USNA’s Cyber Security major.  

 

Navy Fleet Cyber and Marine Cyberspace Command Deliver Virtual Cyber Lecture 

The Naval Academy hosted VADM Timothy White ’87, USN, U.S. Fleet Cyber Command/U.S. 10th Fleet and  

Maj. Gen. Matthew Glavy ’86, USMC, U.S. Marine Corps Forces Cyberspace Command, for the first, fully virtual 

“Cyber Fireside Chat” on 15 April 2020. 

 

This was the third large-scale cyber lecture of  the 2019-2020 academic year presented by the USNA Center for 

Cyber Security Studies. The lecture engaged more than 1,300 midshipmen studying within the Cyber Operations 

major or taking one of  the two mandatory cyber education courses required of  all midshipmen at USNA.  

 

Midshipmen from across the Brigade sent in questions, allowing White and Glavy to discuss the key themes 

relevant to the future naval officer corps. Topics spanned from current events, such as the effects of  the COVID-19 

pandemic on the Department of  Defense cyber landscape, to the recruitment, retention, training and advancement 

of  junior officers and enlisted personnel in the cyberspace community.  

 

 

THANK YOU 
Thank you for your support of  the Naval Academy’s Center for Cyber Security Studies. The midshipmen, faculty 

and staff  of  the CCSS benefit from the philanthropy that make these experiences and research possible. Your 

contributions bring transformative opportunities to the Yard and help the Naval Academy be a leading institution 

in Cyber Security education.

Central Intelligence Agency Chief 
Information Officer CDR Juliane  

Gallina ’92, USN, delivering her lecture

https://www.usna.edu/NewsCenter/2020/02/Rep._Jim_Langevin_Gives_Cyber_Lecture_at_USNA.php
https://www.usna.edu/CyberCenter/LectureSeries/
https://www.usna.edu/NewsCenter/2020/04/Commanders,_Navy_Fleet_Cyber_and_Marine_Cyberspace_Command_Deliver_Virtual_Cyber_Lecture_Present_Impact_Award_to_Midshipman.php

