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Preface

I
n the American free enterprise system, companies view as sacred their 
right to keep some information confidential—particularly trade secrets 
and other business information that, if released, would undermine their 
competitive advantage in the marketplace. At the same time, there is a 
public expectation for transparent government and for relevant infor-

mation about consumer products in the marketplace. Balancing these 
interests—which are both based in the doctrine of providing the greatest 
good for the greatest number—is tricky business. 

1 http://usbiotechreg.nbii.gov/Coordinated_Framework_1986_Federal_Register.html

Different approaches to balancing these two clearly supportable 
public policies—protecting confidential business information (CBI) 
and assuring transparency and access to information—has 
resulted in some conflicts between state and federal regulatory 
agencies, as they are sometimes not able to share important 
information with each other about the products they regulate. Indeed, the 
courts have frequently had to decide what information qualifies for protec-
tion and how to resolve disputes between well-intended but inconsistent 
laws. For example, while federal and state laws were intended to introduce 
clear rules for sharing information with the public, inconsistencies between 
the federal Freedom of Information Act and some state open records acts 
have made it difficult, and sometimes impossible, for governments to share 
CBI. And in some instances, state-federal partnerships cannot function 
because they cannot protect CBI from disclosure due to inconsistent laws. 

This issue has become particularly critical in the realm of agricultural bio-
technology regulation. In 1986, the federal government decided that all 
products of biotechnology would be regulated using existing federal law1 
(e.g., laws governing plant pests, pesticides, and food products). The clear 
message at the time was that products derived from genetic engineering were 

the purview of federal agencies. While opinions vary widely about states’ 
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authorities, it seems likely that some states could have chosen to use existing 

authorities to regulate products of biotechnology, as the federal government 

did. A few states did choose to define a state niche, however, most demurred, 

even though most states operate concurrent state programs regulating other 

types of products covered by federal laws. 

From the states’ perspective, sharing of information between federal and 

state programs can be challenging, even when the two have concurrent or 

similar authorities. In the case of agricultural biotechnology, where the fed-

eral government made clear its perceived supremacy, the need to share infor-

mation is even more paramount. State agricultural officials often find them-

selves on the “front lines,” with citizens asking them questions about the 

planting of genetically engineered (GE) crops in their state and needing 

assurances that the regulatory system is strong and the crops present no 

hazard. Yet state officials typically do not have the information they need to 

provide those assurances; federal agencies cannot pass along the informa-

tion, because state laws, in many cases, would not enable nor allow state 

officials to keep the information confidential.

In a recent survey of state attornies general officials as well as state agricul-

tural and state pesticide regulatory officials, more than half responded that 

they do not receive the right type of information to adequately review permit 

applications for GE crops, assist in inspection and enforcement activities, 

and be informed of the risks associated with such crops. Four out of five 

respondents said that they need more precise information on the size, loca-

tion, and number of field tests.2 Compounding the problem is that the federal 

government is often viewed or characterized as a faceless, far-off bureaucra-

cy that is not responsive to local concerns. 

The clear need, in the realm of agricultural biotechnology regulation, is for 

the relevant federal government agencies to forge strong relationships with 

the relevant state agencies and to find ways to be conduits for information 

2 National Plant Board, “Review of the U.S. Department of Agriculture Animal and Plant Health Inspection Service 
Biotechnology Regulatory Services,” February 15, 2006.
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sharing, where appropriate and legal. This paper explores new and creative 

ways to enable such information sharing.

Over the past year, the National Association of State Departments of Agriculture 

(NASDA) and the Pew Initiative on Food and Biotechnology3 undertook a 

series of dialogues on issues of importance to state agriculture commissioners, 

secretaries, and directors.4 The first dialogue in the series—a workshop held in 

December 2005 in Dallas—dealt with how confidential business information 

(CBI) conflicts impede cooperation between state and federal agencies. 

The idea for this paper grew out of that dialogue; it is the result of partici-

pants’ desire to find solutions to the issues that disrupt cooperation between 

state and federal agencies. The Pew Initiative on Food and Biotechnology 

and NASDA asked Jim O’Reilly, a professor at the College of Law, University 

of Cincinnati, to analyze relevant state and federal laws and regulations, and 

to outline possible approaches to addressing these issues.

This paper captures the essence of a number of state laws that apply to the 

issue (albeit only a snapshot of each law; for accuracy it is necessary to refer 

to the full text). These vignettes highlight the difficulty of finding an easy, 

one-solution-fits-all answer. The paper offers ten possible solutions to the 

CBI issue, which may be selected, as appropriate. Some of the solutions may 

have short-term benefit. Some are better viewed as long-term answers. 

Perhaps other avenues will also be opened by this endeavor. 

We, and the report’s author, recognize that an overarching public policy 

question exists about what should be allowed to be designated as CBI by 

companies and regulatory agencies. Some observers may argue, for example, 

that most or all information submitted by a company to a regulatory agency 

should be made publicly available. Others might say that such a requirement 

would hinder business competitiveness and even deter companies from 

 submitting key information to agencies. This paper avoids delving into that 

3 The National Association of State Departments of Agriculture (NASDA) is a nonprofit organization based in 
Washington, DC, whose members include the commissioners, secretaries, and directors of departments of agriculture 
from the 50 states and four U.S. Territories. The National Plant Board, American Association of Pesticide Control 
Officials, and Association of Food and Drug Officials are affiliate organizations, many of whose members work for 
the NASDA member in their respective states. The Pew Initiative on Food and Biotechnology serves as an independent 
and objective source of information on agricultural biotechnology for the public, media, and policymakers. Funded 
through a grant from The Pew Charitable Trusts to the University of Richmond, the Initiative produces reports and 
sponsors workshops and conferences to showcase diverse points of view on agricultural biotechnology.

4 The other two issues addressed in this dialogue series include “peaceful coexistence” (i.e., the right for all forms of 
agriculture to coexist and market their products) and possible avenues for state involvement in the federal Coordinated 
Framework governing agricultural biotechnology.
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debate. Instead, it focuses solely on an issue of significant and immediate 

concern to NASDA members—finding ways for state agencies to access more 

information without violating existing federal and state laws. Such informa-

tion would help state government officials ensure that safety standards and 

field test containment requirements are being adhered to and that marketing 

issues can be effectively addressed at the state level. So while some may see 

this topic as only a small part of larger CBI-related concerns, we hope they 

will agree that its resolution would nonetheless be a positive step forward.

Both state and federal partners share a concern over the CBI issue, and have 

been working to improve cooperation and information sharing. The NASDA-

PIFB workshop in December 2005 was dedicated to further discussing, analyzing 

and developing options for the sharing of information between state and federal 

regulatory agencies. While a single answer may not be forthcoming, this paper 

outlines several possible avenues that we hope the partners might explore. 

The opinions expressed in this report are those of the authors and do not 

necessarily reflect the views of NASDA or The Pew Charitable Trusts, which 

supports he Pew Initiative on Food and Biotechnology through a grant to the 

University of Richmond. 

Michael Fernandez, Ph.d
Executive Director, 
Pew Initiative on Food and Biotechnology

adrian Polansky
Secretary, Kansas Department of Agriculture and  
Chair, Biotechnology Task Force

Pew Initiative on Food and Biotechnology
A U G U S T  ·  2 0 0 6
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I. INTRODUCTION5

THE TERm “AGRICULTURAL BIOTECHNOLOGY” refers to the use of genetic 
adaptation or alteration methods in the production of improved farm crops 
or animals. This biotechnological development is costly and complex. Specific 
agricultural biotechnology methods and techniques have been developed by 
for-profit corporations, often at great expense and with a substantial risk of 
financial loss if the modifications fail to deliver a valuable benefit. The 
methods and techniques are utilized by the developers (or licensed for use by 
others) in a manner that produces a more valuable agricultural product—for 
example, a plant that produces a beneficial pharmaceutical antibody. The 
development of successful techniques gives an advantage to the developer, 
and as a result, the value of the stock of that developer increases as investors 
are attracted to the investment.

At the same time, biotechnology developments in agriculture have conse-
quences for the general public, especially for farmers who grow conventional 
or organic crops near to the areas in which experimental genetically engi-
neered (GE) crops are being field tested. Some consumer and environmental 
groups and food companies have expressed concerns about the possible 
safety and market impacts of field testing some biotech crops, e.g. the acci-
dental mixing of pharmaceutical proteins in the food supply. In response, 
federal food and agriculture officials have created regulatory structures to 
evaluate in detail the safety of GE crop field tests. In parallel, numerous state 
agriculture officials have an interest in the tests that are conducted in their 
states.

a. The cUrrenT reGUlaTory sysTeM
The federal regulatory system governing agricultural biotechnology consists 
of the U.S. Department of Agriculture’s Animal and Plant Health Inspection 
Service (APHIS), the U.S. Environmental Protection Agency (EPA), and U.S. 
Department of Health and Human Services’ Food and Drug Administration 
(FDA). APHIS is responsible for regulating all GE plants, the EPA is responsi-
ble for GE microbes and plant-incorporated protectants, and the FDA is 
responsible for ensuring the safety of food from GE crops and for pharma-
ceutical chemicals produced in GE crops. States have the opportunity to 

5 This is a report to the Pew Initiative on Food and Biotechnology on the topic of balancing public access rights with 
private confidentiality needs during the review of applications for agricultural biotechnology permits. This report does 
not represent the views of the Pew Initiative or any other entity. It reflects comments received from several dozen 
reviewers, but the author alone is responsible for its contents.
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assist these federal agencies in various ways, but the federal agencies have 
primacy over state regulators if conflicts arise.

Each of these federal agencies implements different laws and, as a result, has 
a different regulatory system. State agencies thus have to interact with each 
of these agencies differently. As this paper concerns itself with the issues of 
confidential business information (CBI), it is important to note that the most 
significant CBI-related challenges arise when GE crops are in the experimen-
tal phase, being field tested.

APHIS oversees field testing via a regulatory system that requires permits or 
notifications (depending on the trait or the recipient plant) for experimental 
GE crops. APHIS has long recognized the benefit of federal-state cooperation 
in this regulatory system. Typically, APHIS asks state regulatory agencies to 
review and concur with each permit or notification relevant to that state prior 
to an APHIS approval of application for a field trial permit.6 However, CBI 
issues have often made the relationship less than ideal (or even nonexistent), 
as will be discussed in the next section. 

The EPA’s regulatory system grants experimental use permits (EUPs) for the 
development of new pesticides. In the case of conventional pesticides, a reg-
istrant typically must also apply to a state in order to conduct an experiment 
in that state, and the states have primacy for enforcement under federal law. 
However, many state pesticide laws and regulations do not contemplate a 
corollary to plant incorporated protectants, as done by the EPA, and there-
fore, plant incorporated protectants fall outside the regulatory scope and 
oversight of many state pesticide regulatory agencies.7 This complication, 
coupled with the fact that states are currently unable to access CBI related to 
a plant incorporated protectants experimental use permit, hinders an effec-
tive working relationship between state regulators and the EPA. 

States have less interaction with the FDA than with the other two federal 
agencies. The FDA reviews the food safety of GE crops via voluntary consul-
tations with biotech companies. (Food safety product review has long been 
primarily a federal responsibility.) Also, the FDA regulates GE animals and 
animal products, as well as pharmaceutical chemicals developed in GE plants 
or animals. Under this scheme, the FDA considers even the existence of an 
application confidential until approved. 

6 For a more complete description of APHIS permitting process and a state’s involvement in that process see pages 
44–47 of: Taylor, michael R., et al. 2004. Tending the Fields: State & Federal Roles in the Oversight of Genetically 
modified Crops. Washington, DC: Pew Initiative on Food and Biotechnology and Resources for the Future.

7 For a more complete description of the EPA’s EUP process for PIPS and a state’s involvement in that process see pages 
55–57 of: Taylor, michael R., et al. 2004. Tending the Fields: State & Federal Roles in the Oversight of Genetically 
modified Crops. Washington, DC: Pew Initiative on Food and Biotechnology and Resources for the Future.
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B. The cBi challenGe For sTaTe reGUlaTors
Under these regulatory systems, private firms developing GE products submit 
data to the federal agencies. Companies testing new bioengineered molecules 
in plants generally seek to keep secret the location and the phenotypes of the 
experimental crops, because they fear that disclosure would aid their com-
petitors and perhaps fuel concerns among neighboring farmers and local 
citizens. 

The problem that arises—and that this paper addresses—is that state agencies 
want to be able to credibly inform their residents that the state has partici-
pated knowledgeably in decisions about the field testing of biotech plants in 
their states, yet due to CBI conflicts they cannot do so. 

For example, APHIS can only give states key information—such as what kind 
of GE plant is to be tested and where—if the federal agency can be assured 
that the information will stay confidential. Yet state “sunshine” laws and 
open records laws often make it impossible for state agencies to protect CBI. 
With the EPA, the difficulty arises when the EPA requests that a state con-
duct an EUP inspection and provides the state with CBI to do so. As with 
APHIS, the EPA requires that the state agency hold CBI confidential, but the 
state agency may not be able to do so, due to open records laws. The states’ 
roles as arbiters for the safety of their constituencies can be compromised—
and support for the regulatory system undermined—if states do not have 
timely and quality information. 

The box below contains a list of the types of information state agriculture 
officials say they would like but are currently not getting from federal regu-
lators. In the absence of such useful information, state officials cannot ade-
quately oversee the field trials that are occurring in their jurisdictions. If 
they had the information, some would utilize it, while others would simply 
store it unless and until a problem or a challenge arose. 

The question is, then: how much should be disclosed about GE crop field test-
ing, and to whom, and when, and under what conditions? Who is being pro-
tected when disclosure occurs (e.g., neighboring farmers, public interest orga-
nization members, etc.)? Whose interests are served by non-disclosure of the 
information (e.g., biotech companies, stockholders, etc.)? And is there a com-

inForMaTion sTaTe oFFicials WoUld like To have BUT cUrrenTly  
do noT receive reGardinG Field Trials oF Ge croPs
n	 CBI
n	 Specifics	on	containment	and	disposal	plans
n	 Basic	risk	factors
n	 High-risk	considerations	as	noted	by	APHIS
n	 Contact	information
n	 Site	locations
n	 Field	activity	calendars	and	notification	of	planting,	

harvesting,	destruction,	etc.
n	 Possible	mitigation	actions	and	emergency	response	plans
n	 Compliance	activities
n	 Inspections,	enforcement,	and	compliance	record	of	

applicant,	such	as	scorecard	or	rating	system	on	applicant	
performance

n	 Whether	plantings	actually	occur	or	not
n	 More	information	on	phenotype	(categories	like	‘novel	

protein’	are	inadequate)
n	 The	APHIS	biotechnologist	who	reviewed	the	permit	or	

notification
n	 The	research	being	conducted	(in	abstract	form)
n	 The	“notes	of	concern”	of	those	who	have	reviewed	the	

permit	to	that	point
n	 Concerns	or	reasons	other	states	had	for	accepting	the	

permit,	adding	conditions,	or	objecting	to	the	permit

SOURCE: A survey of state agency officials conducted by the National 
Plant Board, published as Review of the U.S. Department 
of Agriculture Animal and Plant Health Inspection Service 
Biotechnology Regulatory Services, February 15, 2006.
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promise that will allow state agriculture officials to learn the details of tests 
conducted on sites within their states, so they can responsibly assure them-
selves and their state’s citizens that the tests are being conducted safely?

c. The FocUs oF This PaPer
Hundreds of pages could be devoted to the broad policy issues of public access 
to privately developed commercial data, and the author’s other texts and arti-
cles have done so. This paper focuses quite narrowly on the sharing of data 
(i.e., company submissions containing valuable proprietary information) 
between federal and state entities—specifically, under current statutes and fed-
eral agency practices. The paper seeks to find common ground that could be 
the basis for a sharing of privately generated data among two sets of readers—
the federal and state persons who are involved in agricultural biotechnology 
licensure, permit review, or other clearance. Congress could change the law to 
specifically require all data to be public or to specifically forbid any disclo-
sure, or it could by statute create a mechanism for sharing data among federal 
regulators and designated other entities, such as state agricultural officials. 
However, this paper does not contemplate such changes.

The important procedural barrier that this paper addresses is the gap in the 
ability to preserve commercial confidentiality, between submissions held by 
federal regulators exclusively (Part II of this paper) and those that are also 
held by state regulators (Part III). If these agencies are not able to assure 
commercial confidentiality to the submitter, then the smooth operation of 
the biotech crop field testing process may be substantially impaired, and the 
system will not effectively balance the protection of proprietary technology 
and public accountability for risk decisions. Several alternative options are 
suggested in Part IV.

The methods used to prepare this paper are the conventional ones: reviews 
of state laws and rules, reviews of federal laws and rules, interviews with 
state officials, and solicitations of federal and state regulators to discern their 
views of the current barriers to the sharing of useful data. These informal 
surveys were not intended to provide a total analysis of the multiple state 
needs and concerns.
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II. THE FEDERAL CONTEXT

a. laWs & reGUlaTions
Withholding federal agency records from the public is the exception, and 
disclosure the norm, under the 1966 Freedom of Information Act (FOIA).8 To 
be withheld, a record must fit within one of the nine statutory exemptions 
in FOIA.9 FOIA’s commercial data exemption10 has been unchanged for 
almost 40 years,11 and it is the primary basis for withholding the submissions 
of private-sector commercial data to federal agencies.12 Discretionary federal 
agency power to withhold records is also found to a lesser extent in the 
specific disclosure and confidentiality provisions of more recent and more 
specific laws like the Federal Insecticide, Fungicide, and Rodenticide Act 
(FIFRA).13 These laws integrate their disclosure provisions with FOIA by 
means of an exemption in FOIA, which allows withholding of specific types 
of records that Congress has decided should be withheld from public 
disclosure, under certain specific statutes.14

The product-specific federal laws relevant to our discussion in this paper are 
FIFRA15 for plant-incorporated protectants and the Plant Protection Act of 
2000 for plant pests and noxious weeds.16 

B. can Federal aGencies WiThhold inForMaTion? 
1. Assumptions
For the purposes of this paper, the author assumes –

(1)  that submissions to the U.S. Department of Agriculture (USDA) or the 
EPA regarding certain crop field tests are required to be made by the 
sponsor of the test;17

(2)  that the ability to learn from the permit application papers about the 
specific experimental crop species would aid competitive firms in dis-
cerning relevant aspects of the research; 

(3)  that disclosure of crop location could facilitate theft of the plant and/or 
its seeds for a competitor’s laboratory analysis; and 

8 5 U.S.C. 552

9 5 U.S.C. 552(b)(1-9).

10 5 U.S.C. 552(b)(4)

11 History of the exemption’s wording and original meaning is explained at 1 James O’Reilly, Federal Information 
Disclosure §14:3 (3d Ed., 2005 Supp.)

12 The exemption is discussed in detail in 1 James O’Reilly, Federal Information Disclosure, chapters 10 and 14 (3d Ed., 
2005 Supp.). Approximately 400 court cases have applied this exemption.

13 Federal Insecticide, Fungicide & Rodenticide Act, 7 U.S.C. 136a et seq.

14 5 U.S.C. 552(b)(3)

15 7 U.S.C. 136l-1.

16 7 U.S.C. 7701 et seq., Pub. L. 106-580 (2000)

17 7 U.S.C. 7711, 7 C.F.R. part 340.
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(4)  that phenotypes and other specific information would provide key details 
of the research directions, success or failure, and an indication of tech-
nological advances in “know-how” that had been made by the innovator 
firm in preparing these seeds. 

It is further assumed that the company seeking federal clearance of its bio-
tech plant:

(1)  would desire protection of this information,

(2)  would be willing to submit affidavits that explain and underscore the 
grounds for withholding the records as confidential commercial data,18 

(3)  would be prepared to justify the non-public status of the field test data, 
and 

(4)  would also intervene in the courts,19 in support of the regulatory agency’s 
decision to withhold a submitted record, in order to protect the private 
submitter’s commercial interests.20

2. Process for Withholding CBI
Under the federal regulatory system governing agricultural biotechnology, 
records or information are submitted to APHIS (or for some field tests, the 
EPA) by a private individual or entity. A submitter who wishes confidential 
treatment of some or all of the data must request it, in order to give rise to 
this issue of commercial confidentiality protections at all. So confidential 
status is not automatic. In addition, any submitter could waive confidential 
status and allow full public access. much is already public. Information that 
is widely accessible to the public and thus not typically considered for records 
withholding include those disseminated in patent disclosure publications, 
published university research, official government publications, books, and 
periodicals.21 However, such public information may not be relevant to the 
specific concerns of regulatory agencies or readily accessible to the agencies 
within the time and resource constraints of these agencies for the purposes 
of validating a CBI claim.

18 5 U.S.C. 552(b)(4).

19 This is required by EPA, 40 C.F.R. 2.214

20 Detailed analysis of this intervention is found in 1 James O’Reilly, Federal Information Disclosure, chapter 10 (2005 
Supp.)

21 See the EPA expression of this norm at 40 C.F.R. §2.208(c).



AgrIculture  
BIotechnology  

InFormAtIon  
DIsclosure

1� 

Two separate but related standards apply for federal agency confidentiality 
of private-sector submissions, depending on whether the submission was 
required or not. For APHIS field trial permits and notifications, as well as 
EPA experimental use permits, data submissions for biotechnology crops are 
required22 and are not “voluntary” for FOIA purposes.23 The lesser burden of 
showing confidentiality for purely voluntary shared data is not applicable to 
the records addressed in this context. For records that are required to be sub-
mitted to a federal agency by a permit or notification applicant, a claim for 
withholding would have to demonstrate that public access to the records 
would cause “substantial harm to the competitive position” of the “person” 
from whom the information was obtained.24

The relevant EPA rules are found in 40 C.F.R. Part 2. The relevant USDA reg-
ulations dealing with confidentiality in this context are 7 C.F.R. 1.12 and 
1.19(a). Both APHIS and the EPA require that a claim of confidentiality be 
submitted at the time the records are submitted, and this is the standard pro-
cedure for sophisticated applicants. marking the confidential portions is 
widely done, and agencies typically do not challenge CBI claims made by 
applicants. APHIS requires submitters to enclose a “CBI-excised” copy of 
their submissions, which is essential for the protection of the private data.25 
Executive Order 12,600 provides certain procedural safeguards for records 
that have been properly marked.26

The nine FOIA exemptions27 are discretionary for the agency to invoke or 
waive, except where a statute compels the confidential handling of a record.28 
We can presume that if the portions of the permit applications marked as 
confidential were requested by someone asking that they be disclosed under 
FOIA, that either (a) the records would be withheld routinely, or (b) the sub-
mitter would be notified and the submitter would insist that the records be 
withheld because of their business confidentiality.

3. Analysis of the Claim
The competitive or nonprofit status of a requester of a federal record is not a 
determining factor in the disclosure decision, because once disclosed under 
FOIA, anyone else can obtain the records.29 The requester could be any entity 

22 7 U.S.C. 7711.

23 Records voluntarily submitted are protected from disclosure if they are not customarily disclosed to the public by the 
private entity that submitted the records. Critical mass Energy Project v Nuclear Regulatory Commission, 975 F.2d 871 
(D.C. Cir., 1992).

24 National Parks & Conservation Assn. v morton, 498 F.2d 765, 770 (D.C. Cir., 1974).

25 7 C.F.R. 340.4(a).

26 Exec. Ord. 12,600, 52 Fed. Reg. 23781 (Feb. 25, 1987); see 1 James O’Reilly, Federal Information Disclosure §§10:7-
10:16 (3d Ed., 2005 Supp.)

27 5 U.S.C. 552(b)(1-9).

28 Chrysler Corp. v Brown, 441 U.S. 281 (1979).

29 This general rule has rare exceptions; FIFRA bars access by representatives or agents of a foreign or multi-national 
pesticide company, which would presumably include their service providers or law firms. 7 U.S.C. 136h(g)(1).
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or individual;30 the risk of competitive loss comes from the fact that, once 
disclosed to a person outside the agency, there is no constraint upon the 
records’ being further re-disclosed to others, including the competitors of the 
entity that submitted those records.

The analysis performed by the agency’s FOIA office, and on appeal by its 
General Counsel, and in litigation by the federal district court, would ask:

(1) whether the record was voluntarily submitted or not; 

(2) whether the record has some commercial value; 

(3) whether the value would be lost by unlimited disclosure to others; and 

(4) whether that loss of value is a “substantial harm” to the submitter’s posi-
tion in competition with others generally, not simply those in current 
competition with this particular requester.31

Typically, a submission by an agricultural biotech company would say that 
its filing was (1) required by the permit rules and (2) of substantial commer-
cial value to competing firms. The company would also argue that (3) the 
value would be lost by disclosure and (4) the competing firms would benefit 
substantially by their awareness of the scope, type, and timing of plantings 
to be made by the submitting company.

On APHIS’s 2000 Form “Application for Permit,” applicants are instructed to 
mark CBI status and to provide a second, excised copy.32 In responses to the 
author’s informal survey of state officials, some reported receiving extensive 
excisions. These could include such items as Enclosures B and C (formula-
tion-related data), D (locality), and E (specific design for the experiment). 
Other forms and correspondence are likely to also have CBI deletions. 

The Freedom of Information Act case law since 1966 has emphasized the need 
of the agency and of the submitter to demonstrate to the court that competi-
tion exists; that a loss of the submitter’s favorable position would occur from 
a non-consensual disclosure that reached its competitors; and that the harm 
would be “substantial.”33 The existence of some competition is an objective 
test, rather easily established; “substantial” is a subjective term and it typically 

30 “Any person” may request the records, 5 U.S.C. 552(a)(3), with the exception noted in FIFRA: “The Administrator shall 
not knowingly disclose information submitted by an applicant or registrant under this subchapter to any employee or 
agent of any business or other entity engaged in the production, sale, or distribution of pesticides in countries other 
than the United States or in addition to the United States or to any other person who intends to deliver such data to 
such foreign or multinational business or entity unless the applicant or registrant has consented to such disclosure.” 
So no biotech company that operates outside the U.S. can have access to such information. The author cautioned the 
legislative staff drafters in 1978 that this wording was too far reaching, but the language was adopted, essentially 
barring multinationals from making disclosure requests directly or through intermediaries. It does not apply to APHIS 
but only to EPA.

31 1 James O’Reilly, Federal Information Disclosure §§14:66-14:83 (3d Ed., 2005 Supp.)

32 7 C.F.R. 340.4(a).

33 National Parks & Conservation Assn. v morton, 498 F,2d 765, 770 (D.C. Cir., 1974); this text’s summary captures the 
essence of about 350 case decisions.
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means a harm that is not merely speculative;34 and the claim of a loss of com-
petitive position is based on the affidavits of one or more company officials 
as well as, in some cases, an external advisor or consultant.

4. Court Decisions
As with all court interpretations of broad and vague legislation, no bright 
line exists for what is in and what is out of FOIA access under the general 
language of Exemption 4 (above).35 Courts generally uphold an agency’s 
decision to safeguard a confidential commercial submission once the sub-
mitter shows actual secret status, existence of competition, and value of the 
information.36

In a 2005 court suit brought by the advocacy group People for the Ethical 
Treatment of Animals, the USDA withheld information on an animal breeder. 
In that case the court said:

“…an agency’s successful exemption 4 affidavit showed: 

n  If information regarding financial structure were released, customers 
would gain a strong competitive edge in the negotiating process. They 
would be able to calculate margins and prices paid to suppliers and 
would demand that those prices be met. The customers would be able to 
determine his capital structure and condition, which would give them an 
advantage in price negotiations. 

n  Disclosing confidential business information would unfairly benefit com-
petitors. [A submitter]’s ability to compete fairly with other distributors 
when purchasing [stock] from breeders would be undermined. 

n  Release of financial statements would allow any customer or competitor 
to calculate the submitter’s prices and operating margins. Disclosure of 
this information would provide competitors and customers the ability 
to undercut his prices. So this declaration establishes substantial com-
petitive injury if detailed financial statements and records are publicly 
released.”37

These points illustrate how a biotech permit applicant might be able to justify 
protection from a competitor. Location of the crop field test can be restricted 
to disclosure at the generic county levels, to mask individual farmer identi-
ties in which there may be a personal privacy interest.38

34 For example, competing companies could avoid research costs of $400,000 by learning where they could 
surreptitiously acquire corn with the tailored gene from an experimental batch of specially planted corn. This cost-
avoidance rationale includes both successful field tests and those “dead ends” that the competing firm would be able 
to avoid.

35 5 U.S.C. 552(b)(4).

36 This 3-part test for exemption 552(b)(4), id., is a brief distillation of 120 pages in 1 James O’Reilly, Federal Information 
Disclosure chap. 14 (3d Ed., 2005 Supp.)

37 People for Ethical Treatment of Animals v. U.S. Dept. of Agriculture, 2005 WL 1241141 (D.D.C. 2005)

38 Personal privacy protections are available for embarrassing or sensitive details about an individual’s activities, after 
balancing the competing public and private interests. 5 U.S.C. 552(b)(6), 5 U.S.C. 552a. This would not apply to the 
corporate permit holder or to a corporate-owned farm since the corporation lacks a personal privacy interest.
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In the 2004 Freedom of Information Act case of John Doe #1 v. Veneman,39 
APHIS was asked to disclose where special chemical collars for feed animals 
(collars that would poison predatory coyotes, but also posed harm to feder-
ally-protected scavenger species, such as golden eagles) had been deployed. 
APHIS withheld part of a database that would have shown specific rancher 
identities, with a rationale based on individual privacy grounds. But other 
portions were determined by USDA to be subject to FOIA release; a group of 
farmers sued to block those USDA disclosures. After a very pro-withholding 
decision from the local federal court, the USDA appealed. Then, the Fifth 
Circuit Court of Appeals held that personal information contained in pesti-
cide applicator forms was exempt from required FOIA disclosure because of 
a specific statutory protection for restricted-use pesticides contained in the 
FIFRA statute.40 The Court held that “FIFRA prohibits the government from 
releasing data, including the location from which the data was derived, that 
would directly or indirectly reveal the identity of [farmers using collars].… 
Because FIFRA prohibits disclosure, the personal information in the… appli-
cation forms is exempted from disclosure under Exemption 3 of FOIA.”41 To 
date, no biotech plants with pesticidal properties have been classified for 
restricted use. 

The FIFRA provision was quite specific in denying public access: “(I)n no 
case may a government agency release data, including the location from 
which the data was derived, that would directly or indirectly reveal the iden-
tity of individual producers. In the case of Federal agencies, such access to 
records maintained under subsection (a) of this section shall be through the 
Secretary of Agriculture, or the Secretary’s designee. State agency requests 
for access to records maintained under subsection (a) of this section shall be 
through the lead State agency so designated by the State.”42 The Court 
reviewed congressional comments about the statutory text43 and noted that 
the “legislative history indicates that Congress was concerned about protect-
ing the privacy of farmers who use restricted-use pesticides. Because FIFRA 
prohibits the government from releasing data that would reveal the identity 
of individuals using the LPC because the LPC uses a restricted-use pesticide, 
the district court properly concluded that Exemption 3 precludes release of 
the personal information of [farmers] in the LPC application forms.”44

39 380 F.3d 807 (5th Cir.,2004).

40 7 U.S.C. 136i-1

41 John Doe #1 v. Veneman, 380 F.3d 807 (5th Cir.,2004).

42 7 U.S.C. 136i-1(b).

43 John Doe, supra at fn. 38: “See S.Rep. No. 101-357 (1990), reprinted in 1990 U.S.C.C.A.N. 4656, 4881 (indicating on 
July 6, 1990 that “[r]ecords may not be disclosed to anyone other than the employees of the agencies involved”); 
136 Cong. Rec. S10902-03, S10933, 898 F.2d 334, 1990 WL 14872 (complaining on July 27, 1990 that proposed 
amendment does not adequately protect the privacy of farmers because it allows persons other than government 
officials to access pesticide-use records and exposes farmers to mischief by activist groups); H.R. Conf. Rep. No. 
101-916, at § 145, subtitle H (1990), reprinted in 1990 U.S.C.C.A.N. 5286, 5459 (advising on October 22, 1990 that 
information will be restricted from disclosure, except to employees of federal and state agencies that deal with 
pesticide use or any health or environmental issues related to the use of such pesticides).” 

44 John Doe, supra, at 818.
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The John Doe case’s district court decision45 also found that Exemption 646 of 
FOIA47 and the Privacy Act48 protect the personal information of the farmers 
from disclosure. The applicability of this exemption was not reviewed on 
appeal by the Fifth Circuit, so it remains a plausible defense of identifying 
details—but only where the individual person, not an entity, is protected,  
e.g., farmer Smith but not Smith Farms Inc. (Because this identity protection 
will apply in a minority of situations, it will not receive extensive discussion 
in this report.)

c. daTa sharinG aMonG Federal aGencies
In the absence of a prohibition, agencies have the discretion to share what-
ever data an agency wishes with another federal agency. Sometimes Congress 
gets far more particular, as it did in permitting the interagency sharing of 
FIFRA submissions,49 but in the absence of a special restriction, disclosure to 
federal agency staff members concerning business confidentiality is unin-
hibited by statutes. Some provisions, like those in FIFRA, would extend the 
prohibition of unauthorized disclosure to any other federal official who 
obtains the records.

d. conclUsion reGardinG Federal Foia
There is a high likelihood that non-public information contained in selected 
portions of submitted applications could be withheld by federal agencies 
under FOIA’s Exemption 4, at a minimum. While that triggers protection 
under federal law, it does not assure that states will follow the same outcome 
and reach the same decision.

It is also possible that FOIA Exemption 3 could be triggered by a special fed-
eral statute that could apply. FIFRA limits the disclosure of certain confiden-
tial information regarding a pesticide, for example.50 A specific statute could 
shield the records, as is done with the identity of individual producers using 
restricted-use pesticides51 and agricultural survey data that reveal individu-
ally identifiable information about farms.52 The author has been unable to 
find any laws that are directly on point on this issue.

45 Doe v Veneman, 230 F.Supp. 739 (W.D. Texas 2002), revsd in part, John Doe, id.

46 See information on FOIA exemptions at http://www.usdoj.gov/14foia/foi-act.htm.

47 5 U.S.C. 552(b)(6)

48 5 U.S.C. 552a

49 7 U.S.C. 136h(b)(“…may be revealed to any federal agency consulted…”).

50 7 U.S.C. 136h(b).

51 See discussion of 7 USC 136i-1 supra.

52 7 U.S.C. 2276; Chesapeake Bay Foundation Inc. v U.S. Dept. of Agriculture, 11 F.3d 211 (D.C. Cir., 1993).
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III. STATE LAW ANALYSES
THE FOLLOWING ANALYSES ARE a survey of the relevant statute(s) and rele-
vant case decisions for selected states.53 The general conclusion is that states 
do have substantial legal authority to withhold the kinds of properly marked 
confidential submissions that are delivered to them by commercial biotech-
nology companies or developers. 

Of course, the operational aspects are best understood by state officials, and 
the probability of success in litigation is best predicted by lawyers for each 
state. To have success, a confidentiality claim would have to be convincingly 
made to state agriculture officials, the separately elected state attorney gen-
eral, and the trial court in which a challenger sues for access to the records 
that the state would be withholding. The following reviews are the author’s 
current best state law interpretations, subject to the information available.54 
more information, such as attorney general opinions and departmental policy 
statements, would be very helpful. 

State laws recognize that detailed pesticide information can be protected as 
trade secrets; a U.S. Supreme Court decision that applied to missouri law 
found that “to the extent that monsanto has an interest in its health, safety, 
and environmental data cognizable as a trade-secret property right under 
missouri law, that property right is protected by the Taking Clause of the Fifth 
Amendment.”55 So biotech firms are usually assisted by state legal counsel in 
defending the nondisclosure of their permit application documents. 

A further general cautionary note is that most state administrative procedure 
statutes provide for hearings in penalty cases, and the penalty case may have 
intervening parties who want to have access to the full permit as part of their 
claims during the penalty hearing. This survey does not account for that situ-
ation, in which a state hearing officer would be fashioning a protective order 
for the preservation of trade secrets during and after the administrative pen-
alty proceeding. 

53 Selected states were those represented on the NASDA Biotechnology Task Force at the time of the NASDA-PIFB 
workshop on CBI issues that was held in December 2005.

54 Although the author has been writing about state information disclosure laws since the mid-1970s, and has updated 
his text chapter on state laws continuously since 1977, the reader is cautioned that this field is particularly dynamic. 
The reader is recommended to evaluate current conditions in any particular state legislation and state case precedents 
before drawing a specific conclusion regarding a specific state.

55 Ruckelshaus v monsanto Co., 467 U.S. 986, 1004 (1984).
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1. Arkansas
The legal standard for protection in Arkansas is whether the disclosure of 
crop information “…would give advantage to competitors.”56 In a seed dis-
pute, the court held that the state could withhold seed information to reduce 
the risk of loss of quality of future submissions to the state.57

2. California
California has a strong open records statute, but it allows withholding of 
records whose disclosure is exempted or prohibited by federal law,58 and 
those that are “trade secrets.”59 There is also a special statutory follow-on to 
FIFRA’s withholding provision60 in California law, shielding the same set of 
data under state law.61

In an informal discussion, representatives from California state agencies 
emphasized their view that the withholding provisions of California law 
allow secrecy for records that are in non-discretionary, “must withhold” cat-
egories. That is, the state can withhold a record if a federal rule requires that 
record be withheld, but it could not withhold if there were discretion regard-
ing what could be optionally withheld.62

3. Colorado
Colorado’s trade secret definition is comparable to that in other states under 
the Uniform Trade Secrets Act.63 This is a law adopted in many states that 
prescribes a single definition of “trade secret”, focused largely on utility of 
the information to a competing entity. Confidential protection for commer-
cial information is set forth in the state public records statute.64

4. Florida
Florida has a strong public disclosure Sunshine Act,65 but it protects “trade 
secrets” under the Uniform Trade Secrets Act66 if those trade secrets have 
actual or potential economic value from not being known by others, and 

56 Ark. 25-19-105(a)(9)(A)
57 Nolan v Little, 2004 Westlaw 2307103 (Ark. 2004)(Supreme Court held actual seeds are not public records under 

Arkansas Code Ann. § 25-19-103(5)(A).
58 Cal. Govt. Code 6254.2(k)
59 Id. 6254.2(b). 
60 FIFRA allows for a denial of access, 7 U.S.C. 136h(d)(1).
61 Cal. Govt. Code 6254.2(f).
62 Id. At 6254(k).
63 Colo. Rev. Stat. 7-74-102(b)(4); Colorado civil rules protect trade secrets with language comparable to that of the 

federal discovery rules and those in other states, Colo. R. Civ. Proc. 26(c)(7).
64  C.R.S. 24-72-204(3)(a)(IV).
65 Fla. Stat. 119.07(1)
66 Fla. Stat. 688.002.
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reasonable means have been taken to protect the secrets from disclosure.67 
The category does not cover information that is “readily ascertainable by 
proper means by other persons.”68 A comparable standard in another section 
of Florida’s commercial trade secret statutes requires the information to be 
secret, of value, for use in or by the business, and “providing an opportunity 
to gain an advantage over those who do not know or use it.”69 

The legislature made a specific finding in another section70 that is very 
important: “Disclosing trade secrets in an agency’s possession would nega-
tively impact the business interests of those providing an agency such trade 
secrets by damaging them in the marketplace, and those entities and individu-
als disclosing such trade secrets would hesitate to cooperate with that agency, 
which would impair the effective and efficient administration of governmen-
tal functions. Thus, the public and private harm in disclosing trade secrets 
significantly outweighs any public benefit derived from disclosure, and the 
public’s ability to scrutinize and monitor agency action is not diminished by 
nondisclosure of trade secrets.” This statutory section applies broadly to all 
trade secrets, including those held by the state environmental agency.71

In applying its laws, Florida courts have generally protected trade secrets. 
The exception is the allowance for limited access to trade secrets during civil 
litigation discovery; trade secrets can be given to such a limited recipient for 
a limited purpose.72 A Florida agency was held liable for the disclosure of a 
private company’s trade secret information, despite its claim of governmental 
immunity from lawsuits, as the Florida Court of Appeals said, “we cannot 
conceive that divulging to a competitor protected information obtained in a 
proper regulatory manner is a basic governmental program or policy.”73 As a 
Florida law journal commentator observed, the trade secrets need not be 
items of successful market value: “[T]he confidentiality of obstacles and 
dead-ends reached in planning, research, and development can be maintained 
so as to prevent competitors from securing an advantage by eliminating any 
comparable costly errors or miscalculations.”74

67 Thomas v Alloy Fasteners, 664 So.2d 59, 60 (Fla. App. 5th Dist. 1995); Tom Barber, Beyond Noncompete Agreements: 
Using Florida’s Trade Secrets Act to Prevent Former Employees from Disclosing Sensitive Information to Competitors, 
72 Fla. Bar J. 10 (march 1998).

68 Fla. Stat. 688.002(4).

69 Fla. Stat. 812.081(1)(c), construed in Sepro Corp. v Fla. Dept. Env. Protection, 839 So.2d 781 (Fla. App. 1st Dist. 2003).

70 Fla. Stat. 815.045, formerly codified in the Public Records Act, former Fla. Stat. 119.165.

71 Sepro Corp. v Fla. Dept. Env. Protection, 839 So.2d 781 (Fla. App. 1st Dist. 2003).

72 Seta Corp. v Office of Attorney General, 756 So.2d 1093 (Fla. App. 4th Dist. 2000), citing Freedom Newspapers Inc. v 
Egly, 507 So.2d 1180, 1184 (Fla. App. 2d Dist. 1987).

73 Discovery Experimental and Development Inc. v State Dept. of Health and Rehabilitative Services, 735 So.2d 516 (Fla. 
App. 2d Dist. 1999).

74 Frank Cavico, Business Plans and Strategies As Legally Protected Trade Secrets: Florida and national Perspectives, 9 U. 
miami Bus. L. Rev. 1, 18 (2001)
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5. Hawaii
Hawaii law exempts records that are “protected from disclosure” under “State 
or Federal law.”75 The law also has an exception for “frustration of a legiti-
mate government function,” and this has been construed by the Hawaii 
Office of Information Practices to include trade secrets.76 The state has also 
adopted the Uniform Trade Secrets Act.77 In one case, a rate applicant filed 
with the federal government, with copies to the state, data in support of a 
rate increase; the state Office of Information Practices ruled that disclosure 
of this confidential “commercial and financial information” would result in 
frustration of a legitimate government function, so it was exempt.78 The issue 
of disclosure of permit information for biotech field trials is presently in liti-
gation in Hawaii courts in a case brought against the state Department of 
Agriculture. In a case currently in the U.S. District Court for the District of 
Hawaii, a tight protective order was issued when the USDA was ordered to 
provide access, during discovery, to allow litigation counsel to view certain 
records of biotech field tests in Hawaii. 

6. Idaho
Idaho has the most relevant individual statute of all those examined. It spe-
cifically exempts from disclosure: “Names and addresses of seed companies, 
seed crop growers, seed crop consignees, locations of seed crop fields, variety 
name and acreage by variety.” The law goes on to say: “Upon the request of 
the owner of the proprietary variety, this information shall be released to the 
owner. Provided however, that if a seed crop has been identified as diseased 
or has been otherwise identified by the Idaho department of agriculture, other 
state departments of agriculture, or the United States department of agricul-
ture to represent a threat to that particular seed or commercial crop industry 
or to individual growers, information as to test results, location, acreage 
involved and disease symptoms of that particular seed crop, for that growing 
season, shall be available for public inspection and copying.”79

Idaho protects trade secrets under its statutes adopting the Uniform Trade 
Secrets Act.80 The specialized state seed board can keep records confidential, 
but it is not clear if the seed board is involved with this type of submission. 
The Idaho Supreme Court has held that: “The subject matter of the trade 
secret must be unknown; it should not be in the public domain nor within the 

75 Hawaii Stat. 92F-13(4).

76 Opinion of the Office of Information Practices Op. Ltr. 97-4 (1997).

77 Hawaii Stat. 482B-2.

78 Opinion of the Office of Information Practices Op. Ltr. 91-29 (1991).

79 Idaho Code 9-340D(9).

80 I.C. § 48-801(5)(a)-(b).
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knowledge of the trade, i.e., known only to the employer and possibly several 
others to whom it was disclosed with the admonition that its secrecy be 
maintained.”81

7. Indiana
Indiana has adopted the Uniform Trade Secrets Act’s definition of trade 
secrets.82 The state also has a seed arbitration council for disputes concerning 
seeds; the trade secrets “and other information of a proprietary nature col-
lected during the course of an investigation (must) be confidential to the 
degree necessary to ensure the property rights of the seller and the civil rights 
of the buyer.”83

8. Iowa
Iowa has adopted the Uniform Trade Secrets Act.84 It also has case decisions 
that protect bioengineered seed information from being disclosed, holding 
information about these seeds to be confidential.85 A contractual or confiden-
tial relationship between parties is not needed to establish trade secrets, and 
the measures taken to protect the data from disclosure were sufficient to meet 
the trade secrets standard.86 A genetic hybrid animal was the subject of a suc-
cessful trade secrets protection claim. The court held that the “unauthorized 
dissemination of genetic material to the plaintiff’s competitors through the 
sale of these animals for breeding would adversely affect the plaintiff’s ability 
to protect its trade secrets and products.”87 In another case, the Iowa Court of 
Appeals held that “methods of production, products used, marketing, and 
pricing” were trade secrets.88 And another case held that even prior to going 
on the market, a device can have “independent economic value;” a jury could 
find that an “idea had potential, independent economic value if it were kept 
secret until [the developer] could exercise his several economic options.”89

In practice, Iowa state officials say, they receive CBI claims that are some-
times so sweeping that the key state officials can draw no useful information 
from what has been disclosed. This leads to informal negotiations with the 
sponsor to accommodate the state’s need to know details of the field tests. 
From the operational standpoint, they say, Iowa needs to have access that 
allows assurance, that “puts the ‘sight’ into ‘oversight.’”90 Other states likely 

81 Basic American, Inc. v. Shatila, 992 P.2d 175, 189 (1999).

82 Ind. Code 24-2-3-2.

83 Ind. Code 15-4-11-20.5

84 Iowa Stat. 550.2(4).

85 Pioneer Hi-Bred International v Holden Foundation Seeds Inc. 35 F.3d 1226 (8th Cir. 1994).

86 Id.

87 PIC USA v North Carolina Farm Partnership, 672 N.W.2d 718 (Iowa 2003).

88 Business Designs Inc. v midnational Graphics LLC, 2002 Westlaw 987971 (Iowa App. 2002).

89 Olson v Nieman’s Ltd. 579 N.W.2d 299 (Iowa 1998).

90 Commentary in NASDA dialogue program, Dec. 15-16, 2005. 
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have run into similar difficulties and the recent National Plant Board survey 
more fully describes some of these challenges.91 

9. Kansas
Kansas protects from required disclosure items restricted from disclosure by 
federal law.92 Kansas has adopted the Uniform Trade Secrets Act.93 State offi-
cials in Kansas say they feel a strong obligation to be made aware of field 
tests that are conducted in the state, so that they may respond to their con-
stituencies. So the amount of disclosure needed will vary, but Kansas officials 
believe that their capability to gain access to biotech information is an 
important aspect of the system. 

10. Louisiana
Louisiana follows the Uniform Trade Secrets Act definitions for trade secret 
status.94 And the 2004 Louisiana statute95 protecting business confidential 
submissions to the state appears to authorize the withholding of biotech data 
from requesters so long as it has been properly marked as confidential as 
required under state law.96

11. Massachusetts
massachusetts follows the Restatement of Torts definition of trade secrets,97 
which examines the extent of knowledge outside of the business; the extent to 
which it is known by employees; the extent of measures taken to protect 
secrecy; the value of the information; the amount of effort expended by the 
employer; and the difficulty with which the information could be duplicated 
by others.98 This statutory trade secret definition would appear to cover bio-
tech seed field tests.99 massachusetts courts have decided dozens of trade secret 
cases, so the state has extensive experience with the protection of new tech-
nological developments. In practice, massachusetts officials say they want to 
be able to obtain information that allows them to reasonably assure their con-
stituents that field tests are safe within the state, especially tests that are to be 
conducted close to major agricultural crops. They expect that the sharing of 
information would be able to be managed under several of the menu of alter-
natives described in the following section on alternate mechanisms.

91 National Plant Board, “Review of the U.S. Department of Agriculture Animal and Plant Health Inspection Service 
Biotechnology Regulatory Services,” February 15, 2006.

92 K.S.A. 45-221(a)(1).

93 K.S.A. 60-3320(3).

94 La. Stat. Ann. – Rev. Stat.51:1431(4)

95 Acts 2004 No. 832.

96 La. Stat. Ann. – Rev. St. 44:3-2

97 Jet Spray Cooler Inc v Crampton 282 N.E.2d 921 (mass. 1972).

98 Restatement of Torts §757 comment b (1938).

99 mass. Gen. L. Ann. 4 §7 at 26(g) 
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12. Michigan
michigan has a more complex trade secrets exemption than most states. The 
information must be secret commercial data, “voluntarily provided to an 
agency for use in developing governmental policy,” and there are two condi-
tions: the chief administrative officer of the state agency must agree in writ-
ing to the confidentiality request, and (if the information is not a precondi-
tion to a government license) the state agency must place in a public file a 
general description of the secret submission.100 michigan case law suggests 
that biotech data would be vulnerable to disclosure because of the state’s 
condition that the data not be part of a licensing activity. Prior case law fol-
lowed the 1938 Restatement of Torts standard for defining trade secrets,101 
while another case denied trade secret status to data that was both readily 
available and required to be submitted as part of a ratemaking proceeding 
for medical insurance companies.102 

13. Minnesota
The minnesota open records statute was altered in 2005; any governmental 
entity’s records are “public unless classified by statute…or federal law as 
nonpublic or protected nonpublic…”103 This appears to incorporate the federal 
FOIA exemptions for commercial information. No case law or interpretation 
was found that would suggest that the state would be required to disclose 
biotech data. In practice, state officials need to have the ability to access data 
to be reassured of safety, but are not demanding copies of the full CBI from 
every federal permit or notification.

14. Missouri
missouri withholds records “protected from disclosure by law.”104 But federal 
FOIA exemptions do not automatically trigger withholding in missouri.105 Grain 
dealer records that contain confidential business data may be withheld.106 

15. New Mexico
New mexico exempts trade secrets from its public records law;107 the state 
also uses the Uniform Trade Secrets Act definition of trade secrets.108 The 
state officials concerned with biotech field tests say they want to have access 
when needed, but do not expect that they would require all data and all con-
tents of submissions.

100 mich. Comp. Laws Ann. §15.243(1)(f)

101 Kubik, Inc. v. Hull, 56 mich.App. 335, 347- 348, 224 N.W.2d 80 (1974)

102 Blue Cross and Blue Shield of michigan v. Insurance Bureau Hearing Officer, 104 mich.App. 113, 304 N.W.2d 499 
(1981).

103 minn. Stat. 13.03

104 mo. Rev. Stat. 610.021(14)

105 missouri Protection & Advocacy Services v Allen, 787 S.W.2d 291, 294 (mo. App. 1990)(must also have a state law 
basis for withholding,not just a federal FOIA exemption).

106  mo. Rev. Stat. 276.551.

107  N.m.S.A. 14-2-1(A)(6)

108 N.m. S.A. 57-3A-1
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16. New York
New York exempts from disclosure the private, confidential commercial sub-
missions that are trade secrets or that if disclosed would cause substantial 
injury to the competitive position of the submitter. This is a very close paral-
lel to the applicable federal standard, so it is likely to cover permit applica-
tions.109 No contrary case law or interpretations were found in researching 
the state FOI Law.

17. North Carolina
North Carolina protects trade secrets from required disclosure; the term is 
defined in the state’s trade secrets statute.110 But a submitter of commercial 
data must meet all four aspects of the standard: coverage by the trade secrets 
statute, ownership by a private “person,” submission in compliance with 
state rules or laws, and designation by the submitter as confidential or a 
trade secret when first disclosed.111 State law also protects statistical data 
collected on agriculture, so that individual farmers are not disclosed.112 

18. North Dakota
Trade secrets and commercial information that are in fact confidential are 
withheld as confidential.113 The terms of the statutory definitions appear 
likely to cover agricultural biotech information.114 Records regarding pesti-
cide application are confidential.115 Information about registered pesticides 
that includes trade secrets is withheld from disclosure.116 

19. Ohio
The Ohio Public Records Act is an older law with many patchwork exemp-
tions.117 The 400 statutory exemptions include coverage for records that sat-
isfy the Ohio trade secrets statute,118 and these appear to include the agricul-
tural biotech information. 

109 Freedom of Information Law, NY PubOffs 87(2)(d)

110 N. C. Gen. Stat. 66-152(3)

111 N.C. Gen. Stat. 132-1.2

112 N.C. Gen. Stat. 106-24.1

113 N.D.C.C. 44-04-18.4

114 N.D.C.C. 44-04-18.4(2)(b).

115 N.D.C.C. 4-35-24(5)

116 N.D.C.C. 19-18-04.2

117 O.R.C. 149.43

118 O.R.C. 1333.61 
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20. Vermont
Vermont exempts from required disclosure commercial information that is 
secret and that gives a commercial advantage.119 Accountability is the central 
theme of comments by state officials; the state does not have the resources 
or staff to replicate the scrutiny that the USDA or EPA gives to applications, 
but there is a commitment to be accountable and a desire to be receptive to 
public critics of biotech. These factors drive the state to want the opportunity 
for access when state officials feel a need for access.

21. Wisconsin
Wisconsin exempts trade secrets from required disclosure, and the definition 
follows the Uniform Trade Secrets Act.120 There need not be a balancing of 
interests, since the legislators adopted a statute firmly withholding certain 
records.121 An additional exemption applies for records required to be kept 
confidential: “specifically exempted from disclosure by state or federal law 
or authorized to be exempted from disclosure by state law.”122 

119 1 VSA 317(b)(9)

120 Wis. Stat. 19.36(5), tying into UTSA, Wis. Stat. 134.90(1)(c).

121 State ex rel. Savinski v Kimble, 586 N.W.2d 36 (Wis. App. 1998).

122 Wis. Stat. 19.35(1) 
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IV. ALTERNATIVE mECHANISmS
THIS SECTION ADDRESSES ALTERNATIVES that would enable the sharing of 
data submitted to federal agencies about agricultural biotech field trials with 
state regulatory officials. These alternatives are presented as a menu, not as 
exclusive, “choose only one” options. The predicate for each option is that 
the data being withheld:

(1)  is in fact non-public, within the U.S. and other nations,

(2)  is of potential value to competitors, and 

(3)  is justifiably held as confidential, with justification on a factual basis by 
affidavits from the owner of the proprietary information, who is willing 
to intervene in court if necessary, to defend the data against public 
disclosure.

1. Restricted Access Webfiles
Under this alternative, state officials could access federal electronic databases 
after individual state officials are trained and certified and are aware of the 
confidentiality constraints on access to the private proprietary data. The data 
submitters (i.e., the agricultural biotech research firms) would have no 
increase in obligations regarding the content of their applications and sub-
missions. Also, no change would be made to CBI claims or criteria for CBI. 
Rather, the EPA would have one database subfile that was specifically 
designed for access by authorized state officials. The EPA databases would 
contain only number of elements that fit the needs of the state persons who 
now receive notice of permits—with the number X signifying the data ele-
ments that reflect informational needs. These needs would be identified in a 
formal report to the relevant federal agencies by the committees of the 
National Plant Board and the American Association of Pest Control Officials. 
They might include specific crop location, cooperator identity, and so forth. 
These X elements would be less than the full application for an EUP. APHIS 
would also have one database subfile designed for access by authorized state 
officials. The APHIS database would contain the entire permit applications, 
as received by APHIS.
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The federal database subfiles would be accessed only with a password. The 
system would be secure. The states and individual state employees who could 
read the secure subfiles would be pre-cleared on a list of those who can gain 
access and who are trained by the agency. The databases would be “read-
only,” with no downloading or copying allowed. The identities of the indi-
viduals and state agencies who accessed the data would be tracked on the 
federal database.

Selected information already in APHIS’s hands could also be made available 
to the states. States would explore methods for this selection of elements. 
States would work with the federal agency to determine how the actual 
mechanics of limited individual access would be managed in data systems—
for example, how the selected items are to be drawn out from the e-filing 
done by a company that is applying for a APHIS permit for field trials of a 
new version of soybeans.

The public would benefit by having their respective state governments better 
informed about field trial and EUP activity in their state and potentially 
more involved in the siting, containment strategies and oversight of field 
trials within a state. APHIS and EPA would have better access to the “local 
knowledge” of state regulatory agencies and officials and a potentially more 
effective partnership with sister agencies in each state. 

The companies (i.e., the registrants and applicants) would benefit from this 
alternative, especially at APHIS. Companies will see that, through this option, 
states could fully partner with the federal agencies without the need for 
additional legislation. This would also avoid companies having to deal with 
varying state regulations. Companies would also benefit from the states hav-
ing streamlined access, fewer delays, and perceived cooperation and good-
will. In addition, companies would benefit from eliminating individual state 
requests in as many cases as currently are done on an ad hoc, informal basis. 
The companies would have to give written consent to state access to the lim-
ited data that is CBI (assuming the nonconfidential parts are already accessi-
ble by the states).

As to EPA, if a company chose not to authorize disclosure, it would need to 
have more interaction with each of the states on a specific basis. Limited 
state access to the subfile would not act as approval or otherwise relate to the 
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filing of an EUP. States would have to acknowledge that the information in 
the database remains exclusively federal and would not be deemed to be a 
state record for purposes of disclosure under state law.

2. Narratives
Under this alternative, a submitting company would provide a narrative 
description of each field test and the safety measures taken to assure that it 
would not cause harm. The narrative’s length would vary and the detail 
would vary. It would offer a generalized answer to the question, “will this 
test be safe?”

Regulations at 7 C.F.R. part 340 could be amended to require this narrative; 
the relatively weak norms of the federal Paperwork Reduction Act can be met 
and the submitter would probably incur little additional cost to do this sum-
mary. Or, a relevant association (e.g., NASDA, or the Biotechnology Industry 
Organization) could establish some sort of “best practices” document describ-
ing the expected content and submission of public narratives. With this alter-
native, the USDA and EPA could welcome but could not compel a narrative’s 
submission; but the “stick” accompanying the carrot would be that the state 
agency accustomed to having the narrative would call the sponsor and advise 
the sponsor that the state (not the federal agency) would delay the movement 
of the permit until the narrative was delivered.123 (Doing so would be a non-
federal action, so the narrative escapes being a federal mandate, with the 
attendant baggage. In practice, prudent corporate sponsors do not want to 
consciously alienate state regulators.) This option would not address location 
or personal identifying information that is of interest to many states.

3. Class Determination and Retractable Loan to States
A simple option that would reassure private submitters would be a two-part 
federal program: (1) a federal agency General Counsel’s administrative deter-
mination of exempt status for the class of biotech data and information in 
permit or notification submissions, and (2) a loan of records to states under 
controlled circumstances. This prospective declaration that “we will protect 
data of this type” is the existing process in EPA and USDA rules124 and is com-
patible with the provisions of federal Executive Order 12,600. The class deter-
mination is an interpretive rule that might be published in the Federal Register 
but that is exempt from notice and comment;125 it would state that documents 

123 7 C.F.R. 340.4(a).

124 40 C.F.R. 2.207(a) and 7 CFR 1.12

125 5 U.S.C. 553
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of a certain type (e.g., crop, location, phenotype) on APHIS Form 2000 are 
exempt from required disclosure. That means the agency will declare as a pol-
icy and procedure, binding its own staff members, that Freedom of Information 
Act disclosure of Form 2000 detailed contents (if claimed confidential) would 
be denied. Once the class determination is made, the records would be treated 
as confidential and would be secured in a federal agency office. 

A state could then ask that the federal application contents be loaned, not 
transferred, to the state. The records would arrive at the state office with 
cover sheet markings that (1) claim federal status, (2) state that the class 
determination of confidentiality applies, and (3) preclude the state from 
taking legal possession of the federal record. A state would have to 
acknowledge the loan by returning a receipt for each packet delivered. This 
would be less demanding than the Toxic Substances Control Act’s “CBI 
lockbox” approach,126 but would reassure the sponsors that their data is not 
vulnerable to public dissemination. The loan might be a clumsy device, and 
state lawyers might disagree, but the informal comments of state officials 
suggest they do not want to take ownership of the records. The status of loan 
is one aspect of withholding, and it is coupled with the abilities under state 
laws (discussed above) to withhold trade secrets.

4. Retain Federal Possession Through Nondisclosure Contracts
Another option is to have a contract between a state and either the USDA or 
EPA for the performance of a service by that state, on a sole-source basis. An 
agreement signed by both the federal agency’s Administrator and the state 
administrator or director would make the state employee who receives the 
CBI documents a “contract agent,” with temporary responsibility for the fed-
eral records, under an intergovernmental contract. This would include a 
confidentiality agreement that recognizes that the records remain within 
federal custody and must be returned to the federal agency. The indicia of 
federal custody would be segregated files that can be marked as federal 
property. The state field inspectors would return the records to a central state 
agency custodian who would be required to return the records to the federal 
agency upon its direction. The state’s legal counsel would need to concur 
that the records would remain federal property and would not fall within the 
state open records statutes.

126 15 U.S.C. 2613. This system secures the physical and database controls so that the secrets of a chemical developer 
cannot be taken by an unauthorized person. It was designed by experts familiar with protections for military classified 
documents.
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Arguments can be made about “contract” versus “grant” status, as well as 
about the award of an exclusive services contract to a state when a compet-
ing private entity could perform comparable services. Like any project to 
consider creative regulatory alternatives, the bureaucratic list of negatives 
against a contract arrangement is formidable inside federal agencies; but if 
a high-level official wanted the contract option to be done, it could be done. 
It appears that contractual conditions of disclosure would be feasible, though 
insiders would have to determine the means by which the USDA and EPA 
would accomplish this goal.

The probable constraint most likely to inhibit the use of contracts is money. 
To pay the states for a service would require an appropriation of funds, and 
budgets are tight. Any opponent with political connections could block this 
option with a rider on the agriculture appropriations bill. Presumably this 
would mean that the contract option would need industry acceptance and 
verbal support.

5. Protect Individual Farmer Identity and Location
One option is to treat data concerning crop location as the personal, private 
information of the individual who is the owner of the field test site, because 
it reveals information about his or her personal residence and homestead. 
After all, the public disclosure of a federal permit application makes possible 
a headline such as, “Farmer Jones Tests Killer Crop,” which invades Jones’ 
reasonable expectation of privacy for his homestead. This option would track 
the rationale of the statute that supported nondisclosure of certain ranch 
lands in the Doe v. Veneman “coyote collar” case described above.127 However, 
this option only covers location and only applies to individuals. The option 
has no benefit for species and phenotype information, and it does not work 
for corporate farms that are not identifiable to a single individual person, 
because no personal privacy protection exists for a corporate owner128 or, 
presumably, for individuals identified with respect to a corporately owned 
site. This option also does not address concerns regarding vandalism, intimi-
dation of researchers, and corporate espionage associated with the disclosure 
of location and personal identifying information. So it is at best a supple-
mental defense in addition to commercial confidentiality claims.

127 John Doe #1 v. Veneman, 380 F.3d 807 (5th Cir.,2004).

128 This assumes that state law privacy exemptions track with the federal exemption and with the federal Privacy Act, 5 
U.S.C. §§552(b)(6), 552a.
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6. Intermediary As “Show and Tell” Delivery Agent
The federal permit process could proceed as normal, and if a state wished to 
view the records, a representative of an accounting firm or law firm (which 
have contractual duties to keep records confidential, as well as ethical and 
often statutory protection for client secrets) could deliver the records to the 
state offices, await their inspection by the state, and then return the records 
to the private company. The advantage of accountant intermediaries is that 
CPA firms often have multiple offices nationwide, have a legal protection for 
client papers, and frequently interact with public offices on behalf of 
clients. 

If the sponsor chose, it could instead deliver the records directly to the state 
agency, as the state now can require a private firm to do in ad hoc negotia-
tions. The downside of any “show and tell” option is a political one—a critic 
could claim that the state must both oversee the private activity in question 
and retain detailed records of that activity in the event of future problems. 
This option would not create a lasting set of state agency records, though 
presumably federal agencies that do possess the records would participate in 
any future remedial actions, so the absence from the state’s permanent files 
is not a barrier to investigative follow-up activity later. (If there were a state 
inspection that led to a notice of violation, presumably the location and spe-
cifics would be part of the public record of the hearings and could be pro-
tected, at least in theory, through an appropriate protective order.)

7. Treat as Critical Infrastructure Information
Another option is for the submitting companies to pass all records through 
the existing Food and Agriculture Information Sharing and Analysis Center 
(ISAC),129 marking the records as “critical infrastructure information” (CII). 
From the ISAC, the information would pass through the Department of 
Homeland Security (DHS) to the relevant federal officials, for example at 
APHIS. This CII category has the advantage of special FOIA status preempting 
states from making any public disclosures.130 So if information were to 
become CII, the states could not disclose it.131 The rules covering such 
“infrastructure” are very broad-reaching in their coverage.132 Critical 
infrastructure means “systems and assets, whether physical or virtual, so 
vital to the United States that the incapacity or destruction of such systems 

129 See http://www.fmi.org/isac.

130 6 U.S.C. 133(a)(1)(A).

131 6 U.S.C. 133(a)(1)(E): “shall not, if provided to a State or local government or government agency--

(i) be made available pursuant to any State or local law requiring disclosure of information or records; 

(ii) otherwise be disclosed or distributed to any party by said State or local government or government agency without 
the written consent of the person or entity submitting such information; or 

(iii) be used other than for the purpose of protecting critical infrastructure or protected systems, or in furtherance of an 
investigation or the prosecution of a criminal act;

132 Dept. of Homeland Security, Interim Final Rules, 68 Fed. Reg. 4055 (Jan. 27, 2003).
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and assets would have a debilitating impact on security, national economic 
security, national public health or safety, or any combination of those 
matters.”133 And critical infrastructure information means “information not 
customarily in the public domain and related to the security of critical 
infrastructure or protected systems.”134 A biotech crop research company 
could assert that the food infrastructure of the nation is “vital” and that the 
destruction of biotech field tests by hostile domestic or foreign forces would 
have a debilitating effect on the ability to produce healthier and more 
efficient crops, which in global markets is a matter of economic security in 
the trade balance of the nation. 

While some would scoff at the idea that an acre of corn is a critical aspect of 
infrastructure, the decision is up to the Department of Homeland Security. CII 
status has the remarkable attribute of preempting state disclosure laws 
expressly.135 The result is that the state could not release the data. A chal-
lenge to a state withholding that was filed in state court would be removed 
to federal court because of the complete preemption of state remedies. And 
in a federal court suit against the state and federal withholding, the federal 
Department of Homeland Security would receive great deference for their 
view of the importance of CII protection for this data,136 since this statutory 
term is delegated to the department for its administrative decision. Challengers 
would assert that the submissions are excluded from CII because they are not 
“voluntary” under the Department’s regulations, but this remains to be 
determined.137 

The implicit downside of claiming CII is that challengers would be likely to 
go to the press, ridiculing the sponsoring company’s claim and the DHS 
determination that, say, a pest-resistant watermelon is a matter of national 
security. media acceptance of government secrecy practices is very low at 
present, so the media would be expected to use the claim as an additional 
reason to critique Administration practices. This could make both the agen-
cy’s political appointees and the sponsor company’s executives hesitant to 
assert a CII claim. Ultimately this alternative is out of the hands of the USDA 
or EPA, which cannot control a company’s decision to send its records to the 
DHS, nor do they hold any sway over the DHS’s decision about CII status.

133 6 C.F.R. 29.2

134 6 C.F.R. 29.2

135 6 U.S.C. 133(a)(1)(A).

136 Deference is likely for the interpretation by the agency of its own regulations, e.g. for the Department of Homeland 
Security interpretation of its 6 C.F.R. 29.2. See as to deference, Chevron Oil USA Inc. v Natural Resources Defense 
Council, 467 U.S. 837 (1984).

137 6 C.F.R. 29.2 (it would be “voluntary” as to the Department of Homeland Security even if not so as to USDA or EPA).



3� 

8. New Federal Legislation
The ultimate solution on the “wish list” of protections is a clarifying statute 
that would be obtained from Congress, if the collective political will should 
arise to do so. (The author includes this as an option, but takes no position 
on the political aspects of such a change.) The author has negotiated numer-
ous such statutes to protect defined subsets of information; those statutes 
trigger FOIA exemption (b)(3) coverage.138 A model of such a legislative 
change could be the following: 139

(a)  Any information reported to, or otherwise obtained by, the [USDA] (or 
any representative of the [USDA]) under this chapter, which discloses 
specific information concerning the crop location, crop species, pheno-
type and other specific information regarding the crop, and which is 
marked by the submitter or registrant as confidential business informa-
tion, shall not be disclosed by the Administrator or by any officer or 
employee of the United States, except that such information—

 (1)  shall be disclosed to any officer or employee of the United States—

(A) in connection with the official duties of such officer or employee 
under any law for the protection of health or the environment, 
or

   (B) for specific law enforcement purposes;

 (2)  shall be disclosed to states and to contractors with the United States 
and employees of such states and contractors if in the opinion of the 
Administrator such disclosure is necessary for the satisfactory perfor-
mance of responsibilities of such state or contractor, and under such 
conditions as the Administrator may specify.

(b)  Any officer or employee of the United States or former officer or employee 
of the United States, who by virtue of such employment or official 
position has obtained possession of, or has access to, material the 
disclosure of which is prohibited by subsection (a) of this section, and 
who knowing that disclosure of such material is prohibited by such 
subsection, discloses the material in any manner to any person not 
entitled to receive it, shall be guilty of a misdemeanor and fined not 
more than $5,000 or imprisoned for not more than one year, or both. 

138 5 U.S.C. 552(b)(3).

139 This wording is modeled on the Toxic Substances Control Act, 15 U.S.C. 2613, on which the author was a lead 
negotiator for the industry coalition in 1976.
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 Any employee of a state or of a contractor with the United States who is 
furnished information as authorized by subsection (a)(2) of this section, 
and any employee of any such contractor, shall be considered to be an 
employee of the United States.

(c)  This information described in subsection (a) of this section shall be 
exempt from required disclosure under subsection 552(b)(3) of title 5, 
United States Code.

Whether this legislative shield would pass without major additional problems 
being created is a question that affects the strategic choice to seek a new law. 
It might be better not to open that area of legislation.

9. Model State Biotechnology Confidentiality Statute
NASDA could draft and recommend to state legislators the adoption of a 
model statute that assures confidentiality of the necessary data. The model 
could then be endorsed by the state-funded National Conference of State 
Legislatures and the industry-backed American Legislative Exchange Council. 
For those states that adopt such a model statute, the data submitter would be 
more assured of confidentiality, and the USDA would be more comfortable 
about sharing with the states. 

10. Continuing Current Methods
Based on the responses received to date by the author to an informal survey 
of federal and state agricultural regulators, many states receive excised cop-
ies of permit applications and then informally negotiate with the sponsors, 
who are able to explain the risk issues. Where actual records are sought, a 
sponsor will usually deliver the records requested at a mutually convenient 
time and place and then take them back. This occurs without the documents 
becoming part of the state’s official “records.” When a subsequent disclosure 
request is made, the state possesses no record concerning the field test. 
However, the recent National Plant Board review of the APHIS Biotechnology 
Regulatory Services stated, “frustration was expressed with the state(s) hav-
ing to request CBI from an applicant,” rather than receiving from the federal 
agency all relevant information for a state review of a permit application it 
existing, official state-federal regulatory channels.140 

140 National Plant Board, “Review of the U.S. Department of Agriculture Animal Plant Health Inspection Service 
Biotechnology Regulatory Services,” February 15, 2006.
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CONCLUSION
THE REGULATION OF CROP biotechnology is, like most public law, based on 

the trust of the constituents and their acceptance of decisions because of 

the fairness and competence of the regulators. Federal regulators 

share some of their review and enforcement authorities 

with the states, and state officials have a legitimate 

interest in being aware of the risks and benefits of 

proposed field tests in their states. Confidentiality 

serves a legitimate business purpose in the global 

marketplace for new technologies, but the pursuit 

of protection should not diminish the public 

accountability of the regulators. 

Among the menu of alternatives offered 

above, there are likely to be one or two 

options states can utilize to accommodate and balance 

business needs with the states’ needs for an accountable and justifi-

able decision. Not all states are in the same situation: not all have the same 

laws, and not all have the same needs. Selecting among the options and 

moving forward with prudent regulatory approaches is the future task for 

state agricultural regulatory officials.


