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MEMORANDUM 
 
TO: President Judy Genshaft  

 
FROM: Kate M. Head, CPA, CFE, CISA 

 
DATE: August 21, 2015 

 
SUBJECT: 16-022 Alleged Violation of Florida Statutes and Clery Act 

CONFIDENTIAL 
 
The Florida Board of Governors’ Inspector General referred an allegation to University Audit and 
Compliance (“UAC”) on August 5, 2015.  The allegation related to a burglary which occurred at the 
Office of the Registrar on June 27, 2015.  The purpose of this report is to communicate the findings 
of our investigation. 
 
The complainant alleged the university failed to properly retain email communications and to timely 
notify students and employees of the incident. 
 
Specific allegations included: 
 

· The university Provost’s Office and the Registrar’s Office violated Florida Statute 119, 
Public Record laws, by advising employees of the Registrar’s Office to destroy email and not 
to use email to communicate. 

· The University Police Department violated the Clery Act by failing to timely notify 
employees and students and failing to publish information regarding the crime in the Crime 
Log. 

· The university failed to notify the students of a potential loss of student records as required 
by the federal or state laws. 

 
Our review found no evidence to support the claims of the complainant. 
 
cc: Dr. Ralph Wilcox, Provost and Executive Vice President of Academic Affairs 

John Long, Sr. VP, Business and Finance and Chief Operating Officer 
Sidney Fernandes, Vice President and CIO, Information Technology  
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ISSUES AND RESULTS 
 
Issue One:  The university Provost’s Office and the Registrar’s Office violated Florida 
Statute 119, Public Record laws, by advising employees of the Registrar’s Office to destroy 
email and not to use email to communicate. 
 
Complaint Details 
 
The complainant reported that he was told by a member of the Registrar’s Office that the Provost is 
“resorting to even less conventional forms of communication to avoid operating in the Sunshine 
and having their communications considered a public record under Chapter 119, Florida Statutes.” 
 
Complainant alleged, “When the Provost’s office was notified of these events [unauthorized access 
to Registrar’s office on June 27, 2015], the Provost…sent his Personal [Special] Assistant…to the 
office [Registrar’s Office] to inform the…Acting Registrar and another manager in the office to not 
to send to or copy the Provost on any email concerning the break-in and to keep the news 
concerning the events surrounding the break-in quiet.  The Provost’s Personal [Special] Assistant 
also wanted hardcopy of all the emails already sent and for the [Registrar’s] staff to discard them [the 
emails].” 
 
Relevant Facts 
 
According to a signed written statement prepared by the former Associate Registrar on August 11, 
2015, the Associate Registrar received a request by the Saudi Arabian Cultural Mission (SACM) on 
June 23, 2015, and June 24, 2015, to authenticate a USF student transcript.  According to the written 
statement, the Associate Registrar determined the transcripts were forged.  SACM was sent a memo 
indicating the transcripts were a forgery. 
 
On Saturday June 27, 2015, the Office of the Registrar experienced a burglary.  According to the 
police report, the Registrar’s Office motion alarm was set off four times the morning of June 27, 
2015, beginning at 1:57 a.m. and ending at 4:06 a.m.  The university police responded to each of the 
alarms, reset the alarms, but did not find anything suspicious at that time. 
 
The burglary was reported to the university police on Monday, June 29, 2015, at 8:43 a.m. by a 
Registrar’s Office employee.  According to the written statement by the former Associate Registrar, 
the Acting Registrar informed the university police about the transcript forgeries.  The written 
statement also indicates that a third forged transcript, which was printed on official USF transcript 
paper, was sent to the former Associate Registrar the week of June 29, 2015, by SACM. 
 
The university police investigation determined that a hard drive, blank transcript paper, and possibly 
envelopes were taken. 
 
Interviews and Statements 
 
UAC and/or the Office of General Counsel interviewed the Provost, Special Assistant to the 
Provost, and the Acting Registrar on August 11-12, 2015.  A follow-up interview of the employee, 
who was the Acting Registrar at the time of the loss, was done by phone on August 20, 2015. 
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The Provost indicated that he did not instruct his Special Assistant to request that any emails 
regarding the incident be printed and then deleted.  The Special Assistant indicated that she never 
requested and/or obtained physical copies of emails from the Acting Registrar or any other 
employees in the Registrar’s Office regarding the break-in and did not instruct these individuals to 
delete the subject emails.  While the Special Assistant to the Provost was asked to go to the 
Registrar’s Office by the Provost to pick up some student records from the Acting Registrar, these 
records were not emails.  The Acting Registrar confirmed that the Special Assistant was at the 
Registrar’s Office to pick up student records, and during that visit, did not request copies of any 
emails nor did she request any emails be deleted.  All three individuals, interviewed separately, have 
provided consistent information on this matter.  The Acting Registrar indicated to University Audit 
and Compliance and the Office of General Counsel that she instructed her staff not to use email to 
communicate information regarding the theft since it was an active police investigation. 
 
The signed statement by the former Associate Registrar on August 11, 2015, states, “The USF Police 
Department interviewed me and I sent them all the documents and emails connected to the forged 
documents.  On July 9, 2015, I was asked by my supervisor…[Acting Registrar] to provide a paper 
copy of all the documents related to the forgeries to a Special Assistant to the Provost’s Office….  I 
was also informed by these two individuals [Acting Registrar and Special Assistant] not to email any 
documents to any Provost’s Office staff.” 
 
UAC interviewed the employee who served as the Acting Registrar by phone on August 20, 2015, 
and asked about the statement made by the former Associate Registrar.  The now former Acting 
Registrar stated that she told her leadership team in the Registrar’s Office not to email information 
around the office about the burglary and forgeries since these matters were part of a criminal 
investigation and pending legal matter. 
 
Relevant Rules and Regulations 
 
Section 119.011(12), Florida Statues defines a public record as, “All documents, papers, letters, 
maps, books, tapes, photographs, films, sound recordings, data processing software, or other 
material, regardless of the physical form, characteristics, or means of transmission, made or received 
pursuant to law or ordinance or in connection with the transaction of official business by any 
agency.” 
 
USF System Policy 0-106, USF System Records – Public Records Law Compliance and Record 
Confidentiality states, “It is the policy of the University of South Florida System that all public 
records in USF System custody shall be open for inspection by any person, at reasonable times and 
under reasonable conditions, and that USF System and its respective custodians of public records, as 
designated herein, shall furnish copies of public records upon payment of a charge, where 
authorized by this policy, for the cost of duplication and labor.” 
 
USF System Policy 0-106 defines the custodian of public records as, “All individual USF System 
employees that possess public records in the scope of their employment with the USF System as 
designated through its authority in Section 119.011(5), F.S.” 
 

http://www.leg.state.fl.us/Statutes/index.cfm?App_mode=Display_Statute&Search_String=&URL=0100-0199/0119/Sections/0119.011.html
http://regulationspolicies.usf.edu/policies-and-procedures/pdfs/policy-0-106.pdf
http://regulationspolicies.usf.edu/policies-and-procedures/pdfs/policy-0-106.pdf
http://www.leg.state.fl.us/Statutes/index.cfm?App_mode=Display_Statute&URL=0100-0199/0119/Sections/0119.011.html
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Results 
There is no violation of Chapter 119, F.S.  Oral communication is an acceptable form of 
communicating official business matters.  Advising someone not to use email to discuss matters 
directly impacting an active investigation is a prudent action to take and not a violation of the 
Chapter 119, F.S.  There is no evidence to conclude that the Provost or his Special Assistant 
directed the Acting Registrar to instruct Registrar employees, the custodians of public records, to 
delete emails meeting the definition of public records related to the burglary of the Office of the 
Registrar. 
 
 
Issue Two:  The University Police Department violated the Clery Act by failing to timely 
notify employees and students and failing to publish information regarding the crime in the 
Crime Log. 
 
Complaint Details 
 
Complainant alleged, “University Police were told to not publish the information on their crime 
blotter [Activity log] though they are officially required to disclose the information under the Clery 
Act (formerly Campus Security Act) and Student Right to Know.”1 
 
Relevant Facts 
 
The Clery Act requires timely warnings be issued for Clery-defined crimes occurring on a campus’ 
Clery-defined geography which are “considered by the institution to represent a threat to students 
and employees.”2  The Clery Act also requires emergency notifications be issued when “there is an 
immediate threat to the health or safety of students or employees occurring on campus.”3 
 
The reported burglary of the Office of the Registrar on Saturday June 27, 2015, met the definition 
“burglary” pursuant to Clery4; however, the burglary occurred over the weekend when USF 
employees were not in the building.  By the time the burglary was discovered on Monday, June 29, 
2015, there was no threat, immediate or otherwise, to the health or safety of students or employees.  
Thus, this burglary did not meet the Clery-defined requirements for issuing a timely warning nor 
emergency notification. 
 
USF Police Department (UPD) maintains a 24/7 online activity report which includes activities 
which must be reported in the Clery crime log.  This online activity report automatically updates 
each hour to include all events called into the UPD Dispatch Center.  The activity log is also printed 
and available for public inspection. 
 
The online activity log included the four alarm events, which occurred the night of the burglary on 
Saturday June 27, 2015.  When employees returned to the Registrar’s office for work Monday 

                                                 
1 The Clery Act is the Jeanne Clery Disclosure of Campus Security Policy and Campus Crime Statistics Act.  Campus 
Alerts are used by USF to meet the Timely Warnings and Emergency Notification requirements of the act and the 
Activity log is used to meet the Crime log components of the act. 
2 [34 CFR §668.46(e)(1)(i)-(iii)]. 
3 [34 CFR §668.46(e)(3)] 
4 [34 CFR §668, Appendix A to subpart D] 

http://131.247.43.208/SmartWebClient/CADView.aspx
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morning, the burglary was discovered and reported to UPD at 8:43 a.m.  The original entry into the 
activity log on 6/29/2015 shows the burglary was logged as a theft and an officer was dispatched.  
The current online activity report reflects a dispatched date of July 8, 2015.  The dispatched date was 
updated in the system from June 29, 2015 to July 8, 2015 when an officer was dispatched to the 
Registrar’s Office to obtain additional information. 
 
As part of their ongoing efforts to apprehend the perpetrator(s) of this crime, UPD issued a 
Community Crime Alert on July 15, 2015, in an effort to help identify a person of interest.   
 
Relevant Rules and Regulations 
 
Jeanne Clery Campus Disclosure of Campus Security Policy and Campus Crime Statistics Act (the 
“Clery Act”) requires all colleges and universities that participate in federal financial aid programs to 
keep and disclose information about certain Clery-defined crimes and incidents occurring on or near 
their Clery-defined geography: on campus (including residence halls), public property directly 
adjacent to campus; and non-campus property owned or controlled by the institution at the time the 
crime or incident occurred.  These crimes and incidents are published as anonymous statistics 
annually in the university’s Annual Security Report and Fire Safety Guide each year as well as 
submitted to the U.S. Department of Education pursuant to Clery Act regulations. 
 
The U.S. Department of Education’s Clery guidance tool, The Handbook for Campus Safety and 
Security Reporting, recommends that institutions with a campus police department, such as USF, 
keep a daily crime log of alleged criminal incidents that is open to public inspection.  “The purpose 
of the daily crime log is to record criminal incidents and alleged criminal incidents that are reported 
to the campus police or security department.  The log is designed to disclose crime information on a 
timelier basis than the annual statistical disclosures.” 
 
The crime log must include the date and time the crime occurred, a brief description of the reported 
criminal incident, a general location of the crime, and the disposition of the complaint if known.  
“An entry, an addition to an entry, or a change in the disposition of a complaint must be recorded 
within two business days of the reporting of the information to the campus police or the campus 
security department.”   
 
The Handbook for Campus Safety and Security Reporting, Chapter Six-Emergency Notifications 
and Timely Warnings states, “Timely warnings are triggered by crimes that have already occurred but 
represent an ongoing threat.  Issue a timely warning for any Clery crime committed on your Clery 
geography that is reported to your campus security authorities or a local law enforcement agency and 
is considered by the institution to represent a serious or continuing threat to students and 
employees.” 
  

http://www.usf.edu/administrative-services/university-police/documents/alert2015-008.pdf
http://www.usf.edu/administrative-services/university-police/your-safety/campus-safety-guide.aspx
http://www.usf.edu/administrative-services/university-police/documents/clery-handbook.pdf
http://www.usf.edu/administrative-services/university-police/documents/clery-handbook.pdf
http://www.usf.edu/administrative-services/university-police/documents/clery-handbook.pdf
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Results 
There was no violation of the Clery Act requirements to issue a timely warning or emergency 
notification for this burglary, since the crime was neither a serious nor continuing threat to students 
and employees. 
 
There was no violation of the Clery Act requirements for a crime log.  The burglary and its 
associated alarms were timely recorded and reported on UPD’s activity report in accordance with 
Clery Act requirements. 
 
 
Issue Three:  The university failed to notify the students of a potential loss of student 
records as required by the federal or state laws. 
 
Complaint Details 
 
Complainant alleged, “No students were notified of the break-in and the theft of the computer 
tower [drive] which likely contained student educational records and personal information, which are 
protected under federal and state laws that would have required USF to notify students in case their 
personal identity information or academic information is compromised.” 
 
Relevant Facts 
 
UAC was notified of the burglary on June 29, 2015.  UAC immediately contacted Information 
Technology to ensure that they had been notified and appropriate actions were being taken to 
identify any loss of protected data.  Office of the General Counsel was also in direct communication 
with UAC and Information Technology regarding the potential incident.  UAC’s IT Audit team had 
several discussions with Information Technology staff the week of June 29, 2015, and was advised 
of the outcome of their review efforts. 
 
Based on the discussions with Information Technology and Office of the General Counsel, it 
appears that Information Technology performed an immediate and diligent review of enterprise 
systems which may have been impacted by this incident and the information contained on the lost 
hard drive.  There was no evidence to conclude that any student records contained within the 
student record systems were impacted. 
 
Both the current Registrar’s employee assigned to the computer and the previous employee assigned 
to the computer, who is now working in a different department, were interviewed by Information 
Technology and/or the Office of the General Counsel to determine the nature of the data stored on 
the stolen hard drive.  There was no evidence to conclude that the lost hard drive contained 
confidential student data.  The university determined that only one person was impacted.  This 
individual was notified of the loss on July 17, 2015.  The records lost were personal records stored 
on the drive by a former employee who failed to remove the items when they transferred to another 
unit. 
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Relevant Rules and Regulations 
 
Section 501.171, Florida Statutes (Florida Information Protection Act of 2014) (4) (a) states, “A 
covered entity shall give notice to each individual in this state whose personal information was, or 
the covered entity reasonably believes to have been, accessed as a result of the breach.  Notice to 
individuals shall be made as expeditiously as practicable and without unreasonable delay, taking into 
account the time necessary to allow the covered entity to determine the scope of the breach of 
security, to identify individuals affected by the breach, and to restore the reasonable integrity of the 
data system that was breached, but no later than 30 days after the determination of a breach or 
reason to believe a breach occurred unless subject to a delay authorized under paragraph (b) or 
waiver under paragraph (c).” 
 
Family Educational Rights and Privacy, Final Rule, 73 Federal Register 74843-74844 (December 9, 
2008), Department Recommendations for Safeguarding Education Record, “does not require an 
educational agency or institution to notify students that information from their education records 
was stolen or otherwise subject to an unauthorized release, although it does require the agency or 
institution to maintain a record of each disclosure, 34 CFR 99.32(a)(1).” 
 
FERPA states, “If an educational agency or institution has experienced a theft of files or computer 
equipment, hacking or other intrusion, software or hardware malfunction, inadvertent release of data 
to Internet sites, or other unauthorized release or disclosure of education records, the Department 
suggests consideration of one or more of the following steps: 
 

· Report the incident to law enforcement authorities. 
· Determine exactly what information was compromised, i.e., names, addresses, SSNs, ID 

numbers, credit card numbers, grades, and the like.  Take steps immediately to retrieve data 
and prevent any further disclosures. 

· Identify all affected records and students. 
· Determine how the incident occurred, including which school officials had control of and 

responsibility for the information that was compromised. 
· Determine whether institutional policies and procedures were breached, including 

organizational requirements governing access (user names, passwords, PINS, etc.); storage; 
transmission; and destruction of information from education records. 

· Determine whether the incident occurred because of a lack of monitoring and oversight. 
· Conduct a risk assessment and identify appropriate physical, technological, and 

administrative measures to prevent similar incidents in the future. 
· Notify students that the Department’s Office of Inspector General maintains a web site 

describing steps students may take if they suspect they are a victim of identity theft.” 
 
Results 
There is no violation of the FERPA or Section 501.171, F.S.  USF notified the one 
employee/former student impacted by the loss of the hard drive, whose personal, non-work related 
files had been stored on the hard drive. 

http://www.flsenate.gov/Laws/Statutes/2015/501.171
http://www2.ed.gov/legislation/FedRegister/finrule/2008-4/120908a.pdf
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