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Key TaKeaways

Customer Obsession Is a Prerequisite For Business success
We have entered the age of the customer, a 20-year period in which success will 
be linked to how well your business understands and serves increasingly powerful 
customers. A measurement for success will be whether the business services are easy to 
use, meet customer needs, and are enjoyable.

end User Behavior Monitoring Provides Competitive Business User Insight
Increasingly, all business services are tech-fueled, which means how business users 
interact with technology will influence their perception of a business service. Adopt end 
user behavior monitoring to analyze business user technology interactions and ensure 
that technology is meeting customer experience requirements.

Today’s end User Behavior Monitoring solutions Focus On workforce 
Productivity
The end user behavior monitoring solutions on the market today are good examples of 
how this form of monitoring has improved workforce productivity. The insight provided 
by these solutions help I&O pros optimize the technology supporting business services 
to make sure that technology promotes productivity rather than hinders it.
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For InFrastructure & operatIons proFessIonals

why Read ThIs RePORT

Rapid consumer technology innovation in smartphones, tablets, mobile applications, and wearables is 
increasing the hardware and software choices available for business users so that business services are now 
available anytime, anywhere. Infrastructure and operations (I&O) teams are responsible for ensuring that 
their technology choices are supporting workforce productivity and, ultimately, business competitiveness. 
This report highlights innovative solutions in end user behavior monitoring that can help I&O and business 
teams ensure that technology is aiding workforce productivity and is optimized for business services.
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eNd UseR BehavIOR MONITORINg CaN aCCeleRaTe BUsINess sUCCess

In the age of the customer, technology-based business services are a catalyst for business success.1 
For I&O professionals, this means that a technology monitoring strategy that focuses only on 
availability and performance will not be able to provide them with the full details they need to 
understand the success of a business service. Technology monitoring must also provide insight 
into whether business services are meeting needs, easy to use, and enjoyable.2 End user behavior 
monitoring solutions can help provide such insight, as they:

■ Record all business-user-initiated technology interactions with devices and applications. This 
data allows I&O and the business to understand the business user’s relationship with technology, 
such as when and where a business user uses devices and applications. Having this detail allows 
I&O to link the usage of technology to the internal business processes or to steps in the external 
customer life cycle.3 I&O professionals can use this information to optimize the technology 
supporting business services to ensure that they are delivered with the business user in mind. 

■ Add detailed information to business user persona creation. Today’s infrastructure and 
application environments supporting business services are already extremely complex; therefore, 
ensuring a good customer experience is increasingly difficult. To solve this challenge, you can 
use personas.4 Personas are fictional characters that represent the different business user types, 
such as a field sales employee or a Millennial customer.5 You can use information from end user 
behavior monitoring in persona creation activities to ensure that you keep this persona in mind 
during all phases of business services design, development, and testing.

The Resulting Business User Insight will enhance I&O’s Reputation In The Business

The persona insight provided by end user behavior monitoring is highly valuable to your business. 
Internally, understanding workforce behavior in regard to technology use can help you optimize 
employee productivity in both new and existing business services.6 Externally, it helps ensure that 
your company understands its customers and applies this knowledge across the enterprise — this is 
a competitive necessity.7 Using end user behavior monitoring to help create personas can increase 
the success of your company, as you will truly understand who is using what, where they’re using it, 
and when. I&O teams can lead initiatives here and enhance their reputation from that of an order-
taker to a business partner. End user behavior can simply foster greater collaboration with business 
executives working in marketing and the eBusiness roles.

eNd UseR BehavIOR MONITORINg ReFeReNCe aRChITeCTURe

An end user behavior monitoring solution must be able to handle the vast amount of data that needs 
to be collected, stored, and analyzed rapidly to transform into information and insight. End user 
behavior monitoring solutions adhere to the following reference architecture (see Figure 1):
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1. Collection and retention. Whether the solution is agent-based or agentless, it must be able 
to record all business user technology interactions with all technology hardware devices and 
applications. It must allow you to collect interactions within the application to map out the full 
user journey without being invasive to the business user’s technology experience. This should 
be possible via the solution or via application programming interfaces (APIs) into end user 
experience monitoring technologies.8 Retention schedules for the collected data should be easy 
to configure based on year, month, day, and time variables.

2. Storage. The solution must be able to store the vast amounts of collected data economically 
based on operator-defined retention schedules. This means employing big data techniques and 
technologies that make handling data at extreme scale affordable, such as nonrelational data 
store technologies.9

3. Analysis. The solution must be able to rapidly analyze data. This means that IT analytics 
concepts that use mathematical algorithms and other innovations to extract meaningful 
information from the sea of raw data collected must exist.10 This feature should be simple to use 
and ideally use a querying language that is as close to natural language as possible so that the 
operator can put the information into context.

4. Dashboards and reporting. It’s important that the information the solution is analyzing be 
displayed in an easily accessible format for the user. This means that the solution must allow 
users to easily create graphical dashboards that they can tailor according to what information 
they want to see. Dashboards should be easily accessible and should display clearly on mobile 
technologies such as smartphones and tablets. Additionally, you should be able to easily and 
quickly create reports based on the information in real time.

5. Security and risk. The solution must be able to cater to country- and industry-specific data 
privacy regulations. Also, because of the nature of the data being collected, it is essential that the 
solution have encryption features and that only operators with the necessary access privileges 
can access and manipulate the data. 
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Figure 1 Forrester’s End User Behavior Monitoring Reference Architecture

Source: Forrester Research, Inc.115021
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TOday’s sOlUTIONs FOCUs ON INTeRNal wORKFORCe BehavIOR MONITORINg

The following solutions focus on internal business user or workforce behavior monitoring. As 
highlighted in Forrester’s TechRadar™ series on business technology monitoring, end user behavior 
monitoring technology is in the creation stage of its development.11 Thus the following solution 
vendors have numerous case studies that demonstrate internal workforce behavior monitoring, but 
case studies that show external customer behavior monitoring were either nonexistent or limited 
in detail. Over the next five years, we do expect that new solution providers will enter this market 
and existing solutions vendors will tailor solutions and go-to-market approaches to also focus on 
external customer behavior monitoring and analytics.
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aTeRNITy’s IMPleMeNTaTION OF eNd UseR BehavIOR MONITORINg CONCePTs

Aternity was founded in 2004, and the company has been selling its Aternity End User Experience 
Management (EUEM) platform since 2006. The following describes how Aternity’s solution fits into 
the end user behavior monitoring reference architecture:

■ Collection and retention: The patented Aternity solution can monitor any application, any 
device, and any user. Application monitoring includes physical, virtual, and mobile applications 
on code platforms such as .NET, Java, Win32/64, Android, and iOS. Devices include physical 
desktops, virtual desktops, and mobile devices. Desktops require that you install an Aternity 
agent, and mobile devices require Aternity’s SDK. Agent footprint is minimal, taking less than 
0.2% CPU, 75 to 100 MB of memory, and only 8 bytes per second of network bandwidth. Time-
based retention policies are fully customizable.

■ Storage: Today, Aternity’s solution uses an Oracle Enterprise Database, and data is aggregated 
based on 2-minute, 5-minute, hourly, and daily aggregation by default. Every Aternity release 
includes a focus on data optimization to further improve data storage and scalability. Currently, 
the solution scales to about 100,000 end points on a single instance.

■ Analysis: The solution automatically generates performance-specific profiles based on the 
data collected. It can automatically split these profiles by location, network subnet, device 
configuration, browser type, or even internal company department. It automatically creates 
business user groups based on shared technology experiences so that you can identify and 
resolve performance problems quickly. In addition to predefined interactive dashboards, the 
Dynamic Query Engine (Navigator) allows you to run customizable queries based on the data 
collected. This feature is useful for “what if ” scenario analysis.

■ Dashboards and reporting: Use-case-driven dashboards allow the audience to understand the 
severity and magnitude of any application performance, resource consumption, or availability 
issue out of the box. “My Enterprise” is a typical overview dashboard that shows the health of 
all applications and associated devices, application-specific dashboards that show business user 
activity in relation to applications, and device health dashboards that show performance and 
availability details for consumer devices. From a reporting perspective, the solution consolidates 
information into service-level agreement (SLA)-based PDF reports that it can automatically 
distribute on a daily or weekly basis. 

■ Security and risk: Aternity supports full role- and scope-based security and the lightweight 
directory access protocol (LDAP). It can also configure data collection based on data privacy 
use cases (e.g., user IDs and hostnames can be obfuscated by a hexadecimal code). It can also 
encrypt data via either Secure Socket Layer (SSL) or HTTPS.
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International law Firm Relies On aternity To Understand Business User experience

Forrester interviewed an international law firm that began implementing the Aternity EUEM 
platform in October 2012. The main reason it adopted the platform was because its I&O team 
realized that there was a visibility gap in regard to the information it monitored. While existing 
monitoring tools provided insight into business service availability and performance, they did not 
provide any insight into the business user’s experience. With the adoption of Aternity EUEM, the 
I&O team can now see the impact of technology programs on the business user, such as the effect of 
server virtualization, to make sure that workforce productivity is not harmed. One key takeaway from 
our interview was that successful adoption of this form of monitoring requires the appropriate skills: 

“During the rollout, it’s essential that you have someone on your team who understands 
or works to understand how business users actually use the applications that you will 
monitor. Once you know this, it means that the configuration will be relevant and based on 
the business user’s viewpoint, not IT’s. The last thing you want to do is assume you know 
how they are using applications, as this will lead to misinterpretation of the data collected.” 
(systems operations manager, international law firm) 

KNOa’s IMPleMeNTaTION OF eNd UseR BehavIOR MONITORINg CONCePTs

Knoa Software was founded in 2003 and is headquartered in New York. The company is selling its 
Experience and Performance Manager (EPM) solution to monitor SAP, Siebel CRM, PeopleSoft, and 
Salesforce, specifically. The following describes EPM’s capabilities relative to the end user behavior 
monitoring reference architecture:

■ Collection and retention: EPM can collect all user interactions with any application on 
a Microsoft-Windows-based desktop, laptop, or mobile device. The solution is licensed 
for capturing interactions with enterprise business applications such as SAP, Siebel CRM, 
PeopleSoft, and Salesforce. EPM requires that you deploy agent software on the client device 
where the resource impact is less than 1% CPU and 30 MB of RAM. You can configure extensive 
retention period settings and separate policies for raw and aggregate reporting data.

■ Storage: Collected data is stored in either an MS SQL or Oracle relational database. The data 
is stored in three schema forms within two databases — raw, normalized logical data in one 
and aggregated reporting data in the other. This means that you can apply different retention 
policies on each of the schemas to help with economical storage.

■ Analysis: The solution creates a conceptual model for all applications monitored. The model 
provides information in a business context in regard to application usage, response time, and 
work interruptions. This information is linked with user attributes, allowing for the presentation 
of aggregate data tailored to the specific area of interest. For example, analysis of data related to 
users in a certain geography working in specific screens in an application may identify specific 
application change or training requirements. 
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■ Dashboards and reporting: The solution can create customized dashboards, as it’s built on top 
of the SAP Business Objects solution, which is fully customizable against the EPM database via 
a data layer API. It also provides detailed reports for each measure and a workflow report that 
shows the flow of all interactions for a single business user over a time period. Also available are 
aggregate or summary reports that offer custom aggregation filters so that the business user can 
easily and quickly customize reports.

■ Security and risk: The solution allows you to hide and obscure sensitive data from the operator 
in the operating console. Additionally, you can configure filters on the agent to limit what is 
initially collected and sent to the database. The business user must be authenticated to access the 
operator console, reports, and dashboards, and you can set specific permissions in the console 
to control access to underlying data.

Knoa helps Johns Manville Pinpoint saP Issues Quickly

Johns Manville (JM), a Berkshire Hathaway company, is a leading manufacturer and marketer of 
premium-quality products for commercial, industrial, and residential applications. In 2013, JM 
adopted Knoa’s solution specifically for its SAP implementation, with the goal of optimizing how 
SAP is used by its employees. With Knoa’s solution, JM knows where SAP is actually being used in 
the organization, who is using the software, and can swiftly identify any SAP business user who is 
causing issues. JM quickly saw the benefits of using Knoa’s solution:

“In just these beginning stages of the Knoa rollout, the solution has proven to provide 
significant bottom-line benefits. SAP operations have become much more responsive 
as metrics around month-end processing are reviewed and business process/training 
improvements made based on the findings.” (Jesse Bernal Jr., service delivery manager, 
Johns Manville)

In one example of workforce training optimization, end user behavior monitoring revealed that 
while 88 employees received SAP training in one plant, only 22% of them actually used the software. 
JM used this knowledge to change its training program by offering SAP training activities only to 
relevant business users.

NexThINK’s IMPleMeNTaTION OF eNd UseR BehavIOR MONITORINg CONCePTs

Nexthink was founded in 2004 and is headquartered in Lausanne, Switzerland. Its mission is to help 
I&O departments transform the way they service and support business end users. The following is 
how its solution capabilities fit into the end user behavior monitoring reference architecture:

■ Collection and retention: Nexthink can collect any interactions running Windows or Mac 
operating systems (including Windows 8 tablets). All applications on the device are discovered 
through detecting launched processes and then analyzing related variables such as CPU, 
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memory utilization, and network metrics. This is done via a passive kernel-driver-collector 
installed onto the device, which consumes minimal system resources (about 500 Kb RAM and 
less than 0.05% CPU time). Retention policies are highly flexible, role based, and focus on data 
optimization and data privacy adherence.

■ Storage: Nexthink’s proprietary in-memory computing database stores the data, which is then 
consolidated and analyzed to detect anomalies, generate alerts, and create dynamic baselines 
based on pattern understanding. To accommodate real-time analytics, the in-memory database 
has been designed with data insert and read efficiency. As there are limits to an in-memory 
database, older historical information is stored on disk in a PostgreSQL database.

■ Analysis: The solution continuously analyzes data and turns it into information in numerous 
ways. Firstly, discovered technology interactions are grouped together in the console, which 
allows operators to see what’s going on in their infrastructure and validate whether it’s expected. 
Secondly, dynamic baselining can reveal any anomalies quickly. Thirdly, it can generate 
topological visualizations that clearly show how end users interact with technology. And finally, 
pattern analysis identifies any specific inferences that may be detrimental to overall IT service 
quality. You can also easily query data by using the “smart search” feature, which provides near 
web-search-engine-like experience.

■ Dashboards and reporting: The solution console is fully customizable. Nexthink provides a 
number of standard widgets and dashboards to allow the administrator to tailor the information 
to the audience. Additionally, operators can create new widgets and dashboards by using 
templates that are included in the solution.

■ Security and risk: You can easily set privacy policies for the presentation and storage of data. 
These policies are fully role based, so country-specific policies are easy to put in place. The data 
collected is encrypted, and you can set up auditing to record operator use of the Nexthink solution.

swisscom Uses Nexthink To help Its Customers and Partners work More efficiently

In September 2013, Swisscom started using the latest version of Nexthink’s solution to provide a 
managed service to its customers. This service delivers new functionality on a pay-per-use basis. It 
provides insights that traditional data-center-focused monitoring is not capable of:

“The goal of this managed service is to make our customers and partners work more 
efficiently and create new business opportunities. This form of monitoring focuses on the 
overall user experience — not just the applications or just the hardware devices which 
traditional forms of monitoring cover. Our service can be easily integrated with existing 
monitoring solutions and service desk operations.” (Kathrin Hoesli, experience marketing 
manager ICT, Swisscom)
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Swisscom told us that an important factor in its choice was Nexthink’s future plans for its solution to 
support multiple client devices and mobile device support. 

r e c o m m e n d at i o n s

UNdeRsTaNd BehavIOR TO eNsURe TeCh-OPTIMIzed BUsINess seRvICes

The fast pace of innovation is increasing ways in which technology can be used to enhance new 
and existing business services. This means that I&O teams can no longer focus only on ensuring 
performance and availability of infrastructure, consumer devices, and applications; they also need 
to work with their business coworkers to make sure that business services are utilizing technology in 
the right way to delight external customers and support internal workforce productivity. To achieve 
this, I&O must become business-user-obsessed and:

1. Map internal business services to business capabilities to understand strategic 
importance. Not all business services provided by the technology management 
organization are of equal strategic importance to your business. For example, a corporate 
intranet service will likely be important only at certain times to business users, whereas 
certain business users will constantly use a customer relationship management service, 
which directly affects sales performance. To clearly understand the strategic importance of 
technology-management-provided business services, work with your business colleagues 
to map business services to business capabilities.12

2. Discover how technology is utilized in regard to internal business services. In today’s 
enterprise, business users use technology with all business services. With increasing 
business user technology choices, it’s the job of I&O to ensure that the technology the 
workforce is using today and in the future assists with their productivity. End user behavior 
monitoring solutions are critical here because they can identify and analyze all business 
user technology interactions to piece together the technology journeys that business users 
follow in relation to their job role.

3. Measure whether business services meet customer experience requirements. Great 
availability and performance are not the only measurements of whether technology-fueled 
business services are meeting business user requirements. To meet customer experience 
needs, you should also measure whether business services are easy to use and enjoyable. 
Using the insight gained from end user behavior monitoring will help identify the root 
cause of experience issues with business services (e.g., whether it is a technology, process, 
or training issue) and optimize business services for workforce productivity.



For InFrastructure & operatIons proFessIonals 

technology spotlight: end user Behavior Monitoring 10

© 2014, Forrester Research, Inc. Reproduction Prohibited May 13, 2014 

4. Design new business services with the business user in mind. What you learn from the 
previous steps will help you understand your business users in great detail. You can use this 
information to create fictional personas that represent the different business user profiles 
present in the organization. You can then use these personas to ensure that business service 
strategy, design, transition, and operation processes serve the business user and, more 
importantly, maintain and enhance customer experience.

5. Help business executives with the design and delivery of external business services. 
I&O must help ensure internal workforce productivity by optimizing technology and help 
with the BT strategy to enhance its reputation.13 Marketing and eBusiness professionals are 
already using personas, but as end user behavior monitoring solutions develop to include 
customer behavior monitoring, I&O executives should make sure that they are the promoter 
and provider of these solutions.

sUPPleMeNTal MaTeRIal

Companies Interviewed For This Report
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Nexthink
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eNdNOTes
1 Using mobile devices, social media, and digital tools to band together, empowered customers roam the 

globe in virtual packs, extracting price, quality, and service concessions from the world’s most powerful 
brands. See the October 10, 2013, “Technology Management In The Age Of The Customer” report.

2 These are three critical facets of business success in the age of the customer as demonstrated in research 
from Watermark Consulting, a US-based customer experience firm; companies with high customer 
experience scores have delivered significantly higher shareholder value than low-scoring companies. 
Source: Watermark Consulting (http://www.watermarkconsult.net/).

3 The customer life cycle represents the marketing actions taken from the point of view of customers as they 
move through the phases of discover, explore, buy, and engage. See the December 11, 2013, “The Rise Of 
The Customer Life-Cycle Marketing Systems” report.

4 Alan Cooper first introduced personas in 1999 as a way to solve a persistent serious design challenge: the 
tendency of company stakeholders to design solutions that please themselves, not their customers. See the 
February 19, 2013, “The State Of The Art Of Personas” report.
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5 Oxford Dictionary defines Millennials as those reaching young adulthood around the year 2000. Source: 
(http://www.oxforddictionaries.com/definition/english/millennial).

6 Productivity is a measure of what the company seeks from the employee, but employees see it differently. 
They want to do good work of which they are proud, and they want to meet their goals in the least amount 
of time. In today’s digital world, productivity is the combination of three dynamic variables. See the May 7, 
2013, “Measure Workforce Experience Through Engagement, Productivity, And Customer Impact” report.

7 Companies across the globe and from every industry are building teams to translate mountains of 
information into a better understanding of their customers. In the age of the customer, knowing your 
customers and quickly translating and applying that knowledge across the entire enterprise is no longer a 
competitive advantage; it’s a competitive necessity if you are to win, engage, and retain customers. See the 
January 22, 2014, “The Age Of The Customer Requires A More Intelligent Enterprise” report.

8 End user experience monitoring is part of the APM discipline. There are two main types of EUM 
technologies. The first is known as “active” or “synthetic” transaction monitoring and is used to understand 
application availability. The second is known as “passive” or “real user” monitoring and uses Java-code-
based injection methods, hardware appliances for analyzing network flow, and endpoint-installed agents 
to monitor applications for availability. Early forms of this type of monitoring were limited by network 
protocol, but new software variants provide increasing options. See the November 27, 2013, “TechRadar™: 
Business Technology Monitoring, Q3 2013, Part 3 Of 5” report.

9 Forrester defines big data as “techniques and technologies that make handling data at extreme scale 
affordable.” See the September 30, 2011, “Expand Your Digital Horizon With Big Data” report.

10 Forrester defines IT analytics as “the use of mathematical algorithms and other innovations to extract 
meaningful information from the sea of raw data collected by management and monitoring technologies.” 
See the December 5, 2012, “Turn Big Data Inward With IT Analytics” report.

11 While these technologies are far from seeing mainstream adoption and their business value is not fully 
proven, Forrester believes they hold significant promise in the “age of the customer,” where customer 
experience and insight is king. See the September 20, 2013, “TechRadar™: Business Technology Monitoring, 
Q3 2013, Part 2 Of 5” report.

12 IT business capabilities represent what an IT organization does to execute its mission and deliver IT 
services that meet the needs of internal customers. A business capability is an abstract representation 
of the people, processes, and assets required to produce an outcome — along with business goals and 
metrics for that outcome. Business capabilities can be represented in a capability map — a simple and 
easy-to-understand tool to communicate the capabilities required by an organization to function. Though 
the underlying business capabilities can be grouped differently to reflect the language and understanding 
of specific firms, this representation is independent of ownership, function, or silo so evident in many 
published IT business capability maps. See the July 24, 2013, “IT’s Business Capability Map Guides IT 
Evolution” report.

13 Forrester defines business technology (BT) as “technology, systems, and processes to win, serve, and retain 
customers.” See the October 10, 2013, “Technology Management In The Age Of The Customer” report.
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