Beau Monday, CISSP, GSEC
Honolulu, HI
425-802-4869, beau.monday@gmail.com

Objective: Engineering, Architecture, or Management position in the Information Security field
Experience

Information Security Analyst, Wells Fargo, Seattle WA
February, ‘10 – February, ‘11
· Travel around US conducting information security evaluations on Wells Fargo and Wachovia vendors (100% travel)
· Evaluations are largely based on ISO 17799 and 27001/2 standards, and generally take several days of onsite interviews and analysis to complete

· Scope includes physical security, HR practices, internal processes such as change control, secure development practices (SDLC), encryption, business continuity, and mobile computing risks, in addition to network- and host-based controls
· Resulting reports, which sometimes extend to 80+ pages, detail any identified risks, detail the potential consequences of the risks, and identify any mitigating controls in place that might reduce the risk

· Work with Wells Fargo and Wachovia business units to develop recommendations for remediating any identified deficiencies in vendor security postures
· Requires extensive knowledge of a wide variety of security controls and processes, solid fundamentals of effective design, and the ability to quickly absorb and process network diagrams, configuration files and other artifacts to identify risks
Senior Information Security Analyst, T-Mobile USA, Bellevue WA
May, ’09 – February, ‘10
· Provided information security oversight and guidance to various IT-related projects

· Advised T-Mobile on new technologies, such as Cloud Computing and Virtualization

· Developed information security guidance for operations teams
Selected Accomplishments:

· Served as Subject Matter Expert on issues pertaining to cloud computing and virtualization

· Drafted an executive-level presentation regarding the risks surrounding cloud computing

· Worked with an external partner to draft guidelines for securely deploying virtualization technologies
Information Security Officer, SumTotal Systems, Bellevue WA

March, ‘04 – April 09 (5+ years)
· Led global security operations for a $20M/yr hosting business operating in 7 data centers around the world.

· Day-to-day management of all security controls and infrastructure, including firewalls, IDS/IPS, patch management, centralized logging and antivirus systems.

Selected Accomplishments:

· Initiated, got buy-off, and led Information Technology Infrastructure Library (ITIL) -based change-management process. Reduced monthly SLA-based penalties from multiple $10,000’s to low $1,000’s. Process resulted in further efficiencies as hundreds of previously undocumented processes were formalized and subsequently used to reduce the frequency of customer-impacting unforced errors by 80%
· Led solo effort to achieve SAS 70 Certification, significantly reducing the time spent on the RFP step of the sales process, and differentiating the company’s offering from the bulk of its competitors in the market
· Led security tests and audit initiatives, including 3rd-party penetration tests and vulnerability assessments, as well as gap analysis on security standards such as ISO 27001/27002, PCI DSS, COBIT, FISMA, HIPAA and Sarbanes Oxley. Resulted in mitigation strategies and tactics to shore up enterprise-wide security vulnerabilities
· Moderated Identity Management panel at SecureWorld Expo ’05, and served on the conference's steering committee for the ’06 and ’07 conferences
· Led efforts to improve data center efficiencies through the purchase and deployment of new technologies, such as SSL-based VPN, and high-speed, multi-purpose firewalls. These projects enabled secure remote access for additional support functions, which in turn reduced individual workloads and freed up resources to do more forward-looking planning.  Customers also appreciated our continuous improvement approach, giving us a 95% or higher approval rating for security on annual surveys (Q4’08 Customer Sat was 100%)
· Created pre-emptive RFP documents for prospective customers. Significantly reduced the time required for the RFP step of our sales process
· Earned the “Power of One” corporate award for my change management initiative, Q2, ‘07
· Highest-rated employee in the organization every year during annual reviews (4 straight years)

Technology: Windows and Linux-based operating systems, IIS, Cisco, VMWare, TCP/IP, Active Directory, Antivirus, Checkpoint, Juniper/Netscreen, TippingPoint, BigIP, Shavlik, Snort, RSA, LogLogic, ADSI, VBScript,  Retina, Foundscan, Qualys, nMap, Nessus
Senior Systems Engineer, AT&T Wireless Services, Redmond, WA

February, ‘02 – February ’04 (2 years)
· Designed and implemented a new, million-dollar development lab facility to enable AT&T Wireless Services  to evangelize application development on their wireless networks

Selected Accomplishments:
· Completed the year-long lab build-out project on time, and within the prescribed budget of $1M

· Established formal security guidelines and procedures, including lab access, acceptable use, as well as firewall and router security postures
· Utilized intrusion detection methods to identify and isolate rogue IRC bots running on legacy systems
· Maintained all security controls and core network infrastructure
· Performed regular audits of system security, including penetration testing and patch management

· Performed packet analysis to resolve network issues

Technology: Cisco switches, HP servers, Windows 2000/2003, Exchange, IIS, Active Directory, Checkpoint, Snort, TCP/IP, ADSI, VBScript

Senior Engineer, BSQUARE Corp, Bellevue WA

November, ‘99 – January, ’02 (5+ years combined at BSQUARE)
Selected Accomplishments:

· Developed a secure remote management product targeted at Fortune 500 companies, and in use with IBM, Motorola and mmO2 (British Telecom)

· Developed web-based user interface to allow users to securely manage devices from any browser-equipped platform

· Developed new security procedures and processes for our products to enable customers to properly secure installations
· Worked with documentation team to develop accurate and readable documentation, including tutorials on installation, design and security

· Researched 3rd-party products, such as ASP.NET, to find security holes so we could enhance our overall product line
Technology: Microsoft Windows CE, Active Directory, IIS, ASP, ASP.Net, WMI, VBScript, JavaScript
Manager of Computer Operations, BSQUARE Corp, Bellevue WA

October, ‘96 – November, ’99 (5+ years combined at BSQUARE)
· Led the team responsible for BSQUARE’s network infrastructure, reporting into the CEO.

Selected Accomplishments:

· Grew network infrastructure from a 20-station unswitched LAN to a complex, scalable, switched WAN with nearly 1000 workstations, dozens of servers, and offices in 3 countries

· Supported corporate headcount growth from 20 to 400 FTEs over 3 years, with a maximum of 8 staff members on my team, including Network and Help Desk Engineers
· Budgetary responsibility had grown to over $1MM by the end of my tenure in ’99
· Reduced unscheduled downtime from the initial several hours per month to less than 2 hours per year on critical subsystems
· Authored our first Security and Acceptable Use Policies, as well as our Disaster Recovery Plan
· Implemented and monitored BSQUARE’s security perimeters, allowing BSQUARE to safely connect to the Internet

· Worked with vendors to streamline product acquisition, negotiate favorable pricing structures, and develop Service Level Agreements
Technology: Cisco switches, Windows NT/2000, Exchange Server, IIS, Active Directory, Checkpoint, TCP/IP, DNS, FTP, HTTP, SSL

Lead Test Engineer, Digital Equipment Corp, Bellevue, WA

October, ‘94 – October, ’96 (2 years)
· Managed the test lab responsible for identifying and characterizing compatibility issues with DEC’s Alpha servers and Microsoft Windows NT
Technology: DEC Alpha, Microsoft Windows NT
Other job experiences available upon request.

Education 
· A.A.S., Accounting, 3.8 GPA, graduated with Honors (State University of New York, 1990)
Certifications
· CISSP since 2004
· SANS GIAC GSEC (Gold) since 2002
· Cloud Security Alliance CCSK

· Cisco CCNA

· Checkpoint CCSA

Publications

· “MRTG & WMI”, Webpro News, 7/23/04

· “Installing MRTG on a Windows Platform”, Webpro News, 5/7/04
