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Open	Identity	Exchange9	was	launched	in	March	2009	to	serve	as	the	first	international	
non‐profit	organization	providing	listing	and	administrative	services	for	trust	frameworks	
developed	under	The	Open	Identity	Trust	Framework	Model.10	The	first	OIX	listed	trust	
framework	was	the	U.S.	ICAM	Trust	Framework,11	developed	to	meet	the	needs	of	the	
United	States	government	as	a	relying	party	for	federated	login	services	such	as	OpenID.	
Other	OIX	trust	frameworks	are	in	development	for	telecom	and	public	media.12	

These	OIX	trust	frameworks	are	being	developed	from	the	standpoint	of	the	businesses,	
government	agencies,	or	industries	that	need	them.	In	March	2011	Connect.Me™	joined	OIX	
to	list	the	first	open	identity	trust	framework	developed	from	the	standpoint	of	
individuals—one	designed	for	the	sharing	of	personal	data	protected	under	the	personal	
data	agent	model	across	all	international	jurisdictions.	It	is	called	the	Respect	Trust	
Framework13	after	the	five	core	principles	upon	which	it	is	based.14	
	

Principle Synopsis Wording 

Promise We will respect each 
other’s digital 
boundaries 

Every member promises to respect the right of every other 
member to control the identity and personal data they share 
within the network and the communications they receive 
within the network. 

Permission We won’t steal from 
each other or try to 

fool each other online 

As part of this promise, every member agrees that all 
sharing of identity and personal data and sending of 
communications will be by permission, and to be honest and 
direct about the purpose(s) for which permission is sought. 

Protection We will keep the 
confidences 

entrusted in us 

As part of this promise, every member agrees to provide 
reasonable protection for the privacy and security of identity 
and personal data shared with that member. 

Portability We won’t hold each 
other hostage 

As part of this promise, every member agrees to ensure the 
portability of the identity and personal data shared with that 
member. 

Proof We will reasonably 
cooperate for the 

good of all members 

As part of this promise, every member agrees to share the 
reputation metadata necessary for the health of the network, 
including feedback about compliance with this trust 
framework, and to not engage in any practices intended to 
game or subvert the reputation system. 

Table	1:	The	five	core	principles	in	the	Respect	Trust	Framework	

																																																													
9 http://openidentityexchange.org  
10 http://www.openidentityexchange.org/sites/default/files/the-open-identity-trust-framework-
model-2010-03.pdf  
11 http://openidentityexchange.org/trust-frameworks/us-icam  
12 http://openidentityexchange.org/working-groups  
13 http://openidentityexchange.org/trust-frameworks/respect-trust-framework  
14 Also named after the seventh principle of Privacy By Design: Respect for Users. See 
http://www.privacybydesign.ca/about/principles/  
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Trust Anchors 

Since	every	vouch	is	a	signal	of	trust	in	a	particular	context,	vouching	relationships	overlay	
a	trust	graph	on	top	of	the	social	graph.	Trust	graphs	are	the	essence	of	what	makes	a	
personal	network	personal:	they	express	not	just	who	a	person	knows	in	what	context,	but	
who	he/she	personally	trusts	and	respects	in	that	context.	

Trust	graphs	are	what	address	the	final	principle	in	the	Respect	Trust	Framework:	proof.	A	
trust	graph	provides	social	proof,	through	the	relationships	a	person	forms	over	time,	of	
both	his/her	identity	and	his/her	reputation	in	specific	contexts.	

This	proof	is	highly	valuable—both	to	the	person	and	to	his/her	prospective	contacts	in	any	
type	of	relationship,	whether	personal,	social,	professional,	or	commercial.	In	fact	the	
combination	of	an	individual’s	personal	data	with	their	social,	context,	and	trust	graphs—
their	personal	graph—is	so	valuable	that	in	January	2011	the	World	Economic	Forum	
issued	a	new	report	titled	Personal	Data:	The	Emergence	of	a	New	Asset	Class.22	They	
summarize	it	by	saying:	

Personal	data	is	becoming	a	new	economic	“asset	class”,	a	
valuable	resource	for	the	21st	century	that	will	touch	all	
aspects	of	society.	This	report	finds	that,	to	unlock	the	full	
potential	of	personal	data,	a	balanced	ecosystem	with	
increased	trust	between	individuals,	government	and	the	
private	sector	is	necessary.	

According	to	research	by	UK	personal	data	analyst	firm	Ctrl‐Shift,	over	the	next	ten	years	
the	market	for	volunteered	personal	information—data	that	individuals	volunteer	about	
who	they	are,	what	they	want,	what	they	are	interested	in,	and	what	their	goals	and	
preferences	are—will	overtake	the	market	for	all	other	customer	data	in	value,	with	access	
to	VPI	becoming	the	key	strategic	issue	for	companies	dealing	directly	with	customers.23	

Although	this	speaks	to	the	business	model	for	personal	networks	(see	the	next	section),	it	
is	even	more	relevant	to	a	greater	social	good:	solving	the	problem	of	building	a	durable	and	
sustainable	trust	fabric	for	the	Internet.	The	urgency	of	this	problem	was	highlighted	by	the	
announcement	on	15	April	2011	of	the	U.S.	National	Strategy	for	Trusted	Identities	in	
Cyberspace	(NSTIC).24	In	the	introduction	President	Barack	Obama	states	it	this	way:	

The	potential	for	fraud	and	the	weakness	of	privacy	
protections	often	leave	individuals,	businesses,	and	
government	reluctant	to	conduct	major	transactions	online.	
For	example,	providing	patients	with	access	to	their	medical	
records	from	their	home	computers	requires	that	hospitals	
be	able	to	confidently	identify	that	patient	online.	

																																																													
22 http://www3.weforum.org/docs/WEF_ITTC_PersonalDataNewAsset_Report_2011.pdf  
23 http://ctrl-shift.co.uk/shop/product/51  
24 http://www.nist.gov/nstic/  
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Part Four: The Business Model 

To	become	a	sustainable	solution	for	safe	sharing	of	personal	data	online—one	that	can	be	
an	integral	component	of	the	balanced	ecosystem	envisioned	by	the	World	Economic	Forum	
and	NSTIC—a	personal	network	must	have	a	sustainable	business	model.	Most	importantly,	
this	model	must	enable	personal	network	service	providers	to	make	money	without	
exploiting	the	personal	data	of	the	members.	

In	fact,	with	proper	legal	and	technical	design,	many	service	providers	on	a	personal	
network	can	deliver	their	services	without	even	having	access	to	that	data.	

So	how	does	a	service	provider	acting	in	the	trusted	personal	data	agent	role	get	paid?	

One	obvious	analogy	is	to	banking.	Indeed,	the	previously	cited	World	Economic	Forum	
report	about	personal	data	as	a	new	asset	class	goes	so	far	as	to	say:	

In	practical	terms,	a	person’s	data	would	be	equivalent	to	
their	“money.”	It	would	reside	in	an	account	where	it	would	
be	controlled,	managed,	exchanged	and	accounted	for	just	
like	personal	banking	services	operate	today.	These	services	
would	be	interoperable	so	that	the	data	could	be	exchanged	
with	other	institutions	and	individuals	globally.	31	

The	banking	analogy	works	well	because	banks	have	the	same	personal	agent	duty	to	
protect	their	customer’s	financial	assets	as	personal	network	service	providers	have	to	
protect	their	customer’s	data	assets.	

But	money	and	personal	data	are,	as	the	WEF	report	highlights,	different	asset	classes.	For	
example,	money	can	be	lent:	banks	earn	a	profit	by	lending	out	customer	deposits	at	a	
higher	rate	of	interest	than	being	paid	to	the	customer.		

Personal	data	cannot	be	“loaned	out”:	to	do	so	would	actually	diminish	its	value.	However,	
just	as	the	value	of	money	can	only	be	realized	by	spending	or	loaning	it,	the	value	of	
personal	data	can	only	be	realized	by	sharing	it.	Personal	data	that	is	never	shared	
produces	no	more	value	than	money	stashed	in	a	mattress.	

It	is	the	value	of	this	sharing—under	personal	control—that	provides	the	business	model	for	
personal	networking	just	as	the	value	of	lending—under	bank	control—provides	the	
business	model	for	banking.	This	is	summarized	in	Table	2:	

Banks Personal Network Providers 

Earn money based on the market value of 
lending customer’s deposits  

Earn money based on the market value of 
sharing customer’s personal data 

Table	2:	The	business	models	of	banking	and	personal	networking	

																																																													
31 http://www3.weforum.org/docs/WEF_ITTC_PersonalDataNewAsset_Report_2011.pdf, page 10 
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This	form	of	commercially	valuable	data	sharing	relationship	is	shown	in	Figure	9	on	page	
12	as	a	person‐to‐business	connection.	From	the	standpoint	of	the	business,	this	
connection	looks	like	an	extension	of	their	CRM	system	directly	to	the	customer.	Essentially,	
the	business	is	“outsourcing”	a	portion	of	their	relationship	management	directly	to	the	
customer	by	virtue	of	the	personal	network.32	

From	a	business	perspective,	this	new	form	of	outsourcing	is	relationship‐as‐a‐service.	
The	business	is	paying	the	personal	network	provider	for	a	permissioned,	bi‐directional,	
highly	trusted	channel	directly	with	a	customer.	The	personal	network	provider	in	turn	
shares	a	portion	of	this	revenue	with	the	customer,	just	like	a	bank	pays	some	of	the	interest	
it	earns	back	to	its	customers.	

This	is	a	very	different	business	model	than	advertising,	the	predominant	economic	fuel	for	
social	networks	today.	As	writer	Joel	Stein	observed	in	the	March	10	Time	Magazine	cover	
story	about	Your	Data:	For	Sale:	

You	know	how	everything	has	seemed	free	for	the	past	few	
years?	It	wasn't.	It's	just	that	no	one	told	you	that	instead	of	
using	money,	you	were	paying	with	your	personal	information.33		

To	sustain	their	services,	the	third‐party	business	model	of	social	networks	must	leverage	
the	personal	data	being	shared	with	them	to	produce	highly	targeted	advertising	results.	
The	personal	data	agent	business	model	of	personal	networks	effectively	alters	that	option	
to	require	that	the	customer	be	provided	with	control.		

Table	3	highlights	the	key	differences	between	these	two	business	models.	

 Advertising 
(Social Network) 

Relationship-as-a-Service 
(Personal Network) 

Providers Single provider Multi-provider network 

Data control A third party (the social 
network) controls the data 

being shared with advertisers 

The individual controls the 
data being shared with any 

party  

Permission Ads are not permissioned All sharing is by permission 

Relationship 
management 

The third party mediates data 
sharing between the 

customer and the business 

The customer and business 
manage their relationship 

directly 

Customer benefit Free services Free services plus value 
earned from personal data 

Table	3:	The	contrasting	business	models	of	advertising	and	relationship‐as‐a‐service		

																																																													
32 From the standpoint of the customer, this is VRM – Vendor Relationship Management. See 
http://blogs.law.harvard.edu/vrm/about/ 
33 http://www.time.com/time/business/article/0,8599,2058114,00.html  
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With	its	personal	data	agent	business	model,	a	personal	network	actually	bears	closer	
resemblance	to	a	credit	card	network	than	to	a	social	network.	The	strength	of	this	
analogy	is	illustrated	in	Table	4:	

 Credit Card Network Personal Network 

Providers Multi-provider network Multi-provider network 

Interoperability Required Required 

Asset transacted Money and credit Personal data and reputation 

Business model Transaction fee Relationship fee 

Legal role Agent to banks Agent to individuals 

API Payment API Personal API 

Table	4:	The	analogy	between	credit	card	networks	and	personal	networks		

This	analogy	is	particularly	appropriate	because	the	emergence	of	global	credit	card	
networks	in	the	1970s	was	a	significant	factor	in	building	the	market	for	consumer	credit,	
as	well	as	for	the	development	of	numerous	ancillary	services	in	the	consumer	finance	
ecosystem.		

The	same	can	be	true	now:	the	emergence	of	global	personal	networks	has	the	potential	to	
build	the	market	for	personal	data	not	in	order	to	sell	it,	but	to	realize	its	full	value	in	
trusted	relationships	between	people	and	businesses.	In	fact,	by	moving	the	locus	of	
control	over	personal	data	to	individuals,	and	giving	them	choice,	empowerment,	and	
protection	in	the	sharing	of	their	personal	data	assets,	personal	networks	can	bring	the	
advantages	of	social	networks	and	credit	card	networks	together	into	a	rich	new	personal	
data	ecosystem.	

And,	from	an	ethics	perspective,	only	individuals	are	in	a	position	to	build	this	bridge	
because,	as	stated	on	the	home	page	of	the	Personal	Data	Ecosystem	Consortium:	

An	individual	user	is	the	only	ethical	integration	point	for	
their	own	data	from	different	sources.34	

	

	

	

																																																													
34 http://personaldataecosystem.org/, April 20 2011, based on a Jun 14 2007 blog post by Joe 
Andrieu, http://blog.joeandrieu.com/2007/06/14/vrm-the-user-as-point-of-integration/  
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