What would you do with a pointer and a size?

A New Detection Framework




Define the problem

Why do we need a new detection framework?




The Challenge is Different

Attacks have switched from server attacks to
client attacks

Common attack vectors are easily obfuscated
JavaScript
Compression
File formats are made by insane people
C TTEET C AO UI O &I AOE AI
Backchannel systems are increasingly
difficult to detect



Network Systems...

Inline systems must emulate the processing

of 1000s of desktops
Detection of many backchannels is most

successful with statistical evaluation of
network traffic



Coverage Gap

Broadly speaking, IDS systems deal with
packetby-packet inspection with some level
of reassembly

Broadly speaking, AV systems typically target
iIndicators of known bad files or system states

O 8 Odrghiment put forward that there's something wrong witinti-virus

productsthat don't detectmetasploitoutput is fallacious on 2 counts: 1) the

output isn't necessarilynalware(usually onlygreywarg, and 2) antwvirus

products are not the proper defense against known exploits (patchi@ggisd
-- KurtWismer


http://anti-virus-rants.blogspot.com/2008/02/what-is-anti-malware-anti-virus.html
http://anti-virus-rants.blogspot.com/2008/02/what-is-anti-malware-anti-virus.html
http://anti-virus-rants.blogspot.com/2008/02/what-is-anti-malware-anti-virus.html
http://anti-virus-rants.blogspot.com/2008/02/what-is-anti-malware-anti-virus.html
http://anti-virus-rants.blogspot.com/2006/01/what-is-malware.html

Fill the Gap

A system Is needed that can handle varied
detection needs

A system Is needed that extensible, open and
scalable

A system Is needed that facilitates incident
response, not just triggers it
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NRT Framework

Near—ReaItimeDetection Framework or:
O!'TUOEEI C EO 01 OOEAI Ao




The Dispatcher

T
A

ne heart of the NRT system
P|s to handle:

Deep Inspection Nugget registration
Data Handler registration

Detection requests
Alerting
Full analysis logging

Output to APl compliant systems
Database driven




The Dispatcher

handlekBCOuries

Lucr}'l? B i

MRTLogging |«

SHS

MDS LRL
Dispatcher Cache/DBE
{Optimized)

handleDINResponse

|
<« UpdateDB— |

Almplements a database to provide a
centralized set of file information and
AHandles incoming queries for Data
Handlers that have failed local cache
hits

AHandles detection requests from
both Data Handlers and DINs
AHandles incoming results from Deep
Inspection Nuggets

AHandles database updates based on
DIN data

AWrites out verbose logging based on
DIN data

AProvides alerting to Data Handlers



Data Handler

Capture data and metadata
Contact dispatcher for handling

Has this file been evaluated before?

Where should | send it?
Pass that data set to a Deep Inspection Nugget
Accept feedback from the Dispatcher for
detection request

Asynchronous alerting

Local cache of detection outcome



The Data Handler

F Y

Local Cache
(Optimized)

MD3 LIRL

L

FileChack

Return alert data
If necassary

i( DLIB ]
.-l\l

|

ueryCache [ -updateCache- ]
_l l
LURL hack

AData (in this case a file) is captured
AMetadata is captured (in this case
URL and filename)

AA local cache of MD5 sums and URLs
of files previously collected

AA library to handle managing the
initial file evaluation, cache checks and
communication with the Dispatcher



Deep Inspection Nugget (DIN)

Must handle data transfer from Data

Handlers

Must communicate with Dispatcher
Register detection capability

Request for additional processing of
subcomponents

Provide alerting feedback to Dispatcher



The Deep Inspection Nugget

PDF Specific &
.» p PDF Templating Generic Detection
. Fules
POF Generic
g Specific Detection | ‘W File Detection
Token/File Handler |
storedleriData

Deep Inspection Nugget

ARegisters with the Dispatcher
AProcesses data provided by the Data
Handlers, as instructed by the
Dispatcher

AHandles incoming queries for Data
Handlers that have failed local cache
hits

AHandles detection requests from
both Data Handlers and DINs
AHandles incoming results from Deep
Inspection Nuggets

AHandles database updates based on
DIN data

AWrites out verbose logging based on
DIN data

AProvides alerting to Data Handlers



Framework Goals

Provide entry to the system for any arbitrary
data type

Determine and manage detection based on a
registered DIN

Provide alerting to any framework capable
system

Provide verbose, detailed logging on the
findings of the Nugget Farm

Make intelligent use of all data discovered
during the evaluation process



The Design

An implementation of the NRT goals on a Snort platform
Target: Malicioupdf files
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More info about the nuggets
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The Dispatcher

Why are we passing back files?




We Like Data

MD?5 is stored for files and subcomponents
both bad and good

Primarily this Is used to avoid reprocessing
FEIT AO xA6OA Al OAAAU |
But after a update to any DIN, all known
CiT A AT OOEAO AOA OOA



Why Taint known good?

After an update to
detection, previously R
analyzed files may be |
found to be bad O O
7A AT T80 OAOA &
files
But if we see a match o o

EJ iba u.:-l.-E-.--[’?-ijli;La-l.JU_!
CI clow d I t

for md> to a previous
file, we will alert TL.

-- Suboc

- nant L
1f1 2Bc ISt:- uc:984?3l333 d19b5ak

re roaC Ive y c2519db3ecBedadabi40701beB567328
Dlentccxw ad li t

26— .’-12.'1._. hitp:fpusscat.orgftax.pdf
‘I 1 4.8 — /3110 hipdipusscat orgiupdate. pdf




We Like to Provide Data

When a subcomponent alerts, It Is stored for
logging In its fully normalized state.

If a file Is bad, when the DIN completes
detection it passes the file to the Dispatcher
Response teams have the entire file as well a
each portion that alerted in an easily
analyzed format




We Really Like to Provide Data

Verbose data back to Data Handler should also be as verbos
as possible

In this case we place data into the payload and provide a
custom message to Snort so we can use established
methods of handling Snort alerts

04/16 - 16:38:48.1271450328 [**] [300:3221225473:1]

URL:/users/pusscat/jbig2.pdf Hostname: metasploit.com Alert

Info:Probable exploit of CVE - 2009 - 0658 (JBIG2) detected in object8
declared as /Length 33/Filter [/ FlateDecode [/ ASClIHexDecode /JBIG2Decode
1 [ {TCP} 64.214.53.2:0 -> 216.75.1.230:0

04/16 - 16:38:48.12714503280:0:0:0:0:0 ->0:0:0:0:0:0 type:0x800 len:0x0
64.214.53.2:0 -> 216.75.1.230:0 TCP TTL:240 TOS:0x10 ID:0 IpLen:20 DgmLen:1280
AP Seq: 00 Ack: 0x0 Win: 0x0 TcpLen : 20

5552 4C 3A2F 7573657273 2F 707573 7363 URL:/users/  pussc

61 74 2F 6A 62 69 67 32 2E 70 64 66 20 48 6F 73 at/jbig2.pdf Hos

74 6E 61 6D 65 3A 6D 65 74 61 73 70 6C 6F 69 74 tname: metasploit

2E 63 6F 6D 20 41 6C 65 72 74 20 49 6E 66 6F 3A .com Alert Info:

50 72 6F 62 61 62 6C 65 20 65 78 70 6C 6F 69 74 Probable exploit

20 6F 66 20 43 56 45 2D 32 30 30 39 2D 30 36 35 of CVE - 2009 - 065

38 20 28 4A 42 49 47 32 29 20 64 65 74 65 63 74 8 (JBIG2) detect

65 64 20 69 6E 20 6F 62 6A 65 63 74 20 38 2C 20 ed in object 8,

64 65 63 6C 61 72 65 64 20 61 73 20 2F 4C 65 6E declared as /Len

67 74 68 20 33 33 2F 46 69 6C 74 65 72 20 5B 2F gth  33/Filter [/

46 6C 61 74 65 44 65 63 6F 64 65 2F 41 53 43 49 FlateDecode /ASCI

49 48 65 78 44 65 63 6F 64 65 2F 4A 42 49 47 32 IHexDecode /JBIG2

44 65 63 6F 64 65 20 5D 20 Decode ]


http://metasploit.com/
http://64.214.53.2:0/
http://216.75.1.230:0/
http://64.214.53.2:0/
http://216.75.1.230:0/

Nugget Brain Storm...

Seriously, what would you do with a pointer and a size?




The basic idea

Create file format templates which parse our
elements and provide youdatastructure

Provide a full, common, scripting language
Interface to create rules (Ruby? Python? Both?)

Only do the heavy workémplating) once per
file format.



Demo One

JBIG, ASCII Hex Decoding & Inflation




What just happened?

04/21 - 11:17:58.1271873878 [**] [300:3221225473:1] URL:/ wrl ffirst.pdf
Hostname:wrl  Alert  Info:Probable exploit of CVE - 2009 - 0658 (JBIG2)
detected in object 8, declared as /Length 29/Filter
[ / FlateDecode [ ASClIHexDecode [/ JBIG2Decode | [**]{TCP} 192.168.0.1:0
->204.15.227.178:0

04/21 -11:17:58.12718738780:0:0:0:0:0 - > 0:0:0:0:0:0 type:0x800 len:0x0

192.168.0.1:0 ->204.15.227.178:0 TCP TTL:240 TOS:0x10 ID:0 IpLen:20
DgmLen:1280

EAP** - Seq: 0x0 Ack: 0xO Win: Ox0 TcpLen: 20

5552 4C 3A2F 77 72 6C 2F 66 69 72 73 74 2E 70 URL:/ wrl / first.p

64 66 20 48 6F 73 74 6E 61 6D 65 3A 77 72 6C 20 df Hostname:wrl

41 6C 65 72 74 20 49 6E 66 6F 3A 50 72 6F 62 61 Alert Info:Proba

62 6C 65 20 65 78 70 6C 6F 69 74 20 6F 66 20 43 ble exploit of C

56 45 2D 32 30 30 39 2D 30 36 35 38 20 28 4A 42 VE - 2009 - 0658 (JB

49 47 32 29 20 64 65 74 65 63 74 65 64 20 69 6E 1G2) detected in

20 6F 62 6A 65 63 74 20 38 2C 20 64 65 63 6C 61 object 8, decla

72 65 64 20 61 73 20 2F 4C 65 6E 67 74 68 20 32 red as /Length 2

39 2F 46 69 6C 74 65 72 20 5B 2F 46 6C 61 74 65 9/Filter [/ Flate

44 65 63 6F 64 65 2F 41 53 43 49 49 48 65 78 44 Decode/ ASCIIHexD

65 63 6F 64 65 2F 4A 42 49 47 32 44 65 63 6F 64 ecode /JBIG2Decod

65 20 5D 20 e

=-+=4=4=4=4+=4+=4+=4=4+=4+=4+=4+=4+=4+=4+=4+=4=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4+=4=4=+
=+



Demo Two

What is that JavaScript up to?




What just happened?

[**] [300:2147483653:1] URL:/ wrl /first.pdf Hostname:wrl
Alert Info:The  JavaScript variables in object 6,
declared as /Length 5994/Filter
[/ FlateDecode [/ ASCIlIHexDecode ], show a high degree of
entropy  [**]

You tell me, does this string of variable names look weird to you?

EvctenMNtrWDQVBKGrwGxrxKfMiZoYziRXAFEfiIMdXRzjGNQqVZYEAqogviSvzHp
GpCkihcVIXRWcHphvhANPOXnrxmTXJEUIkcY zelWZUCulyKArtJvcEQXzUjHEzu
SjGEJugOyFQnaSpINWwQsqOoV

[**] [300:2147483649:1] URL:/ wrl /first.pdf Hostname:wrl
Alert  Info:Found inthe  Javascript block, while
searching object 6: unescape  [*]

Wait, did someone saynescap@



Get a little crazy?

Sig up some commoGetElPtechiniques
Heuristically hunt dowrshellcodedecoder stubs
Decode and parsshellcode

Give back some REAL data.



Demo Three

What is thatunescapeD B OT 8 8




Wait, did that really just happen?

[**] [300:3221225482:1] URL:/ wrl ffirst.pdf
Hostname:wrl  Alert Info:Reverse TCP
connectback shellcode  detected. Connecting
to 10.4.4.10 on port 4444 [**]

Looking at the following: Gave us thehellcodetype as well

10 d4 77 74 71 20 6 d3 €0 70 66 Oc 7a 40 73 72 as the IP and port combination the
78 2f be 37 04 91 a8 46 93 41 1c 24 b0 b4 b 3d
4365 96 15 7d 4e 9b 7e 48 42 84 12 {7 eb 4f0d connect back goes to.

7b 4a 25 08 d5 1d Ob ff c6 cO €3 03 5 b3 b2 34
7118 fd ba 7577 253ch87b30d4 4378 1c 2a

71 Ol AT6O EO AA CO!

bio83585  af 98 1d 1f €0 17 85 0a 3a 5 110 knew to start listening?
87c271f1e5a077f5 fe 94 fc 1385d823a2

87 51 d0 81 8e 37 a0 70 2f bc 79 0aalcOO0019

87 38 c057 b9 37 a0 9f ef a271a3b8al077 2c

27 97 8a 20 64 fe 1fb5 87 c8 65 f5 ef Qe 1ff5

87 90 d1 a6 Oa 37 a0 66 bc a2 75 a3 bc 9Of 1d 7

36 00 2a Oa 3a c9 b6 dc 29 4d 83 80 03 Ob 75 f5



Go nuts.

Take that IP address and Port, and atwtpdump
when you get an alert

Watch everything the attacker does over that back
channel on the fly

Poorl A T net@itness (Can | say that?)



How about a custom postortem debugger on
every enterprise desktop?

Have It alert to your central dispatcher and dump
whatever loaded file is the crash culprit.

Get both failed exploit attempts and possibly a few
free O-day to sell on the side!



