
 
Special Edition 

 

“All the merchant news  

that’s fit to print” 

VOL. CLVV. No. 54351          ALTAMONTE SPRINGS, MONDAY, NOVEMBER 5, 2012                     FREE

NEWS BRIEF 

Breach Assurance Program................... 3     Breaking News...................2 

New Hosted IVR Solution......................4     PCI Update.........................2 

SECURITY 2012 

UPCOMING EVENTS 

‘Massive’ credit card breach 

involves all major brands  

Weather 

Yahoo sued after breach 
 

User claims account fraud as 

a result of security incident 
 

(August 6, 2012 | Jeffrey 

Roman  Bankinfosecu-

rity.com) A class action 

lawsuit has been filed 

against Yahoo! after a data 

breach exposed the user-

names and passwords of 

more than 400,000 users. 

 

Jeff Allan of New  

Hampshire, the only victim 

named in the lawsuit,  

received a fraud alert from 

his eBay account, for which 

he used the same  

credentials as his Yahoo! 

account, according to the 

complaint filed in Califor-

nia's Northern District 

Court. The lawsuit alleges 

Yahoo! failed to adequately 

safeguard his and others' 

personal information. 

 

Allan is seeking class  

action status requiring Ya-

hoo! to compensate him 

and other users for account 

fraud and measures they 

had to take to protect their 

account, according to the 

report. 

NEW YORK (CNNMoney) --   

data breach at a payments  

processing firm has potentially 

compromised credit and debit 

card information from all of the 

major card brands. 

 

Global Payments (GPN), a com-

pany that processes card  

transactions, confirmed late 

Friday that "card data may 

have been accessed." It says it 

discovered the intrusion in early 

March and "promptly" notified 

others in the industry. 

 

Global Payments did not say 

how many accounts were af-

fected, or what kind of  

information was compromised. 

A U.S. Secret Service spokes-

man said Saturday that the 

agency is investigating the inci-

dent. A Wall Street Journal re-

port from earlier Friday  

saying that Global Payments 

had been hacked sent the com-

pany's shares down 9% before  

 

The Merchant Times  is  

being brought to you this 

month by Automated  

Merchant Systems, Inc.  to  

r a i s e  a w a r e n e s s  

regarding the vast amount 

of attacks by hackers to 

compromise both credit 

card and personal data and 

to also introduce our new 

Breach Assurance  

Program, now being pro-

vided to all of our mer-

chants. An overview of the 

program is located on page 

3 for your convenience. 

 

While it’s important to  

enjoy the benefits of accept-

ing payment cards and the 

convenience it provides to 

our customers, we have to 

acknowledge industry 

trends and put forth our 

best efforts to ensure these 

stories do not become our 

own. 

trading was halted. The stock 

did not resume trading before 

the market closed. Global Pay-

ments did not say which card 

companies were affected, but 

Visa released a statement  

saying that it was all of the big 

players. 

 

"Visa Inc. is aware of a poten-

tial data compromise incident 

at a third party entity affecting 

card account information from 

all major card brands," it said.  

Late Sunday, Visa spokes-

woman Sandra Chu confirmed 

to CNN that Visa had removed 

Global Payments from its list 

o f  p r e f e r r e d  

c r e d i t - c a r d  p ro c es so rs . 

 

When a customer swipes a 

credit card, the data is sent to 

a payment processor like 

Global Payments, which then 

forwards the transaction infor-

mation to card companies like 

Visa and MasterCard. That's a 

massive (continued on page 2) 
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(February 2012 | Master-

Card International) Small 

merchants are being 

targeted— Recently, at-

t a c ke r s  h a ve  be e n  

increasingly focused on 

small businesses. You 

might say to yourself, “Why 

would anyone want to 

break into my business? 

Wouldn’t they target a 

bank instead?”  

 

In fact, attackers are  

focusing on any entity that 

processes or stores  

payment card data and 

may be vulnerable to com-

promise. Large financial 

institutions and large  

merchants tend to have 

expensive and substantial 

security to protect against  
Large breach impacts Global Payments 
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(Continued from page 1)  

business: Global Payments  

processed $167.3 billion worth of 

transactions in its last fiscal year, 

which ended May 31, 2011. 

Global Payments specializing in 

serving small merchants, like 

mom-and-pop businesses and 

local retailers. It emphasized that 

none of them were to blame for  

(June 29,  2012|By Greg  

Morrison, CNN) -- The University 

of Southern California is warning 

students and faculty about a 

credit card security breach  

following the hacking of a  

software system on the campus. In 

an e-mail statement Thursday, 

campus officials detailed the 

breach that occurred at dining 

facilities between May 21 and 

June 21."Credit card numbers 

were obtained illegally through a 

breach in a third-party software  

Credit card security breach hits 

California campus 

system used to process credit 

card transactions in some USC 

dining halls," the statement said. 

No other personal information 

was stolen, according to the 

s t a t e m e n t .  S t u d e n t s ,  

visitors and faculty were asked to 

check credit card statements for 

unusual charges in the next few 

months. It was unclear how 

many people were affected. An 

investigation involving the Los 

Angeles Police Department is 

under way. 

Secret Service investigating 

2011 credit breach at Five Guys 

(June 05, 2012|Blake Jones,  

Poststar) The bank has asked Five 

Guys to repay about $90,000 in 

purchases made by Internet 

thieves using its customers’ debit 

cards, as well as $14,000 the bank 

spent to cancel and reissue cards, 

according to a Times Union report. 

 

The breach occurred last year at 

the Glenmont, Niskayuna, 

Queensbury and Saratoga Springs 

Five Guys locations, the Times 

Union report continued. 

 

Five Guys spokeswoman Molly 

Catalano said Tuesday the chain 

was notified last year by its credit 

card processor about compromised 

information at a limited number of 

restaurants. We immediately  

began working with the United 

States Secret Service, card  

payment companies and IT  

 

security experts to investigate 

the issue and take all necessary 

and appropriate steps to protect 

our customers,” Catalano said in 

a statement. 

 

She said the issue has been re-

solved and transaction informa-

tion at all of its locations is  

secure. In addition,  all  

customers affected by the  

security breach have been  

notified by their bank or credit 

“We have taken all possible 

steps to ensure that this never 

happens again,” Catalano said. 

 

“We are very upset by this  

violation and offer our sincere 

apologies to our customers.” U.S. 

Secret Service spokesman Max 

Milien confirmed an investiga-

tion is ongoing, but would not 

comment further on the case. 

the data leak. “It is crucial to 

understand that this incident 

does not involve our merchants 

or their relationships with their 

customers," Global Payments 

said. It plans to hold a  

conference call Monday morning 

to provide more details on the 

debacle. 

attacks, but this level of 

security may not be feasi-

ble for a small merchant. 
Consequent ly ,  when 

searching for vulnerable 

targets, attackers are  

discovering that many 

small merchants haven’t 

implemented even the 

most basic security meas-

ures required by the PCI 

DSS. 

 

As a result, attackers in-

creasingly are seeking to 

c o m p r o m i s e  s m a l l  

merchant environments 

t h r o u g h  t a r g e t e d 

“production line”-type  

attacks, which often go 

undetected for long periods 

of time due to a lack of 

monitoring by the small 

merchants. 

Viewpoint 

Why does PCI matter to my  small 

business? 

PHOTO COURTESY OF BRICKHOUSE SECURITY 



 

 

AMS introduces new 

Breach Assurance  

Program for merchants 

BUSINESS SECTION 
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Data breaches at large companies 

continue to garner headlines but 

breaches involving smaller busi-

nesses are also on the rise. Accord-

ing to a 2011 report of more than 

760 data breaches analyzed in 

2010, nearly two-thirds involved 

businesses with fewer than 100 

employees.  

 

Understanding this trend, AMS 

h a s  p a r t n e r e d  w i t h  

SecurityMetrics to provide a 

comprehensive PCI Compliance 

and Breach Assurance Pro-

gram. that provides up to 

$100,000 in coverage for expenses 

resulting from a data breach.  

 

It also provides access to services 

to help agencies and business own-

ers address customer concerns and 

c o m p l y  w i t h  r e g u l a t o r y  

requirements related to PCI DSS, 

GLBA and HIPAA. Virtually any  

business is at risk of a data breach 

regardless of industry but hackers 

spend significant time and effort 

targeting those businesses that 

store sensitive information such as 

c r e d i t  c a r d  d a t a  a n d  

personal information. 

 

We're making our new  

program available to all of our 

m e r c h a n t s  b e g i n n i n g  

December 1, 2012.  For mer-

chants who are currently enrolled 

in a security testing program, 

AMS is rewarding your efforts by 

providing  this coverage at no ad-

ditional charge until the mer-

chants anniversary/re-enrollment 

date. Once renewed, the assurance 

program will be available at a 

“Program provides up to $100,000 in  
coverage per MID”  

minimal monthly cost of $9.95 per 

MID. Merchants that are not cur-

rently enrolled or certified in a 

security testing program will be 

assessed a monthly fee of $9.95 

per MID beginning on December 

1st, 2012. so that they have the 

breach assurance coverage also. 

Having this type of coverage sim-

ply makes good business sense.  

 

A recent article published in En-

terprise Systems discusses the fact 

that many compliance officers take 

calculated risks not to implement 

compliance protocols and tools 

that will minimize the potential 

for a data breach.  

 

Instead, they make a calculated 

decision that the downside of a 

data breach is not worth the cost 

of preventing one.  

 

The problem, as pointed out in the 

article, is that “many enterprises 

have not conducted risk analyses 

and don’t have an incident re-

sponse plan, making it impossible 

to accurately estimate costs.”  

 

There can be enormous ramifica-

tions from even a single data 

breach. For example, a breach can 

trigger notification requirements 

at state and federal level that can 

be  expensive  to  sa t is fy ,  

particularly when thousands or 

millions of records having been 

breached. 

 

For questions on the Breach  

Assurance Program please  

contact us  by calling (407) 331-

5465. 

 ORIGINAL PLAN 

$199.00 
NEW  PLAN 

$119.40 

Compare our new program pricing  

SecurityMetrics 

PANscan ® 

 

SecurityMetrics 

simplified  

security policy 

 

Up to $100K  

of insurance  

protection per 

MID 

 

1 Hour of PCI 

SAQ C/D  

consulting 

 

24/7 technical 

support 

 

Unlimited  

vulnerability 

scans 

 

Forensic costs 

and card brand 

fines  

 

Compromise 

costs for PCI 

DSS, GLBA and 

HIPAA 

*2 IPs only *Covers up to 3 IP’s 

Here is our product comparison table based on a single 

merchant ID with two (2) IP address to help you under-

stand how you save money and gain new features with the 

new coverage plan over a 1 year period. 

  

 

Merchants will receive a proof of participation certificate 

from SecurityMetrics (below) for each MID that is enrolled 

into the program. The certificate contains the insured busi-

ness name, address, policy number and effective date of 

coverage. 

* Breach Assurance Program provides merchant with up to 3 IPs with  

unlimited scans, for merchants with more than 3 IPs please contact AMS for 

special pricing .  

Merchant Certificate  



 

 

 
 

TECHNOLOGY   

IVR in the cloud: Why businesses and  

governments are moving to the hosted model 
In today’s competitive business 

world, organizations large and 

small are continually looking 

for new ways to optimize costs 

and efficiency. From retail to 

government, from marketing to 

sales – regardless of industry or 

business function, all seek to 

address business challenges 

quickly, easily and cost-

effectively. 

 

Our hosted Interactive Voice 

Response (IVR) Credit Card 

Payment Gateway helps  

businesses and government 

agencies  automate  the  

processing of credit card pay-

ments over the phone while 

meeting the Payment Card 

Industry (PCI) security re-

quirements. 

 

With our hosted IVR system 

you only pay for the actual  

services you need, while gaining 

the benefit of a highly robust 

fault-resistant infrastructure 

that doesn't require dedicated 

resources, allowing your  

 

 

customer self-service. With 

our fully-hosted solution, 

organizations of any size 

will require minimal up 

front capital.  

 

Your business or agency can 

realize results in days to 

weeks, not months or years. 

Merchants now have the  

ability to offer their customers’ 

the ability to make debit/credit 

card payments by phone with 

m a x i m u m  s e c u r i t y .  

 

We remove the handling of 

cardholder data, significantly 

reducing your exposure while 

protecting your customer’s 

information.  

 

Lastly, The web based solution 

can be modified or updated as 

needed to reflect changes in 

your business requirements or  

payment acceptance practices.  
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Questions? Comments? 

Need a Quote? 

(407) 331-5465 

AMS’s IVR system provides cost-effective solution with wide array of benefits 

FULL INTEGRATION 

 

Our unique service-based archi-

tecture allows the application 

to run on various platforms and 

be accessed across networks, 

enabling the solution to be de-

ployed in any environment. The 

system provides import/export  

capability with AR systems, 

lockbox services and customer 

relationship management 

(CRM) systems. 

SPEED AND AGILITY  

 

The unique,  web-based  

platform enables the fastest  

deployment times in the  indus-

try. Respond quickly to the con-

stantly changing business 

needs by getting your solution 

up and running quickly and 

efficiently leaving you more 

time to be proactive in other 

areas of your operations. 

Changes are made in real-time 

through a web-based portal to 

keep your call flows up to date. 

CALLER EXPERIENCE 

 

We design a solution with  

callers in mind. We automate 

what makes sense to get your 

callers on and off the phone as 

quickly as possible, with a good 

customer experience. Also, by 

integrating your IVR solution 

with your internal data we pro-

vide a more personalized ser-

vice to your customers.  

Putting an emphasis on the caller experience 

“From voice recording to  

detailed reporting, AMS's IVR 

solution incorporates all the 

features you expect from a 

world class IVR application”  

The key to a profitable business 

is successful and happy custom-

ers. We don’t just provide great 

technology, we provide innate 

knowledge of 

callers, and we design voice 

solutions to provide a great 

caller experience for our clients 

and their customers.  

 

Our fully hosted  

solution requires no 

investment in  

hardware, software, 

upgrades or  

additional resources, 

helping you realize 

an immediate return 

on investment. 

www.automatedmerchant.com 

business or government 

agency   to focus on “core 

c o m p e t e n c i e s . ”  I V R  

technology provides clear 

cost-savings benefits by  

reducing call times and 

agent handling and is the 

most compelling form of  


