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 IN THE UNITED STATES DISTRICT COURT 
 FOR THE DISTRICT OF THE VIRGIN ISLANDS 

ST. CROIX DIVISION 
 
UNITED STATES OF AMERICA             § 
         Ex rel. SYLVESTER DAVIS,   § 
         Individually                §  

               § CIVIL ACTION NO. 2006-0013 
Plaintiffs,  §  

§  
vs.      § 
      § SECOND AMENDED COMPLAINT  
      §  PURSUANT TO 31 U.S.C. §§ 3729-3732,  
      § FEDERAL FALSE CLAIMS ACT 
      §  
      §        
LOCKHEED MARTIN CORPORATION; § 
      § JURY TRIAL DEMAND 
      § 
   Defendant.  § 
 

PLAINTIFF’S SECOND AMENDED COMPLAINT 
PURSUANT TO 31 U.S.C. §§ 3729-3732, 

FEDERAL FALSE CLAIMS ACT 
 

It is critically important that manufacturers perform all required testing of parts 
for equipment being used by our military personnel. . . .  The U.S. Attorney’s 
Office takes these matters very seriously and we will do all that we can to 
ensure the safety of the men and women in the military. 
 

John B. Hughes, Chief of the Civil Division, U.S. Attorney’s Office in Connecticut, quoted in 
March 25, 2009 U.S. Department of Justice press release, “Sikorsky Aircraft Pays $2.9 
Million to Settle False Claims Act Allegations,” available at  
http://www.usdoj.gov/opa/pr/2009/March/09-civ-273.html, attached hereto as Exhibit O.  
“The United States alleged that from 1991 to 2006, Sikorsky knowingly installed armored 
plates . . . that had not been ballistically tested as required under the contract.”  Id.  "This 
settlement sends a message that fraud, especially when it concerns the safety of our men 
and women in uniform, cannot and will not be tolerated in Government contracts," said 
Michael F. Hertz, Acting Assistant Attorney General for the Department of Justice’s Civil 
Division. "As demonstrated here, the Department . . .[is] committed to rooting out such 
fraud and prosecuting it."  Id.1 

                                                 
1 See also, e.g., “Northrop Agrees to Pay $325 Million to Settle Suit,” by Andy Pasztor, Wall Street Journal, 
April 3, 2009, available at http://online.wsj.com/article/SB123871451033784579.html, attached hereto as 
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The United States of America, by and through qui tam Relator, Sylvester Davis, 

brings this action under 31 U.S.C. §§ 3729-3732 (the “False Claims Act”) to recover all 

damages, penalties and other remedies established by the False Claims Act on behalf of 

the United States and himself and would show the following: 

PARTIES 

1. Relator, Sylvester Davis (“Davis”), is an individual citizen of the United States 

and a resident of the State of Texas. He was an employee of Defendant Lockheed Martin 

Corporation at all relevant times.  

2. Defendant Lockheed Martin Corporation (“Lockheed” or “Defendant”) is a 

Maryland corporation with its principal place of business at 6801 Rockledge Drive, 

Bethesda, MD 20817.  More relevant to the events herein, is the Lockheed Martin 

Corporation offices located at 1 Lockheed Street, Fort Worth, Texas 76108.  Through such 

offices, the relevant Joint Strike Force Program and other similar programs were managed 

in relevant part.  The software development process, its quality control and its compliance 

evaluations for the F-35 and other programs occurred under the auspices of these offices.  

Lockheed’s agent for service of process is Frances J. Frizzell, 6801 Rockledge Drive, 

Bethesda, MD 20817.   

JURISDICTION AND VENUE 

3.        Jurisdiction and venue are proper in this Court for the following reasons:  

 
a. Jurisdiction for this Court exists pursuant to the False Claims Act (31 U.S.C. 

§ 3730(b)(1) and 31 U.S.C. § 3732(a)), because Relator’s claims seek 
 

Exhibit P: “In a release Thursday [April 2, 2009], the Justice Department said that investigators concluded that 
between 1992 and 2002, TRW [which was acquired by Northrop in 2002] ‘failed to properly test parts’ and 
‘made misrepresentations’ to the government about their reliability.” 
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remedies on behalf of the United States for Defendant’s multiple violations of 
31 U.S.C. § 3729, some of which occurred in the United States Virgin 
Islands, and because the Defendant transacts, or was contemplated to 
transact, substantial business within the United States Virgin Islands.   

  
b. Venue exists in the United States Virgin Islands pursuant to 31 U.S.C. § 

3730(b)(1), because the Defendant is qualified to do business in the United 
States Virgin Islands, and it has transacted, or was contemplated to transact, 
substantial business within the United States Virgin Islands.  

 
 GENERAL BACKGROUND 

Lockheed Martin Corporation 

4. Lockheed engages in all aspects of research, design, development, 

manufacture, integration, operation, and support of technology systems, products, and 

services in the United States and internationally.  Its aeronautics segment produces military 

aircraft, including the relevant F-35 Joint Strike Fighter and the F-16 Fighter, F/A-22 Air 

Dominance, Attack and Combat Aircraft, C-130J Tactical Airlift Aircraft, C-5 Airlift Aircraft, 

and the F-117 Stealth Fighter.  There are a number of acronyms that are utilized 

throughout the Complaint and a list of those acronyms and their definitions is attached as 

Exhibit A to the Complaint.   

5. Defendant’s Electronic Systems segment offers systems for undersea, 

shipboard, land and airborne applications.  The Electronic Systems’ products include 

missiles and fire control systems, air and theater missile defense systems, surface ship and 

marine combat systems, anti-submarine and undersea warfare systems, radars, platform 

integration systems, homeland security systems, surveillance and reconnaissance systems, 

security and information technology (IT) solutions, simulation and training systems, and 

post-automation systems.  Defendant’s Space Systems segment offers satellites, missile 
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systems, both airborne and missile defense technologies, fleet ballistics missiles and 

launch services. 

6. Defendant’s Integrated Systems and Solutions segment is the relevant 

segment in this False Claims Act case.  That segment develops, integrates and manages 

net-centric solutions.  The segment also provides technology in the areas of software and 

systems engineering, at the heart of the claims in this case.   

7. Defendant’s Information and Technology Services segment provides IT, IT-

related and other technology services; including IT integration and management, 

maintenance and modification services, as well as mission and analysis services.  

Technology Services also offers engineering, science and information services, research, 

development, engineering and science in support of nuclear weapons stewardship and 

naval reactor programs.   

History and Justification for SEI 

8. Recognizing the increasingly critical role software plays in its systems, the 

DOD established the Software Engineering Institute to advance the practice of software 

engineering and to help ensure software is produced on schedule, on budget and to the 

highest quality standards. SEI is a federally funded research and development center 

sponsored by the DOD through the Office of the Undersecretary of Defense for Acquisition 

and Technology. The SEI management contract was competitively awarded to Carnegie 

Mellon University in 1984.  The organization is staffed by technical and administrative 

professionals from government, industry and academia.  The SEI mission is to provide 

leadership in advancing the practice of software engineering to improve the quality of 
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systems that depend on software.  

History and Justification for SEAL 

9. The Lockheed Martin Software Safety Working Group, established during the 

Concept Development Phase (CDP) and including representatives from U.S. and U.K. software 

suppliers, defined the software safety certification process known in the Air System Software 

Development Plan (“AS SDP”) as Safety Evidence Assurance Levels (SEALs) along with the 

corresponding process elements to achieve the required safety assurance.   SEAL requirements 

were added to the AS SDP in version 2 on April 24, 2002. SEAL describes the category 

of required evidence needed to assure stakeholders that the system is sufficiently safe. 

SEALs are for components that collaborate to fulfill requirements (e.g., architecture, 

design, coding, testing). Therefore, the lower the SEAL level the more activities you have to 

perform and documentation you have to create in order to provide Evidence Assurance that 

you have appropriately mitigated the risks.  

10. SEAL can trace it roots to the DO-178B and is related to it in both definition 

and purpose.  Section 2.2, of DO-178B defines the software level.  The software level, 

(section 2.2.2) is either: 
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Level Condition Effect of Anomalous Behavior 
A Catastrophic failure “... prevent continued safe flight 

and 
landing...” 
 

B Hazardous/severe failure “... serious or potentially fatal 
injuries 
to a small number of … occupants 
...” 

C Major failure “... discomfort to occupants, 
possibly 
including injury...” 
 

D Minor failure “... some inconvenience to 
occupants...” 

E None “... no effect on aircraft operational 
capability or pilot workload...” 
 

 
11. The “Condition” indicated in the table is the result that will occur if a “Level” x 

item is not mitigated. For example, if a Level A risk is not mitigated it will cause 

“Catastrophic failure” such as prevention of continued safe flight and landing.   

12. You could also make a convincing argument that the SEAL requirements as 

described in the AS SDP satisfy the requirements of MIL STD 882D as it relates system 

safety requirements discussed in section 4.   See Exhibit B, MIL Standard 882D. 

13. Either way the necessity of the practices described in Appendix C of the AS 

SDP cannot be disputed. Just as SEI has replaced DoD-Std-2167 as it relates to the 

JSF program, SEAL as described in the AS SDP is a reformatted restatement of 

concepts and principles of DO-178B/MIL STD 882D.  Therefore saying that SEAL is 

not necessary for a military aircraft would be the equivalent of saying that DO-178B 

is not necessary for commercial aircraft.  As described in the Joint Strike Fighter (JSF) 

Air System (AS) Software Development Plan (SDP) SEALs are derived from the AS Hazard 
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Risk Index (HRI). The HRI determines the SEAL level in the same way that the condition 

determines the “Level” in DO-178B.  The SEAL 1 description is below: 

“C.2.3 SEAL 1 
This level of assurance is required for hazards that have a HRI that lies in the range 
1 to 3. This range is sometimes referred to as ‘safety critical’. These hazards are 
normally under the full control of software. Failure of the software item leads directly 
to a hazard’s occurrence.  Since the HRI lies in this range, there are additional 
activities required in order to ensure that there is the highest level of confidence that 
the safety goals have been achieved. “ 
 
14. It is important to note that section C.3.2 of the AS SDP states “Software of 

different SEALs must not be mixed in the same address space.  Architectural design must 

ensure that software of different SEALs is kept physically apart, preferably using an 

operating system with computer hardware support.”  This means that if one application 

within the same address space is not following SEAL 1 process; for example, Flight Control 

Redundancy Management (FCRM) which resides within the Flight Control System; then the 

entire system which includes Flight Control Application, (FCA), and Air Data (ADA) is not 

SEAL 1 compliant and vice versa.  

15. In other words the SEAL 1 compliance status of another application 

residing within the same address space does not alleviate another application from 

performing the activities described in the AS SDP to meet SEAL 1 compliance.  

The same principle applies to SEI requirements for the same reasons; the applications 

reside in the same address space.  

16. Compliance to SEI level 4 and SEAL 1 is a two step process. Step 1, is to 

define a process in the Software Development Plan (SDP), which if followed would produce 

SEI and SEAL 1 compliant software. Step 2 is to follow the process while developing the 
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software and generate the documents which will validate that the process defined in the 

SDP was followed. Documents include but are not limited to Software Product Evaluation 

(SPE) data, unit and formal test cases and reports, and metrics. If step 1 is not performed, 

step 2 is irrelevant.  

17. As it relates to this amended complaint it is important to note that lack of 

compliance to SEI and SEAL 1 standards is not merely alleged, it is a documented and 

admitted fact by Lockheed Martin. On two occasions; April 6, 2004  and July 28, 2004; the 

Lockheed Martin Software Management Team (SMT) determined that the FCA IPT 

software was not being developed in an SEI and SEAL 1 compliant manner. See Exhibit 

M, April 6, 2004 Rejection, and Exhibit N, July 28, 2004 Rejection.  The software crash 

of the System Integrity Manager (SIM) software which occurred November 3, 2004 also 

documents their non-compliance. 

18. In their December 17th 1999 press release announcing the Lockheed Martin 

Tactical Aircraft Systems earning SEI level 4 status, Lockheed Martin stated 

"Earning Level 4 validates to our customers that our processes are 
operating at a high level and that we have an infrastructure in place that 
ensures continuous improvement in software development," said Charla K. 
Wise, vice president of Product Engineering. "To our Joint Strike Fighter 
(JSF) customers, earning Level 4 assures them that we have the ability to 
handle the large software tasks that will be involved with the JSF as it moves 
from the Concept Demonstration to the Engineering and Manufacturing 
Development phase." 

 
19. The Defendant has published guidelines for any Software developed by 

Lockheed Martin Aeronautics Company reflecting specific requirements for Software 

development: 
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 “All Lockheed Martin developed software must meet the specific 
requirements of the Lockheed Martin Aeronautics Company standard 
software development process, as defined in CBM 4004 and PM 4001 
with approved tailoring.  The LM Aero Ft. Worth software development 
process was assessed at SEI CMM Level 4 on December 17, 1999. 
Additionally all JSF software must meet the requirements defined for their 
associated Software Evidence Assurance Level as defined in the Air 
System SDP. “ 

 
 
All software relevant to this Qui Tam is characterized as SEAL 1 (Safety Critical, the 

most stringent characterization)." 

20. In a presentation whose purpose was to communicate to all of parts of 

Lockheed Martin Aeronautics that had been merged into the organization made May 1, 

2002 Philip C. Gould, Senior Manager, Software Process Branch, Software Engineering 

Center, Lockheed Martin Aeronautics Company announced the decision to standardize the 

division on the existing Fort Worth Software development process which consist of: 

o Core Business Manual (CBM) 4004 – contract document 
o Process Manual (PM) 4001 – working-level details 
o Associated guidebooks, training, etc. 

 
The rationale given in the presentation was “process known to produce Level 4 behavior 

when properly implemented.”   See Exhibit C, One Company, One Team …Coast to 

Coast. 

21. As part of the stated Single Process Initiative (SPI) he indicated that all 

existing US military contracts would be modified to invoke CBM 4004 and indicates that 

CBM 4004 is a high level document designed to replace Dod-Std-2167A.  

22. It is important to note that as Phillip had previously indicated in his 

presentation, PM 4001, which is the source of SEI level 4, provides the working level details 
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for CBM 4004.   This establishes a direct contractual link between SEI and the JSF 

program. 

 23. In a subsequent chart intended to address issues/concerns from the non-Fort 

Worth Division representatives with being required to comply with SEI, he recounts what 

would be excuses used by the Defendants to not comply which the same requirements that 

the company is assigning to the entire company: 

• “A problem? – A little, at first 
o “We’ve never done it that way before” 
o “Our customer’s comfortable with how we operate” 
o “What makes you think that you’re right and we were wrong?” 

• Answer 
o  Decision was made to standardize on existing FW process based 

on successful Level 4 assessment 
 That DOES NOT imply what was “right” or “wrong” 
 That DOES NOT imply that anyone was smarter than anyone else 
 It DOES establish a common baseline with known desirable results” 

24. Later in the presentation Phillip recounts what would be more excuses used 

by the Defendants: 

• “Some initial reactions 

− “But I’ve been doing this for years!” 

− “Why do I need to know that?” 

− “We don’t have time in our schedule for all of this” 
25.  By addressing and discounting these excuses when merging companies 

within Lockheed Martin as indicated in this presentation, the Defendant acknowledged that 

the excuses that would be given for not complying with SEI and SEAL 1 requirements on 

the JSF program are not valid and have no merit. It further demonstrates Lockheed Martin’s 
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propensity to promote for its own benefit processes and procedures that it was not 

following.  

26. The District Court is requested to take judicial notice of the Defendant’s vast 

experience in military contractor projects and its awareness of the appropriate standards 

and protocols by which it is expected to perform services for the benefit of the United 

States of America.  Further, the District Court is requested to take judicial notice of the 

several False Claims Act cases in which this same Defendant has been required to pay 

substantial funds for defrauding the United States of America.  

   OTHER CLAIMS; NOTICE TO THE U.S. 

27.. While Relator’s primary focus herein has been upon the Defendant’s FCA 

violations regarding the ongoing F-35 Program, Relator has also provided notice, not later 

than March 2006, to the DOJ and its associated federal agents and attorneys in this case 

about Defendants’ plant-wide failures to develop and test software products according to 

required SEI and SEAL I, II and III, where required by contract with the U.S.     Relator 

disclosed, first internally to Defendant, that it was not performing its software development 

and testing obligations for any of its military contracts under the required SEI and SEAL 

standards.    Defendant, while recognizing Relator with an award for bringing this important 

deficiency to the attention of management, conceded the necessity to ensure SEAL 

compliance for the F-35 flight controls to address greater risks.     See Exhibit D 

attached hereto.    However, Defendant paid only lip service to the problem and refused to 

remedy the past corruption of software in its military contracts, nor did Defendant make the 

necessary effort to implement the necessary changes in software development, testing and 
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compliance in order to comply with its obligation to the U.S. to ensure that software was 

being developed, tested and in compliance with SEI and SEAL I standards on the F-35, F-

22 and other systems requiring such reliability levels for software products.  Thus, the 

scope of Defendant’s violations, as admitted by Defendant, is broader than the F-35 

Program.   The national, if not international, defense is now at risk, as a result of the 

Defendant’s corrupt software development performance for the F-35 Vehicle Systems.    

Other systems, such as the F-35 Mission Systems, have reportedly suffered similar 

software issues at various [SEI] safety criticality levels. 

Joint Strike Fighter Program 

 28. The F-35 JSF Program is a joint program with no lead service; that is, it is 

staffed by Air Force, Navy and Marine Corp personnel.  The Program Executive Officer 

position alternates between the Departments of Navy and Air Force, and that person 

reports to the Service Acquisition Executive (SAE) of the other service.   

JSF Information 

29. The Joint Strike Fighter (JSF) Program, formerly the Joint Advanced Strike 

Technology (JAST) Program, is the Department of Defense’s focal point for defining 

affordable, next generation strike weapon systems for the Navy, Air Force, Marines and a 

growing number of U.S. allies, all of whom remain uninformed regarding this corrupt 

weapons system.  The focus of the program is affordability – reducing the development 

cost, production cost and cost of ownership of the JSF family of aircraft.  Lockheed is the F-

35 prime contractor, while Northrop Grumman and BAE Systems are principal partners in 

the project.   
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30. The Joint Strike Fighter is a multi-Service/international cooperation warplane. 

 The cornerstone of the program is affordability based on a next-generation, multi-role 

strike fighter aircraft that will have a 70 to 90 percent commonality factor for all the variants, 

significantly reducing manufacturing, support and training costs.  First delivery of 

operational aircraft was anticipated for fiscal 2008.    That delivery did not occur as 

promised, due, in large part, to the issues raised in this complaint. 

31. During the current Systems Development and Demonstration (SDD) phase 

awarded October 26, 2001, the program was supposed to be focused upon developing a 

family of strike aircraft that significantly reduces lifecycle cost, while meeting the operational 

requirements for the Services.  The requirements represent a balanced approach to 

affordability, lethality, survivability and supportability.  The program will use a phased block 

approach that addresses aircraft and weapons integration and provides a validated and 

verified air system for the Service Initial Operational Capability requirements. 

32. During SDD, the team planned to build a total of twenty-two (22) test aircraft.  

Fourteen (14) were proposed to undergo flight testing, seven were to be used for non-

airborne test activities, and one was to be used to evaluate the F-35’s radar signature 

[stealth]. 

 33. Final assembly of the F-35 will take place at Defendant’s location in Fort 

Worth, Texas.  Northrop Grumman Corporation in Palmdale and El Segundo, California will 

manufacture the center-fuselage and the aft fuselage, and tails will be manufactured by 

BAE systems in Samlesbury, England.  Defendant in Fort Worth will manufacture the 

forward fuselage and wings.   
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 34. Flight-testing will be conducted at Fort Worth, Edwards Air Force Base, and 

Naval Air Station Patuxent River.  Additionally, the STOVL and CV variants will undergo 

sea trials aboard American, British and Italian aircraft carriers.  First flight of the 

Conventional Take-Off and Landing (CTOL) version of the aircraft was scheduled for the 

third quarter of 2006.     

 35. The JSF program is intended to fulfill stated Service needs as follows:  

  a. U.S. Navy First day of war, survivable strike fighter aircraft to 

complement F-A-18E/F; 

  b. U.S. Air Force Multirole aircraft (primary-air-to-ground) to replace the 

F-16 and A-10 and complement the F/A-22;  

  c. U.S. Marine Corps STOVL aircraft to replace the AV-8B and F/A-18 as 

their only strike fighter; 

  d. United Kingdom Royal Navy & Royal Air Force STOVL aircraft to  

  replace Sea Harriers & GR.7s as a supersonic strike fighter; and 

  e. Other Countries Potential JSF customers include current operators of 

F-16, F/A-18 and AB-8B. 

 36. The F-35 Program is managed via various Integrated Product Teams (IPTs). 
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Original Project Schedule 

 37. The original project schedule for the various milestones was as follows:  

Table 3-1.  FCA SW IPT Software Milestones 
Capability/Release Due Date 

CTOL Release for Structural Coupling Test 01/2006 
CTOL Release for First Flight 03/2006 
STOVL Release for Structural Coupling Test 09/2006 
STOVL Release for First Flight 05/2007 
CTOL Prime Structural Coupling 07/2007 
CTOL Prime First Flight 10/2007 
CV Release for Structural Coupling Test 08/2008 
CV Release for First Flight 11/2008 

 
International Partners 

 
 38. The mission of the International Directorate (ID) is to lead the integration of 

international participation within the framework of the program office.  The core JSF 

program is a multi-national cooperative development program originally comprised of nine 

(9) partner nations:  United States, United Kingdom, Italy, The Netherlands, Turkey, 

Australia, Canada, Denmark and Norway.      

 39. The Department of Defense has placed increasing emphasis on international 

armaments cooperation and R&D and acquisition of weapon systems and defense 

technology.  In further support of this initiative, JSF ID has implemented a Security 

Cooperative Participation (SCP) approach with Israel and Singapore.  Future opportunities 

will be coordinated with the respective international Project offices within the Defense 

Security Cooperation Agency, Air Force and Navy to ensure that the USG strategy for 

international participation is mutually beneficial to all participants.   

 40. The cumulative JSF Partnership Participation Cost contributed by the nine 

partner nations exceeded $4.525 billion.  In that regard, Israel and Singapore have also 
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agreed to join the program as Security Cooperation Participants.   

 41. The cumulative cost/value for the aircraft contemplated under the contract 

exceeds $140.8 billion.  With this sort of investment, honesty in the Defendant’s rendition of 

services for payment by the government is critical, and that critical reliance by the United 

States has been misplaced.   

Software Process and Document Approval Organizations 

 42. The False Claims Act Complaint herein concerns the knowing and intentional 

concealment of material facts and misrepresentations of material facts by Defendant to the 

United States in connection with required standards for (1) software development, (2) 

software testing and (3) software development process compliance, all of which has 

defrauded the United States out of significant sums of money; likely, in the hundreds of 

millions of dollars.   

 43. The JSF Software Management team reviews and approves all JSF Software 

Development Plans (SDPs), reviews monthly metric data to ensure compliance to all 

Lockheed Martin and JSF software process requirements.    Approval of the SDP is the 

representation of Defendant's compliance with all required: (1) software development, (2) 

software testing and (3) software development process compliance.  

 44. The JSF Software Management team in conjunction with AV IPT will review 

and approve product SDPs for conformance to JSF-specific software development and 

maintenance requirements.  Additionally, JSF software quality assurance, configuration 

management, system safety, and system security engineering representatives must review 

the product-level SDPs for content relating to their disciplines.  These reviews will ensure 
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that: 

a. The necessary additional product-level detail is provided, and the detail is 

appropriate for size, type, and intended lifecycle of the development; 

 b. Any tailoring taken AS SDP is appropriate and supported by rational; 

 c. The software development approach is properly integrated into the total 

program approach, including program management (configuration 

management, quality assurance, etc.) and systems engineering specialties 

(system safety, system security engineering, etc.); and  

d. Overall document quality, including readability and accessibility are 

acceptable.  

45. A Prime Team SDP is also reviewed and approved by LM-Aero Software 

Engineering Process Group (SEPG) except when such requirement has been waived.  
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Relevant Organizational Structure for Qui Tam Case 

 46. The following is a hierarchy visual of the IPTs relevant to this case: 

 
Air System IPTs Hierarchy 

 
Air System 

 
 

Air Vehicle  
 
  

Vehicle Systems  
WBS 1300 

 
 

Flight Control Systems 
WBS 1330 

  
 
 
 
 
 

Systems Engr 
And Integration 
WBS 1331 
 
Flight Control  
Application S/W 
WBS 1332 
 
System Integrity  
Manger S/W 
WBS 1333 
 
Flight Control  
Hardware  
WBS 13334 

 
 

AIR SYSTEM ORGANIZATIONAL RESPONSIBILITIES 
AIR SYSTEM IPT 

 
 47. Air System IPT is comprised of the following IPTs: 

  a. Air System Integration 

  b. Air System Engineering 
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  c. Air System Requirements 

  d. Air System Logistics 

  e. Air System Production 

 48. The air system IPTs that are most relevant to this Qui Tam action include: 

  a.  Air System Integration IPT 

.  b. Air System Engineering IPT 

  c. Air System Requirement IPT 

 49. Air System Integration IPT.  It is the mission of the Air System Integration to 

establish and execute the framework and forums to accomplish program-wide integration 

consistent with program visions statement. In working toward that goal the Air System 

Integration team is responsible for ensuring all products and activities of JSF Program 

Office (JPO) are integrated/coordinated to achieve an optimum air system solution.  

 50. Air System Engineering IPT. The Air System Engineering IPT will foster 

sound Systems Engineering by the management and coordination of Integrated Technical 

Plans, Configuration Control, Measurement of Technical Status and Technical Processes.  

In order to complete their mission the Air System Engineering team is responsible for: 

a. Ensuring all products and activities are designed and developed in 

accordance with sound systems engineering principles; 

  b. Managing the Air System Software Policy and Practices;  

  c. Overseeing Product Implementation of specialty Engineering  

   Disciplines;  

d. System Safety, RM, ESOH, System Security, PHM, System 
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Integrity, EEE, Survivability; 

  e. Managing the program, Modeling, Assimilation, Analysis; 

  f. Establish Program-wide metrics to aid IPT in their tasks;  
 

g. Developing team and individual performance subjected/criteria that 

emphasize air system optimization and engineering process.  

 51. Air System Requirements IPT. Air System Requirements IPT centrally 

manages Air System Requirements across the JSF program. The team is the owner of the 

Air System Concept of operations, JSF Operational Requirements Document, Leader of the 

JSF Operation Advisory Group, and is the owner of the Lethality Pillar.  Overall the Air 

System Requirements IPT is responsible for; 

a. Evaluation Requirements to changes to the Air System Block Plan, 

Joint Contract Specification (JCS) and the JSF Operation 

Requirement Document. 

  b. Coordinating Delta SDD Requirements for the Partner JCS; 

  c. Coordinating Post-SDD Air System Requirements; 

  d. Leading Requirement Working Group Process; 

  e. Developing/Managing JSF Science and Technology and Product  

   Roadmaps; 

  f. Conducting JSF Air System Operational Capability Assessments; 

  g. Acting Service Partner Interphase Current Future Requirements; 
 
  h. Manage Requirements for the Spiral Development Process. 
 
 52. The overall goal of the Air Vehicle is through teaming with the contractor to 

Case: 1:06-cv-00013-RLF-GWC     Document #: 36      Filed: 05/26/2009     Page 20 of 57



 
SECOND AMENDED COMPLAINT – Page 21 
 

develop, validate, and deliver an affordable operationally effective, operationally suitable, 

production ready and sustainable JSF Air Vehicle within SDD cost and schedule for the 

warfighter.  The Air Vehicle Team accepts the total system performance and integration 

responsibility for the JSF Air Vehicle that satisfies SDD production affordability/risk 

objectives and satisfies JSF Vehicle performance requirements.  

 53. The Air Vehicle System Engineering Integration IPT cuts across the Air 

Vehicle to ensure integration at all levels.  The team is also responsible for the following 

functional areas:  Environmental Issues; Propulsion Integration; Requirements and 

Specialty Engineering; Aerodynamic Performance; Flight Science. 

 54. Vehicle Systems Organizational Responsibilities. The Vehicle System 

IPT is responsible for a wide variety of systems in the air craft such as the Flight Control 

System Hardware and Software; Utility Systems (Electrical, Thermal, Hydraulic, Landing 

Arresting, Fuel, Fire Protect, Ice Detection, etc.); Onboard Vehicle Systems Processing 

Infrastructure (Vehicle Management Computer, Remote I/Os, Operating System); the 

Vehicle Systems PHM Area Manager/Software; and the overall propulsion system 

integration. 

 55. Flight Control System Organizational Responsibilities.  The Flight 

Systems IPT is responsible for all hardware and software required to process and convert 

stick and throttle commands into effector (flaperons, ailerons, etc.) commands in order to 

maneuver the airplane as commanded by the pilot. 

 56. System Integrity Manager Organizational Responsibilities. The 

System Integrity Manager (SIM) IPT provides fault detection, isolation and annunciation to 
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the pilot for both the Flight Control and Air Data.  Additional Flight Control Redundancy 

Management (FCRM) capabilities included Integrated Cautions and Warnings (ICAWS), 

PHM, Crash Survivable Memory Unit (CSMU) Manager, Ground Collision, Avoidance, 

System and fault isolation during maintenance operations and ensure flight control systems 

integrity prior to flight. 

 57. SIM IPT designs and develops the FCRM and Flight Control Initiated Built-In-

Test (FCIBIT) Computer Software Configurations Items (CSCIs).   

 58. FCA SW IPT Organizational Responsibilities. The FCA IPT 

generates commands for the Air Vehicle control effectors, lift fan doors, nose wheel 

steering, and commanded engine thrust and provides fault tolerant air data, correcting the 

raw, sensed air data parameters, and computing the required standard air data parameters 

for use by FCS and other Air Vehicle subsystems.    

 59. The FCA SW IPT designs and develops the Control Law (CLAW) and Air 

Data CSCIs. 

 60. Air Data (ADA) CSCI Overview. The ADA CSCI provides the current state of 

the aircraft relative to the surrounding air mass, properties of the surrounding air mass and 

the overall health of the Air Data System.  

 61. The ADA correct the raw air data inputs, monitors the true air data inputs, 

selects the best available air data inputs, and calculates the air data output signals.  

 62. The ADA CSCI primarily interfaces with the four Air Data Sensors (left & right 

Multi-Function Probes and left & right Flush Ports) and the two other Flight Control 

Applications (FCRM and CLAW).  Its outputs are also consumed by the DMC (Display 
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Management Computer) for presentation to the pilot.  

 63. A Multi-Function Probe is mounted on each side of the fuselage.  Each probe 

supports two sensor packages. The sensors packages proved measured static and total 

pressure (Ps & Pt), and measured angle of attack (AOA).  These raw Air Data parameters 

are affected by various factors, including but not limited to: the placement of the probes on 

the airframe, configuration of the air vehicle (open doors, externally loaded stores, etc.), 

attitude of the air vehicle with respect to the surrounding air mass, velocities, turns, 

rotations, etc. Thus, the raw Air Data parameters must be corrected using empirical data 

from wind tunnel testing to obtain the true Air Data inputs.  Each package also contains a 

heating element. Each package produces a message that is transmitted through the 

Vehicle System network to one of the VMCs. The transmitted messages are then Cross-

Channel Data linked to the other two VMCs; thus, each instantiation of the ADA has access 

to all four MFP messages during each frame of execution.    

 64. A Flush Port is mounted on each side of the fuselage. Each port supports two 

sensor packages. The sensor packages provide measured static pressure (Ps). This raw 

Air Data parameter is affected by various factors, including but not limited to: the placement 

of the ports on the airframe, configuration of the air vehicle (open doors, externally loaded 

stores, etc.) attitude of the air vehicle with respect to the surrounding air mass, velocities, 

turns rotations, etc.  Thus, the raw Air Data parameter must be corrected using empirical 

data from wind tunnel testing to obtain the true Air data input. Each package also contains 

a heating element.  Each package produces a message that is transmitted through the 

Vehicle System network to one of the VMCs.  The transmitted messages are then Cross-
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Channel Data linked to the other two VMCs; thus each instantiation of the ADA has access 

to all four FP messages during each frame of execution.   

 65. The FCRM CSCI provides the attitude, performance and configuration data 

needed by the ADA CSCI to perform corrections. It also provides and maintains the DST 

(Device Status Table) information to perform the monitoring of the Air Data signals. This 

information is required to perform the monitoring of the Air Data signals. This information is 

required because the ADA CSCI does not maintain the status of all Air Data System 

components from frame to frame of execution.  The FCRM CSCI consumes the failure 

indications output by the ADA CSCI to maintain the DST.  

 66. The purpose of the CLAW CSCI is to stabilize the aircraft in all flight regimes 

while allowing the pilot to direct the aircraft to achieve mission performance.  The CLAW 

method of control implements a feedback design using pilot inputs and sensor feedbacks to 

compute effector commands.  The software computations are inherently physics based 

using equations of motion to map the pilot’s commands to aircraft response. 

Relator’s Job Title and Responsibilities 

 67. Relator, until very recent, had the Job Title in the JSF Program of “Software 

Lead and Software Product Manager (SPM) for the JSF Flight Control Application (FCA) 

Software Integrated Product Team (IPT)”.  Relator’s job grade was: Embedded Software 

Engineer Senior Staff. 

 68. Relator’s responsibilities were several.  First, Realtor was responsible for 

defining a software development process that met the overall objectives of the JSF 

program and was compliant with the following documents:   
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 a. Lockheed Martin PM 4001; 

 b. Joint Strike Fighter (JSF) Air System Software Development Plan (SDP); and, 

 c. Safety Evidence Assurance Level (SEAL) 1. 

 69. Second, Realtor was responsible for generating a Software Development 

Plan which would document the Flight Control Application (FCA) Software (SW) Integrated 

Product Team (IPT) software development processes. 

 70. Third, Relator was responsible for ensuring that all FCA SW IPT CSCI 

software is developed in a manner compliant with all Lockheed Martin and JSF Program 

software development process requirements.   

 71. Fourth, Relator was responsible for managing, technically, a staff of six (6) 

engineers.   

 72. Fifth, Relator was responsible for performing and/or managing the following 

activities: 

 a. Maintenance of the Control Law (CLAW) Software Requirement Specification 

(SRS) Document; 

 b. Generation and maintenance of the Air Data (ADA) SRS; 

 c. Software design and development of the Air Data Computer Software 

Configuration Item (CSCI); 

 d. Generation of the Flight Control System (FCS) System Segment 

Specification (SSS) Requirements for Air Data functionality; 

 e. Configuration Management (CM) of all the FCA CSCI Software and their 

related software products; 
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 f. Unit testing, static analysis and hardware/software (HW/SW) integration of all 

FCA IPT software; 

 g. CLAW Onboard Model software development; 

 h. Tool development; 

 i. Coordination with tool vendors on bugs, improvements and tool updates; 

 j. Software Tool training; 

 k. Design, development, unit testing, static analysis and HW/SW integration of 

all FCA middleware services interface software; 

 l. Memory and throughput allocation management; 

 m. Metric generation and reporting; and, 

 n. Tool analysis. 

 73. It is in the conduct of these responsibilities that Relator became aware of the 

initial oversights or disregard of the software process, testing and compliance review which 

morphed into Defendant’s knowing and intentional misrepresentations and concealments 

regarding the development of the software, the testing of the software and the compliance 

of the process with the SEAL 1 and related standards regarding the F-35 Program and 

others, including the F-22 and other software products on which such standards were 

ignored.    Defendant’s Award to Relator acknowledged the range of violations.   See 

Exhibit D attached hereto. 
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 FALSE CLAIMS ACT STANDARDS AND VIOLATIONS 

Introduction 

 74. Prior to June 1998 the acquisition, development, or support of mission-critical 

software systems were governed by standards (DOD-STD-2167A/MIL-STD-498) generated 

by the Department of Defense (DOD).  Prior to March 1995 software quality programs for 

the acquisition, development, or support of mission-critical software systems and were 

governed by DOD-STD-2168.   

 75. These documents described the software and quality processes for all 

defense contracts involving software.  If software was developed under a military contract 

you were required to develop it in a manner compliant with these DOD standards.   

 76. With the evolution of commercial industry standards these military standards 

became redundant and were cancelled.  Currently the acquisition, development, or support 

of mission-critical software systems and their associated software quality plans are 

governed by industry standards such as: 

 a. Software Engineering Institute (SEI) Capability Maturity Model (CMM); and 

 b. Safety Evidence Assurance Level (SEAL). 

 77. In order for contractors to receive a defense contract their internal software 

processes must have been determined to be designated at a certain SEI/CMM level and in 

the case of flight critical software additional requirements are stipulated by SEAL Level 1.  

In addition to these requirements it is of course expected that Lockheed will develop its 

software in a manner compliant with its own internal software development processes and 

any specific JSF program requirements.   

Case: 1:06-cv-00013-RLF-GWC     Document #: 36      Filed: 05/26/2009     Page 27 of 57



 
SECOND AMENDED COMPLAINT – Page 28 
 

 78. All Lockheed developed software must meet the specific requirements of the 

Lockheed Martin Aeronautics Company standard software development process, as 

defined in CBM 4004 and PM 4001 with approved tailoring.  The Lockheed Aero Ft. Worth 

software development process was assessed at SEI CMM Level 4 on December 17, 1999. 

 Additionally all JSF software must meet the requirements defined for their associated 

Software Evidence Assurance Level as defined in the Air System SDP.  All software 

relevant to this Qui Tam is characterized as SEAL 1 (Safety Critical, the most stringent 

characterization). 

Scope of Violations 

 79. The Lockheed JSF contract stipulates that the software must be developed in 

a manner compliant with SEI/CMM Level 4 and that Flight Control System (FCS) Software 

must meet SEAL 1 requirements.  These requirements are knowingly not being followed by 

Defendant.  This document details this violation of the contract.  Defendant, along with 

other unnamed persons assigned to the JSF Program: 

 a. Participated in a concealed, active interference with the generation of 

processes and procedures, (which would have led otherwise to software 

safety and process compliance) all of which caused the development of 

unsafe software which needlessly compounded the danger to any pilot who 

flies the JSF aircraft; 

 b. Intentionally misled and misrepresented to the Lockheed Software 

Management Team (SMT) and the JSF Program Office (JPO) on multiple 

Case: 1:06-cv-00013-RLF-GWC     Document #: 36      Filed: 05/26/2009     Page 28 of 57



 
SECOND AMENDED COMPLAINT – Page 29 
 

occasions the VS, FCS, and FCA software safety and process compliance 

status to ensure continued funding of the program; 

 c. Concealed the accurate software safety and process status from the SMT 

and JPO to avoid interruption of funding of the JSF Program; 

 80. It is important to note that the software safety requirements contained in 

Appendix C of the AS SDP are very specific as to what type and degree of testing must be 

performed.  It does not leave any gray area.  Specific improper actions taken by Defendant 

relative to this allegation are: 

 a. Developing formal qualification tests cases and procedures using the 

implementation to generate the expected results.  Using this improper 

methodology, the test will never fail, but the intended purpose of the testing is 

not achieved; 

 b. Performing formal qualifications test using software models that are not 

compliant with software safety and process requirements; 

 c. Refusing to comply with software safety and process standards even after a 

software crash occurred in the lab due to non-compliance to software safety 

and process requirements that would have caused loss of the aircraft had it 

occurred on the airplane; 

 d. Performing improper formal qualification tests using simulation software 

models that have not been verified/validated; 

 e. Directing team members to alter presentations by misrepresenting or making 

ambiguous the state of software safety and software process compliance; 
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 f. Directing specific team members to not disclose safety defects or otherwise 

speak at presentations and/or meetings where SEAL 1 and software 

development process related issues were discussed; 

 g. Retaliating against any team member who pursued software safety and/or 

processed non-compliance issues; 

 h. Conducting a sham “Independent Review” without objective attendees and 

then misrepresenting to the JPO that the software was being developed in a 

manner compliant with all software safety and process requirements; 

 i. Coaching team members on methods to mislead the SMT and/or JPO when 

asked questions about software safety or process compliance; and, 

 j. After investigations revealed the scope of the compliance problems, making 

affirmative efforts to cover up the safety violations. 

 81. It is important to note while reviewing this document that germane to this 

claim are the contractual requirements for the development of the software, not whether 

any or all members of the JPO or Lockheed Martin  think what is being done is OK.  

Defendant has policies and procedures in place to request, when appropriate, a waiver or 

“tailoring” of software safety and process requirements.  Such waivers were not requested 

by anyone associated with this claim.  In fact not requesting waivers or tailorings was a 

substantial component of the coverup process.  The Relator suggested, if not professionally 

insisted, on multiple occasions that the Defendants request waivers or tailorings when 

refusing to perform software development or testing procedures under  the required 

SEI/CMM and SEAL standards, but was rebuffed—even reprimanded.  Had management 
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submitted a request as required, the request, itself, would have operated as an express 

disclosure of Defendant’s failures, all of which was contrary to the Defendant’s concealment 

scheme regarding its disregard of SEI/CMM and SEAL standards.   

Relator’s Unsuccessful Efforts to Influence Defendant’s Management to Comply 

with Contractual Obligations and Law 

 82. Relator made extensive efforts over several years to influence Defendant’s 

upper management to acknowledge and utilize the proper software process, testing and 

compliance standards for Defendant’s JSF and other Programs. Management 

acknowledged the problems and recognized and rewarded Relator.    See Exhibit D 

attached hereto.    Later, however, when Relator continued to remind management that it 

was not addressing the identified software related problems, management’s responses 

grew confrontational.  Relator refused to participate in management’s continuing deception 

of the U.S. government, as Defendant’s unlawful conduct was clearly conscious and willful 

in regard to the defective  development, testing and compliance standards for software 

products.  Defendant knew that it was obligated to abide by SEI and SEAL I standards in 

developing software for the F-35, F-22 and related programs, but it refused to do so for 

“money and scheduling reasons.”     Because Relator attempted to ensure that the relevant 

software was properly developed as required by the Defendant’s contract with the 

government, Relator was rebuffed, retaliated against, was reassigned to a different, less 

important position and, ultimately, was constructively terminated, notwithstanding his 

willingness to lawfully perform his assigned tasks on the very critical F-35 Program.  After 

Relator’s constructive termination from the JSF Program, he confirmed that the F-35’s 
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Mission Systems had similar software compliance issues, and Relator reported that 

information to the United States in March 2006. 

 83. As a result of the Defendant’s knowing and intentional disregard of the 

mandatory software processing, testing and compliance review standards, the software 

now contains substantial corruption which has multiplied significantly the risks that the 

software will not operate as intended, resulting in increased probabilities of: (1) the loss of 

life and/or aircraft; (2)  the pervasive failure of a major weapons system; and (3) major 

financial costs to repair/remediate the F-35’s corrupted software systems. 

 84. Relator believes, after review, that the government has paid hundreds of 

millions of dollars as of this date for the development of the software aspect of the 

F-35 Program, as well as substantial money for similar software development for the  

F-22 and related programs at its plants.     However, the aircraft programs do not have 

software that is as safe as represented by Defendant; that is, a software system 

which has been properly developed, tested and has satisfied compliance review 

according to contractually imposed SEI level 4 and SEAL 1 standards.  The 

government does not have software that the U.S. can safely utilize in the JSF Program. 

The risks to pilots, troops on the ground, unintended targets and the federal budget is far 

too great to allow Defendant to continue to mismanage this critical project. 

 85. Respectfully, the Relator urges the Department of Justice and the U.S. 

Attorney’s office to timely press this matter in order to prevent the huge, continuing waste of 

funds in the continued development of a software using a corrupt software process, one 
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which has inherent risks far above what would be tolerated by the applicable standards in 

the contracts of the parties and the armed services. 

      SEI EXPERT SAYS STOP 

 86. According to an SEI expert on such defense programs, the JSF software 

development program should be immediately stopped in order to avoid further waste of 

substantial resources and to avoid the serious risks outlined above.  All software 

development and testing that has not been processed according to required SEI/CMM or 

SEAL standards must be revisited in order to provide a non-corrupted software system that 

will operate the F-35 as intended.  All past efforts are not a complete loss, but the 

corruption is not susceptible to being surgically extracted, if the disobedience has been 

pervasive.    As the Relator knows that Defendant’s unlawful conduct was pervasive, the 

process must cease, be re-commenced and must proceed according to the contractual and 

applicable SEI and SEAL I software processing standards which Defendant has 

represented—completely falsely—that it employed for the F-35 development; all 

completely false. 

 87. The Defendant, solely to maximize its profits, has taken illicit software 

development, testing and compliance shortcuts in order to circumvent the applicable SEAL 

I software process and reliability requirements.    The certain results are corrupted F-35 

software systems which cannot be utilized with confidence within the acceptable ranges of 

risk.  Much of the hundreds of millions of dollars spent, thus far, have been wasted because 

of Defendant’s dishonest conduct which has created an unacceptably dangerous 

product.  To continue to expend additional, substantial sums of money on the corrupt 
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program will further compound the waste that has resulted from the Defendant’s unlawful 

conduct.     The SEI expert has confirmed that the continued, prospective building of 

software on top of corrupted software will compound the ultimate financial cost of 

remediating the software. 

 88. The U.S. should require Defendant to assign qualified software development 

and compliance personnel to the rebuilding of the software system of the Flight Systems 

and Mission Systems.    The U.S. should also closely monitor whether the Defendant 

properly abides by the required SEI/CMM and SEAL I standards, as applicable, all at the 

costs of the Defendant.    To allow the Defendant to retain in place those persons 

responsible for this huge waste of government funding will continue to endanger the 

development of the F-35 and set poor public policy which would do nothing to discourage 

individuals in critical military contractor organizations from engaging in similar, wrongful 

conduct in future national contracts such as the JSF Program.     To fail to hold the culpable 

managers responsible for the unlawful conduct that they willingly allowed on their watch 

would frustrate every basic policy of the FCA.   

FALSE CLAIMS ACT 

 89. This is an action which has alleged violations of the Federal False Claims Act, 

31 U.S.C. §§ 3729-3732, seeking damages and civil penalties on behalf of the United 

States and the Relator as a result of the Defendant’s false statements and claims.   

 90. The False Claims Act provides that any person who knowingly submits or 

causes to be submitted to the United States for payment or approval a false or fraudulent 

claim is liable to the Government for a civil penalty of not less than $5500 and not more 
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than $11,000 for each such claim, plus three (3) times the amount of damages sustained 

by the Government because of the false claim. 

 91. The False Claims Act allows any person having knowledge of a false or 

fraudulent claim against the Government to bring an action in Federal District Court for 

himself and for the United States Government and to share in any recovery as authorized 

by 31 U.S.C. § 3730.  Relator claims entitlement to a portion of any recovery obtained by 

the United States as qui tam Relator/Plaintiff is, on information and belief, the first to file 

and, in any event the original source for the complaints in this action. 

 92. Based on these provisions, the Relator on behalf of the United States 

Government seeks through this action to recover damages and civil penalties arising from 

the Defendants’ submission of false claims for payment or approval.  In this case, such 

claims were submitted to Government entities for payment for software processing, testing 

and ostensible compliance when such process was corrupted by the Defendant’s 

management which disregarded mandatory safety and reliability standards.  Qui tam 

Relator/Plaintiff believes the United States has suffered significant damages, likely in the 

hundreds of millions of dollars, for a corrupted software process as a result of the 

Defendant’s false and/or fraudulent claims.   

 93. As required under the False Claims Act, qui tam Relator/Plaintiff has 

previously provided the Department of Justice, the offices of the Attorney General of the 

United States a disclosure statement of material evidence and information related to this 

Amended Complaint.  That substantial disclosure statement, supplemented by continuing 

disclosures, supports the claims of wrongdoing, virtually all of which were presented to 
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Defendant’s management which, after conceding the violations, rejected the Relator’s 

requests that the software process be conducted in accordance with the contract, industry 

standards and the requirements of law.  

FALSE STATEMENTS OR RECORDS 

Contractor Requirements 

 94. The government’s Request for Proposal (RFP) seeking contractor bids for the 

Joint Strike Fighter (JSF) Contract required that to be eligible to submit a proposal, the 

contractor must be certified to have defined and documented software processes and 

procedures that meet the SEI level 4 criteria; that is, the contractor must have in place a 

software development process that has been certified as compliant with the standards of 

SEI level 4 and have documented proof that it follows those processes  Lockheed had such 

certification and bid on the contract.  Lockheed was awarded the contract on October 21, 

2001.  In order for Lockheed to demonstrate the Flight Readiness of the aircraft which was 

required by contract, Safety Evidence Assurance Level (SEAL) requirements were added 

for the Air System (AS) Integrated Product Team (IPT) with concurrence from the JSF 

Program Office. The software relative to this claim was to be evaluated at SEAL 1, the 

highest level of criticality. Relator began working for Lockheed on this contract on January 

21, 2002, very early in the program.  The Joint Strike Fighter (JSF) contract documents 

specifically, or by reference or implication require that the contractor maintain its SEI/SEAL 

compliant status and, of course, that it implement and follow SEI/SEAL compliant 

procedures in the course of its performance of the Joint Strike Fighter (JSF) contract.  

Because Lockheed had SEI/SEAL certified software development processes and failed to 
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use them, every claim for payment under this contract based on or related to software 

development is a false claim.  

Relator Objected Early and Often to Failures To Follow SEI/SEAL Compliant 
Procedures. 
 
 95. Relator joined Lockheed early in the Joint Strike Fighter (JSF) Program, in 

2002.  As early as February 26th 2002,  (See Exhibit E, FCA SW Development Process 

Analysis and Recommendations) Relator Sylvester Davis raised concerns to both 

Lockheed and government officials regarding Lockheed’s failure to comply with 

contractually required SEI and SEAL 1 level software quality assurance procedures.  He 

raised such concerns in Technical Interface Meetings (TIMs) and in other meetings and 

written and verbal communications.  On some occasions, Lockheed management 

contended there were no express written requirements to comply with SEI and SEAL 1 

standards; on other occasions, Buddy Denham and Theresa Giles, among others, 

acknowledged Lockheed’s obligation to comply with Level 1 of the SEAL standards (“SEAL 

1”). 

96. On January 21, 2003, John Robb, senior manager of Lockheed’s JSF Vehicle 

Systems Engineering Integration Team (VS SEIT) team (See Exhibit F, FYI FOR ACTION 

JSEP development in critical status 01 21 2003) sent an e-mail to Lockheed officials and 

employees and Joint Strike Fighter Program Office (JPO) officers expressing serious safety 

concerns related to the lack of formal, SEI and SEAL compliant software development 

procedures for the Joint Strike Fighter (JSF) program.  Robb described the state of the 

program as “the worst software disaster I’ve ever seen.”  There were no safety critical 

process, no software testing, no software development schedule, and no management 
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procedures.  The following day, January 22, 2003, Mr. Robb sent a follow-up e-mail, 

apologizing for and retracting the statements in the January 21, 2003 e-mail.  In a complete 

turnabout, Robb called the Lockheed process “exemplary.”  Government representatives 

Bob Fookes, Teresa Giles, Stephen Gotch, Gary Gross, Kim Harrison, Paula Hooper, Joe 

Kraumaker, and Carol Lopez received these communications.  The retraction e-mail 

constitutes a false record or statement used to obtain payment of a false claim.  See 

Exhibit G, A formal apology 01 22 2003. 

Preliminary Design Review  

 97. A Preliminary Design Review was conducted February 5, 2003.  The first 

version of the Software Design Plan was produced after the Preliminary Design Review on 

or about March 10, 2003.   

98. On or about August 25, 2003, a Technical Interface Meeting (TIM) was held 

and a TIM checklist, or “report card,” presented to the Government.  Greg Walker prepared 

this Technical Interface Meeting (TIM) report card, which expressly affirmed SEAL 

compliance.  This is a false statement or record used to obtain payment of false claims 

from the Government.   

99. On October 4, 2003, Buddy Denham sent an e-mail to Greg Walker inquiring 

about the question of whether Lockheed was writing inadequate requirements, which were 

not testable.  Greg Walker responded on October 8, 2003, stating that the use of Autocode 

software development software was the same as having in place and following SEAL1 and 

SEI procedures and would produce SEAL1 and SEI compliant end products.  This was a 

knowing false statement on which the Government relied in paying all of Lockheed’s 
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subsequent claims for payment in the Joint Strike Fighter program.  The statement is not 

true because SEAL1 and SEI are standards for software development, applicable to the 

software development process, designed to ensure that the software can be tested.  

Autocode is simply a software development language/tool, which is not a process. It is like 

saying that because I am using Microsoft Word I do not have to check my spelling. You 

could add a process step that required that spellcheck be run before documents are 

submitted.   This was not done.  The reason this was not done is that, with the simple-to-

use Autocode tool, engineers who were not degreed or even formally trained software 

engineers were used to create the software.  These non-software engineers did not know 

of or understand the software engineering   processes and practices which the SEAL 1 

requirements for software described in the AS SDP reflected and those which define SEI 

Level 4.  Therefore, they refused to implement the required SEI and SEAL 1 requirements. 

100. Software that is not developed using SEAL 1 and SEI procedures is simply by 

definition not SEAL1 or SEI compliant.  Test cases for the software developed using 

Autocode were formally tested by generating the expected results by executing the 

Autocode generated software.  This is the practical employment of the logical fallacy of 

begging the question—the conclusion is the premise, and is proved by the assertion of 

itself.  The proof is circular and proves nothing beyond the fact that the adherent has 

asserted it.   

101. Software development engineers keep daily time records, which are the basis 

for billings to the Government.  Every daily time record in which an engineer on the 

program indicating that the engineer was engaged in software development constitutes a 
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false record used to obtain payment of a false claim from the Government, because none 

of the software development work was performed in accordance with the SEAL and SEI 

standards that were the sine qua non of the software development to be performed under 

the contract.   

Independent Review (IR) 

 102. In response to continuing discussions in e-mails and meetings, and 

subsequent questions from the Government, regarding whether Lockheed was in 

compliance with the required standards, about 1-1/2 years into the program, Lockheed’s 

Santi Bulnes and Greg Walker called for an “Independent Review” (IR)—an ostensibly 

objective evaluation by Lockheed.  

103. The ostensibly “Independent” Review (IR) was initially to be conducted at one 

or more meetings among the Joint Strike Fighter Program Office (JSFPO or JPO), 

Lockheed Software Management Team (SMT), JSF Flight Control Systems (FCS) team, 

JSF Systems Engineering (SE) team, and flight control staff from other Lockheed 

programs.  The Software Management Team (SMT) is a Lockheed group responsible for 

ensuring that all Lockheed software complies with specific contractual requirements and 

with all general Lockheed requirements.  Both the Joint Strike Fighter contract and 

Lockheed’s general standards require compliance with SEI and SEAL1.  Relator, as 

Software Product Manager for Flight Control Applications (FCA) and Gwen Goffney, as 

Test Lead for Flight Control Application (FCA) software Integrated Product  Team (IPT) 

were to present charts at the Independent Review (IR).  Relator and Gwen Goffney were 

pressured prior to the Independent Review (IR) meeting to change charts they had 
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prepared for the meeting.  These charts showed a summary of Joint Strike Fighter (JSF) 

specific software requirements and Lockheed general software requirements, and showed 

there was no SEI process in place for these software requirements and thus no SEI 

compliance.  See Exhibit H, Software Process Overview 

104. To avoid disclosing this information to the Joint Strike Fighter Program Office 

(JSFPO or JPO) and Lockheed’s Software Management Team (SMT), on November 19, 

2003, the day before the scheduled Independent Review (IR) meeting, FCS Manager, Santi 

Bulnes and Greg Walker sent an e-mail (sent by Greg Walker’s secretary Ruie Whitley on 

Greg Walker’s behalf) to all participants cancelling the meeting, stating that presenting 

persons were not yet ready.  See Exhibit I, Cancellation of Independent Review.  Later 

the same day, another e-mail was sent to all participants except Joint Strike Fighter 

Program  Office (JPO) and Software Management Team (SMT), rescheduling the 

meeting for the same, previously cancelled, date and time—Thursday November 20, 2003 

from 1:00-5:30 p.m.  The cancellation was a false statement or material omission intended 

to mislead the Joint Strike Fighter Program Office (JPO) and the Government by 

concealing material information regarding noncompliance with contract requirements.  The 

ostensibly “Independent” Review (IR) became a sham.  Relator presented the negative 

information at the rescheduled Independent Review (IR) meeting.  No minutes and no 

attendance list were kept for this meeting.  However, Sylvia Godoy was assigned an action 

item—to take the two-column document provided by the Realtor with the first column listing 

the SEAL 1 and SEI requirements, and indicate in the second column how Lockheed was 

complying with SEAL 1 and SEI standards.  After the meeting, Relator provided the 
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document to Ms. Godoy via email with the first column filled in.   This document was never 

filled in. See Exhibit J, Independent Review Process Requirements 12 04 2003.  

Nevertheless, after the meeting, Greg Walker and/or Santi Bulnes specifically and 

expressly reported to Buddy Denham, of the Joint Strike Fighter Program Office (JPO), on 

or about December 4, 2003,  that the question had been reviewed and that it had been 

determined that the software  was in compliance.  The Joint Strike Fighter Program Office 

(JPO) reported to SD that Lockheed had reported that all of the software development was 

compliant.  This report by Lockheed is another false statement upon which the Government 

relied in making payments on claims for payment made by Lockheed.  

105. Relator provided to Greg Walker on December 11, 2003, a Flight Systems 

Applications (FCA) software “report card” checklist for submission with Deliverables in 

advance of the January, 2004 Critical Design Review.  This checklist indicated that the 

Flight Systems Application software development was not SEAL/SEI compliant.  Greg 

Walker stated that he would not submit this report to the Government.  Greg Walker instead 

submitted to the Government records failing to disclose that the program’s software 

development was not SEAL/SEI compliant, although he had no knowledge regarding these 

standards.  These submissions were false records or statements used to obtain payment of 

false claims from the Government.   

Critical Design Review 

106. A Critical Design Review (CDR), like a Preliminary Design Review (PDR), is a 

milestone event in major government defense contracts; typically, a substantial progress 

payment is conditioned upon completion of the CDR.  The Critical Design Review (CDR) is 
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a several-day meeting between the government and the contractor.  There is a Critical 

Design Review for each subsystem piece of software which is called a “Computer Software 

Configuration Item” (CSCI) and each higher level system. The subsystem CDRs preceed 

the CDRs for their higher level systems.  “Deliverables” are typically due 30 to 60 days 

before the CDR meeting.  “Deliverables” are required products and/or documents which are 

delivered to the JPO who represents the government which form the basis for the CDR 

approval process   The Critical Design Review (CDR) is not completed, or “closed,” and 

payment is not made, until the government is satisfied that the contractually required 

milestones have been met and any Request for Information (RFIs) have been resolved.  

This is very significant as money—substantial progress payments—are conditioned upon 

information provided—records and statements—by the contractor at the Critical Design 

Review (CDR).  The Critical Design Review is a precondition of a big payday for the 

defense contractor upon its production and presentation of milestone Deliverables. 

107. The Deliverables submitted to Joint Strike Fighter Program Office (JPO) 30 

days in advance of the January 2004 Critical Design Review (CDR) contained the first 

formal false statements and records provided to the Government regarding compliance.  

Among the Deliverables was the SIM (System Integrity Manager) Software Development 

Plan (SDP).  The SIM (System Integrity Manager) Software Development Plan (SDP) 

expressly and falsely stated that the software was in compliance with the required software 

development standards.  The SIM (System Integrity Manager) Software Development Plan 

(SDP), version 3, dated October 31, 2003 was a Deliverable in advance of the January 

2004 Critical Design Review (CDR).  Section 3.2.2.5.2 of this SIM (System Integrity 
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Manager) SDP falsely indicated SIM IPT SEAL 1 compliance.  This constituted a false 

record or statement used to obtain payment of a false claim from the Government.  The 

Vehicle Systems CDR readiness checklist submitted to the Government in advance of the 

Critical Design Review (CDR) also falsely affirmed compliance.  The Flight Control Systems 

(FCS) Systems Engineering Integration Team (SEIT) Software Development Plan (SDP) 

and their Software Requirements Specifications (SRS) submitted to the Government in 

advance of the Critical Design Review (CDR) also falsely affirmed compliance. 

108. In January 2004, a Critical Design Review (CDR) was conducted; the Flight 

Control Applications (FCA) portion of the CDR was conducted January 20-23, 2004.  As 

Software Product Manager (SPM) for Flight Control Applications (FCA), Relator Sylvester 

Davis attended the Critical Design Review (CDR) meeting and gave a substantial 

presentation regarding the status of the development of software for Flight Control 

Applications (FCA).  In his presentation, Relator addressed SEI and SEAL compliance in a 

graph, which simply stated “yes” or “no” as to whether Lockheed was following SEI and 

SEAL procedures.  For approximately 8-10 items, his indication regarding SEI and SEAL 

compliance was “no.”  Representatives of the Joint Strike Fighter Program Office (JSFPO 

or JPO), Lockheed managers and directors, and government/military officers attended the 

presentation.  Although there had been considerable verbal and e-mail communication 

regarding whether the program was SEAL and SEI compliant for nearly three years, 

Relator’s presentation at this Critical Design Review (CDR) was the first clear and concise 

statement that Lockheed was not complying.   

RFI 19 
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109. After the spring 2004 Critical Design Review meeting (CDR), the government 

issued to Lockheed Request for Information (RFI) 19.  Request for Information (RFI) 19 

was the government’s first RFI regarding SEI and SEAL compliance.  Request for 

Information (RFI) 19 requested that Lockheed “Prior to CDR closure get concurrence from 

safety (SMT) that the unit testing approach identified in the FCA SDP section 3.2.2.5.2. 

(See Unit Test slides 5-22) meets the SEAL requirements identified in the AS SDP.  There 

should be an emphasis on those SEAL “In other words required Lockheed to affirm that 

Flight Control Application (FCA) software was in compliance with the required SEI and 

SEAL standards.  The Critical Design Review (CDR) could not be completed and payment 

could not be made until all Requests for Information were closed.  Thus, to complete the 

Critical Design Review (CDR), Lockheed had to be in compliance and so affirm in response 

to RFI 19.  See Exhibit K, All RFAs RFIs 6-2-04 

110. If the Deliverables and the Critical Design (CDR) meeting give rise to 

questions, the Government submits them to the contractor in “Requests for Information 

(RFI).  All Requests for Information (RFIs) must be satisfactorily answered and closed 

before the Critical Design Review (CDR) is complete and payment made. Given that the 

SMT had not made their determination and that when they did they did not affirm, RFI 19 

should not have been closed and payment should not have been made.  

 111. Lockheed maintained a database of software problem reports called Software 

Problem Anomaly Reports (SPAR).  This database was accessible to the Government, so 

that it could be informed of problems and their resolution.  When a problem was resolved 

and the SPAR removed, this information and the reason were recorded in the SPAR 
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system.  SPAR 1256 submitted by Gerald F. Waid on August 25, 2004, regarding the 

absence of range checking, a SEI SEAL1 requirement, stated that it was not clear which 

department was responsible for verifying range checking.  SEAL compliant procedures 

would actually require redundant range checking verification by multiple departments.  This 

SPAR was closed by Richard Bonnett on August 31, 2004, indicating that there was no 

range checking problem—with no indication of the answer to the question posed in the 

SPAR.  This closing of SPAR 1256 was thus a false record or statement used to obtain 

payment of a false claim from the Government. 

 112. On September 30, 2004, Relator was expelled from a meeting, attended by 

JPO by telephone, for responding to a false statement made by Lockheed personnel 

regarding software safety.  JPO personnel attended this meeting, for which the topic was 

SEAL 1 requirements fulfillment.  Relator disagreed with false statements that flagged 

SEAL1 software defects were “all ok” and not safety issues, and that it was not necessary 

for personnel to report defects as they were found.  The false statements and the 

suppression of Relator’s true statement are false statements or records used to obtain 

payment of false claims.   

 113. On November 3, 2004, the flight control software crashed during flight 

simulation due to a “triple channel reset.”  This means that had the aircraft been in the air, it 

would have crashed because its flight control software would have failed, meaning it was 

impossible for a pilot to control the aircraft; the pilot could not steer right or left, direct the 

nose up or down, or exercise any control whatsoever over the aircraft.  It simply would fall 

from the sky like a rock.  Edith (Jo) Holtzman was Manager of the SIM IPT, which was 
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responsible for the Flight Control Redundancy Management (FCRM) software.  On 

November 4, 2004, the cause of the crash was determined.  It was clear that range 

checking was needed.  Relator opened SPAR 1637 on November 10, 2004.  SPAR 1637 

identified the need for System Integrity Manager (SIM) to do range checking pursuant to 

CO1, pointing to the crash as demonstrating the problem.  On November 4, 2004 at 2:14 

p.m., after a series of e-mail communications regarding this matter, Ms. Holtzman sent an 

e-mail to all Lockheed employees who had been communicating regarding the problem 

instructing them that there were to be no further responses or discussions regarding the 

matter coming from her staff.  By January 2005, this SPAR had been closed without 

explanation other than “no problem.”  Jane Gardner, a lead engineer in SIM (System 

Integrity Manager) recommended that SPAR 1637 be rejected.  On January 19, 2005, this 

SPAR was changed to “rejected.”  The closing and rejection of SPAR 1637 constitute false 

records or statements used to obtain payment of false claims.   

114. In a January 25, 2005 SPAR board meeting, Chuck Neppach asked whether 

SPAR 1256 needed to be reopened in light of the triple channel reset episode.  Edith 

Holtzman stated she was waiting for guidance from Rich Bonnett.  The Government 

attends SPAR board meetings.  Ms. Holtzman opened SPAR 1968 regarding range 

checking verification on January 27, 2005; SPAR 1968 was the same as SPAR 1256, 

which had previously been closed as “no problem.”   

SMT Investigation 

115. Lockheed’s Software Management Team (SMT), a Lockheed group 

responsible for ensuring that all Lockheed software complies with specific contractual 
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requirements and with all general Lockheed requirements, conducted an investigation into 

CO1 and SEI compliance.  Relator was ostensibly included in this investigation.  CO1 and 

SEI define the processes used to develop software.  Compliant software is developed in 

conformity with these standards.  Determining whether software is compliant is a two-step 

process.  First, it is determined whether the developer has a defined process that will result 

in CO1 and SEI if followed.  Second, it is determined whether the developer is following the 

process.  Relator expressed concerns repeatedly that the first step was not fulfilled—there 

was no CO1/SEI compliant process in place.   He responded to SMT’s inquiry by e-mail to 

this effect.  SMT rejected the software twice.  Nonetheless, Lockheed management simply 

resubmitted the same, unchanged documentation, after applying employment pressure to 

SMT team members.  Relator learned, after he was removed from the program by 

Lockheed, that the unchanged documentation was subsequently passed by SMT although 

there still was no CO1/SEI compliant process in place and thus, no such process being 

followed.   

116. A series of December 1, 2004 e-mails shows Lockheed personnel discussing 

and planning the creation of false records and statements to cover the lack of SEAL1/SEI 

compliance in the program.  Deaun Dawson sent an e-mail on behalf of Lockheed director 

Opie W. White to John Robb, with several other Lockheed personnel copied, including 

Lockheed director of vehicle systems William S. Trimboli, at 10:52 a.m. on December 1, 

2004.  See Exhibit L, FW FOR ACTION Please include me . . . .  In this e-mail he stated 

that he did “not support releasing the SEI as now written,” complaining that the written SEI 

requirements “make[s] us and our supplier base non-compliant.”  This related to software 
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maturity definitions in SEI software engineering instructions.  Dawson/White continued, 

“[t]he software teams are going to have to get on the same page as the rest of the program 

and define what we can do with what we have.”  Don Kotzer responded in an e-mail of 

December 1, 2005, 11:51 a.m., instructing Lockheed personnel, “[p]lease edit the 

document [the VS 2011 comments.doc, which was attached] to provide a no-impact 

version.”  The significance of this communication is that Lockheed decided to prepare 

engineering specifications documentation by analyzing, reviewing, and incorporating what 

had been accomplished, rather than reflecting contract requirements against which results 

would be measured.  By analogy, one might create a yardstick the length of one’s arm, 

then measure one’s arm with the yardstick and conclude that the arm is, indeed, a yard in 

length.  Lockheed not only agreed in these e-mail communications to create the false 

requirements documentation, it subsequently did create such false engineering 

specifications documentation, which did not incorporate contractually required SEI/SEAL1 

requirements.  By these changes, Lockheed improperly removed safety requirements from 

engineering specifications.  This was done because, with the safety requirements in place, 

the software as it had been developed—not in compliance with SEI/SEAL1/CO1—would 

not load on the aircraft; the requirements software interface would prevent it from loading 

because it did not fulfill the requirements.  To permit the program to move forward without 

going back and developing the software in compliance with SEI/SEAL1 and related safety 

standards, Lockheed simply changed the requirements so that its software would pass the 

test and successfully load onto the aircraft.  These changed requirements permitted the 

development of readiness reviews—documents representing that the aircraft was ready for 
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flight testing. By knowingly removing these requirements, Lockheed represented to JPO, 

arbitrarily and without analysis, that the aircraft was mature, and flight test ready.  The 

aircraft was reported ready.  Such readiness reviews and reports and the underlying 

documents all constitute false statements or records used to obtain payment of false 

claims.  These engineering specifications documents constitute false records or statements 

delivered to the Government and used to obtain payment of false claims from the 

Government.   

117. In 2005, Lockheed gave Relator a special award recognizing his contribution 

to the program in reporting compliance failures.  Nonetheless, the failure to comply 

continued unabated.   

118. In 2005, Lockheed provided a Vehicle Systems Checklist (VSC) to the 

Government.  This checklist affirmed SEAL/SEI compliance and thus was a false record or 

statement used to obtain payment of a false claim.   

119. In March of 2005, Lockheed provided a Management Status Report (MSR) to 

the Government.  This status report affirmed SEAL/SEI compliance and thus was a false 

record or statement used to obtain payment of a false claim.   

120. After RFI 19 and two rejections, an investigation was conducted.  Relator 

attended a May 23, 2005 meeting.  Pam Thompson, Lockheed’s overall director of software 

engineering raised concerns regarding the software for the program; Thompson was forced 

out of the F22 program because she raised these concerns.   

121. Between April and June of 2005, Chuck Neppach, the Government’s JPO 

software liaison, left the program because he was not willing to sign a flight test readiness 
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review; Neppach contended the aircraft was not ready for its first flight based on defined 

CO1 criteria. 

122. On our about June 20, 2005, Ricky Stanford scheduled a CO1 assessment 

pre-meeting to discuss “how to pass the [CO1] assessment.”  Relator declined to attend, 

because he had made his position clear on the subject—that Lockheed should have been 

complying with CO1 in the software development process all along and that compliance 

that takes years can’t be done in a few weeks or months.   

123. In October of 2005, Relator was on medical leave.  An internal CO1 audit was 

undertaken by the Integrated Product Team (IPT).  Three Lockheed employees, Amit 

Diggikan, James Ricky Stanford, and Mike Bridges, presented information at an October 

25, 2005 meeting stating that the CO1 audit confirmed compliance.  This information was 

followed up with one or more documents confirming CO1 compliance.  These affirmations 

of CO1 compliance are false records or statements used to obtain payment of false claims. 

Retaliation against Sylvester Davis 

 124. From and after Relator became aware of management’s intention to seek to 

circumvent admitted safety and reliability standards in the software process for the JSF 

Program, he repeatedly brought it to the attention of management, both privately and in 

management meetings.  As a result he was severely criticized, shunned from meetings 

which he should have attended in view of his responsibilities, ridiculed and ultimately the 

Relator was forced from his F-35 position in Defendant’s effort to restrict Relator’s 

knowledge of future violations, assigned to a different job with the Defendant and, 

ultimately, constructively terminated.   
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 125. Relator was mistreated, seriously and often.  He suffered mental distress from 

the mistreatment as well as Defendant’s refusal to perform a software process as 

contemplated and required by law on the JSF Program.  The Relator has provided the 

United States Government with documentation of the Defendant’s improper conduct toward 

him which occurred solely because he demanded that safety measures be honored as 

required by the contracts, industry standards and the law.  The Relator attempted to work 

through the Defendant’s obstinacy on these issues, but he failed to persuade the Defendant 

to perform lawfully.  His initial belief that Defendant’s upper management would realize the 

seriousness of the corruption of the software process was misplaced, as management 

evidenced more concern about continuing to bypass the time and expense required for 

SEAL I compliance, than ensuring that the necessary time and expenditures were 

dedicated to the software process, so that the tasks were safely performed as required.  

Ultimately, the Realtor was forced from his very important F-35 position, and he was 

constructively terminated for his refusal to acquiesce to management’s conspiratorial 

objectives; that is, Defendant’s conscious disregard of its contractual responsibilities to the 

U.S. and other governments of the JSF Program, as well as its arrogant disregard of its 

substantial FCA violations. 

 126. As a result of the Defendant’s unlawful conduct and its retaliation against  

the Relator/Plaintiff, the Relator/Plaintiff is entitled to recover under the False Claims Act, 

31 U.S.C. § 3730(h). 
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 CAUSES OF ACTION 
 
A. Count I - False Claims (31 U.S.C. § 3729). 

 127. Qui tam Relator/Plaintiff realleges and hereby incorporates by reference each 

and every allegation contained in preceding paragraphs numbered 1 through 126 of this 

Complaint. 

 128. Based on the acts described above, Defendant knowingly violated one or 

more of the following: 

a. knowingly presented, or caused to be presented, to an officer or employee of 
the United States Government or a member of the Armed Forces of the 
United States a false or fraudulent claim for payment or approval; 

 
b. knowingly made, used, or caused to be made or used, a false record or 

statement to get a false or fraudulent claim paid or approved by the 
Government; 

 
c. conspired to defraud the Government by getting a false or fraudulent claim 

allowed or paid;  
 

d. knowingly made, used, or caused to be made or used, a false record or 
statement to conceal, avoid, or decrease an obligation to pay or transmit 
money or property to the Government. 

 
 129. The United States Government and its allied partners in the JSF Program 

were unaware of the falsity of these claims, records, and/or statements made by the 

Defendant and, in reliance on the accuracy thereof, paid the Defendant for the fraudulent 

claims. 

 130. Because of the Defendant’s fraudulent conduct, the United States 

Government has not received the contractual value, to which it was entitled by law, as 

contemplated in the JSF Program, all of which is in violation of the False Claims Act. 
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 131. Due to the Defendant’s unlawful conduct, the United States Government   has 

suffered substantial monetary damages, likely in the sum of hundreds of millions of 

dollars, all of for which the Defendant should be held accountable. 

B. Count II – Retaliation against Relator (31 U.S.C. § 3730(h)). 

 132. Qui tam Relator/Plaintiff realleges and hereby incorporates by reference each 

and every allegation contained in preceding paragraphs numbered 1 through 131 of this 

Complaint. 

 132. In violation of the False Claims Act § 3730(h), the Defendant took negative 

employment actions against Relator/Plaintiff in response to his persistent reporting to 

Defendant’s management about Defendant’s continuing False Claims Act violations.  The 

Defendant’s response was retaliation against the Relator/Plaintiff.   

 133. As a result of Defendant’s conduct, the Relator/Plaintiff has suffered negative 

employment consequences and has suffered damages.  He seeks damages for the 

Defendant’s unlawful conduct in the form of retaliation against him, solely because Relator 

insisted upon Defendant’s adherence to required software development safety standards to 

protect members of the armed forces, unintended targets and the U.S. Treasury.   

RELIEF 

 134. The Relator/Plaintiff seeks to receive, on his own behalf, all monetary 

damages that he is entitled to receive as a result of the Defendant’s retaliatory conduct 

against him.  In addition, the Relator/Plaintiff seeks punitive damages on his own behalf. 
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PRAYER 

WHEREFORE, Relator/Plaintiff prays that this District Court enter judgment on 

behalf of the Plaintiffs and against the Defendant for the following: 

a. Damages in the amount of three (3) times the actual damages suffered by 
the United States Government as a result of the Defendant’s unlawful 
conduct; 

 
b. Civil penalties against the Defendant equal to $11,000 for each violation of 31 

U.S.C. 3729;  
 

c. Qui tam Relator/Plaintiff be awarded an appropriate amount allowed pursuant 
to 31 U.S.C. § 3730(b);  

 
d. Qui tam Relator/Plaintiff be awarded all costs and expenses of this litigation, 

including attorneys’ fees and costs of court; 
 

e. Pre-judgment interest at the highest rate allowed by law; 
 

f. Relator/Plaintiff’s individual damages for Defendant’s retaliatory conduct; 
 

h. Punitive damages to the Relator/Plaintiff for retaliatory conduct by the 
Defendant; and,  

 
i. All other relief, on behalf of the Relator/Plaintiff or the United States 

Government, to which they may be entitled, whether at law or in equity, and 
as the District Court may deem just and proper. 

 
Dated: April 15, 2009 
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UNITED STATES OF AMERICA, ex rel. Sylvester Davis 
 
 Respectfully submitted: 
 
 
      ________/s/____________ 
      David M. Nissman, Esq. 
      The McChain Nissman Law Group, LLC 
      53A Company Street 
      Christiansted, BI 00820 
      (340) 719-0601 phone 
      (340) 719-0602 fax 
       
 
       _______/s/_____________ 
      Samuel L. Boyd 
      Catherine C. Jobe 
      Boyd & Associates 
      6440 North Central Expressway 
      Suite 600 
      Dallas, Texas 75206-4101 
      Telephone (214) 696-2300 
      Facsimile (214) 363-6856 

       CO-COUNSEL FOR RELATOR/PLAINTIFF 
       
 
       Veretta Frazier 
      West & Gooden 
      320 S R L Thornton Fwy # 300 
      Dallas, Texas 75203 6440  
      Telephone (214) 941-1881 

 CO- COUNSEL FOR RELATOR/PLAINTIFFS 
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CERTIFICATE OF SERVICE 
 

 On this date, May 26, 2009, a copy of Relator’s/Plaintiff’s Second Amended 
Complaint was served via electronic mail and/or certified mail, pursuant to the Federal 
Rules of Civil Procedure, to  
 
 
Via Certified Mail Return Receipt Requested (CMRRR)  
Attorney General Eric H. Holder, Jr., Alberto Gonzales, U.S. Department of Justice  
950 Pennsylvania Avenue NW  
Washington D.C. 20530 
 
Paul Wogaman, Civil Division, U.S. Department of Justice, 
Attorneys, Civil Division 
601 “D” Street NW 
Room 9006  
Washington, DC 20044 
 

     _______/s/__________________________ 
     Samuel L. Boyd P.C. 
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5 Acronym List 

The following list contains the acronyms/abbreviations contained within this document. 

ADA Air Data Application 
AS Air System 
AV Air Vehicle 
CDR Critical Design Review 
CLAW Control Laws 
CM Configuration Management 
CMM Capability Maturity Model 
CSCI Computer Software Configuration Item 
FCA Flight Control Application 
FCmlT Flight Controls Initiated Built-in-Test 
FCRM Flight Controls Redundancy Management 
FCS .~ Flight Control Systems 
FM Failure Management 
FMET Failure Modes and Effects Testing 
ICR Interface Change Request 
IPT Integrated Product Team 
JPO JSF Program Office 
JSF Joint Strike Fighter 
LM Lockheed Martin 
OS Operating System 
PDR Preliminary Design Review 
RFI Request For Information 
SDD System Development and Demonstration 
SDD Software Design Document 
SDP Software Development Plan 
SDSR Software Development Status Report 
SEI Software Engineering Insitute 
SIM System Integrity Manager 
SPAR Software Product Anomaly Report 
SPE Software Product Evaluation 
SVD Software Version Description 
TIM Technical Interchange Meeting 
VS Vehicle Systems 
VSEP VS Execution Platform 
VSP Vehicle Systems Processing 

The infonnation in this document is confidential and/or priVileged. It is intended to be reviewed by only the individual or organization 

named above. If you are not the intended recipient or an authorized representative of the intended recipient, you are hereby notified 

that any review, dissemination or copying of this document and its attachments, if any. or the infonnation contained herein Is 

prohibited. If you received this document in error, please immediately notify the sender by return email 
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FOREWORD

1. This standard is approved for use by all Departments and Agencies within the
Department of Defense (DoD).

2. The DoD is committed to protecting: private and public personnel from accidental
death, injury, or occupational illness; weapon systems, equipment, material, and facilities from
accidental destruction or damage; and public property while executing its mission of national
defense.  Within mission requirements, the DoD will also ensure that the quality of the
environment is protected to the maximum extent practical.  The DoD has implemented
environmental, safety, and health efforts to meet these objectives.  Integral to these efforts is the
use of a system safety approach to manage the risk of mishaps associated with DoD operations.
A key objective of the DoD system safety approach is to include mishap risk management
consistent with mission requirements, in technology development by design for DoD systems,
subsystems, equipment, facilities, and their interfaces and operation.  The DoD goal is zero
mishaps.

3. This standard practice addresses an approach (a standard practice normally identified
as system safety) useful in the management of environmental, safety, and health mishap risks
encountered in the development, test, production, use, and disposal of DoD systems, subsystems,
equipment, and facilities.  The approach described herein conforms to the acquisition procedures
in DoD Regulation 5000.2-R and provides a consistent means of evaluating identified mishap
risks.  Mishap risk must be identified, evaluated, and mitigated to a level acceptable (as defined
by the system user or customer) to the appropriate authority, and compliant with federal laws and
regulations, Executive Orders, treaties, and agreements.  Program trade studies associated with
mitigating mishap risk must consider total life cycle cost in any decision.  Residual mishap risk
associated with an individual system must be reported to and accepted by the appropriate
authority as defined in DoD Regulation 5000.2-R.   When MIL-STD-882 is required in a
solicitation or contract and no specific references are included, then only those requirements
presented in section 4 are applicable.

4.  This revision applies the tenets of acquisition reform to system safety in Government
procurement.  A joint Government/Industrial process team oversaw this revision.  The
Government Electronic and Information Technology Association (GEIA), G-48 committee on
system safety represented industry on the process action team.  System safety information (e.g.,
system safety tasks, commonly used approaches, etc.)  associated with previous versions of this
standard are in the Defense Acquisition Deskbook (see 6.8).  This standard practice is no longer
the source for any safety-related data item descriptions (DIDs).

5. Address beneficial comments (recommendations, additions, and deletions) and any
pertinent information that may be of use in improving this document to:  HQ Air Force Materiel
Command (SES), 4375 Chidlaw Road, Wright-Patterson AFB, OH 45433-5006.  Use the
Standardization Document Improvement Proposal (DD Form 1426) appearing at the end of this
document or by letter or electronic mail.
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1.  SCOPE

1.1 Scope.  This document outlines a standard practice for conducting system safety.

The system safety practice as defined herein conforms to the acquisition procedures in
DoD Regulation 5000.2-R and provides a consistent means of evaluating identified risks.
Mishap risk must be identified, evaluated, and mitigated to a level acceptable (as defined by the
system user or customer) to the appropriate authority and compliant with federal (and state where
applicable) laws and regulations, Executive Orders, treaties, and agreements.  Program trade
studies associated with mitigating mishap risk must consider total life cycle cost in any decision.
When requiring MIL-STD-882 in a solicitation or contract and no specific paragraphs of this
standard are identified, then apply only those requirements presented in section 4.

2.  APPLICABLE DOCUMENTS

Sections 3, 4, and 5 of this standard contain no applicable documents.  This section does not
include documents cited in other sections of this standard or recommended for additional
information or as examples.

3.  DEFINITIONS

3.1 Acronyms used in this standard.  The acronyms used in this standard are defined as
follows:

a. AMSDL Acquisition Management System & Data Requirement List
b. ANSI American National Standard Institute
c. DID Data Item Description
d. DoD Department of Defense
e. ESH Environmental, Safety, and Health
f. GEIA Government Electronic & Information Technology Association
g. MAIS Major Automated Information System
h. MDAP Major Defense Acquisition Program
i. USAF United States Air Force

3.2 Definitions.  Within this document, the following definitions apply (see 6.4):

3.2.1 Acquisition program.  A directed, funded effort designed to provide a new,
improved, or continuing system in response to a validated operational need.

3.2.2 Developer.  The individual or organization assigned responsibility for a
development effort.  Developers can be either internal to the government or contractors.

3.2.3 Hazard.  Any real or potential condition that can cause injury, illness, or death to
personnel; damage to or loss of a system, equipment or property; or damage to the environment.
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3.2.4 Hazardous material.  Any substance that, due to its chemical, physical, or
biological nature, causes safety, public health, or environmental concerns that would require an
elevated level of effort to manage.

3.2.5 Life cycle.  All phases of the system's life including design, research, development,
test and evaluation, production, deployment (inventory), operations and support, and disposal.

3.2.6 Mishap.  An unplanned event or series of events resulting in death, injury,
occupational illness, damage to or loss of equipment or property, or damage to the environment.

3.2.7 Mishap risk.  An expression of the impact and possibility of a mishap in terms of
potential mishap severity and probability of occurrence.

3.2.8 Program Manager (PM).  A government official who is responsible for managing
an acquisition program.  Also, a general term of reference to those organizations directed by
individual managers, exercising authority over the planning, direction, and control of tasks and
associated functions essential for support of designated systems.  This term will normally be
used in lieu of any other titles, e.g.; system support manager, weapon program manager, system
manager, and project manager.

3.2.9 Residual mishap risk.  The remaining mishap risk that exists after all mitigation
techniques have been implemented or exhausted, in accordance with the system safety design
order of precedence (see 4.4).

3.2.10   Safety.  Freedom from those conditions that can cause death, injury, occupational
illness, damage to or loss of equipment or property, or damage to the environment.

3.2.11 Subsystem.  A grouping of items satisfying a logical group of functions within a
particular system.

3.2.12 System.  An integrated composite of people, products, and processes that provide
a capability to satisfy a stated need or objective.

3.2.13 System safety.  The application of engineering and management principles,
criteria, and techniques to achieve acceptable mishap risk, within the constraints of operational
effectiveness and suitability, time, and cost, throughout all phases of the system life cycle.

3.2.14 System safety engineering.  An engineering discipline that employs specialized
professional knowledge and skills in applying scientific and engineering principles, criteria, and
techniques to identify and eliminate hazards, in order to reduce the associated mishap risk.
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4. GENERAL REQUIREMENTS

This section defines the system safety requirements to perform throughout the life cycle for any
system, new development, upgrade, modification, resolution of deficiencies, or technology
development.  When properly applied, these requirements should ensure the identification and
understanding of all known hazards and their associated risks; and mishap risk eliminated or
reduced to acceptable levels.  The objective of system safety is to achieve acceptable mishap risk
through a systematic approach of hazard analysis, risk assessment, and risk management.  This
document delineates the minimum mandatory requirements for an acceptable system safety
program for any DoD system.  When MIL-STD-882 is required in a solicitation or contract, but
no specific references are included, then only the requirements in this section are applicable.
System safety requirements consist of the following:

4.1 Documentation of the system safety approach.  Document the developer's and
program manager's approved system safety engineering approach.  This documentation shall:

a.  Describe the program’s implementation using the requirements herein.  Include
identification of each hazard analysis and mishap risk assessment process used.

b.  Include information on system safety integration into the overall program structure.

c.  Define how hazards and residual mishap risk are communicated to and accepted by the
appropriate risk acceptance authority (see 4.7) and how hazards and residual mishap risk will be
tracked (see 4.8).

4.2 Identification of hazards.  Identify hazards through a systematic hazard analysis
process encompassing detailed analysis of system hardware and software, the environment (in
which the system will exist), and the intended use or application.  Consider and use historical
hazard and mishap data, including lessons learned from other systems.  Identification of hazards
is a responsibility of all program members.  During hazard identification, consider hazards that
could occur over the system life cycle.

4.3 Assessment of mishap risk.  Assess the severity and probability of the mishap risk
associated with each identified hazard, i.e., determine the potential negative impact of the hazard
on personnel, facilities, equipment, operations, the public, and the environment, as well as on the
system itself.  The tables in Appendix A are to be used unless otherwise specified.

4.4 Identification of mishap risk mitigation measures.  Identify potential mishap risk
mitigation alternatives and the expected effectiveness of each alternative or method.  Mishap risk
mitigation is an iterative process that culminates when the residual mishap risk has been reduced
to a level acceptable to the appropriate authority.  The system safety design order of precedence
for mitigating identified hazards is:

a.  Eliminate hazards through design selection.  If unable to eliminate an identified
hazard, reduce the associated mishap risk to an acceptable level through design selection.
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b.  Incorporate safety devices.  If unable to eliminate the hazard through design selection,
reduce the mishap risk to an acceptable level using protective safety features or devices.

c.  Provide warning devices.  If safety devices do not adequately lower the mishap risk of
the hazard, include a detection and warning system to alert personnel to the particular hazard.

d.  Develop procedures and training.  Where it is impractical to eliminate hazards through
design selection or to reduce the associated risk to an acceptable level with safety and warning
devices, incorporate special procedures and training.  Procedures may include the use of personal
protective equipment.  For hazards assigned Catastrophic or Critical mishap severity categories,
avoid using warning, caution, or other written advisory as the only risk reduction method.

4.5  Reduction of mishap risk to an acceptable level.  Reduce the mishap risk through a
mitigation approach mutually agreed to by both the developer and the program manager.
Communicate residual mishap risk and hazards to the associated test effort for verification.

4.6  Verification of mishap risk reduction.  Verify the mishap risk reduction and
mitigation through appropriate analysis, testing, or inspection.  Document the determined
residual mishap risk.  Report all new hazards identified during testing to the program manager
and the developer.

4.7 Review of hazards and acceptance of residual mishap risk by the appropriate
authority.  Notify the program manager of identified hazards and residual mishap risk.  Unless
otherwise specified, the suggested tables A-I through A-III of the appendix will be used to rank
residual risk.  The program manager shall ensure that remaining hazards and residual mishap risk
are reviewed and accepted by the appropriate risk acceptance authority (ref. table A-IV).  The
appropriate risk acceptance authority will include the system user in the mishap risk review.  The
appropriate risk acceptance authority shall formally acknowledge and document acceptance of
hazards and residual mishap risk.

4.8 Tracking of hazards, their closures, and residual mishap risk.  Track hazards, their
closure actions, and the residual mishap risk.  Maintain a tracking system that includes hazards,
their closure actions, and residual mishap risk throughout the system life cycle.  The program
manager shall keep the system user advised of the hazards and residual mishap risk.

5. DETAILED REQUIREMENTS

Program managers shall identify in the solicitation and system specification any specific system
safety engineering requirements including risk assessment and acceptance, unique classifications
and certifications (see 6.6 and 6.7), or any mishap reduction needs unique to their program.
Additional information in developing program specific requirements is located in Appendix A.
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6. NOTES

(This section contains information of a general or explanatory nature that may be helpful, but is
not mandatory.)

6.1 Intended use.  This standard establishes a common basis for expectations of a
properly executed system safety effort.

6.2 Data requirements.  Hazard analysis data may be obtained from contracted sources
by citing DI-MISC-80508, Technical Report - Study/Services.  When it is necessary to obtain
data, list the applicable Data Item Descriptions (DIDs) on the Contract Data Requirements List
(DD Form 1423), except where the DoD Federal Acquisition Regulation Supplement exempts
the requirement for a DD Form 1423.  The developer and the program manager are encouraged
to negotiate access to internal development data when hard copies are not necessary.  They are
also encouraged to request that any type of safety plan required to be provided by the
contractor, be submitted with the proposal.  It is further requested that any of the below listed
data items be condensed into the statement of work and the resulting data delivered in one
general type scientific report.

Current DIDs, that may be applicable to a system safety effort (check DoD 5010.12-L,
Acquisition Management Systems and Data Requirements Control List (AMSDL) for the most
current version before using), include:

DID Number DID Title

DI-MISC-80043 Ammunition Data Card
DI-SAFT-80101 System Safety Hazard Analysis Report
DI-SAFT-80102 Safety Assessment Report
DI-SAFT-80103  Engineering Change Proposal System Safety Report
DI-SAFT-80104  Waiver or Deviation System Safety Report
DI-SAFT-80105  System Safety Program Progress Report
DI-SAFT-80106  Occupational Health Hazard Assessment
DI-SAFT-80184 Radiation Hazard Control Procedures
DI-MISC-80508 Technical Report - Study Services
DI SAFT-80931 Explosive Ordnance Disposal Data
DI-SAFT-81065 Safety Studies Report
DI-SAFT-81066 Safety Studies Plan
DI-ADMN-81250 Conference Minutes
DI-SAFT-81299 Explosive Hazard Classification Data
DI-SAFT-81300 Mishap Risk Assessment Report
DI-ILSS-81495 Failure Mode, Effects, Criticality Analysis Report
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6.3 Subject term (key word) listing.

Environmental
Hazard
Mishap
Mishap probability levels
Mishap risk
Mishap severity categories
Occupational Health
Residual mishap risk
System safety engineering

6.4 Definitions used in this standard.  The definitions at 3.2 may be different from
those used in other specialty areas.  One must carefully check the specific definition of a term
in question for its area of origination before applying the approach described in this document.

6.5 International standardization agreements.  Certain provisions of this standard are
the subject of international standardization agreements (AIR STD 20/23B, Safety Design
Requirements for Airborne Dispenser Weapons, and STANAG No. 3786, Safety Design
Requirements for Airborne Dispenser Weapons).  When proposing amendment, revision, or
cancellation of this standard that might modify the international agreement concerned, the
preparing activity will take appropriate action through international standardization channels,
including departmental standardization offices, to change the agreement or make other
appropriate accommodations.

6.6 Explosive hazard classification and characteristic data.  Any new or modified item of
munitions or of an explosive nature that will be transported to or stored at a DoD installation or
facility must first obtain an interim or final explosive hazard classification.  The system safety
effort should provide the data necessary for the program manager to obtain the necessary
classification(s).  These data should include identification of safety hazards involved in handling,
shipping, and storage related to production, use, and disposal of the item.

6.7 Use of system safety data in certification and other specialized safety approvals.
Hazard analyses are often required for many related certifications and specialized reviews.
Examples of activities requiring data generated during a system safety effort include:

a.  Federal Aviation Agency airworthiness certification of designs and modifications
b.  DoD airworthiness determination
c.  Nuclear and non-nuclear munitions certification
d.  Flight readiness reviews
e.  Flight test safety review board reviews
f.  Nuclear Regulatory Commission licensing
g.  Department of Energy certification
Special safety-related approval authorities include USAF Radioisotope Committee,

Weapon System Explosive Safety Review Board (Navy), Non-Nuclear Weapons and Explosives
Safety Board (NNWESB), Army Fuze Safety Review Board, Triservice Laser Safety Review
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Board, and the DoD Explosive Safety Board.  Acquisition agencies should ensure that
appropriate service safety agency approvals are obtained prior to use of new or modified
weapons systems in an operational or test environment.

6.8 DoD acquisition practices.  Information on DoD acquisition practices is presented in
the Defense Acquisition Deskbook available from the Deskbook Joint Program Office, Wright-
Patterson Air Force Base, Ohio.  Nothing in the referenced information is considered additive to
the requirements provided in this standard.

6.9 Identification of changes.  Due to the extent of the changes, marginal notations are
not used in this revision to identify changes with respect to the previous issue.
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GUIDANCE FOR IMPLEMENTATION OF
A SYSTEM SAFETY EFFORT

A.1 SCOPE

A.1.1  Scope.  This appendix provides rationale and guidance to fit the needs of most
system safety efforts.  It includes further explanation of the effort and activities available to meet
the requirements described in section 4 of this standard.  This appendix is not a mandatory part
of this standard and is not to be included in solicitations by reference.  However, program
managers may extract portions of this appendix for inclusion in requirement documents and
solicitations.

A.2 APPLICABLE DOCUMENTS

A.2.1 General.  The documents listed in this section are referenced in sections A.3, A.4,
and A.5.  This section does not include documents cited in other sections of this appendix or
recommended for additional information or as examples.

A.2.2 Government documents.

A.2.2.1 Specifications, standards, and handbooks.  This section is not applicable to this
appendix.

A.2.2.2 Other Government documents, drawings, and publications.  The following other
Government document forms a part of this document to the extent specified herein.  Unless
otherwise specified, the issue is that cited in the solicitation.

DoD 5000.2-R Mandatory Procedures for Major Defense Acquisition
Programs (MDAPs) and Major Automated Information
System (MAIS) Acquisition Programs

(Copies of DoD 5000.2-R are available from the Washington Headquarters Services,
Directives and Records Branch (Directives Section), Washington, DC or from the DoD
Acquisition Deskbook).

A.2.3 Non-Government publications.  This section is not applicable to this appendix.

A.2.4 Order of precedence.  Since this appendix is not mandatory, in event of a conflict
between the text of this appendix and the reference cited herein, the text of the reference takes
precedence.  Nothing in this appendix supersedes applicable laws and regulations unless a
specific exemption has been obtained.
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A.3 DEFINITIONS

A.3.1  Acronyms used in this appendix.  No additional acronyms are used in this
appendix.

A.3.2  Definitions.  Additional definitions that apply to this appendix:

A.3.2.1 Development agreement.  The formal documentation of the agreed-upon tasks
that the developer will execute for the program manager.  For a commercial developer, this
agreement usually is in the form of a written contract.

A.3.2.2 Fail-safe.  A design feature that ensures the system remains safe, or in the event
of a failure, causes the system to revert to a state that will not cause a mishap.

A.3.2.3 Health hazard assessment.  The application of biomedical knowledge and
principles to identify and eliminate or control health hazards associated with systems in direct
support of the life-cycle management of materiel items.

A.3.2.4 Mishap probability.  The aggregate probability of occurrence of the individual
events/hazards that might create a specific mishap.

A.3.2.5 Mishap probability levels.  An arbitrary categorization that provides a
qualitative measure of the most reasonable likelihood of occurrence of a mishap resulting from
personnel error, environmental conditions, design inadequacies, procedural deficiencies, or
system, subsystem, or component failure or malfunction.

A.3.2.6 Mishap risk assessment.  The process of characterizing hazards within risk areas
and critical technical processes, analyzing them for their potential mishap severity and
probabilities of occurrence, and prioritizing them for risk mitigation actions.

A.3.2.7 Mishap risk categories.  An arbitrary categorization of mishap risk assessment
values often used to generate specific action such as mandatory reporting of certain hazards to
management for action, or formal acceptance of the associated mishap risk.

A.3.2.8 Mishap severity.  An assessment of the consequences of the most reasonable
credible mishap that could be caused by a specific hazard.

A.3.2.9 Mishap severity category.  An arbitrary categorization that provides a
qualitative measure of the most reasonable credible mishap resulting from personnel error,
environmental conditions, design inadequacies, procedural deficiencies, or system, subsystem, or
component failure or malfunction.

A.3.2.10 Safety critical.  A term applied to any condition, event, operation, process, or
item whose proper recognition, control, performance, or tolerance is essential to safe system
operation and support (e.g., safety critical function, safety critical path, or safety critical
component).
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A.3.2.11 System safety management.  All plans and actions taken to identify, assess,
mitigate, and continuously track, control, and document environmental, safety, and health
mishap risks encountered in the development, test, acquisition, use, and disposal of DoD weapon
systems, subsystems, equipment, and facilities.

A.4 GENERAL REQUIREMENTS

A.4.1  General.  System safety applies engineering and management principles, criteria,
and techniques to achieve acceptable mishap risk, within the constraints of operational
effectiveness, time, and cost, throughout all phases of the system life cycle.  It draws upon
professional knowledge and specialized skills in the mathematical, physical, and scientific
disciplines, together with the principles and methods of engineering design and analysis, to
specify and evaluate the environmental, safety, and health mishap risk associated with a system.
Experience indicates that the degree of safety achieved in a system is directly dependent upon
the emphasis given.  The program manager and the developer must apply this emphasis during
all phases of the system's life cycle.  A safe design is a prerequisite for safe operations, with the
goal being to produce an inherently safe product that will have the minimum safety-imposed
operational restrictions.

A.4.1.1  System safety in environmental and health hazard management.  DoD 5000.2-R
has directed the integration of environmental, safety, and health hazard management into the
systems engineering process.  While environmental and health hazard management are normally
associated with the application of statutory direction and requirements, the management of
mishap risk associated with actual environmental and health hazards is directly addressed by the
system safety approach.  Therefore, environmental and health hazards can be analyzed and
managed with the same tools as any other hazard, whether they affect equipment, the
environment, or personnel.

A.4.2  Purpose (see 1.1).  All DoD program managers shall establish and execute
programs that manage the probability and severity of all hazards for their systems
(DoD 5000.2-R).  Provision for system safety requirements and effort as defined by this standard
should be included in all applicable contracts negotiated by DoD.  These contracts include those
negotiated within each DoD agency, by one DoD agency for another, and by DoD for other
Government agencies.  In addition, each DoD in-house program will address system safety.  

A.4.2.1  Solicitations and contracts.  Apply the requirements of section 4 to acquisitions.
Incorporate MIL-STD-882 in the list of contractual compliance documents, and include the
potential of a developer to execute section 4 requirements as source selection evaluation criteria.
Developers are encouraged to submit with their proposal a preliminary plan that describes the
system safety effort required for the requested program.  When directed by the program manager,
attach this preliminary plan to the contract or reference it within the statement of work; so it
becomes the basis for a contractual system safety program.

A.4.3  System safety planning.  Before formally documenting the system safety approach,
the program manager, in concert with systems engineering and associated system safety
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professionals, must determine what system safety effort is necessary to meet program and
regulatory requirements.  This effort will be built around the requirements set forth in section 4
and includes developing a planned approach for safety task accomplishment, providing qualified
people to accomplish the tasks, establishing the authority for implementing the safety tasks
through all levels of management, and allocating appropriate resources to ensure that the safety
tasks are completed.

A.4.3.1  System safety planning subtasks.  System safety planning subtasks should:

a.  Establish specific safety performance requirements (see A.4.3.2) based on overall
program requirements and system user inputs.

b.  Establish a system safety organization or function and the required lines of
communication with associated organizations (government and contractor).  Establish interfaces
between system safety and other functional elements of the program, as well as with other safety
and engineering disciplines (such as nuclear, range, explosive, chemical, and biological).
Designate the organizational unit responsible for executing each safety task.  Establish the
authority for resolution of identified hazards.

c.  Establish system safety milestones and relate these to major program milestones,
program element responsibility, and required inputs and outputs.

d.  Establish an incident alerting/notification, investigation, and reporting process, to
include notification of the program manager.

e.  Establish an acceptable level of mishap risk, mishap probability and severity
thresholds, and documentation requirements (including but not limited to hazards and residual
mishap risk).

f.  Establish an approach and methodology for reporting to the program manager the
following minimum information:

(1)  Safety critical characteristics and features.

(2)  Operating, maintenance, and overhaul safety requirements.

(3)  Measures used to eliminate or mitigate hazards.

(4)  Acquisition management of hazardous materials.

g.  Establish the method for the formal acceptance and documenting of residual mishap
risks and the associated hazards.

h.  Establish the method for communicating hazards, the associated risks, and residual
mishap risk to the system user.
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i.  Specify requirements for other specialized safety approvals (e.g., nuclear, range,
explosive, chemical, biological, electromagnetic radiation, and lasers) as necessary (reference 6.6
and 6.7).

A.4.3.2  Safety performance requirements.  These are the general safety requirements
needed to meet the core program objectives.  The more closely these requirements relate to a
given program, the more easily the designers can incorporate them into the system.  In the
appropriate system specifications, incorporate the safety performance requirements that are
applicable, and the specific risk levels considered acceptable for the system. Acceptable risk
levels can be defined in terms of: a hazard category developed through a mishap risk assessment
matrix; an overall system mishap rate; demonstration of controls required to preclude
unacceptable conditions; satisfaction of specified standards and regulatory requirements; or other
suitable mishap risk assessment procedures.  Listed below are examples of safety performance
statements.

a.  Quantitative requirements.  Quantitative requirements are usually expressed as a
failure or mishap rate, such as "The catastrophic system mishap rate shall not exceed x.xx X 10-y

per operational hour."

b.  Mishap risk requirements.  Mishap risk requirements could be expressed as "No
hazards assigned a Catastrophic mishap severity are acceptable."  Mishap risk requirements
could also be expressed as a level defined by a mishap risk assessment (see A.4.4.3.2.3), such as
"No Category 3 or higher mishap risks are acceptable."

c.  Standardization requirements.  Standardization requirements are expressed relative to
a known standard that is relevant to the system being developed.  Examples include: "The system
will comply with the laws of the State of XXXXX and be operable on the highways of the State
of XXXXX" or "The system will be designed to meet ANSI Std XXX as a minimum."

A.4.3.3  Safety design requirements.  The program manager, in concert with the chief
engineer and utilizing systems engineering and associated system safety professionals, should
establish specific safety design requirements for the overall system.  The objective of safety
design requirements is to achieve acceptable mishap risk through a systematic application of
design guidance from standards, specifications, regulations, design handbooks, safety design
checklists, and other sources.  Review these for safety design parameters and acceptance criteria
applicable to the system.  Safety design requirements derived from the selected parameters, as
well as any associated acceptance criteria, are included in the system specification.  Expand these
requirements and criteria for inclusion in the associated follow-on or lower level specifications.
See general safety system design requirements below.

a.  Hazardous material use is minimized, eliminated, or associated mishap risks are
reduced through design, including material selection or substitution.  When using potentially
hazardous materials, select those materials that pose the least risk throughout the life cycle of the
system.
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b.  Hazardous substances, components, and operations are isolated from other activities,
areas, personnel, and incompatible materials.

c.  Equipment is located so that access during operations, servicing, repair, or adjustment
minimizes personnel exposure to hazards (e.g., hazardous substances, high voltage,
electromagnetic radiation, and cutting and puncturing surfaces).

d.  Protect power sources, controls, and critical components of redundant subsystems by
physical separation or shielding, or by other acceptable methods.

f.  Consider safety devices that will minimize mishap risk (e.g., interlocks, redundancy,
fail safe design, system protection, fire suppression, and protective measures such as clothing,
equipment, devices, and procedures) for hazards that cannot be eliminated.  Make provisions for
periodic functional checks of safety devices when applicable.

g.  System disposal (including explosive ordnance disposal) and demilitarization are
considered in the design.

h.  Implement warning signals to minimize the probability of incorrect personnel reaction
to those signals, and standardize within like types of systems.

i.  Provide warning and cautionary notes in assembly, operation, and maintenance
instructions; and provide distinctive markings on hazardous components, equipment, and
facilities to ensure personnel and equipment protection when no alternate design approach can
eliminate a hazard.  Use standard warning and cautionary notations where multiple applications
occur.  Standardize notations in accordance with commonly accepted commercial practice or, if
none exists, normal military procedures.  Do not use warning, caution, or other written advisory
as the only risk reduction method for hazards assigned to Catastrophic or Critical mishap severity
categories.

j.  Safety critical tasks may require personnel proficiency; if so, the developer should
propose a proficiency certification process to be used.

k.  Severity of injury or damage to equipment or the environment as a result of a mishap
is minimized.

l.  Inadequate or overly restrictive requirements regarding safety are not included in the
system specification.

m.  Acceptable risk is achieved in implementing new technology, materials, or designs in
an item’s production, test, and operation.  Changes to design, configuration, production, or
mission requirements (including any resulting system modifications and upgrades, retrofits,
insertions of new technologies or materials, or use of new production or test techniques) are
accomplished in a manner that maintains an acceptable level of mishap risk.  Changes to the
environment in which the system operates are analyzed to identify and mitigate any resulting
hazards or changes in mishap risks.
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A.4.3.3.1  Some program managers include the following conditions in their solicitation,
system specification, or contract as requirements for the system design.  These condition
statements are used optionally as supplemental requirements based on specific program needs.

A.4.3.3.1.1  Unacceptable conditions.  The following safety critical conditions are
considered unacceptable for development efforts.  Positive action and verified implementation is
required to reduce the mishap risk associated with these situations to a level acceptable to the
program manager.

a.  Single component failure, common mode failure, human error, or a design feature that
could cause a mishap of Catastrophic or Critical mishap severity catagories.

b.  Dual independent component failures, dual independent human errors, or a
combination of a component failure and a human error involving safety critical command and
control functions, which could cause a mishap of Catastrophic or Critical mishap severity
catagories.

c.  Generation of hazardous radiation or energy, when no provisions have been made to
protect personnel or sensitive subsystems from damage or adverse effects.

d.  Packaging or handling procedures and characteristics that could cause a mishap for
which no controls have been provided to protect personnel or sensitive equipment.

e.  Hazard categories that are specified as unacceptable in the development agreement.

A.4.3.3.1.2  Acceptable conditions.  The following approaches are considered acceptable
for correcting unacceptable conditions and will require no further analysis once mitigating
actions are implemented and verified.

a.  For non-safety critical command and control functions: a system design that requires
two or more independent human errors, or that requires two or more independent failures, or a
combination of independent failure and human error.

b.  For safety critical command and control functions: a system design that requires at
least three independent failures, or three independent human errors, or a combination of three
independent failures and human errors.

c.  System designs that positively prevent errors in assembly, installation, or connections
that could result in a mishap.

d.  System designs that positively prevent damage propagation from one component to
another or prevent sufficient energy propagation to cause a mishap.

e.  System design limitations on operation, interaction, or sequencing that preclude
occurrence of a mishap.
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f.  System designs that provide an approved safety factor, or a fixed design allowance that
limits, to an acceptable level, possibilities of structural failure or release of energy sufficient to
cause a mishap.

g.  System designs that control energy build-up that could potentially cause a mishap
(e.g., fuses, relief valves, or electrical explosion proofing).

h.  System designs where component failure can be temporarily tolerated because of
residual strength or alternate operating paths, so that operations can continue with a reduced but
acceptable safety margin.

i.  System designs that positively alert the controlling personnel to a hazardous situation
where the capability for operator reaction has been provided.

j.  System designs that limit or control the use of hazardous materials.

A.4.3.4  Elements of an effective system safety effort.  Elements of an effective system
safety effort include:

a.  Management is always aware of the mishap risks associated with the system, and
formally documents this awareness.  Hazards associated with the system are identified, assessed,
tracked, monitored, and the associated risks are either eliminated or controlled to an acceptable
level throughout the life cycle.  Identify and archive those actions taken to eliminate or reduce
mishap risk for tracking and lessons learned purposes.

b.  Historical hazard and mishap data, including lessons learned from other systems, are
considered and used.

c.  Environmental protection, safety, and occupational health, consistent with mission
requirements, are designed into the system in a timely, cost-effective manner.  Inclusion of the
appropriate safety features is accomplished during the applicable phases of the system life cycle.

d.  Mishap risk resulting from harmful environmental conditions (e.g., temperature,
pressure, noise, toxicity, acceleration, and vibration) and human error in system operation and
support is minimized.

e.  System users are kept abreast of the safety of the system and included in the safety
decision process.

A.4.4  System safety engineering effort.  As stated in section 4, a system safety
engineering effort consists of eight main requirements.  The following paragraphs provide
further descriptions on what efforts are typically expected due to each of the system safety
requirements listed in section 4.

A.4.4.1  Documentation of the system safety approach.  The documentation of the system
safety approach should describe the planned tasks and activities of system safety management

Case: 1:06-cv-00013-RLF-GWC     Document #: 36-3      Filed: 05/26/2009     Page 20 of 32



MIL-STD-882D
APPENDIX A

16

and system engineering required to identify, evaluate, and eliminate or control hazards, or to
reduce the residual mishap risk to a level acceptable throughout the system life cycle.  The
documentation should describe, as a minimum, the four elements of an effective system safety
effort:  a planned approach for task accomplishment, qualified people to accomplish tasks, the
authority to implement tasks through all levels of management, and the appropriate commitment
of resources (both manning and funding) to ensure that safety tasks are completed.  Specifically,
the documentation should:

a.  Describe the scope of the overall system program and the related system safety effort.
Define system safety program milestones.  Relate these to major program milestones, program
element responsibility, and required inputs and outputs.

b.  Describe the safety tasks and activities of system safety management and engineering.
Describe the interrelationships between system safety and other functional elements of the
program.  List the other program requirements and tasks applicable to system safety and
reference where they are specified or described.  Include the organizational relationships
between other functional elements having responsibility for tasks with system safety impacts and
the system safety management and engineering organization including the review and approval
authority of those tasks.

c.  Describe specific analysis techniques and formats to be used in qualitative or
quantitative assessments of hazards, their causes, and effects.

d.  Describe the process through which management decisions will be made (for example,
timely notification of unacceptable risks, necessary action, incidents or malfunctions, waivers to
safety requirements, and program deviations).  Include a description on how residual mishap risk
is formally accepted and this acceptance is documented.

e.  Describe the mishap risk assessment procedures, including the mishap severity
categories, mishap probability levels, and the system safety design order of precedence that
should be followed to satisfy the safety requirements of the program.  State any qualitative or
quantitative measures of safety to be used for mishap risk assessment including a description of
the acceptable and unacceptable risk levels (if applicable).  Include system safety definitions that
modify, deviate from, or are in addition to those in this standard or generally accepted by the
system safety community (see Defense Acquisition Deskbook and System Safety Society’s
System Safety Analysis Handbook) (see A.6.1).

f.  Describe how resolution and action relative to system safety will be implemented at
the program management level possessing resolution authority.

g.  Describe the verification (e.g., test, analysis, demonstration, or inspection)
requirements for ensuring that safety is adequately attained.  Identify any certification
requirements for software, safety devices, or other special safety features (e.g., render safe and
emergency disposal procedures).
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h. Describe the mishap or incident notification, investigation, and reporting process for
the program, including notification of the program manager.

i.  Describe the approach for collecting and processing pertinent historical hazard,
mishap, and safety lessons learned data.  Include a description on how a system hazard log is
developed and kept current (see A.4.4.8.1).

j.  Describe how the user is kept abreast of residual mishap risk and the associated
hazards.

A.4.4.2  Identification of hazards.  Identify hazards through a systematic hazard analysis
process encompassing detailed analysis of system hardware and software, the environment (in
which the system will exist), and the intended usage or application.  Historical hazard and
mishap data, including lessons learned from other systems, are considered and used.

A.4.4.2.1  Approaches for identifying hazards.  Numerous approaches have been
developed and used to identify system hazards.  A key aspect of many of these approaches is
empowering the design engineer with the authority to design safe systems and the responsibility
to identify to program management the hazards associated with the design.  Hazard identification
approaches often include using system users in the effort.  Commonly used approaches for
identifying hazards can be found in the Defense Acquisition Deskbook and System Safety
Society’s System Safety Analysis Handbook (see A.6.1)

A.4.4.3  Assessment of mishap risk.  Assess the severity and probability of the mishap
risk associated with each identified hazard, i.e., determine the potential impact of the hazard on
personnel, facilities, equipment, operations, the public, or environment, as well as on the system
itself.  Other factors, such as numbers of persons exposed, may also be used to assess risk.

A.4.4.3.1  Mishap risk assessment tools.  To determine what actions to take to eliminate
or control identified hazards, a system of determining the level of mishap risk involved must be
developed.  A good mishap risk assessment tool will enable decision makers to properly
understand the level of mishap risk involved, relative to what it will cost in schedule and dollars
to reduce that mishap risk to an acceptable level.

A.4.4.3.2  Tool development.  The key to developing most mishap risk assessment tools
is the characterization of mishap risks by mishap severity and mishap probability.  Since the
highest system safety design order of precedence is to eliminate hazards by design, a mishap risk
assessment procedure considering only mishap severity will generally suffice during the early
design phase to minimize the system’s mishap risks (for example, just don’t use hazardous or
toxic material in the design).  When all hazards cannot be eliminated during the early design
phase, a mishap risk assessment procedure based upon the mishap probability as well as the
mishap severity provides a resultant mishap risk assessment.  The assessment is used to establish
priorities for corrective action, resolution of identified hazards, and notification to management
of the mishap risks.  The information provided here is a suggested tool and set of definitions that
can be used.  Program managers can develop tools and definitions appropriate to their individual
programs.

Case: 1:06-cv-00013-RLF-GWC     Document #: 36-3      Filed: 05/26/2009     Page 22 of 32



MIL-STD-882D
APPENDIX A

18

A.4.4.3.2.1  Mishap severity.  Mishap severity categories are defined to provide a
qualitative measure of the most reasonable credible mishap resulting from personnel error,
environmental conditions, design inadequacies, procedural deficiencies, or system, subsystem, or
component failure or malfunction.  Suggested mishap severity categories are shown in Table A-I.
The dollar values shown in this table should be established on a system by system basis
depending on the size of the system being considered to reflect the level of concern.

TABLE A-I.  Suggested mishap severity categories.

Description Category Environmental, Safety, and Health Result Criteria

Catastrophic I Could result in death, permanent total disability, loss
exceeding $1M, or irreversible severe environmental
damage that violates law or regulation.

Critical II Could result in permanent partial disability, injuries
or occupational illness that may result in
hospitalization of at least three personnel, loss
exceeding $200K but less than $1M, or reversible
environmental damage causing a violation of law or
regulation.

Marginal III Could result in injury or occupational illness
resulting in one or more lost work days(s), loss
exceeding $10K but less than $200K, or mitigatible
environmental damage without violation of law or
regulation where restoration activities can be
accomplished.

Negligible IV Could result in injury or illness not resulting in a lost
work day, loss exceeding $2K but less than $10K, or
minimal environmental damage not violating law or
regulation.

NOTE:  These mishap severity categories provide guidance to a wide variety of programs.
However, adaptation to a particular program is generally required to provide a mutual
understanding between the program manager and the developer as to the meaning of the terms
used in the category definitions.  Other risk assessment techniques may be used provided that
the user approves them.

A.4.4.3.2.2  Mishap probability.  Mishap probability is the probability that a mishap
will occur during the planned life expectancy of the system.  It can be described in terms of
potential occurrences per unit of time, events, population, items, or activity.  Assigning a
quantitative mishap probability to a potential design or procedural hazard is generally not
possible early in the design process.  At that stage, a qualitative mishap probability may be
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derived from research, analysis, and evaluation of historical safety data from similar systems.
Supporting rationale for assigning a mishap probability is documented in hazard analysis
reports.  Suggested qualitative mishap probability levels are shown in Table A-II.

TABLE A-II.  Suggested mishap probability levels.

Description* Level Specific Individual Item  Fleet or Inventory**

Frequent     A Likely to occur often in the
life of an item, with a
probability of occurrence
greater than 10-1 in that life.

Continuously
experienced.

Probable     B Will occur several times in the
life of an item, with a
probability of occurrence less
than 10-1 but greater than 10-2

in that life.

Will occur frequently.

Occasional     C Likely to occur some time in
the life of an item, with a
probability of occurrence less
than 10-2 but greater than 10-3

in that life.

Will occur several
times.

Remote     D Unlikely but possible to occur
in the life of an item, with a
probability of occurrence less
than 10-3 but greater than 10-6

in that life.

Unlikely, but can
reasonably be
expected to occur.

Improbable     E So unlikely, it can be assumed
occurrence may not be
experienced, with a
probability of occurrence less
than 10-6 in that life.

Unlikely to occur, but
possible.

   *Definitions of descriptive words may have to be modified based on quantity of items
involved.
 **The expected size of the fleet or inventory should be defined prior to accomplishing an
assessment of the system.

A.4.4.3.2.3  Mishap risk assessment.  Mishap risk classification by mishap severity and
mishap probability can be performed by using a mishap risk assessment matrix.  This
assessment allows one to assign a mishap risk assessment value to a hazard based on its mishap
severity and its mishap probability.  This value is then often used to rank different hazards as to
their associated mishap risks.  An example of a mishap risk assessment matrix is shown at
Table A-III.
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TABLE A-III.  Example mishap risk assessment values.

SEVERITY

PROBABILITY

Catastrophic Critical Marginal Negligible

Frequent 1 3 7 13
Probable 2 5 9 16
Occasional 4 6 11 18
Remote 8 10 14 19
Improbable 12 15 17 20

A.4.4.3.2.4  Mishap risk categories.  Mishap risk assessment values are often used in
grouping individual hazards into mishap risk categories.  Mishap risk categories are then used
to generate specific action such as mandatory reporting of certain hazards to management for
action or formal acceptance of the associated mishap risk.  Table A-IV includes an example
listing of mishap risk categories and the associated assessment values.  In the example, the
system management has determined that mishap risk assessment values 1 through 5 constitute
“High” risk while values 6 through 9 constitute “Serious” risk.

TABLE A-IV.  Example mishap risk categories and mishap risk acceptance levels.

Mishap Risk
Assessment Value

Mishap Risk Category Mishap Risk Acceptance
Level

1 – 5 High Component Acquisition
Executive

6 – 9 Serious Program Executive Officer
10 – 17 Medium Program Manager
18 – 20 Low As directed

   *Representative mishap risk acceptance levels are shown in the above table.  Mishap risk
acceptance is discussed in paragraph A.4.4.7.  The using organization must be consulted by the
corresponding levels of program management prior to mishap risk acceptance.

A.4.4.3.2.5  Mishap risk impact.  The mishap risk impact is assessed, as necessary,
using other factors to discriminate between hazards having the same mishap risk value.  One
might discriminate between hazards with the same mishap risk assessment value in terms of
mission capabilities, or social, economic, and political factors.  Program management will
closely consult with the using organization on the decisions used to prioritize resulting actions.

A.4.4.3.3  Mishap risk assessment approaches.  Commonly used approaches for assessing
mishap risk can be found in the Defense Acquisition Deskbook and System Safety Society’s
System Safety Analysis Handbook (see A.6.1)
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A.4.4.4  Identification of mishap risk mitigation measures.  Identify potential mishap risk
mitigation alternatives and the expected effectiveness of each alternative or method.  Mishap risk
mitigation is an iterative process that culminates when the residual mishap risk has been reduced
to a level acceptable to the appropriate authority.

A.4.4.4.1  Prioritize hazards for corrective action.  Hazards should be prioritized so that
corrective action efforts can be focused on the most serious hazards first.  A categorization of
hazards may be conducted according to the mishap risk potential they present.

A.4.4.4.2  System safety design order of precedence (see 4.4).  The ultimate goal of a
system safety program is to design systems that contain no hazards.  However, since the nature
of most complex systems makes it impossible or impractical to design them completely hazard-
free, a successful system safety program often provides a system design where there exist no
hazards resulting in an unacceptable level of mishap risk.  As hazard analyses are performed,
hazards will be identified that will require resolution.  The system safety design order of
precedence defines the order to be followed for satisfying system safety requirements and
reducing risks.  The alternatives for eliminating the specific hazard or controlling its associated
risk are evaluated so that an acceptable method for mishap risk reduction can be agreed to.

A.4.4.5  Reduction of mishap risk to an acceptable level.  Reduce the system mishap risk
through a mitigation approach mutually agreed to by the developer, program manager and the
using organization.

A.4.4.5.1  Communication with associated test efforts.  Residual mishap risk and
associated hazards must be communicated to the system test efforts for verification.

A.4.4.6  Verification of mishap risk reduction.  Verify the mishap risk reduction and
mitigation through appropriate analysis, testing, or inspection.  Document the determined
residual mishap risk.  The program manager must ensure that the selected mitigation approaches
will result in the expected residual mishap risk.  To provide this assurance, the system test effort
should verify the performance of the mitigation actions.  New hazards identified during testing
must be reported to the program manager and the developer.

A.4.4.6.1  Testing for a safe design.  Tests and demonstrations must be defined to
validate selected safety features of the system.  Test or demonstrate safety critical equipment and
procedures to determine the mishap severity or to establish the margin of safety of the design.
Consider induced or simulated failures to demonstrate the failure mode and acceptability of
safety critical equipment.  When it cannot be analytically determined whether the corrective
action taken will adequately control a hazard, conduct safety tests to evaluate the effectiveness of
the controls.  Where costs for safety testing would be prohibitive, safety characteristics or
procedures may be verified by engineering analyses, analogy, laboratory test, functional
mockups, or subscale/model simulation.  Integrate testing of safety systems into appropriate
system test and demonstration plans to the maximum extent possible.
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A.4.4.6.2  Conducting safe testing.  The program manager must ensure that test teams are
familiar with mishap risks of the system.  Test plans, procedures, and test results for all tests
including design verification, operational evaluation, production acceptance, and shelf-life
validation should be reviewed to ensure that:

a.  Safety is adequately demonstrated.

b.  The testing will be conducted in a safe manner.

c.  All additional hazards introduced by testing procedures, instrumentation, test
hardware, and test environment are properly identified and controlled.

A.4.4.6.3  Communication of new hazards identified during testing.  Testing
organizations must ensure that hazards and safety discrepancies discovered during testing are
communicated to the program manager and the developer.

A.4.4.7  Review and acceptance of residual mishap risk by the appropriate authority.
Notify the program manager of identified hazards and residual mishap risk.  For long duration
programs, incremental or periodic reporting should be used.

A.4.4.7.1  Residual mishap risk.  The mishap risk that remains after all planned mishap
risk management measures have been implemented is considered residual mishap risk.  Residual
mishap risk is documented along with the reason(s) for incomplete mitigation.

A.4.4.7.2  Residual mishap risk management.  The program manager must know what
residual mishap risk exists in the system being acquired.  For significant mishap risks, the
program manager is required to elevate reporting of residual mishap risk to higher levels of
appropriate authority (such as the Program Executive Officer or Component Acquisition
Executive) for action or acceptance.  The program manager is encouraged to apply additional
resources or other remedies to help the developer satisfactorily resolve hazards providing
significant mishap risk.  Table A-IV includes an example of a mishap risk acceptance level
matrix based on the mishap risk assessment value and mishap risk category.

A.4.4.7.3  Residual mishap risk acceptance.  The program manager is responsible for
formally documenting the acceptance of the residual mishap risk of the system by the appropriate
authority.  The program manager should update this residual mishap risk and the associated
hazards to reflect changes/modifications in the system or its use.  The program manager and
using organization should jointly determine the updated residual mishap risk prior to acceptance
of the risk and system hazards by the risk acceptance authority, and should document the
agreement between the user and the risk acceptance authority.

A.4.4.8  Tracking hazards and residual mishap risk.  Track hazards, their closures, and
residual mishap risk.  A tracking system for hazards, their closures, and residual mishap risk
must be maintained throughout the system life cycle.  The program manager must keep the
system user apprised of system hazards and residual mishap risk.
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A.4.4.8.1  Process for tracking of hazards and residual mishap risk.  Each system must
have a current log of identified hazards and residual mishap risk, including an assessment of the
residual mishap risk (see A.4.4.7).  As changes are integrated into the system, this log is updated
to incorporate added or changed hazards and the associated residual mishap risk.  The
Government must formally acknowledge acceptance of system hazards and residual mishap risk.
Users will be kept informed of hazards and residual mishap risk associated with their systems.

A.4.4.8.1.1  Developer responsibilities for communications, acceptance, and tracking of
hazards and residual mishap risk.  The developer (see 3.2.2) is responsible for communicating
information to the program manager on system hazards and residual mishap risk, including any
unusual consequences and costs associated with hazard mitigation.  After attempting to eliminate
or mitigate system hazards, the developer will formally document and notify the program
manager of all hazards breaching thresholds set in the safety design criteria.  At the same time,
the developer will also communicate the system residual mishap risk.

A.4.4.8.1.2  Program manager responsibilities for communications, acceptance, and
tracking of hazards and residual mishap risk.  The program manager is responsible for
maintaining a log of all identified hazards and residual mishap risk for the system.  The program
manager will communicate known hazards and associated risks of the system to all system
developers and users.  As changes are integrated into the system, the program manager shall
update this log to incorporate added or changed hazards and the residual mishap risk identified
by the developer.  The program manager is also responsible for informing system developers
about the program manager’s expectations for handling of newly discovered hazards.  The
program manager will evaluate new hazards and the resulting residual mishap risk, and either
recommend further action to mitigate the hazards, or formally document the acceptance of these
hazards and residual mishap risk.  The program manager will evaluate the hazards and associated
residual mishap risk in close consultation and coordination with the ultimate end user, to assure
that the context of the user requirements, potential mission capability, and the operational
environment are adequately addressed.  Copies of the documentation of the hazard and risk
acceptance will be provided to both the developer and the system user.  Hazards for which the
program manager accepts responsibility for mitigation will also be included in the formal
documentation.  For example, if the program manager decides to execute a special training
program to mitigate a potentially hazardous situation, this approach will be documented in the
formal response to the developer.  Residual mishap risk and hazards must be communicated to
system test efforts for verification.

A.5  SPECIFIC REQUIREMENTS

A.5.1  Program manager responsibilities.  The program manager must ensure that all
types of hazards are identified, evaluated, and mitigated to a level compliant with acquisition
management policy, federal (and state where applicable) laws and regulations, Executive Orders,
treaties, and agreements.  The program manager should:

A.5.1.1  Establish, plan, organize, implement, and maintain an effective system safety
effort that is integrated into all life cycle phases.
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A.5.1.2  Ensure that system safety planning is documented to provide all program
participants with visibility into how the system safety effort is to be conducted.

A.5.1.3  Establish definitive safety requirements for the procurement, development, and
sustainment of the system.  The requirements should be set forth clearly in the appropriate
system specifications and contractual documents.

A.5.1.4  Provide historical safety data to developers.

A.5.1.5  Monitor the developer’s system safety activities and review and approve
delivered data in a timely manner, if applicable, to ensure adequate performance and compliance
with safety requirements.

A.5.1.6  Ensure that the appropriate system specifications are updated to reflect results of
analyses, tests, and evaluations.

A.5.1.7  Evaluate new lessons learned for inclusion into appropriate databases and submit
recommendations to the responsible organization.

A.5.1.8  Establish system safety teams to assist the program manager in developing and
implementing a system safety effort.

A.5.1.9  Provide technical data on Government-furnished Equipment or Government-
furnished Property to enable the developer to accomplish the defined tasks.

A.5.1.10  Document acceptance of residual mishap risk and associated hazards.

A.5.1.11  Keep the system users apprised of system hazards and residual mishap risk.

A.5.1.12  Ensure the program meets the intent of the latest MIL-STD 882.

A.5.1.13  Ensure adequate resources are available to support the program system safety
effort.

A.5.1.14  Ensure system safety technical and managerial personnel are qualified and
certified for the job.

A.6  NOTES

A.6.1  DoD acquisition practices and safety analysis techniques.  Information on DoD
acquisition practices and safety analysis techniques is available at the referenced Internet sites.
Nothing in the referenced information is considered binding or additive to the requirements
provided in this standard.

A.6.1.1  Defense Acquisition Deskbook.  Wright-Patterson Air Force Base, Ohio:
Deskbook Joint Program Office.
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A.6.1.2  System Safety Analysis Handbook.  Unionville, VA: System Safety Society.
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One Company,One Company,
One Team …One Team …

Coast to CoastCoast to Coast

Philip C. GouldPhilip C. Gould
Senior Manager, Software Process BranchSenior Manager, Software Process Branch

Software Engineering CenterSoftware Engineering Center
Lockheed Martin Aeronautics CompanyLockheed Martin Aeronautics Company

1 May 20021 May 2002
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Consolidation DecisionConsolidation Decision

January 27, 2000

Lockheed Martin Aeronautics CompanyLockheed Martin Aeronautics Company
(LM Aero)(LM Aero)

Lockheed Martin
Tactical Aircraft

Systems
(Fort Worth, TX)

Lockheed Martin
Aeronautical

Systems
(Marietta, GA)

“One Company, One Team”“One Company, One Team”
Dain Hancock, President, LM Aero

Lockheed Martin
Skunk Works
(Palmdale, CA)
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Site HistorySite History
•• Marietta, GAMarietta, GA

−− Lockheed Aeronautical SystemsLockheed Aeronautical Systems

•• Fort Worth, TXFort Worth, TX
−− Convair Convair / General Dynamics / Lockheed/ General Dynamics / Lockheed
−− Lockheed Martin Tactical Aircraft SystemsLockheed Martin Tactical Aircraft Systems

•• Palmdale, CAPalmdale, CA
−− Consolidation of Palmdale, Burbank, and OntarioConsolidation of Palmdale, Burbank, and Ontario
−− ““Skunk WorksSkunk Works””

Case: 1:06-cv-00013-RLF-GWC     Document #: 36-4      Filed: 05/26/2009     Page 4 of 18



Copyright 2002, Lockheed Martin CorporationPCG – STC 2002

TriTri--site Organizationsite Organization

•• Engineering core centers located in Fort WorthEngineering core centers located in Fort Worth
−− VP of EngineeringVP of Engineering

•• Engineering directorsEngineering directors

−− Branch managersBranch managers

•• Directors and branch managers selected by panel Directors and branch managers selected by panel 
interviewsinterviews
−− Jobs open to candidates from all sitesJobs open to candidates from all sites
−− Incumbency counts but not Incumbency counts but not ““a locka lock””

•• Final appointments came from all three sitesFinal appointments came from all three sites
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Software Maturity Status Software Maturity Status (pre(pre--consolidation)consolidation)

•• Fort WorthFort Worth
−− Assessed at SEI CMM Level 3 in December 1993Assessed at SEI CMM Level 3 in December 1993
−− Assessed at SEI CMM Level 4 in December 1999Assessed at SEI CMM Level 4 in December 1999

•• MariettaMarietta
−− Assessed at SEI CMM Level 3 in November 1997Assessed at SEI CMM Level 3 in November 1997
−− Initiative under way to reach Level 4Initiative under way to reach Level 4

•• PalmdalePalmdale
−− Assessed at SEI CMM Level 3 in November 1997Assessed at SEI CMM Level 3 in November 1997
−− Initiative under way to reach Level 4Initiative under way to reach Level 4
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Standard Process DecisionStandard Process Decision

•• DecisionDecision
−− Standardize on existing Fort Worth software development Standardize on existing Fort Worth software development 

processprocess
•• Core Business Manual (CBM) 4004 Core Business Manual (CBM) 4004 –– contract documentcontract document
•• Process Manual (PM) 4001 Process Manual (PM) 4001 –– workingworking--level detailslevel details
•• Associated guidebooks, training, etc.Associated guidebooks, training, etc.

•• ParticipantsParticipants
−− Software directors from each siteSoftware directors from each site
−− SEPG members from each siteSEPG members from each site

•• Transition working groups formed to address detailsTransition working groups formed to address details

•• RationaleRationale
−− Process known to produce Level 4 behavior when properly Process known to produce Level 4 behavior when properly 

implementedimplemented
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Single Process Initiative (SPI)Single Process Initiative (SPI)
•• ObjectiveObjective

−− Modify all existing US military contracts to invoke CBM 4004Modify all existing US military contracts to invoke CBM 4004
•• HighHigh--level document created to replace level document created to replace DoDDoD--StdStd--2167A references2167A references
•• Original SPI approved May, 1996 for all LMTAS contractsOriginal SPI approved May, 1996 for all LMTAS contracts

−− Presented @ STC Presented @ STC ’’97 by Col. Richard See (DCMC) & Max Brown (LMTAS)97 by Col. Richard See (DCMC) & Max Brown (LMTAS)

•• ProcessProcess
−− Modify CBMModify CBM--4004 to reflect LM Aero consolidation4004 to reflect LM Aero consolidation
−− Obtain agreement from all Obtain agreement from all SPOs SPOs with active contractswith active contracts
−− Process contract Process contract modsmods

•• ActionAction
−− Initial reluctance on part of some Initial reluctance on part of some SPOs SPOs due to lack of familiarity with due to lack of familiarity with 

process and potential impactprocess and potential impact

−− FW DCMA FW DCMA extremelyextremely helpful in presenting historical view based helpful in presenting historical view based 
on original FW SPI success and impact to Fon original FW SPI success and impact to F--16 contracts16 contracts

SPI Approved By Joint Management Council, April 2001SPI Approved By Joint Management Council, April 2001
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Impacts to ProgramsImpacts to Programs

•• Changes to documentationChanges to documentation
−− Especially Especially SDPsSDPs

•• Additional documents requiredAdditional documents required
−− Quantitative Management plans, etc.Quantitative Management plans, etc.

•• but needed for Level 4 anywaybut needed for Level 4 anyway

•• Additional metrics collected and analyzedAdditional metrics collected and analyzed
−− Some project specific, some for organizational analysisSome project specific, some for organizational analysis

•• ““But, if it But, if it ainain’’t t broke, donbroke, don’’t fix it!t fix it!””
−− Not necessarily Not necessarily ““brokebroke”” but part of getting to Level 4 but part of getting to Level 4 

•• Application of FW lessons learned across other sitesApplication of FW lessons learned across other sites

•• ““But, my customerBut, my customer’’s not going to (and shouldns not going to (and shouldn’’t have to) t have to) 
pay for thispay for this””
−− Consolidation work order established to support these costsConsolidation work order established to support these costs
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Not Invented Here?Not Invented Here?

•• A problem? A problem? –– A little, at firstA little, at first
−− ““WeWe’’ve never done it that way beforeve never done it that way before””
−− ““Our customerOur customer’’s comfortable with how we operates comfortable with how we operate””
−− ““What makes you think that youWhat makes you think that you’’re right and we were wrong?re right and we were wrong?””

•• AnswerAnswer
−− Decision was made to standardize on existing FW process based onDecision was made to standardize on existing FW process based on

successful Level 4 assessmentsuccessful Level 4 assessment
•• That That DOES NOTDOES NOT imply what was imply what was ““rightright”” or or ““wrongwrong””

•• That That DOES NOTDOES NOT imply that anyone was smarter than anyone elseimply that anyone was smarter than anyone else

•• It It DOESDOES establish a common baseline with known desirable resultsestablish a common baseline with known desirable results

•• Bottom lineBottom line
−− Standardize, train, implement Standardize, train, implement THENTHEN go back and look at legacy go back and look at legacy 

processes for improvement ideas and opportunities, but processes for improvement ideas and opportunities, but ……

Adopt The Baseline First And Get Going !!!Adopt The Baseline First And Get Going !!!
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TrainingTraining

•• Need was to deploy software process training to Marietta Need was to deploy software process training to Marietta 
and Palmdaleand Palmdale
−− Role based training Role based training –– 18 roles defined such as software product 18 roles defined such as software product 

manager, developer, acquisition manager, etc.manager, developer, acquisition manager, etc.
−− 33 courses 33 courses –– some required, some recommendedsome required, some recommended
−− Actual needs based on role vs. course matrixActual needs based on role vs. course matrix
−− Heavy drain on FW personnel as initial trainersHeavy drain on FW personnel as initial trainers

•• Some initial reactionsSome initial reactions
−− ““But IBut I’’ve been doing this for years!ve been doing this for years!””
−− ““Why do I need to know that?Why do I need to know that?””
−− ““We donWe don’’t have time in our schedule for all of thist have time in our schedule for all of this””

•• Bottom lineBottom line
−− Need to educate on the need/requirement first, to get buyNeed to educate on the need/requirement first, to get buy--inin
−− Slow process requiring lots of coordination and cooperation but Slow process requiring lots of coordination and cooperation but 

wewe’’re getting therere getting there
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Software Process Standing GroupsSoftware Process Standing Groups

•• Software Advisory Council (SAC)Software Advisory Council (SAC)
−− DirectorDirector--level personnel from core centers and programslevel personnel from core centers and programs
−− Meets quarterly for strategic planningMeets quarterly for strategic planning

•• Software Management Council (SMC)Software Management Council (SMC)
−− SeniorSenior--level managers from cores and programs appointed by level managers from cores and programs appointed by 

SAC membersSAC members
−− Meets biMeets bi--weekly for tactical planning and issuesweekly for tactical planning and issues

•• Process Support Network (PSN)Process Support Network (PSN)
−− SEPG plus program reps appointed by SACSEPG plus program reps appointed by SAC
−− Meets weekly to discuss new projects, issues/concerns, process Meets weekly to discuss new projects, issues/concerns, process 

changes/improvement ideaschanges/improvement ideas

More challenging with larger participationMore challenging with larger participation
and across three sitesand across three sites
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LogisticsLogistics

•• Time zonesTime zones
−− Lunch in Marietta is just after breakfast in PalmdaleLunch in Marietta is just after breakfast in Palmdale
−− Only two truly convenient slots for meetingsOnly two truly convenient slots for meetings

•• 9:30 9:30 -- 11:00 & 2:30 11:00 & 2:30 -- 4:00 Fort Worth time4:00 Fort Worth time

•• Conference phones & NetMeetingConference phones & NetMeeting
−− VideoVideo--conferencing available but conferencing available but 

•• LimitedLimited
•• ExpensiveExpensive
•• Not really necessaryNot really necessary

−− Conference phones allow full triConference phones allow full tri--site participationsite participation
−− NetMeeting allows sharing computer presentations and everyone NetMeeting allows sharing computer presentations and everyone 

to talk from the same page realto talk from the same page real--timetime
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Process & Project SupportProcess & Project Support

•• Success is Success is notnot just getting the SEPG up to speedjust getting the SEPG up to speed
•• Success is Success is institutionalizationinstitutionalization of the process across of the process across allall

projectsprojects

•• SEPG members are SEPG members are notnot the process policethe process police
−− SEPG approval of SDP assures initial compliance to processSEPG approval of SDP assures initial compliance to process
−− SQA monitoring assures continued compliance to planSQA monitoring assures continued compliance to plan

•• SEPG members SEPG members areare resources of expertise to be used by resources of expertise to be used by 
the projects to make their job easierthe projects to make their job easier
−− Members assigned as POC to each projectMembers assigned as POC to each project
−− Assists with process tailoring, attends reviews, etc.Assists with process tailoring, attends reviews, etc.
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Future PlansFuture Plans

•• Preliminary planning under way for triPreliminary planning under way for tri--site SEI CMM site SEI CMM 
Level 4 assessment in 2003Level 4 assessment in 2003
−− Do it right Do it right 

•• Across all productsAcross all products
•• Across all phasesAcross all phases

−− Yes, it will be a Yes, it will be a HUGEHUGE undertakingundertaking
−− Plans may change based on Plans may change based on DoD DoD &/or corporate CMMI direction&/or corporate CMMI direction

•• Investigating workInvestigating work--share, virtual teams, etc.share, virtual teams, etc.
−− Minimizes amplitude of work load fluctuationMinimizes amplitude of work load fluctuation
−− Takes advantage of specific expertise capabilitiesTakes advantage of specific expertise capabilities

•• Investigating environment / tool standardizationInvestigating environment / tool standardization
−− Reduces training requirements, maintenance costs, etc.Reduces training requirements, maintenance costs, etc.
−− Promotes internal job flexibilityPromotes internal job flexibility
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ConclusionConclusion
•• Any transition or organizational change is toughAny transition or organizational change is tough

−− Human nature resists change;Human nature resists change;
−− Human nature resists Human nature resists directed directed change even more, butchange even more, but
−− Most people react favorably to decisions made with a logical, Most people react favorably to decisions made with a logical, 

explainable, defendable thought process proven to be in the bestexplainable, defendable thought process proven to be in the best
interests of the organizationinterests of the organization

−− Creating an understanding of Creating an understanding of WHYWHY is the key to cooperationis the key to cooperation

•• Management Management SUPPORTSUPPORT is essentialis essential
−− ThereThere’’s a difference in buys a difference in buy--in (passive) and support (active)in (passive) and support (active)

•• Synergy really can be more than just a buzzSynergy really can be more than just a buzz--wordword

It hasn’t been easy, but the consolidated LM Aero 
ISIS proving to be in the best interests of each 

individual site, the corporation, and the customer 
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LM Aero VisionLM Aero Vision

To be the world´s To be the world´s bestbest
military aeronautics company military aeronautics company 

in the eyes of in the eyes of 
our customers, our customers, 

our employees, our employees, 
and our shareholders.and our shareholders.
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Contact InformationContact Information

Philip C. GouldPhilip C. Gould
Sr. Mgr., Software Process BranchSr. Mgr., Software Process Branch

Software Engineering CenterSoftware Engineering Center

Lockheed Martin Aeronautics CompanyLockheed Martin Aeronautics Company
P.O. Box 748P.O. Box 748

Mail Zone 8604Mail Zone 8604
Fort Worth, TX 76101Fort Worth, TX 76101

Voice Voice –– 817817--935935--46014601
Fax Fax –– 817817--762762--62006200

Philip.c.Philip.c.gouldgould@@lmcolmco.com.com
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l 0 C" H E ED M J1 n T-'~ 

SPECIA~ . COGNITION 
ward
 

Name: Sylvester Davis LMPeople Employee #: 94226 

Dept #: 6C3 Team #: J'13200 Acct to Charge: JoooOO Union: nla 

For group awardv. tr(lach/Lv( l4.·'ith above datu/or eac:h (earn member. 
OBSERVED BEHAVIORS 

181 EMPLOYEE ENGAGEMBNT 

o COlLECTIVe ACCOUNTABIUTY 

o BUSINESS GROUNDED DeciSION MAKING 

o TBAMWORK 

Comments on B.htIVlon Exhibited 
Over an extended period oftime. Mr. Davis remained 
engaged in d!lveloping, clarilYing, implementing, and 
achieving standards for software Safety Evidence Assurance 
Level (SEAL) compliance for F-3S Joint Strike Fighter flight 
controls. He was a passionate advocate for standardizing 
SEAL I compliance standards across Integrated Product 
Teams, and his efforts contributed to a decision to make 
division-wide organizational changes to promote consistent 
and effective SEAL standards across all LM Aero programs. 
Mr. Davis recognized that new and more complex products 
and programs require re-evaluation and modification of 
existing practices, and advocated changing those practices to 
address the greater risks. 

RESULTS 

o FINANCIAL PERSPBCI1VB 

• Shareholder Value 
• Cost Savings

181 CUSroMBR PBRSPBCTIVE 

• Customer Satisfaction 
181 OROAHIZATIONAL PERSPEC11VE 

• Employee Vitality 
• Process Improvement 

SpecifIC Performance RUIlIt8 
CUSTOMER PERSPECfIVE - Mr. Davis demonstrated the 
a strong drive to ensure that LM Aero and the Customer 
shared a common understanding of the requirements and 
processes necesSlllY to meet SEAL I standards. 

PROCESS IMPROVEMENT - Mr. Davis worked within the 
ISF organization to develop a compliance process that would 
meet the SEAL t compliance standards for his !PT. 

Recommended SPECIAL RECOGNITION Award Payment: $ 10,000· 

:Ilo~ AA W. 'l> l,-,... =l'C""",oL=~""t- _ 
First Level Supervisor (Signature) Date LMAero Level 2 Executive (Printed;::::S 

:'{r ~~~ ~ or. J. .. ". 
Second Level Supervisor (printed) Dept # Team # LMAero Level 2Executive (S~re) Date 

Second Level Supervisor (SlgMture) Date LMAero Preaident (ifover $10.000) Date 

FWP5167.Q3132003 

." 
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FCA SW Development Process
Analysis and Recommendations

Purpose

– Review analysis of the CDA software development process.

– Identify opportunities for improvement.

– Obtain management direction in regards to the Graphical Model SW
Development Process. 

26 Feb 2002
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FCA SW Development Process
Analysis and Recommendations

Background

– Sources of analysis and recommendations
• Summary review of PM 4001
• One on one discussions with Control Law Designers and other CDA 
staff.

• CDA lessons learned document.
• Team member suggestions and experiences. 
• SW Development expectations communicated at the Software 
Coordination Meeting. 

• Over 16 years real-time embedded software development experience.
• Over 10 years experience in an various SEI Level 3 environments.

26 Feb 2002
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FCA SW Development Process
Analysis and Recommendations

Topics

• JSF Software Requirements

• Myth versus Reality 

• Conclusions

• Recommendations 

26 Feb 2002
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FCA SW Development Process
Analysis and Recommendations

JSF Software Contractual Requirements

– Operate at SEI Level 4 (Managed)
• Detailed measures of the software process and product quality are 

collected.  Both software process and products are quantitatively
understood.
- Specific metrics are required in order to quantitatively understand 

the software process and products. 

26 Feb 2002
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FCA SW Development Process
Analysis and Recommendations

Product Characterization Profile *
Progress Performance *
Cost Performance *
Original Development Cost
SPAR Resolution Cost
Requirements Stability *
Software Change Size Stability *
Computer Resource Utilization *
Staffing Profile *
Problem Resolution *

Defect Density Defects by Phase & 
Category
Defect Phase Containment
SPE Defect Detection Rate
SPE Rate 
Fagan Inspection Effectiveness
SPE Size
SPE Defect Density
Defect Profile
SPAR Severity
SPAR Burndown

SPE – Software Product Evaluation        SPAR – Software Product Anomaly Report

JSF Software Contractual Requirements
JSF Software Metrics
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FCA SW Development Process
Analysis and Recommendations

Myth versus Reality

MYTHMYTH
– The process that was used during CDA will work in SDD.

REALITY
– It won’t

• The paradigm is different.
- Proof of concept versus System Development and Demonstration.

- Throw away code versus a 40 year product life cycle.

- A small team of experts versus a larger team consisting of people with 
various experience levels.

- A goal of winning a contract versus supporting and delivering on a  
program.

26 Feb 2002
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FCA SW Development Process
Analysis and Recommendations

Myth versus Reality

MYTH
– The Flight Control Application Software is so tightly coupled that it 

can’t be logically or functionally broken out.

REALITY
– The Flight Control Application Software has already been 

functionally broken out and it could be broken out further.  
• The previous development process did not take advantage of this functional 

breakout.

26 Feb 2002
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FCA SW Development Process
Analysis and Recommendations

Myth versus Reality

MYTH
– The Flight Control Application Software is so tightly coupled that 

requirements can’t be allocated at a lower level.

REALITY
– Each functional part of the system has clearly defined 

responsibilities naturally lending itself to allocating and deriving 
requirements across the system.

26 Feb 2002
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FCA SW Development Process
Analysis and Recommendations

Disadvantages of not allocating requirements across the entire system

– You must already know what needs to be done to be successful.
• New team members are overwhelmed.

– Increases probability that requirements are missed and/or 
functionality added.

– No lower level requirements traceability.
• Functional block responsibility unclear (Unless Expert)
• Reviews more difficult and time consuming.
• Decreased potential to find errors early.
• Ability to gather required metrics limited.
• New team members need more hands on time.
• Success of inexperienced team members depends heavily upon their

assertiveness. 

26 Feb 2002
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FCA SW Development Process
Analysis and Recommendations

Myth versus Reality

MYTH
– The Flight Control Application Software is so tightly coupled that the 

Control Law Design can’t be functionally assigned to the Design 
Engineers.

REALITY
– The Trade Study process (Requirements Generation) is driving the

Control Law Design (Application Development) process. 
• Control Law Designers (during development) are responsible for a mode 

across the entire system.

• Control Law Designers should be responsible for a functional partition across 
all modes.

26 Feb 2002
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FCA SW Development Process
Analysis and Recommendations

Disadvantages of an engineer designing a mode across the entire system

– Designer must understand the entire system to be successful.

• New team members need large amounts of hands on time.

- Experts time not efficiently used.

• New team members can’t be given a small piece to be responsible for.

• Longer timeline before new team members become productive.

• Success depends too much upon the assertiveness of the new team member.

26 Feb 2002
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FCA SW Development Process
Analysis and Recommendations

Disadvantages of an engineer designing a mode across the entire system

– Forces a process where the models must be merged at the end of 
the development process.
• Team members responsible for merging are not the designers.

– No ownership for the entire product.
• Designers are responsible for their mode across the entire system, not any part 

of the delivered product.

• Creates an environment where a single engineer may not be responsible for 
even the lowest level graphical model. 

26 Feb 2002
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FCA SW Development Process
Analysis and Recommendations

Disadvantages of an engineer designing a mode across the entire system

– No insight into the application from a systems engineering point of 
view.
• We get a design that works, not necessarily the best or most efficient design.
• Optimal advantage of commonality across all modes is not achieved. 

• Requirement contention issues will not be found until the end of the 
development phase.

26 Feb 2002
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FCA SW Development Process
Analysis and Recommendations

Disadvantages of an engineer designing a mode across the entire system

– Overall risk significantly increased.
• Merged models will not get adequate review.
• Potential to go back and redesign a model is virtually eliminated.
• No ownership of the application.
• Staff demographics are a bigger factor in ensuring success.
• No insight into the application from a systems engineering point of view.
• Ability to raise the technical expertise of the team across the board is severely 

hampered.
• No insight into why an individual engineer made technical decisions and what 

alternatives were considered.
• Requirement contention issues will not be found until the end of the 

development phase.
• The sum of every engineer independently doing what they think is best may not 

be what is best for the product or program.

26 Feb 2002
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FCA SW Development Process
Analysis and Recommendations

Conclusions

– New processes and procedures are necessary.
• Required to make FCA SW compliant with JSF Contractual SW requirements.

• Required metrics can’t be generated without it.
• Previous process did not meet SEI Level 4 requirements.

– Impact to Control Law Design Group is unavoidable.
• Risk significantly increases without changes.

- The graphical model is the software. 

26 Feb 2002
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FCA SW Development Process
Analysis and Recommendations

Conclusions (Continued)

– The Control Law Designers will not follow any process unless they 
are forced to.
• Defining a process will not ensure that they follow it.

- No understanding of, or appreciation for, software development 
processes.

- No respect for the SPM position.
• Attitudes and behaviors are entrenched.

- “We’ve always done it this way”
- “We did it this way on CDA and it worked”
- They view processes and procedures as obstacles to them doing their 

jobs.
• Designers are unwilling to partner with the SPM to facilitate change.

26 Feb 2002
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FCA SW Development Process
Analysis and Recommendations

Conclusions (Continued)

– The FCA SW SPM has no authority (to ensure FCA SW compliance) 
over the team generating the vast majority of the software.
• Control Law Designers: 

- Perceive that the current organizational structure indicates that the SPM 
has no authority to enforce process and standard requirements on them.

• “Your position isn’t important.  You only have one person reporting to 
you.”

- Are unwilling to give up any control (real or imagined).
- Recognize that the previous process needs improvement, but vigorously 

oppose even the most basic opportunities for improvement.

26 Feb 2002
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FCA SW Development Process
Analysis and Recommendations

Conclusions (Continued)

– The Hero System (SEI Level 1) is very much alive in the FCA SW IPT
• Team members are hesitant to share all knowledge.

- They are not attempting to clone themselves. 
• Team members assume they are valued for what they know that others don’t.

- Program success exclusively tied to a small set of team members.
- High risk of program failure if turnover occurs. 

• No ability to raise the technical competency of the team across the board.
• All team members do not have an equal chance to be successful.

- Less experienced team members forced to rely exclusively on the 
experts.

• Benefits the individual team member but not the program or the company.

- Inconsistent with Performance Recognition Criteria.
- Does not promote One Company, One Team.

26 Feb 2002

Case: 1:06-cv-00013-RLF-GWC     Document #: 36-6      Filed: 05/26/2009     Page 19 of 24



19

FCA SW Development Process
Analysis and Recommendations

Recommendations

– Graphical model development processes and standards be created 
by the FCA SW SPM and approved by the FCA SW IPT Lead.
• SPM must have control of the Simulink Modeling Standards in order to 
ensure project compliance to JSF Contractual Software Development 
Requirements. 

• Control Law Design Group concurrence not required.

26 Feb 2002
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FCA SW Development Process
Analysis and Recommendations

Recommendations

Graphical Model Development Process Overview

– Requirements allocated and flowed down to the lowest possible 
level.

– Derived requirements generated as needed.
• Each individual graphical model (except utilities) must have at least one 

requirement allocated to it in order to exist.

– Each designer owns one or more parts of the design.
– Phases of the development process identified and documented.

• Entry and exit criteria for each phase clearly defined.
• Metrics captured at the end of each phase.
• Reviews required at the end of each phase.

- Review checklists.
- Roles assigned to each reviewer.
- Minimum review time required for a review to take place.

• Process waiver requirements identified.

26 Feb 2002
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FCA SW Development Process
Analysis and Recommendations

Recommendations

Graphical Model Development Process Overview (Continued)

– Design checked against the requirements at every phase.
– Requirement Trace Matrix generation.
– Determination of the best place to test each requirement.

• Test case to requirement matrix generation.
• Development and test case generation occur concurrently.

- Test methodology defined as early as possible.
- Auto test case generation used wherever possible.

– Preliminary/Detailed design review performed before graphical 
model development (Control Law Development Phase) takes place. 

– Defined rules for responding to new data from external sources.
• Air/Engine Data
• Wind Tunnel data

– Duplicate model logic discouraged.

26 Feb 2002
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FCA SW Development Process
Analysis and Recommendations

Recommendations (Continued)

– Trade Study Process remain the same:
• Control Law Designers responsible for a mode across the entire system.

– Control Law Development Process be modified:
• FCA SRS requirements allocated across the system.
• Individual control law designer responsible for one/many “blocks” across all 

modes. 

• Development schedules modified to account for process change.
• Development process defined by SPM mandatory. 

26 Feb 2002
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FCA SW Development Process
Analysis and Recommendations

Recommendations (Continued)

– Other Changes:
• FCA SW IPT Lead take responsibility (On a daily basis) for ensuring graphical 

model development processes and standards are followed by the control law 
designers OR

• The organization be modified such that the control law designers also report to 
SPM technically (Process and Standards issues only) during the control law 
development (graphical model generation) process.

26 Feb 2002
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From: Robb, John H 
Sent: Tuesday, January 21, 2003 7:13 AM 
To: Carr, Jeff; Davis, Sylvester; Duffy, Daniel; Holtsman, Edith; Miner, 

Mary; Morgan, Michael; Bates, Ron; Butterworth, David; Craig, Laura; 
Fitzgerald, Robert; Groothuis, Diane; Le, Thanh; Riley, Shelly; 
Scoville, Rhoderick; Van Oppen, Robert; Zamora, Patricia; Allen, 
Steven; Davis, Sylvester; Stead, Sarah; Edwards, Adrian 

Cc: Fookes, Bob; Giles, Therese; Gotch, Stephen; Gross, Garry; Harrison, 
Kim; Hooper, Paula; Krumenaker, Joe; Lopes, Carol 

Subject: FYI: FOR ACTION: JSEP development in critical status 
 
Importance: High 
 
Follow Up Flag: Follow up 
Flag Status: Flagged 
FYI - please DO NOT PASS ON! Let's see how this progresses forward. 
 
John H. Robb 
JSF Vehicle Systems Software Integration 
 
voice: 817-763-1651 
email: john.h.robb@lmco.com 
pager: 888-469-8836, alphanumeric message: 
https://www.skytel.com/servlet/SendMessage?&recipients=8884698836 
 
 -----Original Message----- 
From:  Kirkland, Frank P   
Sent: Tuesday, January 21, 2003 6:58 AM 
To: Huff, Lloyd A; Larsen, Dave 
Cc: Blake, Van C; Partridge, Tom H; Willingham, Alton J; Laster, Jerry P; Robb, John H 
Subject: FW: FOR ACTION: JSEP development in critical status 
Importance: High 
 
I thought we had assurances that they WERE working safety critical JSEP and were working to a 
schedule that supports VS.   
 
Dave - What is your take and what is the corrective action plan. 
 
 -----Original Message----- 
From:  Robb, John H   
Sent: Monday, January 20, 2003 4:42 PM 
To: Kirkland, Frank P 
Cc: Laster, Jerry P; Bulnes, Santi A; Dull, Thomas C (N-NGC); Clauss, Jon P; 'Giles, Therese'; Smelko, 

Tom; Kelly, Verlin R; White, Opie W 
Subject: FOR ACTION: JSEP development in critical status 
Importance: High 
 
Frank,  
 
I've had innumerable meetings with JSEP management over the last several months to rectify 
what many of us feel are serious problems plaguing their effort.  
 
The most recent meeting with them was last Wednesday. They have made absolutely no 
progress in defining key requirements. I told them that it was time to bring this to your attention 
and they agreed that it would take this to solve the problems. 
 
Top issues 
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1.) No safety critical process defined - this has been "in work" for months with absolutely no 
progress. This item has been on JSEP schedules since last April. 
2.) No software test approach has been defined. We have so few details that we cannot integrate 
the JSEP test schedule with the VS schedule - there is nothing to integrate. 
3.) No software user's manual. Every VS user has asked that one would be developed by JSEP - 
the only thing we can tell our people to do is to hunt through the prototype code to find out how to 
interface with it. 
4.) No detailed schedule exists - we can’t even find out what the JSEP team is working on and 
what progress they are making on our releases. 
5.) No evidence of them following even basic 4001 processes - inspections that aren't getting 
done, required metrics that are not getting captured, configuration control not being used. 
6.) They have had no involvement with system safety and are not even sure what the air vehicle 
hazard list contains. 
7.) Resources appear to be severely under staffed. When we applied some very basic resource 
estimating to system test we discovered that we needed to add 6 people to the team just to 
complete the year end milestones. When we asked if they had reqs for these people they said it 
was under discussion with the Tier 4 manager. What's worse this effort (resource sizing) has not 
been done for software test. 
 
This appears to be the worst software disaster I have ever seen in the making. 
 
Would you please call a meeting with Dave Larsen so we can bring some needed attention to 
this? I can set the meeting up but I really need your and Dave Larsen's attendance. 
 
Thanks Frank 
 
John H. Robb 
JSF Vehicle Systems Software Integration 
 
voice: 817-763-1651 
email: john.h.robb@lmco.com 
pager: 888-469-8836, alphanumeric message: 
<https://www.skytel.com/servlet/SendMessage?&recipients=8884698836> 
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From: Robb, John H 
Sent: Wednesday, January 22, 2003 8:17 PM 
To: Ledyard, John H; Carrington, Karen K; Blackmon, Mark T; Larsen, 

Dave 
Cc: Laster, Jerry P; Bulnes, Santi A; Dull, Thomas C (N-NGC); Clauss, 

Jon P; 'Giles, Therese'; Smelko, Tom; Kelly, Verlin R; White, Opie W; 
Kirkland, Frank P; Huff, Lloyd A; 'Anderson, John'; Armstrong, 
Kenneth C; Fookes, Bob; Giles, Therese; Gotch, Stephen; Gross, 
Garry; Harrison, Kim; Hooper, Paula; Krumenaker, Joe; Lopes, Carol; 
Carr, Jeff; Davis, Sylvester; Duffy, Daniel; Holtsman, Edith; Miner, 
Mary; Morgan, Michael; Bates, Ron; Butterworth, David; Craig, Laura; 
Fitzgerald, Robert; Groothuis, Diane; Le, Thanh; Riley, Shelly; 
Scoville, Rhoderick; Van Oppen, Robert; Zamora, Patricia; Allen, 
Steven; Davis, Sylvester; Stead, Sarah; Edwards, Adrian 

Subject: A formal apology 
I wish to offer a most sincere and formal apology for the statement used in my earlier memo. It 
was a broad statement and could be interpreted to imply or impugn the software development 
efforts of the JSF program, the Lockheed Martin company, and/or the Mission Systems team and 
I had no intention of doing that. This was poor judgment on my part. 
 
Please note that I have not been asked or told to write this but do so entirely on my own volition. 
 
I do believe some serious issues have been sited with a particular development project within the 
program, but evidence this week indicates that they are in work. Corrective action progress will be 
measured on an ongoing basis. 
 
I wish to do nothing to impugn or question the progress of the program, the company, and/or the 
Mission Systems team  - I believe the program is setting an exemplary standard for the 
development of software - we are off to the best start of any effort that I have experienced and I 
never intended to imply otherwise. Again please accept my most sincere apologies. 
 
Please ensure that this memo has at least as wide a distribution as my earlier memo so this 
clarification receives the proper attention. 
 
Thank you, 
 
John H. Robb 
JSF Vehicle Systems Software Integration 
 
voice: 817-763-1651 
email: john.h.robb@lmco.com 
pager: 888-469-8836, alphanumeric message: 
https://www.skytel.com/servlet/SendMessage?&recipients=8884698836 
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Software Process 
and Compliance 

Overview

11/20/2003

Sylvester Davis
Gwen Goffney
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What is LM PM4001

• Provides a definition of the software 
development process activities, practices, 
and documentation required for all LM 
Aero software development 
– Must be followed unless specific tailoring is 

given for each requirement by the Software 
Engineering Process Group (SEPG)

• Only current approved tailoring is no inspection of 
the auto-generated code
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Product Development 
Management

• Overall responsibility for managing a 
software project and its software 
development process is assigned to a 
Software Product Manager (SPM)
– Although the SPM is not expected to perform 

all Project Management activities, the SPM 
must ensure that all Project Management 
activities documented in the LM Aero 
standard software development process, as 
tailored, are accomplished. 
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Requirements Design
(Prelim & Detail) Implementation

Formal 
Qualification 

Generic Software Development Process

Text Text Handcode in 
Prog Lang

Test Cases Generated From 
Requirements

Requirements Verification Design Verification
Code Verification

Process Verification
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Requirements Design
(Prelim & Detail) Implementation

Formal 
Qualification

Generic Software Development Process

Text Text Handcode in 
Prog Lang

Test Cases Generated From 
Requirements

Process Verification

• Process Verification (PM 4001 4.4.3.2.1)
– Project planning requirements are adequate and timely.
– Processes selected for the project are adequate, implemented, 

being executed as planned, and compliant with the contract.
– The standards, procedures, and environments for the project's 

processes are adequate.

– The project is staffed and personnel trained as required by the contract.
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Requirements

Text

• Three Roles for Every Level of Development
– Author: Captures the requirement

– Implementer: Builds the product according to 
the requirements

– Verifier: Proves the implementers product 
meets the requirements

Generic Software Development Process
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Requirements

Generic Software Development Process

Text

• Characteristics of a Well Captured 
Requirement  (LM 8512) 

– Accurately reflect system requirements
– Clear – easily understood, 

unambiguous
– Complete – contains everything 

pertinent
– Consistent – no conflicts with other 

requirements
– Correct – specifies what is actually 

required
– Feasible – technologically possible
– Objective – no room for subjective 

interpretation
– Problematic – state problem only, no 

solutions
– Singular – focus on only one subject
– Succinct – no excessive detail, over 

specification
– Verifiable – can be measured

• PM4001 (Appendix B.3)
– Each requirement shall be 

assigned a unique identifier

– Each requirement shall be 
stated in such a way that an 
objective test can be defined for 
it

– ….., this subclause shall 
identify and define each state 
and mode. …..If no states or 
modes are required, this 
subclause shall so state, ….. 
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Requirements

Generic Software Development Process

Text

• International Organization for Standardization (ISO 9001:2000)
• Aerospace Standard (AS) 9100:RevA

Quality Management System

ISO Key Focus

• Process Management

• Customer Satisfaction

• Continual Improvement
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Requirements

Generic Software Development Process

Text

• Design and Development Planning (ISO 9001:2000, 7.3.1) 
– During design and development planning, the organization 

shall determine
• The design and development stages
• The review, verification and validation that are appropriate 

to each design and development stage, and
• The responsibilities and authorities for design and 

development
– The organization shall manage the interfaces between different 

groups involved in design and development processes
– Planning output shall be updated, as appropriate, as the 

design and development progresses.
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Requirements

Generic Software Development Process

Text

• Design and Development Inputs (ISO 9001:2000, 7.3.2) 
– Inputs relating to product requirements shall be determined 

and records maintained. These inputs shall include
• Functional and performance requirements,
• Applicable statutory and regulatory requirements
• Where applicable, information derived from pervious similar 

designs, and
• Other requirements essential for design and development

– These inputs shall be reviewed for adequacy. Requirements 
shall be complete, unambiguous and not in conflict with each 
other.
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Generic Software Development Process

• Design Verification (PM 4001 4.4.3.2.3)
– The design is correct and consistent with and 

traceable to requirements. 

– The design implements proper sequence of events, 
inputs, output, interface, logic flow, allocation of timing 
and sizing budgets, and error detection, isolation, and 
recovery. 

– Selected design can be derived from requirements

Design
(Prelim & Detail)

Text
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Generic Software Development Process

• Design and Development Review (ISO 9001:2000, 7.3.4) 
– At suitable stages, systematic reviews of design and 

development shall be performed in accordance with planned 
arrangements (see 7.3.1)

• To evaluate the ability of the results of design and development to 
meet requirements, and

• To identify any problems and propose necessary actions.

– Participants in such reviews shall include representatives of 
functions concerned with the design and development 
stage(s) being reviewed. Records of the results of the reviews 
and any necessary actions shall be maintained (see 4.2.4)

Design
(Prelim & Detail)

Text
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Generic Software Development Process

• Code Verification (PM 4001 4.4.3.2.4)
– The code is traceable to design and requirements, 

testable, correct, and compliant with requirements and 
coding standards.

– The code implements proper event sequence, consistent 
interfaces, correct data and control flow, completeness, 
appropriate allocation timing and sizing budgets, and 
error detection, isolation, and recovery.

– Selected code can be derived from design or 
requirements.

Implementation

Handcode in 
Prog Lang

Code Verification
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Air System SDP SEAL 1
Unit Test Requirements

• Depending on the software being implemented, it will be 
necessary to perform the following activities as part of the testing 
process. The data collected from these tests will be used during 
the software certification process. 

• Software Certification Process Test Examples:
– Timing analysis – confirming that the scheduler will not over frame 

(i.e., exceed its timeout limits) or that the software will continue to 
operate within its timing requirements including worst case timing 
measurements;

– Memory analysis – confirming that memory is not ‘leaked’, or memory 
is not illegally accessed;

– Stack Analysis – confirming that the stack will not overflow or 
underflow;

– Run-Time Error Analysis – confirming that arithmetic operations will 
not cause overflow or underflow, and array accesses remain within 
bounds;

– Defensive code check – ensuring that code modules protect 
themselves against out of specification inputs and ensuring that they 
do not produce out of specification outputs.
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Air System SDP SEAL 1 
Unit Test Requirements

• Requirements based testing is emphasized because this strategy has been 
found to be the most effective at revealing errors. As guidance, the following is 
recommended:

• Normal range test cases:
– Real & Integer variables exercised using valid data and boundary values;
– Time related functions such as integrators, filters and delays should be subject to multiple 

iterations of the code to check the characteristics of the functions in context;
– Test cases should be developed to exercise state transitions possible during normal 

operation;
– Logical operations should be tested using normal range test cases to verify the Boolean 

operators.
• Robustness (abnormal range) test cases:

– Real & Integer variables exercised using invalid values;
– System initialization exercised during abnormal conditions;
– Potential failure modes of incoming data should be determined;
– Attempted execution of loops using out-of-range loop count variables;
– Over framing code to be confirmed as operational;
– Time related functions such as integrators, filters and delays should be subject to test to 

confirm arithmetic overflow protection;
– Tests to be developed to provoke state transitions that are not allowed by the 

requirements.

• All of the above are normally carried out as part of the normal software testing 
process, but it is necessary to ensure that the data is captured to form part of 
the software certification process.
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Air System SDP SEAL 1 
Unit Test Requirements

• Complete structural test coverage at the assembler level.
The test suite should execute 100% of all assembler statements. 
A tool should measure test coverage.

• MC/DC testing is recommended, but alternative approaches 
that ensure execution of 100 percent of the assembly level 
statements are allowed. 

• Complete Structural Test Coverage - rationale
– The AS SDP uses the term ‘complete structural test coverage’ to 

require that the code coverage requirements of SEAL 2 code are 
applied at the assembly language level. This requirement can be 
satisfied by MC/DC testing, by 100 percent execution of the assembly 
level code or by comparable approaches.

– MC/DC testing ensures 
• Every point of entry and exit in the program has been invoked at least 

once
• Every condition in a decision has taken all possible outcomes at least 

once
• Each condition in a decision has been shown to independently affect a 

decision’s outcome by varying just that condition while holding fixed all
other possible conditions. 
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Generic Software Development Process

• Validation Practice (PM 4001 
4.5)

– Testing with stress, boundary, and 
singular inputs

– Testing the software product for its 
ability to isolate and minimize the 
effect of errors; that is, graceful 
degradation upon failure, request for 
operator assistance upon stress, 
boundary, and singular conditions 

– Testing that representative users can 
successfully achieve their intended 
tasks using the software product. 

Formal 
Qualification 

• Verification Practice (PM 4001 
4.4)

– Qualification testing is conducted in accordance 
with the qualification requirements for each 
software configuration item. 

– The implementation of each software 
requirement allocated to the software 
configuration item is tested for compliance.

– The qualification testing results are documented 
and the user documentation is updated, as 
appropriate. 

– An audit is conducted, and, upon successful 
completion of the audit, any needed updates to the 
deliverable software products are made and the 
software configuration item design and code 
baselines are established in accordance with 
contract requirements and established practices. 
Testing the software product for its ability to isolate 
and minimize the effect of errors; that is, graceful 
degradation upon failure, request for operator 
assistance upon stress, boundary, and singular 
conditions 

– Testing that representative users can successfully 
achieve their intended tasks using the software 
product. 
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Generic Software Development Process

• Design and Development 
Validation (ISO 7.3.6)

– Design and development validation 
shall be performed in accordance 
with planned arrangements (see 
7.3.1) to ensure that the resulting 
product is capable of meeting the 
requirements for the specified 
application or intended use, where 
known. Wherever practicable, 
validation shall be completed prior 
to the delivery or implementation of 
the product. Records of the results 
of validation and any necessary 
actions shall be maintained (see 
4.2.4).

Formal 
Qualification 

• Design and Development 
Verification (ISO 7.3.5)

– Verification shall be performed in 
accordance with planned 
arrangements (see 7.3.1) to ensure 
that the design and development 
outputs have met the design and 
development input requirements. 
Records of the results of the 
verification and any necessary 
actions shall be maintained (see 
4.2.4).
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SEI/CMM Key Practices

• Key Process Area – Describe the 
infrastructure and activities that contribute 
most to the effective implementation and 
institutionalization of the key process area

• Key Practices – Describe “what” is to be done

• Goals- …Can be used to determine whether 
an organization or project has effectively 
implemented the key process area.
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SEI/CMM Key Practices

• Requirements Management Level 2 (Ability 2)

– The technical requirements are documented

Examples of technical requirements include:

– End user, Operator, Support, or Integration functions
– Performance Requirements
– Design Constraints
– Programming Language
– Interface
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SEI/CMM Key Practices
• Software Product Engineering Level 3 

– Activity 2
• SW requirements analyzed to ensure they are

– Clearly stated, consistent with each other, testable, and complete

• The software requirements are documented.

– Activity 7
• Testing of the software is performed against baselined software 

and the baselined documentation of the allocated requirements 
and software requirements 

– Activity 10
• The software requirements, design, code, and test cases are 

traced to the source from which they were derived and to the 
products of the subsequent software engineering activities.

– Verification 3
• Software products comply with the standards and requirements 

specified for them
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SEI/CMM Key Practices

• Peer Reviews Level 3 

– Activity 2
• The review materials should include the inputs relevant to the 

development of the software work product undergoing peer 
review.

– Examples of relevant inputs include
» The relevant requirements for a design module
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ISO 9000:2000 / AS 9100 Rev A
Elements

• 4.1 General Requirements
• 4.2 Documentation Requirements
• 4.3 Configuration Management
• 5.1 Management Commitment
• 5.2 Customer Focus
• 5.3 Quality Policy
• 5.4 Planning
• 5.5 Responsibility, Authority, and 

Communication
• 5.6 Management Review
• 6.0 Resource Management
• 6.3 Infrastructure
• 6.4 Work Environment
• 7.1 Planning of Product Realization
• 7.2 Customer-Related Processes
• 7.3 Design and Development

• 7.3.1 Design and Development Planning
• 7.3.2 Design and Development Inputs
• 7.3.4 Design and Development Review
• 7.3.5 Design and Development 

Verification
• 7.3.6 Design and Development 

Validation
• 7.3.7 Control of Design and Development 

Changes
• 7.4 Purchasing
• 7.5 Production and Service Provisions
• 8.0 Measurement, Analysis, and 

Improvement
• 8.2 Monitoring and Measurement
• 8.3 Control of Nonconforming Product
• 8.4 Analysis of Data
• 8.5 Improvement
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7.3.1 Design and Development Planning 

LM Aero Systems Engineering Process (AC-1031)

ISO 9000:2000 / AS 9100 Rev A
Element – 7.3 Design and Development

– Management Sub-processes
• Technical Effort Planning
• Risk Management
• Technical Effort Assessment
• Technical Baseline Control

– Technical Sub-processes
• Requirement Management
• System Architecture Definition
• System Design Optimization
• System Verification/Validation

– Infrastructure Support Sub-
processes

• Process Definition
• Tool Support
• Training and Skill Development
• System Engineering Capability 
Assessments and Improvement
• Product Technology Management
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ISO 9000:2000 / AS 9100 Rev A
Element – 7.3 Design and Development

7.3.1 Design and Development Planning 

LM Aero Systems Engineering Process (AC-1031)

Requirements Management

• Identification and analysis of stakeholder needs and requirements, to include:
Customer/user requirements
Functional requirements
Performance requirements
Design requirements

• Requirements documentation, to include:
Establishment of a requirement database, using the DOORS tool
Traceable linkages among (flow down) and between (interfaces) requirements
Establishment of requirements verification methods, to include modeling and 

simulation
• Requirements verification, at all components, subsystem, system levels
• Development and implementation of metrics that predict requirements stability
• Control of requirements creep

Derived requirements
Allocated requirements
System mission(s)
Cost as An Independent Variable assessment
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ISO 9000:2000 / AS 9100 Rev A
Element – 7.3 Design and Development

7.3.2 Design and Development Inputs

LM Aero Systems Engineering Process (AC-1031, AC-1040)

Requirement Management Process

• Identifying and expressing customer stated needs in terms of 
system/subsystem/component functional or performance requirements
• Analyzing system/subsystem requirements to derive lower-level requirements
• Allocating requirements to program work breakdown structure elements and IPT 
organizations
• Ensuring verification methods, plans, and procedures for each requirement are 
identified and accepted by the customer
• Ensuring all functional and performance requirements are documented and 
controlled in a single database.
• Maintaining traceability from customer needs to system requirements to the lowest-
level configuration item requirements and from each requirement to the verification 
method, plans, and results that confirm that the as-designed and as-built system 
meets customer requirements.
• Providing documented evidence of requirements compliance that supports program 
completion.
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ISO 9000:2000 / AS 9100 Rev A
Element – 7.3 Design and Development

7.3.5 Design and Development Verification
7.3.6 Design and Development Validation

LM Aero Systems Engineering Process (AC-1031, AC-1043)
System Verification/Validation Process

V&V Reporting

• Individual component, configuration item, subsystem, and system 
V&V progress is reported in accordance with the formats and schedule 
specified in the program V&V plan.
• Data from these reports are used to support design and test readiness 
reviews, functional and physical configuration audits, and the System 
Verification Review (SVR) terminating the development effort.
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CLAW Auto Generated Software Development Process

Implementation
Design

(Prelim & Detail)
Implementation

Formal 
Qualification Design

(Prelim & Detail)
Requirements
(System & SW)

Simulink Model

Per approved tailoring, auto generated code is not 
inspected or modified.  Therefore, the graphical model 

acts as the implementation

Auto Generation Process

Test Cases are generated using the graphical model

• Problem Statement:
– The Requirements, Design, and Implementation are 

one

– Unclear if/how PM 4001, ISO, SEI/CMM, and AS SDP 
requirements are satisfied
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CLAW Auto Generated Software Development Process

Concerns

• CLAW textual requirements do not meet LM definition 
of requirements.

• In many cases the implementation actually represents 
the design goal not the requirement (Level 1).

• Assumes because code can be auto-generated from 
the Simulink graphical models specific aspects of the 
Generic Software Development Process are not 
needed.
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CLAW Auto Generated Software Development Process

Concerns

• Graphical model is needed to identify the software 
requirements.

• The graphical model is executed in order to generate 
inputs and expected results
– What is really being verified?
– No distinction between what was done (implementation) vs. 

what was supposed to be done (requirements)  
– Must assume that everything in the graphical model is a 

requirement
– Test cases are guaranteed to pass unless compiler or code 

generation error
• Compliance with PM 4001, SEI, ISO, and Air System 

SDP is unclear
• Does this method consider how the requirements are 

identified to determine how to best document them?
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Alternative View of FCA SW IPT Auto Generated Software Development Process

• Problem Statement: The Requirements and Design are Developed Simultaneously
• Potentially Requires modification of PM 4001 to modify processes for auto-generated code 
• Concerns:  

• Textual requirements do not meet LM standard definition of requirements
• Assumes because code can be auto-generated from the Simulink graphical models that 

some Generic Software Development Process steps can be streamlined or eliminated
• Since the test cases are determined using the graphical model, a combination of 

requirements and design is being formally verified
• Assumes Primary Verification Comes from Simulink Model Analysis and Simulation 
• No specific distinction between what was done (design) vs. what was supposed to be 

done (requirements)
• Test cases are primarily validating compiler or target hardware induced anomalies

• Not consistent with Strict Interpretation of PM 4001 and Air System SDP

S/W Design
(Templates)

Code
Formal 
Qualification 

Design
(Prelim & Detail)

Graphical
Requirements

Simulink Model

Per approved tailoring, 
auto generated code is 
not inspected or modified.  

Auto 
Generation 

Process

Test Cases are generated using the graphical model

High Level Textual
Requirements

Prototyping and Analysis
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Alternative View of FCA SW IPT Auto Generated Software Development Process

• Prototyping and analysis is not considered part of the software development process

• From a work product perspective there is no distinction between the Design and the Graphical 
Requirements

• High Level Textual requirements do not meet LM definition of requirements

• What do the Graphical Requirements represent?
• Design?
• Implementation?
• Requirements
• All three? 

Design
(Prelim & Detail)

Graphical
Requirements

Simulink Model

High Level Textual
Requirements

Prototyping and Analysis
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Example of CLAW SRS Text

Algorithm Reference identifies the 
graphical representation of the 
requirement which is also the design
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Alternative View of FCA SW IPT Auto Generated Software Development Process

• There is not any software design activity occurring

• Various scripts and tools are used to auto-generate the code 

S/W Design
(Templates)

Code

Per approved tailoring, 
auto generated code is 
not inspected or modified.  

Auto 
Generation 

Process
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Alternative View of FCA SW IPT Auto Generated Software Development Process

Formal 
Qualification 

Design
(Prelim & Detail)

Graphical
Requirements

Simulink Model Test Cases are generated using the graphical model

• The test cases are generated using the graphical model.

• The graphical model is used to generate inputs and expected results
• What is really being verified?
• No distinction between what was done (implementation) vs. what was 

supposed to be done (requirements)

• Must assume that everything in the graphical model is a requirement
• Test cases are guaranteed to pass unless compiler or code generation 
error
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Example of ADA SRS Text

Algorithm Reference is only used for 
requirement to design traceability
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ADA SRS Example Corrections Requirement

ADA – 431
The ADA shall correct the measured AOA signal(s) 
from the Left MFP using the LMAC algorithm 
contained in the JSF ADS Algorithm Document 
(2RDR100)
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Example ADS Algorithm Document Text

LH MFP Corrected Angle of Attack – LMAC

Output:  LMAC

Input: Measured: LMAM
Selected (Reference): SM, SAOS, FSCG, BLCG, Q, P, SVT

Comment: Some of the models require an –(AOS) input; see the model description table for details. 
Equations
Position Error Correction
LMAC  =  LMAC1  + LMARC
LMAC1 = LMAB + LMAGD + LMAARP
where:
LRMAB = 

LMAB_231AB CTOL/STOVL and EOTS not installed        
LMAB_231C CV and EOTS not installed
LMAE_232AB CTOL/STOVL and EOTS installed        
LMAE_232C CV and EOTS installed

LMAGD = 
LMAGAB_234 CTOL/STOVL and NG down     
LMAGC_235 CV and NG down    
LMAGDC_236 STOVL/CV and NGDOOR down and NG up      

LMAARP = LMAARP_237 STOVL/CV and ARP extended

LMARC = [(FSCG – 157.98) * (1/12) * Q] / SVT + [(BLCG + 13.93) * (1/12) * P]/SVT
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Number of Requirements Comparison

51225,000ADA

468115,000CLAW

Number of 
Requirements

Approximate 
LOC

CSCI
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BACKUP

CHARTS
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Non-Textual Representation of Requirements

Requirements
Design

(Prelim & Detail) Implementation
Formal 
Qualification 

UML
Simulink Don’t Care Handcode

OR
Auto-Generated 

• Position Statement: Because requirements can be represented in a non-textual manner the Generic 
Software Development Process is not needed.

• Ramifications:

• May require concurrence at division level

•Whether the testable Requirements, Design, and Implementation are one is a function of the 
implementation method 

• Test Cases are generated using the non-textual representation of the requirements

• Whether requirements are verifiable is a function of the implementation method 

• Whether test cases are guaranteed to pass unless complier error is a function of the 
implementation method 

• Implies CLAW SRS and ADA SRS should be the same
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CLAW Auto Generated Software Development Process

• Position Statement: Due to the process required to generate all CLAW requirements, textually 
documenting the requirements is not the most cost effective way to perform CLAW development

• Ramifications:

• Requires SMT and SEPG tailoring concurrence

• All of the testable Requirements, Design, and Implementation are one

• Test Cases are generated using the graphical model

• Requirements are not verifiable

• No distinction between what was done vs. what was suppose to be done 

•Test cases are guaranteed to pass unless complier error 

• Implies CLAW SRS and ADA SRS should be different

Implementation

Design
(Prelim & Detail) Implementation Formal 

Qualification 

Design
(Prelim & Detail)

Requirements

Simulink Model 
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CLAW Auto Generated  Software Development Process (Step 1) 

Implementation

Design
(Prelim & Detail) Implementation Formal 

Qualification 

Design
(Prelim & Detail)

Requirements

Simulink Model 

• Position Statement: Due to the process required to generate some CLAW requirements, textually documenting some 
requirements and documenting the others in the Simulink Model is the most cost effective way to perform CLAW 
development

• Ramifications:
• Requires SMT and SEPG tailoring concurrence

•Tier 5 verifiable requirements, documented textually in DOORS SRS  

• Logic (mode/state transitions, NWS,…) 

• Significant requirements (not implementation) constants, ranges ..etc 

• Algorithmic CLAW requirements (less identified trigger points) remain defined in graphical model due to the process 
required to generate CLAW requirements

• Tested at level above Tier 5 or verified via Modeling and Simulation or Analysis  

•Test Cases are generated from the textual requirements, not the implementation

• Allows distinction between what was done vs. what was suppose to be done. 

• Implies CLAW SRS and ADA SRS should be different

Requirements

DOORS
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ISO 9000:2000 / AS 9100 Rev A
Element – 7.3 Design and Development

7.3.1 Design and Development Planning 

LM Aero Systems Engineering Process (AC-1031)

System Verification/Validation

• Definition of the proposed V&V methods for each system, subsystem, configuration 
item requirement, to include:

Analysis, simulation and modeling
Inspection
Demonstration

• Definition of V&V analysis, test equipment, software, database and 
modeling/simulation requirements.
• Analysis of individual and aggregated V&V results, to determine if the system meets 
contracted requirements, or proposed fixes, or request an acceptance 
deviation/waiver.
• Validation – The process of evaluating a system or software component to determine 
whether the as-delivered products meet contracted requirements.
• Verification – The process of evaluating a system or software component to 
determine whether the products of a given development phase satisfy the exist 
conditions imposed at the start of that phase.

Process compliance
Ground and flight test
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ISO 9000:2000 / AS 9100 Rev A
Element – 7.3 Design and Development

7.3.5 Design and Development Verification

7.3.6 Design and Development Validation

LM Aero Systems Engineering Process (AC-1031, AC-1043)

System Verification/Validation Process

• Create the evidence during system development that delivered products will satisfy 
contracted requirements.
• The objective of validation is to confirm with the customer that the products meets 
the user’s stated needs. 
• System verification/validation process consists of the following elements:

• V&V Planning
• V&V Preparation
• V&V Execution
• V&V Assessment
• V&V Reporting
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Design Constraints

• Reliability
• Maintainability
• Availability
• Testability
• Environment
• Operability
• Safety
• Security
• Industry Standards
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Requirements and Design

Mission
Requirements

Conceptual
Design

System
Requirements

System
Design

Subsystem
Requirements

Subsystem
Design

Repeat to lowest
item level 

End Items

Question: Where do requirements end and design begin?
Answer:  Depends on the level.  One person’s design is

the next  person’s requirement.         
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Methods of Verification

InspectionInspection

AnalysisAnalysis

DemonstrationDemonstration

TestTest
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Methods for VerifyingMethods for Verifying
a Requirementa Requirement

(1) Inspection – Visually inspecting to 
verify a requirement is satisfied
(may include observation of a  
component installation or review of

engineering drawings and 
product documentation).
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Inspection

• Loose Equipment - Visual inspection of the 
product to ensure it complies with requirements. 

• On-Aircraft Inspection - Visual inspection of 
aircraft group A or group B equipment to ensure 
it complies with requirements.

• Documentation Inspection - Visual inspection of 
the system or system component documentation 
to ensure it complies with requirements.  
Documentation includes, but is not limited to 
drawings, design documents, and photographs.
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Methods for Verifying aMethods for Verifying a
RequirementRequirement

(2) Analysis – Verifying a requirement is 
met using by technical evaluation 

(w/report) using:
equations
charts
reduced data and/or                           
representative data 

xx-x(x)=xx0/xx

x/y x xx(y x y)
2=x -xx =2x
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Analysis

• Model Analysis - Using analytical models to 
conduct time or event-based modeling.  
Models may be based on empirical data 
validated by previous tests or proven 
scientific methods.

• Simulation Analysis - Using computer 
simulation to permit variable inputs to be 
applied to the simulation to assess the effect 
on the output parameter to be verified in 
several scenarios.
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Analysis
• Data Analysis - Processing raw data collected 

during ground test, flight test, or normal operations 
when the tests or flight operations do not directly 
confirm the requirement. 

• Analysis by Similarity - Requirement is met by virtue 
of a previous verification activity.  Similarity is 
applicable when all of the following criteria are met:
– Essentially the same configuration as a previously verified 

item,
– Performs a similar function in the new application,
– Environment and operating limits are comparable,
– Configuration differences (if any) do not invalidate original 

equipment requirements.
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Methods for Verifying aMethods for Verifying a
RequirementRequirement

(3) Demonstration — Qualitative un-instrumented 
assessment, where success is determined by 
observation alone of the applicable element 
under appropriate conditions in accordance 
with the published test procedure. 

PRESS
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Demonstration

• Seller Level demonstration using Seller’s 
test set-up.

• Laboratory demonstration 

• On-aircraft ground demonstration 

• Flight demonstration through playback of 
airborne data recorded during flight
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Methods for Verifying aMethods for Verifying a
RequirementRequirement

(4) Test — Thoroughly exercising the 
applicable element under appropriate 
conditions in accordance with the test 
procedures.

PRESS
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Test

• Seller Level test for specification parameters.

• Laboratory test of Stand Alone requirement.

• Laboratory test of Integrated requirement.

• On-Aircraft ground test of installed equipment.

• Flight test of specification requirement.
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ISO
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ISO 9000:2000 / AS 9100 Rev A
Element – 7.3 Design and Development

7.3.5 Design and Development Verification
7.3.6 Design and Development Validation

LM Aero Systems Engineering Process (AC-1031, AC-1043)
System Verification/Validation Process

V&V Planning

• Review of all source documentation (I.g., Contract, Statement of Work (SOW), operational concept, 
test plans, requirements baseline, etc.) to understand contractual obligations and meet customer 
expectations
• Definition of contractual V&V milestones and their inclusion in the IMP/IMS
• Identification of available resources including costs, facilities, people, technologies, and analytical 
tools required to support the V&V effort.
• Definition of the key parameters requiring V&V, including all those not verified by test, and 
assessment of the programmatic risk associated with the decision not to test.
• Identification of plans to use new technologies that have not yet been proven so that V&V may be 
used to reduce risk in these areas.
• Definition of how each technical requirement is to be verified and the associated success criteria. 
These definitions will closely follow the development and documentation of each technical 
requirement.
• The formal output from this activity is an integrated program V&V plan, which includes Verification 
Cross Reference Matrix (VCRM) as well as detailed execution steps for each V&V activity and covers all 
activities and resources necessary to ensure the specified program requirements are met, from the 
configuration item level to the system level.
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ISO 9000:2000 / AS 9100 Rev A
Element – 7.3 Design and Development

7.3.5 Design and Development Verification
7.3.6 Design and Development Validation

LM Aero Systems Engineering Process (AC-1031, AC-1043)
System Verification/Validation Process

V&V Preparation

• Development of detailed verification/validation procedures and 
instructions
• Acquisition of necessary equipment
• Preparation of the necessary facilities
• Certification of personnel to perform the activity, as necessary.
• Acquisition/development of required models and simulations.
• Completion of test readiness reviews.
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ISO 9000:2000 / AS 9100 Rev A
Element – 7.3 Design and Development

7.3.5 Design and Development Verification
7.3.6 Design and Development Validation

LM Aero Systems Engineering Process (AC-1031, AC-1043)
System Verification/Validation Process

V&V Execution

• System, subsystem, and configuration item design inspections
• Modeling and simulation involving operational scenarios.
• Tests utilizing mockups and early prototypes
• Demonstrations using near-real operating environments
• As components and configuration items are merged into qualification 
elements, V&V results evolve into inspections and tests or 
demonstrations that become the acceptance criteria used of as-built/as-
delivered products.
• As components and configuration items are assembled and integrated 
into subsystems and the final system, interfaces are also 
verified/validated.
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ISO 9000:2000 / AS 9100 Rev A
Element – 7.3 Design and Development

7.3.5 Design and Development Verification
7.3.6 Design and Development Validation

LM Aero Systems Engineering Process (AC-1031, AC-1043)
System Verification/Validation Process

V&V Assessment

• V&V assessment determines the degree of compliance with design 
requirements.
• Analysis are performed on collected data, comparing success criteria 
with the actual results.
• If requirements compliance is not achieved, the cause of failure is 
investigated and a decision is made to either correct the design
deficiency, or accept a waiver for the non-compliance.
• If the decision is to correct the design, a repeat of the V&V is required.
• All results and decisions are fully documented and archived in the 
program data repository.
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Lockheed Martin 
PM 4001 
Overview 
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Process Architecture
• The activities for the Development Process are as 

follows:
– Process Implementation
– System Requirements Analysis
– System Architectural Design
– Software Requirements Analysis
– Software Architectural Design
– Detailed Design
– Software coding & Testing
– Software Integration
– Software Qualification Testing
– System Integration
– System Qualification Testing
– Software Installation
– Software Acceptance Support
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Planning
• The SPM ensures that planning for the software process 

being implemented is accomplished and documented. 
Planning documents include the following, as applicable:
– Software Development Plan
– Software Risk Management Plan
– Software Quality Plan
– Software Test Plan
– Software Acquisition Management Plan (prepared by the SPAM)
– Configuration Management Plan (prepared by Formal 

Configuration Management)
– Software Quality Program Plan (prepared by SQA).
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Software Development Planning
• The SPM develops planning for conducting the software development activities 

required by the contract and this document, and ensures that software development 
planning is consistent with higher-level system planning. 

• The SPM ensures that the following topics are addressed in the software project 
planning:

– Software reuse (see Software Reuse Practice, Section 4.10) 
– Software risk management (see Software Risk Management Practice, Section 4.11) 
– Software configuration management (see Software Configuration Management Practice, 

Section 4.2) 
– Management and technical reviews (see Joint Review Practice, Section 4.6) 
– Configuration audits (see Configuration Audit Practice, Section 4.7) 
– Quantitative process management, as further detailed in Section 2.1.2.2.8
– Defect prevention, as further detailed in Section 2.1.2.2.9
– Preparation of software documentation (see Documentation Practice, Section 4.1) 
– Software verification (see Verification Practice, Section 4.4) 
– Software validation (see Validation Practice, Section 4.5) 
– Control of software products furnished by other organizations (Reference Section 2.1.2.3.12) 
– Security requirements. 
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DEVELOPMENT
• The Development Process contains the activities and tasks for the 

development of software. The activities and tasks for software 
development are organized as follows: 

3.3.1 Process Implementation
3.3.2 System Requirements Analysis
3.3.3 System Architectural Design
3.3.4 Software Requirements Analysis
3.3.5 Software Architectural Design
3.3.6 Detailed Design
3.3.7 Software Coding and Testing
3.3.8 Software Integration
3.3.9 Software Qualification Test
3.3.10 System Integration
3.3.11 System Qualification Test
3.3.12 Software Installation
3.3.13 Software Acceptance Support
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SYSTEM REQUIREMENTS 
ANALYSIS

• The Performance Requirements of the system to be 
developed are analyzed to establish system 
requirements. 

• The System/Subsystem Specification (SSS) is prepared 
to describe the functions and capabilities of the system; 
business, organizational, and user requirements; safety, 
security, ergonomic, interface, operations, and 
maintenance requirements; and design constraints and 
qualification requirements. 

• An evaluation of the system requirements is performed 
based on established criteria (e.g., traceability, 
consistency, testability, and feasibility), with the results of 
the evaluation being documented.
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SYSTEM ARCHITECTURAL 
DESIGN

• The top level architecture of the system is 
established with all of the system requirements 
allocated between hardware and software. 

• The hardware configuration items and software 
configuration items are identified. 

• The system architecture and system 
requirements allocated to the hardware and 
software configuration items are documented.
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SOFTWARE REQUIREMENTS 
ANALYSIS

• The software requirements for each software configuration item are 
established and documented. 
– Software requirements include functional and capability specifications, 

interfaces external to the software configuration item, qualification 
requirements, safety specifications, security specifications, ergonomic 
specifications, data definition and database requirements, installation 
and acceptance requirements of the delivered software products at the 
operation and maintenance site(s), user documentation, user operation 
and execution requirements, and user maintenance requirements, as 
appropriate. 

• An evaluation of the software requirements is performed based on
established criteria (e.g., traceability, consistency, testability, and 
feasibility). Joint review(s) are conducted and a baseline is 
established for the software configuration item requirements upon 
completion of the review(s).
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SOFTWARE ARCHITECTURAL 
DESIGN

• Requirements are allocated from the Software 
Requirements Specification (SRS) and Interface 
Requirements Specification (IRS) to software 
components, and design requirements are 
established for software components. 

• A software architectural design is also 
established for the software configuration item 
external interfaces documented in the IRS. 

• Test requirements are established for integrating 
the software components into the software 
configuration item.
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DETAILED DESIGN
• Requirements are allocated from the software 

components to the software units, and design 
requirements are established for the software 
units. 

• The detailed design is established for the 
software configuration item external interfaces. 

• Test responsibilities, test cases, and schedules 
are established for software unit testing and for 
software component integration and testing.
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SOFTWARE CODING & TESTING

• Software units are coded, software unit test 
procedures are developed, and the software 
units are tested. 

• Based on the results of software unit tests, 
design documentation is updated as required to 
reflect changes, coding is revised, and software 
unit retesting is accomplished. 

• Software component test procedures are also 
developed.
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SOFTWARE INTEGRATION

• The software units are integrated into software 
components which are integrated into software 
configuration items. 

• Testing is performed at each integration level to ensure 
that the resulting software configuration items satisfy 
their specified requirements. 

• Preparations are also made for Software Qualification 
Test by developing set-up procedures, procedures for 
conducting Software Qualification Test, and procedures 
for analyzing test results. 

• Software Qualification Test procedures are run to ensure 
that they are complete and accurate, and that the 
software is ready for Software Qualification Test.
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SOFTWARE QUALIFICATION 
TEST

• Qualification testing is conducted in accordance with the 
qualification requirements for each software 
configuration item. 

• The implementation of each software requirement 
allocated to the software configuration item is tested for 
compliance. 

• The qualification testing results are documented and the 
user documentation is updated, as appropriate. 

• An audit is conducted, and, upon successful completion 
of the audit, any needed updates to the deliverable 
software products are made and the software 
configuration item design and code baselines are 
established in accordance with contract requirements 
and established practices.
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SYSTEM INTEGRATION

• The software development project supports system integration and
testing activities. 

• The software configuration items are integrated with hardware 
configuration items, manual operations, and, as necessary, other
systems. 

• Based on the results of system integration and testing, the software 
configuration item may be updated, including processing of 
Engineering Change Proposals (ECPs) and Specification Change 
Notices (SCNs) as required by contract, revisions to software and 
associated documentation, and software retesting. 

• Tasks to be performed in this activity may overlap the Software 
Integration and other software development activities, especially if 
the final configuration audit is delayed until System Integration.
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SYSTEM QUALIFICATION TEST
• The software development project supports the testing for 

compliance of the implementation of each system requirement 
allocated to software and that the software portion of the system is 
ready for delivery. 

• The integrated system is tested in accordance with the qualification 
requirements specified for that system. 

• Based on the results of system qualification testing, the software 
configuration item may be updated, including processing of 
Engineering Change Proposals (ECPs) and Specification Change 
Notices (SCNs) as required by contract, revisions to software and 
associated documentation, and software retesting. 

• Qualification testing is performed by individuals/organizations other 
than those responsible for the detailed design or implementation of 
the software configuration item.
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VERIFICATION PRACTICE
• Verification - Actions directed to determining whether the software 

products of an activity fulfill requirements or conditions imposed on 
them.

• Verification may include analysis, demonstration, review and test.

• The primary methods of verification included in the Software 
Development Process are: 
– Software Product Evaluations, 
– Software unit and component testing
– Various analyses. 

• Verification may be executed with varying degrees of independence.
– The degree of independence may range from a different person in the 

same organization to a person in a different organization with varying 
degrees of separation.
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Integration Verification
• Typical evaluation criteria include:

– The software components and units of each 
software item have been completely and 
correctly integrated into the software item.

– The hardware items, software items, and 
manual operations of the system have been 
completely and correctly integrated into the 
system.

– The integration tasks have been performed as 
planned.
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Documentation Verification

• Typical evaluation criteria include:
– The documentation is adequate, complete, 

and consistent.
– Documentation preparation is timely.
– Configuration management of documents 

follows the procedures specified in the 
Software Configuration Management Practice 
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FCA SW IPT Auto Generated Software Development Process

• Position Statement: Because code can be auto-generated from the Simulink graphical models the 
Generic Software Development Process is not needed.

• Ramifications:

• Requires concurrence at division level

• The testable Requirements, Design, and Implementation are one

• Test Cases are generated using the graphical model

• No distinction between what was done vs. what was suppose to be done 

• Requirements are not verifiable

•Test cases are guaranteed to pass unless compiler or code generation error 

• Implies CLAW SRS and ADA SRS should be the same

Implementation

Design
(Prelim & Detail)

Implementation
Formal 
Qualification 

Design
(Prelim & Detail)Requirements

Simulink Model Per approved tailoring, auto generated code is not inspected or modified.  

Therefore, the graphical model acts as the implementation

Auto Generation Process

Test Cases are generated using the graphical model
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 -----Original Appointment----- 
From:  Whiteley, Ruie F   
Sent: Wednesday, November 19, 2003 11:57 AM 
To: Whiteley, Ruie F; Pilla, Chris D; Falgoust, John R; Haydel, Allen J; So, Chong S; Corum, Bret A; Robb, 

John H; Copeland, Edward E; Morgan, Michael D; Gardner, Jane M; Walker, Greg P; Godoy, Sylvia G; 
Bulnes, Santi A; Creamer, Britt J; Oakes, Michael B (EXP N-BAE Systems); Arnold, Jud V; Golaz, 
William H; Robbins, Andrew C; Colozzi, Michael A; Davis, Sylvester; Goffney, Gwen M; Scheller, Phil 
L; Kelly, Verlin R; Orton, Carl F; Roberts, John W; Holtsman, Jo; Brooks, Richard E; Martinez, Robin 
L; Lail, Michael P; Colotta, John A; Smelko, Tom 

Cc: Toles, Ron D; Teraoka, Terry R; Huff, Lloyd A; Castleberry, Grant A; Fazi, Floyd A; Niestroy, Michael 
A; Lambert, Debbi M; Park, Barbara A; Hensel, Dorothy A 

Subject: Canceled: Independent FCA SW Review, POC Ruie @ Ext. 74972 
When: Thursday, November 20, 2003 1:00 PM-5:30 PM (GMT-06:00) Central Time (US & Canada). 
Where: 5-2-Q35 
Importance: High 
 
The Subject meeting has been cancelled.  The FCS team is not ready at this time to support this 
meeting - additional FCS coordination is still required.  We will reschedule the appropriate 
meeting(s) in the future. 
 
Thank you, 
Santi Bulnes 
Senior Manager 
Flight Control Systems IPT 
 
Please plan to attend a JSF Independent Review for the Flight Control Application Software.  A 
JSF program serial number will be provided. 
 

Here is a suggested update to the agenda; 
• Introductions and ROE (Godoy) - 15 mins. 
• Software Process Perspectives (Davis) - 45 mins. 
• FCA Process Overview (Walker) - 30 mins. 
• Comparison to Legacy Program CLAW Requirements and SA Test (Stanford/Copeland) - 

30 mins. 
• FCA Process and Tool Demonstration (Brown/Robbins) - 30 mins. 
• Independent Review Team Q&A and Discussion (All) - 60 mins. 
• Independent Review Team Caucus and Outbrief - 30 mins. 
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EXHIBIT J 
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Process Requirement Meet By 
• Process Verification (PM 4001 4.4.3.2.1) 

– Project planning requirements are adequate and timely.  
– Processes selected for the project are adequate, implemented, 

being executed as planned, and compliant with the contract.  
– The standards, procedures, and environments for the project's 

processes are adequate.  
– The project is staffed and personnel trained as required by the 

contract 

 

• PM4001 (Appendix B.3) 
– Each requirement shall be assigned a unique identifier 
– Each requirement shall be stated in such a way that an 

objective test can be defined for it 
– ….., this subclause shall identify and define each state and 

mode. …..If no states or modes are required, this subclause 
shall so state, …..  

 

 

• Characteristics of a Well Captured Requirement  (LM 8512)  
– Accurately reflect system requirements 
– Clear – easily understood, unambiguous 
– Complete – contains everything pertinent 
– Consistent – no conflicts with other requirements 
– Correct – specifies what is actually required 
– Feasible – technologically possible 
– Objective – no room for subjective interpretation 
– Problematic – state problem only, no solutions 
– Singular – focus on only one subject 
– Succinct – no excessive detail, over specification 
– Verifiable – can be measured 

 

 

• Design and Development Inputs (ISO 9001:2000, 7.3.2)  
– Inputs relating to product requirements shall be determined 

and records maintained. These inputs shall include 
– Functional and performance requirements, 
– Applicable statutory and regulatory requirements 
– Where applicable, information derived from pervious similar 

designs, and 
– Other requirements essential for design and development 
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– These inputs shall be reviewed for adequacy. Requirements 
shall be complete, unambiguous and not in conflict with each 
other. 

• Design Verification (PM 4001 4.4.3.2.3) 
– The design is correct and consistent with and traceable to 

requirements.  
 
– The design implements proper sequence of events, inputs, 

output, interface, logic flow, allocation of timing and sizing 
budgets, and error detection, isolation, and recovery.  

 
– Selected design can be derived from requirements 

 

• Design and Development Review (ISO 9001:2000, 7.3.4)  
– At suitable stages, systematic reviews of design and 

development shall be performed in accordance with planned 
arrangements (see 7.3.1) 

– To evaluate the ability of the results of design and 
development to meet requirements, and 

– To identify any problems and propose necessary actions. 
 
– Participants in such reviews shall include representatives of 

functions concerned with the design and development stage(s) 
being reviewed. Records of the results of the reviews and any 
necessary actions shall be maintained (see 4.2.4) 

 

• Code Verification (PM 4001 4.4.3.2.4) 
– The code is traceable to design and requirements, testable, 

correct, and compliant with requirements and coding standards. 
– The code implements proper event sequence, consistent 

interfaces, correct data and control flow, completeness, 
appropriate allocation timing and sizing budgets, and error 
detection, isolation, and recovery.  

– Selected code can be derived from design or requirements 

 

• Air System SDP SEAL 1 Unit Test Requirements 
– Depending on the software being implemented, it will be 

necessary to perform the following activities as part of the 
testing process.  The data collected from these tests will be 
used during the software certification process.  

– Software Certification Process Test Examples: 
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• Timing analysis – confirming that the scheduler will 
not over frame (i.e., exceed its timeout limits) or that 
the software will continue to operate within its timing 
requirements including worst case timing 
measurements; 

• Memory analysis – confirming that memory is not 
‘leaked’, or memory is not illegally accessed; 

• Stack Analysis – confirming that the stack will not 
overflow or underflow; 

• Run-Time Error Analysis – confirming that arithmetic 
operations will not cause overflow or underflow, and 
array accesses remain within bounds; 

• Defensive code check – ensuring that code modules 
protect themselves against out of specification inputs 
and ensuring that they do not produce out of 
specification outputs. 

 
– Requirements based testing is emphasized because this 

strategy has been found to be the most effective at revealing 
errors. As guidance, the following is recommended: 

 
– Normal range test cases: 

• Real & Integer variables exercised using valid data 
and boundary values; 

• Time related functions such as integrators, filters and 
delays should be subject to multiple iterations of the 
code to check the characteristics of the functions in 
context; 

• Test cases should be developed to exercise state 
transitions possible during normal operation; 

• Logical operations should be tested using normal 
range test cases to verify the Boolean operators. 

 
– Robustness (abnormal range) test cases: 

• Real & Integer variables exercised using invalid 
values; 

• System initialization exercised during abnormal 
conditions; 
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• Potential failure modes of incoming data should be 
determined; 

• Attempted execution of loops using out-of-range loop 
count variables; 

• Over framing code to be confirmed as operational; 
• Time related functions such as integrators, filters and 

delays should be subject to test to confirm arithmetic 
overflow protection; 

• Tests to be developed to provoke state transitions that 
are not allowed by the requirements. 

 
– Complete structural test coverage at the assembler level.  The 

test suite should execute 100% of all assembler statements. A 
tool should measure test coverage. 

• Verification Practice (PM 4001 4.4) 
– Qualification testing is conducted in accordance with the 

qualification requirements for each software configuration 
item.  

– The implementation of each software requirement allocated 
to the software configuration item is tested for compliance.  

– The qualification testing results are documented and the user 
documentation is updated, as appropriate.  

– An audit is conducted, and, upon successful completion of the 
audit, any needed updates to the deliverable software products 
are made and the software configuration item design and code 
baselines are established in accordance with contract 
requirements and established practices. Testing the software 
product for its ability to isolate and minimize the effect of 
errors; that is, graceful degradation upon failure, request for 
operator assistance upon stress, boundary, and singular 
conditions  

– Testing that representative users can successfully achieve their 
intended tasks using the software product.  

 

• Validation Practice (PM 4001 4.5) 
– Testing with stress, boundary, and singular inputs  
– Testing the software product for its ability to isolate and 

minimize the effect of errors; that is, graceful degradation upon 
failure, request for operator assistance upon stress, boundary, 
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and singular conditions  
– Testing that representative users can successfully achieve their 

intended tasks using the software product.  
• Design and Development Verification (ISO 7.3.5) 

– Verification shall be performed in accordance with planned 
arrangements (see 7.3.1) to ensure that the design and 
development outputs have met the design and development input 
requirements. Records of the results of the verification and any 
necessary actions shall be maintained (see 4.2.4). 

 

• Design and Development Validation (ISO 7.3.6) 
– Design and development validation shall be performed in 

accordance with planned arrangements (see 7.3.1) to ensure 
that he resulting product is capable of meeting the requirements 
for the specified application or intended use, where known. 
Wherever practicable, validation shall be completed prior to the 
delivery or implementation of the product. Records of the results 
of validation and any necessary actions shall be maintained (see 
4.2.4).  

 

• Requirements Management Level 2 (Ability 2)  
– The allocated requirements are documented  
 
– The technical requirements for the software. Examples of 

technical requirements include: 
 

• End user, Operator, Support, or Integration functions 
• Performance Requirements 
• Design Constraints 
• Programming Language 
• Interface 

 

• Software Product Engineering Level 3  
 

– Activity 2 
• SW requirements analyzed to ensure they are  

• Clearly stated, consistent with each other, 
testable, and complete 

• The software requirements are documented.  
– Activity 7 

• Testing of the software is performed against baselined 
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software and the baselined documentation of the 
allocated requirements and software requirements  

 
– Activity 10 

• The software requirements, design, code, and test cases 
are traced to the source from which they were derived 
and to the products of the subsequent software 
engineering activities. 

 
– Verification 3 

• Software products comply with the standards and 
requirements specified for them 

• Peer Reviews Level 3  
 

– Activity 2 
• The review materials should include the relevant 

inputs to the development of the software work 
product undergoing peer review. 

 
• Examples of relevant input include 

• The relevant requirements for a design module 
 

 

• ISO 9000:2000 / AS 9100 Rev A 
– Requirement Management Process 

• Identifying and expressing customer stated needs in 
terms of system/subsystem/component functional or 
performance requirements 

•  Analyzing system/subsystem requirements to derive 
lower-level requirements 

•  Allocating requirements to program work breakdown 
structure elements and IPT organizations 

•  Ensuring verification methods, plans, and procedures 
for each requirement are identified and accepted by 
the customer 

•  Ensuring all functional and performance 
requirements are documented and controlled in a 
single database. 

•  Maintaining traceability from customer needs to 
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system requirements to the lowest-level configuration 
item requirements and from each requirement to the 
verification method, plans, and results that confirm 
that the as-designed and as-built system meets 
customer requirements. 

•  Providing documented evidence of requirements 
compliance that supports program completion. 

 
• ISO 9000:2000 / AS 9100 Rev A 

– V&V Execution 
• System, subsystem, and configuration item design 

inspections 
•  Modeling and simulation involving operational 

scenarios. 
•  Tests utilizing mockups and early prototypes 
•  Demonstrations using near-real operating 

environments 
•  As components and configuration items are merged 

into qualification elements, V&V results evolve into 
inspections and tests or demonstrations that become 
the acceptance criteria used of as-built/as-delivered 
products. 

•  As components and configuration items are assembled 
and integrated into subsystems and the final system, 
interfaces are also verified/validated. 
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CDR/Event 
Name

Action 
Type

Requestor Action Number Action Title

1332 FCA SW 
CDR RFA

Neppach, 
Chuck 1332-FCA CDR-19

Resolution of SDP Non-
Compliances

Propulsion 
Integration CDR RFA Johnson, Tom CDR-03

Interference Resolution 
of F135 Envelopes

Propulsion 
Integration CDR RFA Johnson, Tom CDR-07

Bleed Air Leak Detect 
Trade Study Confusion

Propulsion 
Integration CDR RFA Stevens, Craig CDR-13

Aircraft / Engine 
Envelope 
Discrepancies

1330 FCS CDR RFA Diamond, Mike
1330-CDR Closure-
254 OFP Load Interlocks

VS Integration 
CDR RFA Therese Giles

VS-Integ-CDR RFA-
003

VS System & SW 
Requirements 
Management (Maturity 
& Volatility)
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VS Integration 
CDR RFA David Grant

VS-Integ-CDR RFA-
004

Safety Hazard 
Assessment & 
Mitigation

Propulsion 
Integration CDR RFA Johnson, Tom CDR-09

Nacelle Ventilation 
Airflow Inadequate

Propulsion 
Integration CDR RFA Johnson, Tom CDR-02

Propulsion 
Specification Relief 
Closure - Vulnerability

Propulsion 
Integration CDR RFA Johnson, Tom CDR-01

A/C to Nozzle Seal 
Definition

Propulsion 
Integration CDR RFA Hodder, Steve CDR-04

R&I Envelope 
Violations

Propulsion 
Integration CDR RFA

Shellaberger, 
Perry CDR-08

Secondary Flow 
Analysis - IPP Inlet
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1343-PTMS 
CDR RFA Dan Schaefer PTMS - 7

Aircraft Thermal 
Management & Fuel 
Thermal Capacity 
Indication

VS CDR RFA B. Denham VSCDRRFA-007
Ram Air Operation 
Duration

VS CDR RFA Dave Engel VSCDRRFA-008
Hardware EPS 
Compatibility

1346 Fuel CDR RFA Rawlinson 1346-FUEL CDR-008 Fuel Dump Installation

VS CDR RFA
LtCol Keith 
Weyenberg VSCDRRFA-010

Bleed Air Leak 
Detection
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Action Description Assignee Due Date
Target 

Closure 
Date

Closure 
Approved 

Date
Status

Prior to CDR closure get 
concurrence from safety 
(SMT) that the unit testing 
approach identified in the 
FCA SDP section 
3.2.2.5.2. (see Unit Test 
slides 5-22) meets the 
SEAL requirements Davis, Sylvester 20-Feb-04 05-Mar-04 In Work
Due to the proprietary 
nature of the 12-
interferences between the 
F135 engine and the 
engine envelope, there 
was no closure plan with 
dates presented at the 
CDR. Batten, Leigh 01-Mar-04 31-May-04 In Work
P&W ha completed the 
requested trade study and 
formally responded that 
the propulsion 4-bolt 
flanges meet the HRI>11 
safety requirement and do 
not require bleed leak 
detect system. Phelps, Dana 01-Mar-04 30-Sep-04 In Work
Note: Critical issue herein. 
Refer to #16 for non-
critical action.
Engine permissable 
envelope does not appear 
to include regions of the 
aircraft permissible 
envelope (ULHC) What Brown, Rob 01-Mar-04 31-Dec-04 In Work
1) Review that sufficient 
interlocks exist to prevent 
VMC channels from 
entering OFP load mode 
following an erroneous 
load request.
2) Review that a single 
erroneous process or Kotzer, Don 01-Mar-04

Pending 
Closure

Define and document 
method/process used or to 
be used by the VS IPT to 
identify/reflect, track, 
evaluate, and manage VS 
system requirements 
maturity & 
stability/volatility, VS S/W John Robb 08-Mar-04 08-Mar-04

Pending 
Closure
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Roadmap to resolve safety 
"Big Rocks" and 
"Immature Design" 
characterization required. Mike Oakes 09-Mar-04 09-Mar-04 In Work
Current nacelle ventilation 
configuration does not 
achieve 5 fps and 20 fps 
airflow requirements 
throughout the flight 
envelope. Analysis is 
incomplete and no rig tests 
or physical verification has Brown, Rob 11-Mar-04 31-Dec-04 In Work
There is not clear way 
forward to resolve the 
propulsion vulnerability 
specification compliance 
issue. There are no more 
practical propulsion 
improvements available. 
This remains a F135 Smith, Mark S 15-Mar-04 31-Dec-04 In Work

The clear definition for IFR 
and ISR is not complete. Phelps, Dana 15-Mar-04

Pending 
Closure

Currently no plan to reach 
formal agreement with 
PSCs on R&I envelope 
violations for Revision C of 
the ICD. To achieve 
required level of maturity 
for CDR, need baseline 
agreement on R&I Batten, Leigh 16-Mar-04 31-May-04 In Work

During discussion of IPP 
emergency inlet, it was 
disclosed that LM currenlty 
has no funded plan to 
verify total inlet recovery of 
IPP emergency air 
induction system. Brown, Rob 01-Apr-04 31-Dec-04 In Work
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Aircraft Thermal 
Management (James 
Louviere)
PTMS heat rejection to 
fuel has a large impact on 
aircraft thermal 
management and 
excessive heat rejection to Jim Louivere 02-Apr-04 In Work
For 1% hot day & tropical 
day temperatures exit air 
from EHA are near & over 
component junction 
temperatures.
Need to understand how 
long we can operate on 
RAM cooling in a cruise Steve Wurth 09-Apr-04 08-Apr-04 In Work
Compatibility of VS HW 
with the EPS usage and 
test document is still an 
outstanding issue.  Need 
to have a coordinated 
resolution (with EPS IPT 
and the other HW IPTs) on 
how the HW will be verified Ed Brown / SEIT 15-Apr-04 In Work
The current dump 
plumbing installation 
presents two primary 
concerns: 1) significant 
fuel impingement on 
external wing surfaces, 
pylons and any equipment 
located after of the the Harding, Al 19-Apr-04 In Work
JPO safety considers the 
current BALD design 
deficient i.e., limited 
detection in engine bays 
where fire or critical heat 
damage may occur.  
Describe how LM and or 
engine companies plan to 

Greg Roberts, 
Jim Kryst, 
Bruce Miller, JD 
McFarlan 30-Apr-04

Pending 
Closure
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Solution/Action Closure Product

4/1/04: Sent RFA to AS for elevation to Lloyd Huff   
02/17/04:  SDP ready for submittal to SMT.  Awaiting 
info from SMT as to whether they want changes turned 
on. 3/01/04: Per Sylvester awaiting SMT; submitted to 
Safety 2/20/04.  Expect response back by 3

Provide action plan for resolution of these 12-requested 
changes to the F135 envelope.  5/10:  One issue 
remains (PS@ Tube routing).  New IRM to be issued 
by 31 May 04; ECD:  5-31-04

1. LM respond to PW via CM acknowleging that they 
understand the results of the F135 study; 2. Finalize 
the addition of insulation and bleed-air-leak-detect 
collars and sensors on the v-band clamps as the 
analysis shows.  5/10:  Safety to writer an SCR, f

Clarify permissible envelope and engine operatility in 
ULHC.  5/10:  Latest ECD is 12-31-04.  This RFA 
needs attention but is not because of SWAT.

2/19 Jack has drafted a response that is in internal 
review.  We should be ready to submit it to the 
customer early next week.
2/26 Still in review
3/4  See AI 254.msg in \\Dallas\Groups2\Vehicle 
Systems\1330 Flight Controls\1331 FLCS SEIT\Action 
Item D
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Late - Started work on 4/2/04.  5/11:  Meeting 
scheduled next week to discuss the approach for this 
RFA.  ECD:  6-30-04

1. Complete design configuration and analysis; create a 
system that meets 5fps and 20 fps requirements across 
full flight envelope; 2. Create risk mitigation plan; 3. 
Identify verification plans and path.
- See duplicate action #39.  5/10:  Latest ECD is 

F135 PCB approval of the 8-month-old F135 SCR that 
will resolve this issue.  5/10:  Latest ECD is 12-31-04.  
This RFA needs attention but does not have priority 
because of SWAT.

Critical March 15th decision date must not slip.5/10:  
Latest ECD is 12-31-04.  This RFA needs attention but 
does not have priority because of SWAT.

Complete assessment of R&I envelope violations and 
submit IRMs for both F135 and F136 ICDs for 
incorporation into Rev C in line with current planned 
ICD release.  Resolution underway on the static 
envelope issues.  R&I envelopes being evaluated and 
docume

LM to develop/show funded plan for verification of total 
IPP emergency air induction system prior to closure of 
CDR.  Latest ECD is 12-31-04.  This RFA needs 
attention but does not have priority because of SWAT.
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Awaiting a HI dynamic model that can be used to 
evaluate options for PTMS to Fuel heat rejection.  ECD:  
 30 Jun 04.

5/11:  RAM Air cooling analysis complete for Hot Day 
mission; VS results:  EHA and ECUs are not a problem; 
voltage converter analysis complete, and indicates that 
pilot can mitigate problem procedurally--coordinating 
with JPO; MS IPT analysis continues--a

ECD-4/19/04; Waiting for input from Safety.  5/11:  Plan 
to transfer RFA to Air Vehicle since it cannot be 
resolved without AF support.  ECD:  6-11-04

5/11:  Response submitted on 4-6-04
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From: Davis, Sylvester 
Sent: Monday, December 06, 2004 8:32 AM 
To: 'sly1960@sbcglobal.net' 
Cc: Gwen M Goffney (Goffney, Gwen M) 
Subject: FW: *** FOR ACTION: Please include me on the status of the SW Maturity 

Definition SEI 
 
Importance: High 
 
Attachments: VS 2011 Comments.doc 
 
Read the first message 
______________________________________________  
From:  Kotzer, Don J   
Sent: Wednesday, December 01, 2004 11:51 AM 
To: White, Opie W; Robb, John H; Holtsman, Jo; Walker, Greg P; Armstrong, Kenneth C; Baxter, Jim S; 

Brody, Brian D (X-NGC); 'Carr, Jeff'; Crozier, Andrew (EXP X-BAe Systems UK); Davis, Sylvester; 
Duffy, Dan P; Edwards, Adrian D; Folsche, Suzanne E; Miner, Suzanne; Morgan, Michael D; Otenaike, 
Liz; Perry, Susan C; Raetz, Georjean S; 'Ron Owen'; Stead, Sarah E; Baldwin, Ray L; Berger, Emil T; 
Kortge, Diane; Riley, Shelly W; Scoville, Iain; Burns, Steve; Goffney, Gwen M; Juarez, Henry; 
McKenzie, Rachel S (X-BAE Systems); Running, Olaf T; Sanders, Kenneth E; So, Chong S; Voelkel, 
Erich K 

Cc: Trimboli, William S; Edwards, Adrian D; Scieneaux, Karl D; Adams, Dave D 
Subject: RE: *** FOR ACTION: Please include me on the status of the SW Maturity Definition SEI 
 
VS Folks, 
Can we take the approach of recommending the changes necessary in order to align John's 
maturity levels with our plan.  Please edit the document to provide a no-impact version.  In 
particular, highlight supplier issues. 
 
Please get me something by 12:00 on Thursday if at all possible. 
 
Thanks for your patience. 
Don 

VS 2011 
mments.doc (145 K

 
 
_____________________________________________  
From:  Dawson, Deaun   On Behalf Of White, Opie W 
Sent: Wednesday, December 01, 2004 10:52 AM 
To: Robb, John H 
Cc: Trimboli, William S; Edwards, Adrian D; Kotzer, Don J 
Subject: RE: *** FOR ACTION: Please include me on the status of the SW Maturity Definition SEI 
 
John, you need to quit making Adrian the bad guy in all this….I personally do not support you 
releasing the SEI as now written and have Bill Trimboli not supporting it as well. I do not 
understand the philosophy of writing something that makes us and our supplier base non-
compliant…identifying impacts either in heads and / or dollars is a useless exercise…the program 
has neither to spare and has made it perfectly clear that we are getting no more….  The software 
teams are going to have to get on the same page as the rest of the program and define what we 
can do with what we have. I have asked Adrian do discontinue any further discussions on this 
topic as I have engaged with Bill Trimboli. 
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Fax: 21436368-=-56::..- }a_n_l0_2_00_6_1.3_:_02_.....P•.0.6 ..BOYD 8. RSSOC 

'. 
CONFIDENTIAL INFORMATION 
Export Controlled InformatIon 

Rev. B 
02 January 2006 

11.44 First Rejection of FCA SW IPT SOP 
Page 11 7 of 192 

~rom: Campbell, Paul 
Sent: Tuesday, April 06, 
To: Davis, Sylveste~ 

2004 8:53 AM 

Co; Robb, John HI Colotta, John A; Hehsel, 
Huff, Lloyd A 
Subject: SMT Disapproval of the rCA SOP 

Dorothy A; Rubino, Simon; 

Sylves'ter: 

The Software Manag@ment Team has completed it1s review of the 
Flight Control Application Software Development Plan; 
Document # 2RUP01332 Rev. 4 Dated: 4 February 2004. 

The subject Software Development Plan,is Disapp~oved by the SMr. 

The SMT feels that the FCA SDP does not adequately describe a 
software development process that me~ts the SEAL 1 criteria and 
that required Software Development Metrics are not addressed. 

Detailed comments to the SDP are contained in the attached 
sl?readsheet. 

Thanks; 

Paul C. 

11.45 JPO notified of SOP rejection 

-~~--Original Message---..• 

From: Giles, Therese F. [maUto:Therese.Giles@jsf.lTliI] 

Sent: Tuesday, April 13, 20043:37 PM 

To: Hensel, Dorothy A 
Cc: Rabb, John H; Davis, Sylvester; Neppach, Charles D. 

Subject: 1332 Fe AS SOP revision -004 

Importance: High 

Just wanted to check in on the status of SMT review of the revised Fe AS SOPI 

which was submitted back in late Feb 04 (I believe), 

-he InformatIon In this document Is confidential anellor privileged. It Is intended to be reviewed by only the Individual or organiUltion 
lamed above. If you are not the Intended recIpient or an authorized reprlilsentatlv~ of the intended recipient. you are hereby notified 
hat any review. dissemInation or copying of this document and Its attachments, jf any, or the Information contained herein is 
.rohlbited. If you received this document in error. plesse Immediately notify the sender by return email 
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BOYD 8. ASSOC Fax:2143636856 Jan 10 2006 13:04 1-'.11 
CONFIDENTIAL INFORMATION 
Export Controlled Information 

Rev. B 
02 January 2006 

Page 122 of 192 
Dot 

11.47 Inform William Tromboli Of The issues 

From: Davis, Sylvester 

Sent: Thur6day. June 03, 20044:57 PM 

To: Trimboli, William S 

Subject: FCA SW IPT SOP 

Per your request. 

~
 
FCA-SDP Post 
rSUBMmALdc 

Sy{w.rtef([)aw 

Lockheed Mertln Atlronautlcs Co. 

JSF Flight Control Systems, FCA Softwar6 

817-762-2073 

sylvester.davis@lmco.com 

11.48 Second Rejection of the FCA SW IPT SDP 

From: Campbell. Paul 

Sent: Wednesday, July 28. 2004 9:36 AM 

To: Davis, Sylvester 

Cc: Hensel, Dorothy A; Colotta, John A 

Subject: SMT Comments to FCA sop 

Sylvester: 

The SMT has reviewed the ,Flight Control Application (FCA) Software Development Plan 

Doc. No. 2RUP01332 Dated: 11 June 2004. At the present time SMT has to Disapprove 

this document due to numerous comments that are contained In the attaohed spreadsheet. 

We are Interested in dIscussing several of these Issues including the FCA IPT approach 

to Unit Testing. We look forward to this dIscussion. 

"he Information In this document Is confidential and/or privileged. It ill intended to be revIewed by only the individual or organization 
lamed above. If you 81'8 not the Intended recIpient or an authorlzed representative of the Intended recipient, you are hereby not/fled 
hat any review, dl88emlnation or copying of this document and Its attachments, If any, or the Information contained herein is 
lrohibited. If you received thIs document In error, pleass Immediately notIfV the sender by return email 
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#09-273: Sikorsky Aircraft Pays $2.9 Million to Settle False Claims Act Allegations (200... Page 1 of 1 

•iltpnrlmrnt nf 3Justitt 
FOR IMMEDIATE RELEASE elv 
Wednesday, March 25, 2009 (202) 514-2007 
WWW.USDOJ.GOV TOO (202) 514-1888 

Sikorsky Aircraft Pays $2.9 Million to Settle False Claims Act
 
Allegations
 

WASHINGTON -Sikorsky Aircraft Company, a division of United Technologies Corporation, has 
agreed to pay the United States $2,941,000 to resolve fraud allegations in connection with its contract for 
the manufacture of Black Hawk helicopters for the Army, the Justice Department announced today. 

Sikorsky, located in Stratford, Conn., manufactures the Black Hawk or variations of the Black Hawk for 
the Army, Navy, Air Force, and Marines, as well as for other nations. Under Sikorsky's contract with the 
Army, Sikorsky was required to install armored plates in the Black Hawk to the left of the pilot and to the 
right of the co-pilot that were ballistically tested to ensure that the helicopters could withstand combat. The 
United States alleged that from 1991 to 2006, Sikorsky knowingly installed armored plates purchased from 
Ceradyne Corporation of Costa Mesa, Calif., that had not been ballistically tested as required under the 
contract. The Army knows of no injuries resulting from the untested plates. Under the False Claims Act, a 
contractor who knowingly claims payment for noncompliant goods is liable for three times the Government's 
damages plus a $5,500 to $11,000 civil penalty for each false claim. 

"This settlement sends a message that fraud, especially when it concerns the safety of our men and 
women in uniform, cannot and will not be tolerated in Government contracts," said Michael F. Hertz, Acting 
Assistant Attorney General for the Department of Justice's Civil Division. "As demonstrated here, the 
Department, including the United States Attorneys' offices, and investigative agencies such as the ones 
here, are committed to rooting out such fraud and prosecuting it." 

"It is critically important that manufacturers perform all required testing of parts for equipment being 
used by our military personnel," stated John B. Hughes, Chief of the Civil Division for the U.S. Attorney's 
Office in Connecticut. "The U.S. Attorney's Office takes these matters very seriously and we will do all that 
we can to ensure the safety of the men and women in the military." 

The investigation was conducted by the Defense Criminal Investigative Service, Army Criminal 
Investigative Division, Defense Contract Audit Agency, and Defense Contract Management Agency, in 
conjunction with the United States Attorney's Office for the District of Connecticut. 

### 

09-273 

http://www.usdoj.gov/opaipr/2009/Marchl09-civ-273.html 4/8/2009 
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Northrop Agrees to Pay $325 Million to Settle Suit 
By ANDY PASZTOR 

LOS ANGELES -- Northrop Grumman Corp. agreed Thursday to pay the U.S. government $325 million to settle civil 
claims that a company it acquired allegedly made defective parts for spy satellites that resulted in serious malfunctions 

and expensive fixes several years ago. 

The suit alleges that officials at TRW Inc., which Northrop acquired in 2002, previously worked with Aerospace Corp., 
a federally funded space research outfit, to cover up problems with certain widely used microelectronic parts. The 

result included a number of satellites failing in orbit, along with expensive fixes and launch delays, according to court 
documents. 

The settlement is the largest ever of a so-called whistleblower case alleging military-procurement fraud. Northrop 

Grumman didn't admit any wrongdoing. The allegations all relate to events that occurred before Northrop closed its 
$6.7 billion acquisition of TRW in December 2002. Northrop said that while it "believes it acted properly under its 
contracts," the company decided that a settlement was in the best interest of all sides and "preserves a valued customer 
relationship." An Aerospace Corp. spokeswoman said the company cooperated with the investigation. 

The agreement also ends a separate lawsuit filed by Northrop against the Pentagon over an unrelated contract for 
stealthy cruise missiles. In that longstanding case, Northrop had sought $1 billion, according to the Justice 

Department. Now, the government will pay Northrop $325 million to avoid further expenses and distraction from 
protracted litigation, according to the agreement. 

Because the two payments cancel each other out, there is no net financial impact on Northrop. However, the suit 

highlights questions about how quality-control issues were handled at one of country's premier aerospace suppliers. 

The satellite case had been filed under the Federal False Claims Act, which allows individuals to sue companies on 
behalf of the government and then share in the recoveries. Documents remained under seal for nearly seven years, but 

some filings became public Thursday. The initial plaintiff and his lawyers will share $48.7 million of the settlement. 

The settlement covers disputes over "critical failures" in orbit and quality-control lapses affecting parts installed on 
some of the nation's most sophisticated and highly classified spy satellites between 1995 and 2002. In a release 

Thursday, the Justice Department said that investigators concluded that between 1992 and 2002, TRW "failed to 
properly test parts" and "made misrepresentations" to the government about their reliability. 

According to the complaint, TRW manufactured and provided a specific type of transistor to the government "knowing 

that they had a tendency to fail" under certain high electrical load conditions. The parts were used on satellites TRW 

itself built for the secretive National Reconnaissance Office, as well as those built for the NRO by Lockheed Martin 

http://online.wsj.com/artic1e/SB123871451033784579.html 4/812009 
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Corp. and other prime contractors. 

Robert Ferro, an Aerospace Corp. official who first discovered the problem, alleged that in 1995 TRW pressured him 
against publishing his findings highlighting problems with the transistors. Even after subsequent TRW tests confirmed 
Mr. Ferro's conclusions and government satellites started failing during 2001 and 2002, according to the suit, TRW 
continued to tell the government "it did not know and could not have been expected to know" about the problems 
beforehand. The government also alleged that when Aerospace Corp. wrote a report to the government, it failed to 
mention Mr. Ferro's previous findings and dropped draft language criticizing the company's actions. 

Eric Havian, Mr. Ferro's lawyer, said that TRW billed the government for work to try to uncover the root cause of the 
problem, even after it understood the cause and knew about a recall of cellphones using the suspect parts. 

Write to Andy Pasztor at andy.pasztor@wsj.com 
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