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     The President/CEO was arrested in Manila by the Philippine National Police and removed to the United States. 
After pleading guilty, he was sentenced on June 17, 2008, to 5 years’ imprisonment.  Based on a guilty plea by the 
corporation, it was sentenced on April 24, 2008, to pay nearly $100 million in restitution, a $500,000 fine, and to 
forfeit $900,000. The company was ordered to liquidate its assets in order to pay these amounts. In addition, all of its 
officers, directors and employees agreed to permanent exclusion from TRICARE and other government programs.

Cyber Crime and Computer Intrusion
The DCIS Cyber Crime Program continues to adapt to the Department’s needs.  The threat to DoD networks has 
transitioned from individual hackers seeking publicity to highly sophisticated intrusions by foreign governments 
attempting to negate DoD’s technological advantage and by international organized criminal groups trying to steal 
personally identifiable information for financial gain.  
     To meet the demands brought about by this shift in threats, DCIS has partnered with national cyber crimes task 
forces such as the Joint Task Force-Global Network Operations, the lead DoD agency responsible for the direction 
and protection of the Global Information Grid.  Further, partnerships were strengthened with other investigative fields 
such as Technology Protection, Counterintelligence, and Counterterrorism.  The DCIS Cyber Crime Program, along 
with cyber crimes investigators from other federal and state law enforcement agencies, brings special skills capable of 
meeting this new threat.

Cyber Security Breach
 In August 2007, DCIS initiated an investigation based upon notification from the Defense Information Systems 
Agency that it discovered a computer intrusion originating from an internet protocol address in China with total 
access to the root network of a DoD contractor located in Falls Church, Virginia.  
   After identifying and locating the vulnerable system at the company, evidence was seized and analyzed using 
computer forensic tools.  Personnel responsible for the security and architecture of the network were also interviewed.  
It was determined that  the company and a sub-contractor failed to perform and deliver proper network security 
and information assurance services to the government as required by the DoD Information Technology Security 
Certification and Accreditation Process requirements in the statement of work involving the Military Health System 
Expense Assignment System IV contract.  There was also no indication that network security or information assurance 
was implemented during the period of performance from November 2004 through November 2007.  
   On September 30, 2008, a government contracting officer letter of demand was served on the company.  The 
demand letter stated the government performed an inspection of services on the contract, and based on contract 
reviews, performance reviews, and the DCIS investigation, the company failed to perform and deliver proper network 
security and information assurance services to the government.  As a result, the government sought $1.3 million for 
services that were never performed.  On February 18, 2009, the company provided a signed bilateral modification 
to the Department of Defense Task Order and a certified check in the amount of $1.3 million payable to the U.S. 
Treasury.

Identity Theft
The FBI and the Air Force Office of Special Investigations contacted DCIS and requested investigative assistance 
by the DCIS Cyber Crime Program.  The investigation involved a former Marine lance corporal who had stolen 
DoD employees personal identification information and engaged in an internet scheme to defraud other U.S. service 
members and the Army and Air Force Exchange Service.  The former Marine opened Military Star Credit Card 
accounts using the names, identities, and Social Security numbers of the service members.   
     After 13 victims were identified, search warrants were served on the former Marine’s residence.  Based on the 
evidence seized, a criminal complaint was filed and arrest warrant issued by the Federal District Court of the Middle 
District of Florida.  He was arrested in February 2007.

Investigations


