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This article focuses on how small businesses (fewer than 500 employees) are managing infor-
mation security and the associated risks. Our findings indicate that the businesses interviewed 
for this study are taking many of the typical steps that are indicative of best security practices. 
However, there are also several areas of concern that could potentially leave their systems 
open to threats.

 

S INTERCONNECTIVITY IN TODAY’S
marketplace develops, more and more
businesses are relying on the Internet
and other network technologies for busi-

ness functions. Small businesses are now able
to compete more effectively with larger com-
panies by expanding their geographical scope
through Internet use. According to a recent
survey, 71 percent of small businesses conduct
a variety of business tasks through the use of
the Internet, such as servicing customers and
making purchases (American Express, 2002).
Unfortunately, a connection to the Internet, es-
pecially a broadband connection that is always
on, introduces security threats to small busi-
nesses that they may not have the resources or
expertise to deal with effectively.

One of the constraints of small businesses is
that they generally do not have the diverse IT
staff typical of larger companies. Many small
business managers have little understanding of
information security threats and risks and the
associated business implications that can re-
sult. Company size has been found to be a fac-
tor in whether or not a company will have an
established security program, with smaller
businesses less likely to have extensive security
in place (Kotulic and Clark, 2004). A recent
global survey conducted by Ernst and Young in-
dicated that 34 percent of respondents rated

themselves as less than adequate in determin-
ing whether or not their systems were being at-
tacked. Another 32 percent stated that the lack
of skilled IT staff was a major impediment in
their ability to deal with information security
effectively (Ernst and Young, 2003).

This article identifies the information secu-
rity threats that small businesses (defined as
fewer than 500 employees) are facing in to-
day’s business environment as well as future
threats. Specifically, we sought to answer the
following three questions:

1. What are the current threats and trends
associated with computer asset attacks, and
what are the implications of such threats?

2. What steps are small businesses taking to
secure their computer systems, and how do
they compare to published “best prac-
tices?”

3. Do these small businesses have an Emer-
gency Action Plan with respect to IT secu-
rity?

 

RESEARCH METHODS FOR THIS STUDY

 

It has been suggested that when doing research
on topics as highly sensitive as IT security, mass
mailings of surveys may not be appropriate
(Kotulic and Clark, 2004) because companies
are less likely to divulge highly sensitive data in
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surveys and send it off to a stranger. For this
reason, we chose to gather information from
small businesses for this research via one-on-
one interviews.

Sixty small businesses in the metro area of a
large midwestern city in the United States were
identified. Researchers then contacted the net-
work administrator or information security of-
ficer to request an interview. Eighteen
companies (30 percent) agreed to participate.

Interviews were semi-formal, with one re-
searcher talking to one person from the compa-
ny. Of the respondents, approximately one
third were information or network security of-
ficers, and another third indicated their title
was network administrator. The final third had
various titles but indicated that they were the
person in charge of their company’s security.
As shown in Table 1, 77.8 percent of the partic-
ipants were from companies identified as in a
service industry, while 22.2 percent were man-
ufacturing companies. Two thirds of the com-
panies had fewer than 250 employees.

Of the service companies, about one half
were in education or software services; the
other half were from a variety of industries, in-
cluding government services, banks, insurance
companies, wholesalers, and utilities.

When asked the value of their digital busi-
ness data, 83.3 percent indicated a high value
and 16.7 percent indicated a moderate value
(see Figure 1). With such a high value placed

upon the data necessary for business opera-
tions and continuity, it could be logically de-
duced that these small businesses will give a
proportional amount of effort to protect their
systems.

As we present our findings below, prior re-
search on best security practices will be com-
pared to the actual steps that small businesses
are taking, or not taking.

 

Security Threats

 

Each new decade introduces new threats to
businesses. These threats are increasingly com-
plex and take full advantage of the vulnerabili-
ties within applications and network
infrastructure assets. Every product, whether
software or hardware, has vulnerabilities that,
when exploited, can lead to extensive damage.
According to the Computer Security Institute
Annual Survey (2004 CSI Survey) of mid- to
large-sized companies, total losses from securi-
ty damages for 2004 amount to $141,496,560,
with virus costs amounting to almost
40 percent of this total. In prior years, theft of
proprietary information accounted for the
greatest amount of security damages (Gordon
et al., 2004). Smaller businesses are less likely
to be able to absorb financial losses, and severe
incidents can be detrimental to business surviv-
al. Larger companies are also more likely to en-
force deterrents to security abuse than smaller
businesses (Kankanhalli et al., 2003).

The first generation of security threats start-
ed in the 1980s. Typically, these threats were
boot viruses that affected individual computers
and networks over the course of weeks. The
next generation of threats consisted primarily
of viruses that were contained in macros and e-
mail. Viruses are defined as pieces of program-
ming code that are designed to automatically
spread to other users. They provide unwanted
and usually unpleasant results, and are usually
disguised as something else (American Ex-
press, 2002). Denial-of-service attacks and
hackers also became prevalent in the 1990s
and continue to be an issue.

 

TABLE 1

 

Industry Type and Size of Study Participants

 

Service Companies Manufacturing Companies

 

77.8% 22.2%

 

1–250 Employees 251–500 Employees

 

66.7% 33.3%
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Today, companies are facing new types of
threats that affect individual computers, indi-
vidual and multiple networks, and even region-
al networks. Worms are increasingly popular
over viruses and can self-replicate to quickly in-
fect a large number of users. They reside in ac-
tive memory and can slow systems or even
bring processes to a halt (Wexler, 2004). Tro-
jans contain malicious code that resides in a
seemingly harmless program and can cause
damage to the system once it is opened or exe-
cuted. Trojans are often used to create back
doors on computers which compromise net-
work security. Many Trojans are designed to
steal passwords. They are often spread by a vi-
rus, which can lead to blended threats (Cisco-
Systems, 2004).

A blended threat is a virus that can have
multiple infection techniques and propagates
through Internet and network routines with-
out human intervention. They often exhibit
Trojan-like behavior. In the first half of 2003,
over 60 percent of malicious code submissions
were in the form of blended threats (Hilley,
2003). Code Red and Nimda are examples of
advanced blended threats. Blended threats, un-
like viruses and worms, are intended to cause
harm rather than just being a nuisance. Another
difference between the blended threat and vi-
ruses (or worms) is that the blended threat
does not require human intervention (such as
opening an e-mail attachment) to spread. The
multiple propagation methods of a blended
threat can make containment more difficult
than that of a virus or worm. Security patches
are available that would mitigate much of the
damage of blended threats; unfortunately, not
all companies have updated with the latest
patches (Weafer, 2002).

Of increasing concern at the time of writ-
ing is the expansion of spyware, adware, and
malware. These programs are downloaded to

machines without the knowledge or the con-
sent of the user; simply by visiting Web sites,
these programs can be downloaded to a user’s
computer without the user being aware that a
program was installed. They typically run in the
background and are used to track personal in-
formation or execute unwanted and some-
times damaging commands. Employee Internet
availability and use, which 100 percent of the
respondents indicated they had, are a major
cause of infection.

Webroot Software and Earthlink recently
scanned over 1.5 million consumer PCs for spy-
ware and discovered that the average comput-
er contains an average of 27.5 pieces of
potentially malicious programs (Schwartz,
2004). Fortunately, there are several tools avail-
able to minimize the effects of such malicious
code, many of which are free. Some programs
detect and remove these programs and others
are more proactive by immunizing systems
from becoming infected again.

In our interviews, we asked respondents to
indicate which tools they used to deal with such
threats and the results are shown in Figure 2.
AdAware and Spybot were the most popular at
50 percent and 33.3 percent, respectively, both
of which are distributed for free. Despite the
availability of effective tools costing little or
nothing to business owners, 22.2 percent of
the small businesses did not use any spyware
tools.

New threats are constantly developing that
can have a global impact. The Slammer worm
was an example of such a threat: ten minutes
after being released, it had infected 90 percent
of vulnerable systems (Berinato, 2003). Denial-
of-service attacks, which began in the 1990s,
have escalated to network and global infra-
structure attacks. Because these attacks typical-
ly use IP spoofing, they are difficult to trace.
Originally, these attacks were designed to shut

 

FIGURE 2
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down a target such as an individual computer,
server, or network. Today, these attacks are be-
coming more massive by utilizing many com-
puters, without the permission or knowledge
of the owners, to attack a specified target.
These are referred to as distributed denial-of-
service attacks, and they are now the second-
leading cause of security losses among compa-
nies (Gordon et al., 2004). This is hacking and
malicious attacking on a grander scale. With the
knowledge that expert hackers, also known as
“black hats,” have gained over the years, they
can now turn their sights to bigger targets. In-
stead of infecting just one machine, they can
now bring down an entire network. An exam-
ple of this is the legendary MyDoom virus,
which targeted and brought down SCO Group
Inc. servers during 2004. Companies are now
at risk for having their computer assets used as
“zombies” at the control of an external hacker,
executing specified commands in the back-
ground.

Flash attacks are another type of threat that
has the potential to dominate current and fu-
ture security efforts in terms of Web applica-
tion development. Many small businesses often
rely on their Web sites for a variety of functions,
including order placement. Many Web sites,
however, are vulnerable to this type of attack,
especially non-static sites that incorporate user
involvement. This type of attack violates the
trust between the owner of the content and
the viewer (Anonymous, 2002). It involves the
use of cross-site scripting (XSS) where Java-
Script code is injected into Web applications,
which can take over a user’s session and steal
personal information. Although the common
approach to limit XSS involves content filter-
ing, it is largely ineffective due to the fact that
many Web applications trust flash content by
default. This opens the doors for the injection
of malicious code (Anonymous, 2002). New

threats on the horizon include viruses that tar-
get instant messaging, peer-to-peer networks,
voice-mail, handhelds, gaming consoles, and
mobile phones (Robbins, 2004). The first virus
to infect cellular phones was discovered in
2004 and infected Nokia phones.

It is also well known that certain platforms
are more likely to be targeted than others, and
that most of today’s virus attacks target Win-
dows-based systems (Erlanger, 2003). Although
the vulnerabilities in Microsoft operating sys-
tems have caused the issuance of numerous
patches to prevent certain security breaches,
users do not generally install these patches im-
mediately; in the time in-between, the system
is vulnerable. We asked respondents to indicate
which platform(s) are employed at their small
business. As expected (see Figure 3), an over-
whelming majority use at least one Microsoft-
based platform (83.3 percent of total).

 

Small Business Perceptions 
of Major Threats

 

Our study asked respondents to identify the
major threats they perceive as likely to cause
harm to their business or industry data. The re-
sults are shown in Figure 4. Over half (55.6 per-
cent) of the respondents felt that primary
threats to data come from internal personnel.
However, many respondents also indicated
that this employee threat would largely be acci-
dental or unintentional. This is consistent with
existing research on the topic. The 2004 CSI
survey found that 59 percent of companies in-
dicated they had experienced actual internal
abuse of net access (Gordon et al., 2004). Oth-
er studies have found that the largest number
of security attacks were a result of human error
and were accidental (Vroom and von Solms,
2004; Whitman, 2004). Employee threat was
also cited as the fifth-leading cause of financial

 

FIGURE 3
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losses in 2004 due to security violations (Gor-
don et al., 2004).

Roughly only one in every five respondents
(22.2 percent) felt that hackers would be a
threat. However, prior research has indicated
that small businesses are being targeted more
frequently in today’s environment and assum-
ing a smaller size will keep a company safe is
now a fallacy (Kankanhalli et al., 2003). Small
business managers often feel that they are at a
low risk from Internet threats, viewing them-
selves as too small to be of any interest (Her-
bert, 2003). This appears to be the case with
the small businesses interviewed, given that
16.7 percent believed there were no threats to
their company data. The results of our study are
therefore consistent with a “low-risk” attitude
regarding outside threats.

Unfortunately, in today’s global computer
environment, attackers generally practice
equal opportunity. Everyone, everything, and
every little piece of data, from credit card num-
bers of individuals to corporate confidential in-
formation, is of interest. The 2004 CSI study
indicates that 47 percent of respondents had

experienced between one and five security in-
cidents in the previous year, 20 percent experi-
enced six to ten, and 12 percent experienced
more than ten incidents (Gordon et al., 2004).
This is a stark divergence from what was dis-
covered in this research as shown in Figure 5:
only 22.2 percent of the small businesses ad-
mitted to having experienced security inci-
dents. Either all of the small businesses
interviewed were extremely lucky, or the intru-
sions went unnoticed.

 

BEST PRACTICES

 

Whether the small business is a not-for-profit
organization or a for-profit competitor, its com-
puter network may be responsible for many
processes crucial to central and back-office op-
erations. It therefore makes sense to secure
these systems and their data from an operation-
al and legal standpoint. Investing in informa-
tion security is something that all too often
does not occur until after a system has been
compromised, a computer has been attacked,
or a federal mandate requires it (Anonymous,

 

FIGURE 4
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2002). Sarbanes–Oxley compliance is a recent
example of this.

New and improved threats have spurred
the development of new technologies aimed at
overcoming the security threats. There are now
new tools available to help small businesses
better protect their computer infrastructure —
including host-based intrusion prevention sys-
tems (IPS) and exploit-blocking systems. These
tools, along with protocol anomaly protection,
alert managers when abnormal system behav-
ior occurs.

In addition, “best practices” to secure com-
pany data have been identified (see, for exam-
ple, Colias, 2004; Microsoft, 2004; Piazza,
2004; Udell, 2002). Below we describe nine
commonly recommended “best practices,” par-
ticularly for small businesses. We also report
our findings from the 18 small businesses that
we interviewed.

 

1. Install and Properly Configure 
a Firewall

 

According to Microsoft, firewalls are a busi-
ness’s first line of defense. Attackers on a daily
basis are undoubtedly probing companies with
a constant Internet connection.

The two basic types of firewalls are hard-
ware and software firewalls. They work by
blocking all traffic that is not explicitly allowed.
These rules should reflect the company’s secu-
rity policy. It is important to note that firewalls
do not protect against malicious traffic that
travels through legitimate communication
channels. Software firewalls offer a good back-
up to a hardware solution, but only work on
the computer on which it is installed (Mi-
crosoft, 2004). Ironically, 70 percent of securi-
ty incidents occur inside the firewalls and
security managers need to also protect public

servers, databases, applications, and the work-
stations sitting behind the firewalls (Dubie,
2003). Because many of the latest threats are at
the application level, firewalls need to support
deep packet inspection in order to offer any
real protection. There are such firewall prod-
ucts now available, with sophisticated technol-
ogies to monitor traffic at the application level,
which is especially important if the business uti-
lizes VPN (virtural private network) technology.

Our research of small businesses showed
that all respondents have implemented some
type of firewall. A majority of the companies
have implemented a hardware solution
(66.7 percent) and some have implemented
both hardware and software solutions
(5.6 percent) for enhanced security (see
Figure 6). The important thing for small compa-
nies to remember is that the firewall by itself is
not enough. Having a firewall in place might
promote careless internal security practices be-
cause the firewall focus is on protecting the
perimeter rather than the assets within the
company, thereby increasing the damage that
internal users can cause. Although a company
has its firewall in place, other measures such as
good backups, pervasive encryption, and em-
ployee background checks should still take
place (Garfinkel, 2002).

 

2. Update Software

 

Updating of software includes all applications
and operating systems and leads to the issue of
patch management. In 2002, 70 percent of suc-
cessful attacks exploited application vulnera-
bilities. Of those attacks, 35 percent resulted
from defects for which a patch had been issued
and 65 percent from misconfigured applica-
tions (Desmond, 2004). The patching process
is one in which the patch issuer provides a dis-
closure that details the very nature of the vul-
nerability that it is about to correct. Because
people do not patch quickly enough, it gives
hackers the time to exploit that vulnerability
and infect systems before the patch is installed
(Berinato, 2003). This makes it incredibly im-
portant to keep all software updated to prevent
security incidents. In the case of anti-virus and
spyware applications, the program is only as
good as the last update (Erlanger, 2003). An up-
date is necessary to capture the signatures of
the latest and greatest threats. According to our
respondents, 61 percent use auto-patching as a
security measure. Auto-patching provides regu-
larity of updates but should not be viewed by
small companies as a cure-all. A threat to the IT
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systems is the possibility that the update pro-
cess itself will be corrupted by an attacker
(Besnard and Arief, 2004).

 

3. Protect against Viruses, Worms, and 
Trojans

 

Anti-virus software should be installed on all
machines to protect against security threats. It
is important to note that historically these pro-
grams have been largely reactive and respond
to new threats by updating the known list of vi-
rus signatures. They do not block new threats
without a program update and offer no protec-
tion against previously unknown threats. Some
software vendors now push the updates out to
users, which may offer better protection for
short-handed staffs. Some companies in the
anti-virus industry are developing products
that provide a more proactive defense. The best
new products are providing a variety of securi-
ty protection, including monitoring for spam,
viruses, and spyware (Robbins, 2004).

Rather than just rely on software packages,
some companies also employ management pol-
icies to reduce the chance of virus attacks.
However, it has been found that neither restric-
tive management policies (such as shareware
and Internet limits) nor proactive management
policies (such as virus awareness and user train-
ing) by themselves significantly reduce the num-
ber of virus attacks (Post and Kagan, 2000).

Our interviews indicated that 100 percent
of respondents utilize some form of anti-virus
software and some utilize more than one for
added protection. Although a prior study
showed no preferred virus control software
among respondents (White and Pearson, 2001),
Figure 7 shows that among our small business re-
spondents, the most popular supplier for anti-
virus software is Norton at 61.1 percent.

 

4. Implement a Strong Password Policy

 

Implementing a strong password policy in-
cludes not only developing and enforcing the
policy, but also educating employees about
how they should be protecting their pass-
words. Thorough control of passwords is an
easy and effective first step in maintaining in-
formation security (Phillips, 2002). Passwords
should never be written down by employees or
posted in any public or commonly accessible
place, but users frequently do.

A strong password is defined as having
more than eight characters, at least one change
of case, a number that is not at the end, and a
non-alphanumeric character such as # or * that
is also not at the end of the password (Panko,
2003). Our research indicates that 61.1 percent
of small business respondents have such a pol-
icy. However, it should also be noted that
27.8 percent reported that passwords were
written down by users, with another
5.6 percent reporting written down, but en-
crypted, practices (Figure 8). Ironically, the
longer, more complex passwords may be more
secure but they are also more difficult for em-
ployees to remember, thus leading to an in-
creased need for written reminders of
passwords. This creates an interesting paradox:
finding the right balance between long, com-
plex passwords and the ability of end users to
remember passwords without writing them
down (Besnard and Arief, 2004).

 

5. Implement Physical Security 
Measures to Protect Computer Assets

 

Physical security measures can be as simple as
putting locks on doors and adopting a Disaster
Recovery Plan (Abu-Musa, 2004). Steps toward
achieving better physical security begin with
making a record of equipment serial numbers for
identification and limiting access to equipment
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such as servers and fax machines (Microsoft,
2004). This also includes trash management to
ensure that all secure documents are disposed
of properly, which should be enforced by com-
pany policy. Sensitive areas should have access
points for identification of personnel, and
could include guarded entrances and exits.
Backup storage sites are another physical secu-
rity measure, and are effective when used reg-
ularly.

A network infrastructure map shows how
the network is set up and the devices that pro-
tect it, and should be treated as a sensitive
item. Such knowledge in the hands of a hacker
is equivalent to a roadmap to the system’s front
door. Figure 9 shows that just less than half
(44.5 percent) of our respondents indicated
that access to such information would be diffi-
cult to obtain. Slightly over half the responses
(55.6 percent) range from easy to moderate ac-
cess. This could be highly reflective of the gen-
eral “low-risk” attitude mentioned previously.

 

6. Implement Company Policy and 
Training

 

As mentioned previously, employees and those
internal to the company generate a significant
risk to the business. It is logical to assume that
a company would address the biggest risk to in-
formation security by implementing employee
awareness and training. This is not, however,
statistically the case. Employee training and
awareness were the lowest on the list of top
priorities for information security spending, at
16 and 13 percent, respectively (Ernst and
Young, 2003), and 70 percent of the respon-
dents to the Ernst and Young 2004 security sur-
vey did not mention security training as a top
initiative (Ernst and Young, 2004). Similarly, in
the 2004 CSI survey of mid- and large-sized
companies, most respondents believed that se-
curity training is very important, but many do
not believe their company is spending enough
on security training (Gordon et al., 2004). Un-
fortunately, training and security awareness are
generally the first areas cut in times of budget
reductions, largely because the direct benefit
of security training is difficult to determine
(Schultz, 2004).

Because our interviewed respondents felt
that damage by internal employees was not
generally with malicious intent, training and
policy formation would be an effective tool to
create risk awareness. The development of a
policy to govern the use of hardware, the Inter-
net, and e-mail is only effective if users have a
strong belief that they will be detected for im-
proper use of the system and that the punish-
ment will be severe (Whitman, 2004). In
addition, training must be tailored to the indi-
vidual. Many companies that do implement se-
curity training do it with a “one-size-fits-all”
mentality. End users have very different skills
and knowledge regarding security, as well as
different levels of access to the company’s
computer systems. The trick is to create a secu-
rity training program so that all end users be-
lieve they are learning something new, and that
imparts the skills and knowledge necessary to
keep company data safe (Robbins, 2004).

 

7. Connect Remote Users Securely

 

Many companies have mobile employees that
need to access the company’s intranet or net-
work infrastructure from a remote relocation,
such as the home. Virtual private network (VPN)
technology has been a tool to accomplish this
communication over the Internet through se-
cure tunnels, which contain encrypted data.
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The use of VPNs requires authentication to
identify legitimate users. Many companies uti-
lize a RADIUS server for this task in an attempt
to increase security and thwart hackers. Ac-
cording to our results, 38.9 percent of the
small businesses utilize VPN technology. An ad-
ditional 33.3 percent use Telnet (see Figure
10). Remote user access always has risks. In the
case of VPNs, which commonly use the Point-
to-Point Tunneling Protocol, there is no mes-
sage-by-message authentication once a connec-
tion has been established. This makes it
possible for a hacker to insert a message into
the stream, although this is difficult to exploit
(Panko, 2003). It also requires the remote user
to access the Internet through an ISP and this
connection is usually not secure. Telnet is in-
herently not secure due to the fact that it sends
data that is not encrypted. Passwords will be
sent in clear text. Secure Shell (SSH) is increas-
ingly becoming a popular secure alternative to
Telnet.

 

8. Lock Down Servers

 

Management of servers is critical in today’s
world. Limiting what a server can do and what
it will allow is an effective way to protect this
crucial network component. First of all, limit-
ing exposure to the server is always a good
idea. Blocking ports that are not needed for op-
erations also limits exposure. One of our re-
spondents indicated that not locking down a
server resulted in overnight defacement of the
company’s Web site. Internet-facing servers
should also be hardened. Servers can also be
used to limit administrative privileges. Servers
can control PC operation and prevent users
who do not have administrative privileges from
downloading unauthorized programs. This is
an important tool that some companies have

utilized to limit vulnerability to viruses that at-
tach themselves in programs.

 

9. Implement Identity Services 
(Intrusion Detection)

 

Typically, an intrusion detection device is a net-
work appliance that sits on a mirrored network
switch port and inspects traffic between
switches in search of malicious bit patterns. It
uses statistical anomaly or pattern-matching de-
tection (Wexler, 2004). These systems can also
be host based. It is a good idea to use intrusion
detection systems along with access controls
because access controls alone can be fooled by
authorized yet malicious users (Liu et al., 2000).
According to the 2004 CSI survey, 68 percent
of respondents indicated the use of intrusion
detection systems and another 45 percent have
invested in the more proactive technology
called intrusion prevention (Gordon et al.,
2004). Our study indicates that only 50 percent
of small business respondents utilize such a
system.

In addition, 11.1 percent of the small busi-
ness respondents indicated they would not be
able to detect intrusion without physical evi-
dence; the majority of the respondents indicat-
ed that they would know, generally by log
review. Unfortunately, this is a reactive re-
sponse and damage may have already been ac-
complished. Reliance on automated software
and hardware solutions to perform such detec-
tions is evident among the small businesses in-
terviewed.

 

Summary of Security Measures/Best 
Practices in Small Businesses

 

Figure 11 shows how the small businesses in-
terviewed protect their computer networks
and infrastructure. It can be noted that the use
of anti-virus software and firewalls is compara-
ble to the CSI 2004 survey, which indicates
99 percent and 98 percent use, respectively.
Worth noting is the fact that less than two
thirds (61.1 percent) of our interviewed com-
panies utilize strong passwords. Not having
such a password system can allow a hacker to
gain access by exhaustive search methods or dic-
tionary attacks; the process takes anywhere from
a few seconds to a few hours (Panko, 2003). Also
worth noting is that less than two thirds
(61.1 percent) of these small busineses use auto-
matic patching. Businesses that do not use auto-
matic patching run the risk of missing a critical
update and potentially leave their systems open
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for the next round of attacks that will inevitably
come.

 

EMERGENCY ACTION PLANS: 
PREPARING FOR THE INEVITABLE

 

Emergency action plans (EAPs) are literally the
parachutes of afflicted businesses. In the event
of catastrophic damage to a system, including
data loss, the EAP can help recover lost infor-
mation. The depth of EAPs ranges from simple
backups of data held on floppy disks to com-
plete copies of working machinery available to
be built and in place within 24 hours. Recovery
of the system is targeted toward restoring the
system and data as quickly as possible. When
competing in today’s business world, time liter-
ally means money. Any loss of system usage
equates to a potential loss in revenue. Small
and mid-sized businesses are often most at risk
when disaster occurs because of limited
amounts of money to spend on data backups or
off-site recovery facilities (Stevens, 2003).
While simple backups are a start, they are just
a part of the emergency action plan. Some

45 percent of small businesses without an EAP
shut down immediately after a disaster. Within
one year of the damage, 80 percent of small
businesses are no longer in business; and after
two years, 90 percent have shut down (Vasaris,
2004).

Of the small businesses interviewed,
16.7 percent responded that they did not have
an EAP. Another 33.3 percent stated that the
one in place at their company was not ade-
quate (see Figure 12). Respondents indicated
that it was either not written out, not fully im-
plemented, or otherwise incomplete. Consid-
ering this, even something as simple as a floppy
disk backup could be considered an EAP. A
company’s information is precious and any
plan for restoring lost data is better than no
plan at all.

Whatever a company’s EAP consists of, it
should be tested regularly to ensure it is up-to-
date and spans all business processes. It should
be administered by a high-level officer in the IT
department and should be timed and document-
ed. Ideally, the IT staff would not be informed

 

FIGURE 11

 

In-Place Security Measures
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prior to the drill to provide a real sense of ur-
gency. In addition, one might consider taking
the opportunity to perform penetration testing
and virus vulnerability testing at the same time.

There are many options to consider for an
EAP. Many small businesses choose tape back-
ups of their servers. This provides an easily ac-
cessible copy in case a loss of system
information occurs. Many tape copies are held
on-site and within reach of the system adminis-
trator. The drawback to this, however, is that
magnetic media is not 100 percent stable. Tape
can break down over time and memory leakage
can occur. Also, if the tape is introduced to a
magnetic source, then information integrity
can be compromised. Another problem with
on-site storage is that in the event of physical
building damage, such as a fire, all data will be
lost completely.

Another choice for an EAP is off-site data
storage. Usually, companies will provide a cer-
tified handler with copies of all the information
they wish to store and it is then transported to
an off-site location. These are often climate-
controlled buildings that offer more security
than an individual company can provide. This
option helps minimize the risk of environmen-
tal factors that can reduce the amount of life of
unstable media. The main drawback to this op-
tion is cost. Having to rent space from an out-
side agency can become expensive. An
alternative to this would be for the company to
purchase or build its own off-site location.
Again, this is an extremely expensive venture.

The most comprehensive EAP implement-
ed by those interviewed involved a contract
with a major IT industry service provider
(Hewlett Packard). Should there ever be a cata-
strophic event such as a fire, flood, tornado,
hurricane, or terrorist attack at either of the
company’s locations, the service provider will
dispatch a truck with a copy of all the equip-
ment used at that site plus an engineer to con-
figure it. The outsourcer guarantees that the
site’s abilities and data will be replicated within
24 hours. When asked about costs, the compa-
ny representative responded by saying that
their current EAP contract was cheaper for
them than operating or renting an off-site stor-
age facility.

 

SUMMARY AND CONCLUSIONS

 

The threats all businesses must face, both small
and large, are not going away. In fact, as the
complexity of threats increases, so does intru-
sion identification. With hackers sharing

knowledge, and the new generation of “script
kiddies” that have resulted from it, wreaking
havoc on networks and global infrastructures is
becoming easier by the day. In the next five
years, viruses in blended and advanced forms
are expected to continue to have a large-scale
impact on businesses (Robbins, 2004). Apathy
has also been cited as a primary reason for se-
curity risks increasing. Companies therefore
need to invest in employee awareness and es-
tablish a set of company policies to govern In-
ternet, e-mail, and computer asset use and
configuration.

Despite not having the highly paid exper-
tise of a large department of IT professionals,
these smaller businesses are functioning with-
out major setbacks. We found that the small
businesses in this study are adequately keeping
up with the best market practices for computer
security but there is room for improvement. In-
ternal employees were identified as presenting
the biggest threat to data security; this leads to
an increased need for providing security train-
ing and awareness to end users — a need that
is not always covered in the company budget.
Other areas of concern identified were pass-
word policies, insecure methods of remote ac-
cess, and a relatively easy to moderately easy
way to gain a picture of the company’s network
infrastructure. Another disturbing finding was
that 16.7 percent of the small businesses did
not have an Emergency Action Plan (EAP) in
the event of system failure or attack, and that
another one third of those that responded did
have an EAP but indicated that the plan was
currently inadequate.

All of those interviewed had a firewall in
place, as well as e-mail virus scan protection.
However, many of those interviewed conveyed
the perception of being at “low risk” for exter-
nal security violations, and 16.7 percent indi-
cated they felt there were no security threats to
their business data — this, despite the fact that
over half indicated getting a picture of the com-
pany infrastructure would not be difficult for a
would-be hacker. This perception of being a
“low-risk” or “no-risk” target for security intru-
sion may keep small businesses from imple-
menting more and better security measures,
such as software to detect malware or spyware
and automatic patching.

Historical studies have indicated that small-
er businesses typically engage in fewer deter-
rent efforts than larger companies (Kankanhalli
et al., 2003). However, as stated previously, in-
trusion detection is getting more difficult.
Smaller companies may not be aware of their
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current and future system exploitations. With-
out dedicated staff to monitor logs and alerts, it
can become increasingly difficult to detect in-
trusions without a visible or physical problem
to alert managers. With only hardware and soft-
ware solutions to detect intrusions, smaller
companies are relying on the developers of
such products to protect their company inter-
ests and assets.

Small businesses have also become increas-
ingly vulnerable with the widespread use of Mi-
crosoft platforms and reliance on Web-based
applications for online market benefits. Both
are major targets for future exploits. The devel-
opment of an EAP to deal with the inevitable in-
trusion is paramount, as it can reduce the costs
and risks associated with system downtime by
quickly responding to the incident in a planned
manner. Unfortunately, the need for a viable
EAP often does not become apparent until after
disaster strikes.

 

USING THESE RESEARCH FINDINGS

 

Despite the relatively small number of compa-
nies interviewed for this study, small business
practitioners and consultants are encouraged
to use the findings presented here to compare
to the security practices of specific companies.
In addition, the results presented here could be
used to create a survey instrument to collect
data from a wider variety and larger number of
small companies. Additional company data that
might be useful in understanding security risks
and practices includes whether the small busi-
ness has a Web site and what critical functions
they rely on it for. It would also be beneficial to
capture the types of connectivity used for their
basic business functions, such as the Internet,
intranets, and extranets used for contact with
suppliers and vendors.

Other related areas worth studying include
the development of a company policy to gov-
ern the use of computer assets, as well as deter-
mining the best way to approach security
training for diverse groups of end users. Finally,
future research on security in small companies
might examine whether small companies in
different industries address IT security com-
plexities differently.
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