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reported. Everyone in the staff meeting had had a good laugh about turn-
ing each other in the next time any two of them came through the door
together. But now she was beginning to understand the seriousness of the
bulletin.

Amy turned around quickly, to head back into the lobby, and found her-
self face-to-face with the blond man. “Excuse me,” she said. The stranger
stepped back to let her pass and then continued down the hall. Amy picked
up the lobby phone and dialed the number for building security.

“Security,” a voice answered.

“Hi, Amy Windahl here. I work in the IT Department on the second
floor. I just had a stranger tailgate into the second floor offices. Do you guys
want to check it out?”

““Yes, ma’am. We have someone on the floor already. I'll have him meet
you in the lobby in two minutes,” said the security dispatcher.

When the security officer appeared, Amy said, “He went down the hall,
toward the programming offices. He’s tall, heavy, has green slacks, a tan
shirt, a leather jacket—oh, and he has blond hair.”

The guard said, “Wait here. If he comes through here without me, call
dispatch at extension 3333. I'll be right back.”

Amy sat down in the chair by the phone. After three or four minutes,
she saw the blond man walking briskly toward the doors. The guard was
right behind him. As the stranger opened the door, the guard called out,
“Sir, please stop. I need to speak with you. What’s your name?”” Before the
blond man could answer, the elevator opened, and two more guards came
into the lobby.

The stranger responded, ““Alan Gaskin.”

The guard asked, “What’s your business here?”’

“Just visiting a friend,” said the stranger.

“And who would that be?” the guard asked.

The stranger looked a bit surprised, and then said, ““Uh, William Walters,
uh, in the Accounting Department, I think.”

The guard reached for his wireless handheld terminal and punched a
few buttons. Then he said, “Mr. Gaskin, there are no employees with that
name working here, in Accounting or any other department. Do you want
to try another answer?”’

The stranger looked a little confused and took a few steps toward the
stairwell. But the other two guards moved up and cut him off. As the guards
took the blond man by the upper arms to keep him from escaping, a brown
paper bag dropped to the floor from under his jacket, it contents spilling
out on the carpet. Amy saw several office badges, a watch, two PalmPilots,
and several cell phones.

The first guard immediately radioed dispatch. “Contact the city police
and advise them we have a trespasser. We will press charges.” The other
guards led the man toward the elevators, while the first guard told Amy,
“You need to call your supervisor and tell her you will be delayed. We have
to take a statement from you.”

Amy walked into her office cubicle and sat down. The entire episode
with the blond man had taken her over two hours. Plus, the police officers
had told her the district attorney would also be calling to make an
appointment to speak to her, which meant she would have to spend even
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more time dealing with this episode. She hoped her managér wo
understand.

-

1. What security awareness and training documents and posters seem o}
have an impact regarding this event?
2. Do you think Amy should have done anything differently? What?

Politics

Kelvin Urich arrived early for the change control meeting. Sitting in the=
large conference room, he reviewed his notes and then flipped through the
handouts one final time. After the meeting last week where the technicat:
review committee members approved his project plan, he felt he had 2
tight, well-ordered project plan. i

Once this meeting was over, he knew that the series of change requ ests
this project would generate would keep the technical analysts across t&
company busy for months to come. He was hopeful the scope and scale &
the project, and the vast improvement it would bring to the SLS inform i
tion security program would inspire his colleagues. At this moment, he f&
everything was under control. His handouts were loaded with columns &f
tasks, subtasks, and action items. He had assigned dates to every actiom
step, and he had also already assigned which people would implement each
required task. -

Naomi Jackson, the change control supervisor, also arrived a few min-
utes early. She saw Kelvin and gave him a nod as she placed a stack of 1
revised agendas in the middle of the conference table. Everyone attending
had received the detailed report of planned changes the previous day. Char-
lie Moody came in, also nodding to Kelvin, and took his usual seat. ]

Once the room filled, Naomi said, “Time to get started.” She picked ug ‘
her copy of the planned change report and announced the first changs
control item for discussion, Item 742. L

One of the members of the UNIX support team responded, “
planned.” This short statement meant to all of the regular attendees that 4
this item was a routine maintenance check that was going to happes
in the upcoming planned maintenance window—that is, next Sunday
afternoon. : : 1

Since no one else said anything, Naomi continued down the list im
numeric order. Most items received the response, “‘As planned,” from the =
sponsoring team member. Once in a while, someone answered “Cancelled”
or “Will be rescheduled,” but for the most part, the review of the change
items proceeded as usual until they came to Kelvin’s group of change
requests for information security. ' .

Naomi said, “Items 761 through 767. Kelvin Urich from the security
team is here to discuss these items as a package with the whole change con=
trol group.” ;

Kelvin started by sending his handouts around the table. He waited, 2
little nervously, until everyone had a copy, and then began speaking: “I'm
sure most of you are already aware of the information security upgrades we
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have been working on for the past few months. We've created an overall
strategy based on the revised policies that were published last year and a
detailed analysis of the threats we face with the systems we have. Since
becoming project manager, I have created what I think is a very workable
plan. First, the seven change requests on the list today are all network
changes and are all top priority. I have more changes planned for coming
weeks and I will be sending each department head a complete list of all
planned changes and the expected dates. Of course, detailed change
requests will be filed in advance for these change control meetings, but
using the master list, each department knows what is coming up next. As
I said, there are more changes coming, and I hope we can all work
together to make this a success.” He looked at Naomi to indicate he was
finished.

“Uh, comments or questions?”’ asked Naomi.

Instantly six hands shot into the air. All of them belonged to senior tech-
nical analysts. Kelvin realized belatedly that none of these analysts were on
the technical review committee that had approved his plan last week. He
noticed also that half the people in the room, like Amy Windahl from the
user group and training committee, were busy pulling calendars and PDAs
out of briefcases and bags, and that Davey Martinez from Accounting was
engaged in a private but heated discussion with Charlie Moody, Kelvin’s
boss. Charlie did not look pleased.

Above the noise, Kelvin heard someone ask, “Who does he think he is to
dump this much work on us all at once?” Someone else was heard to say,
“This isn’t going to happen on this schedule.”

This sudden state of chaos during an otherwise orderly meeting made
Kelvin realize that his plan was not as simple as he’d thought. He braced
himself—it was going to be a very long afternoon.

Later, Kelvin was in Charlie’s office to discuss the change control meet-
ing that occurred earlier that day. Charlie looked across his desk at Kelvin,
who was absorbed in the sheaf of handwritten notes from the technical
review meeting.

“So what do you think?”” he asked.

“I think I was blindsided by a bus!” Kelvin replied sheepishly. “I thought
I 'had thought the project plan and the change management impacts
through, but everyone acted as if I had threatened their job.”

“In a way you did,” Charlie stated. “Some people believe that change is
the enemy.”

“But these changes are important.”

“I agree,” Charlie nodded. “But successful change usually occurs in
small steps. What's your top priority?”’

“All the items on this list are top priorities,” Kelvin stressed. “I haven’t
even gotten to the second tier.”

“So what should you do to accomplish these top priorities?”” Charlie
asked.

“I guess I should reprioritize within my top tier, but what then?”

“The next step is to build support before the meeting, not during it.”
Charlie smiled. “Never go into a meeting where you haven’t done your
homework, especially when other people in the meeting can reduce your
chance of success.”









