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Random Widget Works

immediately.” He turned to Stan, his assistant, and said, “Please have new
covers that label this plan as ‘Confidential’ prepared by noon today, and
have one of your people replace each cover with the revised, properly
marked cover before the end of business today.”

1. Create definitions of “Confidential,” “Sensitive,” and ‘‘Public” for
RWW. Create a list of examples of documents that should be labeled
with each classification.

2. Design a labeling scheme (cover sheet, stamp, or other scheme) to

associate with this classification system.

Incident Responsel

A week after the strategic planning meeting, Iris was just finishing a
draft of the information security strategic plan. Satisfied with her progress
thus far, she activated the calendar on her desktop computer and began
reviewing her schedule, hoping to find a good day and time to meet with
Mike about contingency planning. During their last luncheon, her friend
Charlie had warned her not to let too much time pass before addressing the
issue again. She knew he was right. It simply wasn’t a good idea to put off
discussing such an important project until the end of the month, as Mike
had suggested during last week’s strategic planning meeting. Having a plan
in place in case of an emergency just made good business sense, even if
planning for the unexpected was not perceived as a high priority by many
of her management peers.

Suddenly, the building’s fire alarm went off. Heart pumping, Iris left her
office. With or without a contingency plan, it was her responsibility to
assess this situation as quickly and as safely as possible. Was there an inci-
dent? A disaster? Or was it simply a false alarm? As she quickly moved
down the line of cubicles, Iris called for everyone who had not yet left the
floor to leave by way of the nearest exit. Then she rushed to the floor’s fire
control panel, which was located in the elevator lobby. A blinking light
showed that one heat-sensitive sprinkler head had been activated. Iris
waited a moment to see whether any other blinking lights came on. None
did, but the existing light stayed on. It seemed that she was dealing with an
incident, and not a disaster.

She headed down the hall to the place shown on the fire panel where
the sprinkler had been triggered. Hearing voices coming from the break
station, Iris turned the corner, and saw Harry and Joel from the Account-
ing department. Their offices were located right next to the break station.
Harry was inspecting what had once been the coffee pot, while Joel held a
fire extinguisher. Both were wet and irritated. The room smelled of
scorched coffee and was filled with smoke. To her relief, there was no
more fire.

“Is everyone all right?"’ she asked.

“Yeah,” Harry replied, “but our offices are a mess. There’s water
everywhere.”

Joel shook his head in disgust. “What a time for this to happen. We were
just getting ready to finish the quarterly reports, too.”
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“Never mind that. As long as you're both okay. You guys need to make
trip home so you can get changed .. o

Iris was interrupted by Mike Edwards, who had just joined them. “What
happened?”’ he asked. ,

Iris shrugged. “It's a minor incident, Mike, everything’s under controk
The fire department will be here any minute...”

“Incident? Incident?” Joel said in dismay as he pointed at his desk.
where steam rose from his soaked CPU, and a pile of drenched reports lit=
tered the floor. “This isn’t an incident. This is a disaster!” ‘

Iris tried not to smile. She explained, “Of course, it isn't technically @
disaster, but I understand what you mean. How much information is
lost?”

Joel looked at her in dismay. “‘Lost? All of it! We had just saved the report
and sent it to the department print server!” :

Iris asked, “Where did you save it—to your local drive or to the depart-
ment share?”

Joel tried to remember. “] think it was to the G: drive. Why?”

“Well, the G: drive ison a machine at the end of the hall, which doesn't
have a water-based fire suppression system. It’s probably fine. And if you
did save it to your local drive, there’s about an 80% chance we can get it
anyway. I doubt the water damaged the hard drive itself.” Iris continued, -
«We were lucky this time. If the fire had spread to the next room, the paper
file storage could have been destroyed.” f

1. Extrapolate on the case. At what point could this incident have been
declared a disaster? What would Iris have done differently if it had?

2. Identify the procedures that Joel could have taken to minimize the
potential loss in this incident. What would he need to do differently
in the event of a disaster, if anything?

Human Resources 1

Iris was returning from lunch when she ran into Susan Weinstein, one
of RWW’s best account executives, who was accompanied by a man whom
Iris did not know. Susan introduced him as Bob Watson, a prospective cli=-
ent. As they were chatting, Iris noticed Bob’s distracted demeanor and Sus-
an’s forced smile and unusually stiff manner.

“We didn’t get the account,” Iris realized.

A few minutes later, she saw why the meeting between RWW!'s account
executive and new client did not go well. In the cubicle across the hall from
Susan’s office, two programmers Were having lunch. Tim had his feet
propped up on the desk. In one hand was a half-eaten hamburger; in the
other, he held several playing cards. John had made himself comfortable by
taking off his shoes. Next to his elbow was an open container of coffee,
which he had placed in the open tray of the PC’s CD-ROM driver. On the
desk between the two employees was a small pile of coins.

Iris went into her office and pulled the company’s policy manual off
the shelf. She had already become familiar with RWW’s policies, but for the
next steps she had in mind, she needed specifics. As she read the sections
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Later that day, lris dropped by Mike’s office to discuss her planning
responsibilities. This duty was not something he had briefed her about yet.
Mike apologized, “p'm sorry, Iris. 1 meant to spend some time outlining
your role as security manager. I'm afraid I can’t do it this week; maybe we
can start next week, by reviewing some key points I want you to make sure
are in your plan.” '

The next day Iris and Charlie Moody had planned lunch. After they
ordered, Iris said, “We just started on our strategic planning project and I'm
developing a security strategic plan. You know, I've never worked up one of
these from scratch before. Got any good advice on what to look for?” ;

Charlie responded, “Sure. Coincidentally, when we're finished eating,
[ have something for you in my car that might help.”

After they finished lunch, the pair went out to the parking lot. Inside
Charlie’s trunk were two cardboard boxes, marked “BOOKS.” He opened
one and rummaged around for a few seconds. “‘Here,” he said, handing her
a textbook.

Iris read the title out loud. “Strategic Planning.”

«This one is from a planning seminar | did a while back. I have a later
edition, but there really isn’t much difference between the two. I was clean-
ing out some of my redundant books. 1 was going
Jibrary book sale. It’s yours if you want it. It might help out with your
planning project.”’

Charlie slammed the trunk shut and then said, “Read over the first few
chapters——that'll give you the basics. Then sit down with your planning
documents from corporate management and from IT. For ecach goal of the
CEO and CIO you can identify, think about what your department needs to
do to meet it. Then write up how you think the company as whole and
your team in particular could satisfy that objective. Once you've listed the
objectives and a way to meet them, you can g0 back and describe the
resources you'll need to make it happen.” Iris said, “That’s it?”’ '

Charlie shook his head. “There’s more to it than that, but this exercise
will get you started. Once you reach that point, I can share some of what
I know about how to frame your plans and format them for use in the plan-
ning process.” '

During the Random Widget’s CIO strategic planning meeting. . .

CIO Mike Edwards discussed and expanded upon the details of how the
Information Technology division would enable RWW to achieve each of its
strategic goals. As he was finishing his review of the document, Mike made
a crucial point: “Make sure you don’t let this planning document get out.
These documents are not to leave the building.”

Iris asked, “Shouldn’t they be labeled ‘Confidential’ then?”"

“What do you mean, Iris?"” Mike asked.

Iris replied, “I've been working on a data classification scheme for RWW
along with the systems administrators. We have a draft that uses three data
classification levels for the company. Every piece of information in the
company is categorized as ‘Confidential,’ ‘Sensitive,” or ‘public.” This docu-
ment should be clearly labeled ‘Confidential’ to prevent it from being
released by mistake.”

After a moment’s thought Mike exclaimed, wpxcellent! Please send
copies of the draft data classification scheme to all department heads









