
 

 How do “hackers” get into computers 
and my network! 

 
 

NetWitness found  hackers get into corporate networks 
by enticing employees to click on contaminated Web 
sites, email attachments or ads purporting to clean up 
viruses.  (Wall Street Journal Feb, 2010) 

 

Bottom line – without someone actively installing - 
browsing the internet on the PC you won’t get a virus. 

 
 
 

 

Some Q&A: 

Our Vision . . .  
 Your Experience 

   

 

It’s Revel Digital –  
 ‘the’ digital signage platform tm 

Security 
 

A uniquely secure platform solution! 

 

 Inbound Traffic 
 

All Revel Digital media player devices have no inbound communications. 
 
 
 

 FireWall 
 

The media player’s firewall is configured to immediately deflect any inbound connection 
attempt. 

 

NOTE: This alone eliminates over 99% of the methods and probability of attack. 
 
 

 Player Communication 
 
 

All communication is outbound from the media player directly to the Revel Digital portal server. 
 
 
 

 Player Connectivity 

 
 

The player communicates with the Revel Digital portal using standard HTTP ports and using 
standard HTTP protocols which is no different from any web browser on a secure network. 
 

 

 Malicious Content 
 

The content being played (video, images, youtube, etc) is rendered within the .NET application 
framework used by Revel Digital, thereby sandboxing (securing) the application and 
inherently preventing any form of malicious code from affecting the underlying operating 
system or hardware. 

Security  OverView: 

 How about if I put a password on the system? 
    Then your player won’t play – the system should not be altered in any manner – doing so will hamper the 

operation of Revel Digital.   Not to mention it does nothing for security other than lock up your keyboard (which 
isn’t attached) 

 
 

Please consult the Revel Digital team BEFORE altering the Revel Digital media player. 
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