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Product Requirements Document— Phoenix FailSafe™ with Intel® AT 2.0

1 Scope of the Document

This document describes the baseline phased product requirements of Phoenix FailSafe™
combined with Intel® Anti-Theft technology. All items and contents described in this document
are subject to change based on negotiations with Phoenix engineering and OEM feedback.
Typically final implementation details are addressed in a Functional Specification.

This document covers proposed new product requirements, for coverage on how features work
please see the FailSafe User Guide.

2 Product Overview and Features

FailSafe™ is an Saa$S (Software as a Service) offering from Phoenix Technologies Ltd’, that
provides the ability to protect, track, and remotely manage lost or stolen desktops, notebooks
and netbooks.

3 Adding Intel® Anti-Theft Functionality to Phoenix FailSafe™

The latest Centrino® processor technology based notebooks include Intel AT. OEM vendors
currently supporting Intel AT are: Lenovo, Fujitsu, Acer, Asustech and Panasonic- all as Enterprise
plays. Dell at the September 24, 2009 IDF announced that they would add Intel AT support for
Consumer.

3.1 Intel AT Core Schedule

2009-2009 2010
Business vPro only Core with vPro
Consumer Corei3
Core i5
Corei7

3.2 FailSafe with Intel AT Block Diagram

Similar to FailSafe Intel AT has a client, server relationship. There is an Intel AT Authentication
server that does license validation that sits behind the FailSafe server and there is a firmware
portion to the client Intel® Manageability Engine (Intel® ME) integrated into the chipset. The
host embedded controller interface (HECI) allows the host OS or BIOS to communicate directly
with the ME.

Phoenix Technologies Ltd.
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Since Intel AT is designed into the laptop's chipset, the FailSafe anti-theft capabilities are more
protected from tampering. Intel AT is a set of hardware based security building blocks to protect
a computer when it is lost or stolen.

4 Feature/Capability Priorities and Phasing

4.1 Phase 1: AT 2.0 Baseline and User Experience

4.1.1 Phase 1 Timing
The target GM timeframe for phase 1 is end January 2010.

To support this phase 1 timeframe requirements are narrowed as Dell Consumer as the
target customer for AT 2.0 phase 1.

4.1.2 Consumer Users

4.1.2.1 Require minimum complexity on passwords (Core PRD)

Password must be at least 6 characters long and contain at least one of each of the following:
e Uppercase letter
e lLowercase letter

e Special character or number

The characters " (double quote) and ' (single quote) are not allowed in passwords.
Password may not contain your username.

4.1.2.2 Reduce Vulnerabilities (Ph 2)

Phoenix Technologies Ltd.
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4.1.

Provide the ability for FailSafe with BIOS or Intel AT to generate a new unlock code. This
closes vulnerability and also enables the OEM to ship the FailSafe disabled system to the end-
user for enablement via call back to the OEM with confirmation of payment.

3 Client Features

4.1.3.1 Client state audit trail

FailSafe captures the last maximum number of events and forensics from the Intel ME if AT
enabled

4.1.3.2 Kill Timer “KTimer”

Feature to set a default time of 5 minutes before the computer bricks to allow for emergency
retrieval of files, erasure of files.

4.1.4 Consumer Server Features

4.1.4.1 New Alerts Tab (maybe Ph 1)

Below the “Agent Uninstall Alert” add optional support for automatic notifications for “at
risk” devices via automatic email and Ul notification that a devices. Default should be Enable
for each.

Proposed new Alerts are:

e {device name} about to execute disable command
o {device name} 7 or less days until DTimer expiration

4.1.5 FailSafe Consumer Ul Web Portal Changes

4.1.5.1 New Introduction Tab

In the data section (left column) of the video the following text needs to get replaced, “FBI
reports that ... never recovered” with new text, “A laptop is stolen World-wide every 53
seconds” to make it less US centric. This new text is the same font size and type as preceding
text. No change to voice over required.

Phoenix Technologies Ltd.
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FailSafe¥

Protgut yoursel’
Sign In Introduction Support

Welcome to FailSsfe

AT RISK!

Klle

Avout Proentc -
phossi )

In the disable section of the video has two text areas- one in the left column and the other in
the right center section point #3“Password Protected at BIOS Level” that need to get
supplemented. For both text areas the new text should read, “Password Protected at BIOS
Level and/or Intel® Anti-Theft firmware level.” This new text is the same font size and type as
preceding text. Intel Corporation needs to approve these Ul proposals. No change to voice
over required.

@ FailSafe ¥

Protuut yourssll
Sign In Introduction Support

Welcome to FailSafe

FailSafée”gives you various options
when disabling a lost/stolen system -

1) Disable and Display a BIOS Message
2)Ci of
3) Password protected at BIOS level WSTEA/

L)

Kl

4.1.5.2 New Disable Tab

The logic should be that if the FailSafe system check identifies an Intel AT enabled computer
AND the OEM package supports Intel AT then the Intel logo and “Intel® Anti-Theft
Technology Enabled” will appear to the right of the “Display unlocking screen” disable. This

Phoenix Technologies Ltd.
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new text is the same font size and type as preceding text, but in blue font. To sum up if AT is

enabled no BIOS will be used for disable.

Intel Corporation needs to approve these Ul proposals.

Fail Safe»

v YU
Home Account Introduction Support

Jacques Lemieux

Jack1 —

[ .- Activate Theft Protection Options
Disable Laptop =
jack
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— : i
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ErasefFiles -

4.1.6 TCP/IP

4.1.6.1 Enroliment

phogaix )

Support for basic AT enrollment if the OEM platform and package supports Intel AT.

4.1.6.2 De-enrollment or Un-enroliment

Authorized vendors can un-enroll a computer from theft management service for

repair purposes. See Breakfix section below.

4.1.6.3 Rendezvous

Support for AT-based timer which triggers a policy based response when computer
fails to check in after 24 hours. Rendezvous works whether PC is online or offline

4.1.6.4 Enhanced DTimer support (Time to Disable for FailSafe)

Phoenix Technologies Ltd.
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4.1.6.5

The FailSafe client can be put into a state that optionally disables the DTimer
concept. Default setting is DTimer is on for typically 30 days.

Non-support of Montevina AT 1.0

FailSafe will provide EFI SDK based 3rd party or Phoenix Bios and will use Phoenix Benton2
based reference BIOS (Calpella based) for OEM/ODMs. Intel AT 1.0 will not be supported.

4.1.7 FailSafe Disable Ubiquity

One disable tab for BIOS AT, WOC (future) depending upon which is more secure and
part of the OEM’s package.

4.1.8 SMS (Ph2)

4.1.8.1

4.1.8.2

Assert stolen

When the computer has 3G modem a deactivation code can be sent through SMS
message. FailSafe supports remote administration and set up of the mobile device.

De-assert stolen

When the computer has 3G modem a reactivation code can be sent through SMS
message.

5 Phase 2: SMS, SDK and EUI

5.1.1 SMS

5.1.1.1

Notifications

When the computer is flagged in the central server rapid notification can be sent by
SMS to the server if computer is connected to a 3G modem. This is a two way
communication- FailSafe can send a instant remote notification via SMS to a paired
mobile device.

5.1.2 Client utility

A server push based utility that determines whether the device is FailSafe installed

5.1.3 Support for LiveTrace

Live trace is a feature that allows us to pull full debugging trace streams from a client
device to the servers via our secure channel

Phoenix Technologies Ltd.
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5.1.4 New state “secured”

This is the state of a device that is returned to the user and locked in a room or shipped
overseas.

5.1.5 Enterprise Server Features

5.1.5.1 New Reports Tab

Add to this section the ability to support for automatic notifications for “at risk” devices via
Ul notification and automatic email to the appropriate administrator that a device is:

e {device name} about to execute disable command

o {device name} 7 or less days until DTimer expiration

e {device name} outside a geo fence list

e Login time in PBA module before boot for {device name} exceeds threshold
e {device name} PBA Login Timer

e {device name} PBA Login Failure

e {device name} AT module may have been tampered with

Welcome PhoenixDemo |LOG OUT

I Home Account
Search Device: Groups Devices Policy Management User Management Maps
[

Advanced Search
Signal Profile Inciudes first and last signal data and the total number of signals in various time periods

Browse Groups Inactive Devices Displays a list of devices that have not sent any signalin the past| 15d2yE) |V

Phoeno:Demol Computer Name User Name Date L ANAVAN) o

TesT-FC VALUE 2 722
CARY-H-21281 mark_gly 750
|XP32BITIMAGE localadmin 20

5.1.5.2 Enterprise Ul Disable Tab

Remove AT-p Disable tab and collapse all disable functionality under one Disable
tab.

Also remove Encrypt and Encrypted Volume tabs and contents until these features
are supported.

Phoenix Technologies Ltd.
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The logic should be that if the FailSafe system check identifies an Intel AT
enabled computer AND the OEM package supports Intel AT then the Intel logo
and “Intel® Anti-Theft Technology Enabled” will appear to the right of the
“Display unlocking screen” disable and to the right of the “Sound alarm and
display alert” disable. This new text is the same font size and type as
preceding text, but in blue font. Intel Corporation needs to approve these Ul
proposals.

New Disable Request

Unlock Key: 1445247510572401 (To unlock disabled FC)
Select Disable Option:

@ Display unlock key ;inbel) 12192 fn§-TheaTecmologyEs

Custom Messags:

(Accepts alphanumeric characters only)

¢/ Save Reguest #ose Window

5.1.6 Super Enterprise Admin
5.1.6.1 Creates Enterprise Users

Support for the creation of Enterprise Administrator users and assigned group
access

Support for an administrative audit trail that captures the last 1000 events and
forensics from Failsafe and the Intel ME if AT enabled

Phoenix Technologies Ltd.
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5.1.6.2 Enterprise Administrator
Support for the creation of administrator users and assigned group access
5.1.7 Admin
5.1.7.1 Tiered management
Support for tiered hierarchical policy control of devices within their groups control

5.1.7.2 “Panic Button” Feature

Pre-established, templated policies to perform automatically before kill pill
delivered. Examples would be a corporate password or VPN profile file retrieve or
erase before disable is executed.

5.1.7.3 Web facing login’s requirement DoS attack “image” be used

To prevent DoS and DDoS attacks to FailSafe requirement is to support a Login like
the example below.

Tz

Please type the text you see in the above picture

I Submit Reset

please hit refresh/reload to view another image

5.2  BIOS EFI SDK Toolkit

Phoenix provides a BIOS Software Development Kit (SDK) to enable integration of the FailSafe
BIOS binary files into third-party EFI BIOS. Here are the main concepts of FailSafe EFl SDK:
e Seamless integration of FailSafe BIOS functionality in the BIOS of third-party BIOS
vendors
e Self-sufficient Porting Guide on how to integrate the FailSafe BIOS binaries into 3"
party codebase;
e Sample reference implementation
e Automated EFI shell tool to validation implementation
e Support for SMS needs to be added in phase 1

5.3 BIOS Integration Validation Tool

Phoenix Technologies Ltd.
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Phoenix provides FailSafe Validation tool to verify the BIOS integration and validate the Windows
runtime communication to the BIOS. Validation tool includes Phoenix CryptOSD installation
package and set of test cases to be executed on the target platforms.

6 Phase 3: FailSafe Windows Only Client (WOC) with AT 2.0

These requirements will be covered in a separate PRD

7 Phase 4: Enhancements and Staging for AT 3.0

7.1.1

7.1.2

7.1.3

714

7.1.5

7.1.6

7.1.7

These requirements will be covered in a separate PRD. Preliminary list of requirements are
in 7.1.x below.

BIOS support for SMS wakeup

When client is within the Geofencing and about to or has just been DTimered support for
a default” fuse” to delay lock

BIOS support for PBA

Full Disk Encryption

Need to understand the business case.
Volume Encryption

Need to understand the business case.
Data Access Disable

Intel added feature for PGP-based encryption key material to be escrowed in the chipset.
Key material can be deleted or hidden to protect data.

FailSafe Dashboard
Web Ul component intended to provide information about FailSafe status at a glance. It
provides for easy drill down to get more complete information. It also represents the

integration point for the data provided by all FailSafe, Intel AT, and any future 3" party
integrated components.

XML Support

FailSafe server will provide XML hooks to legacy and 3" party management tools

Phoenix Technologies Ltd.
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Il

8 Intel’ AT 1.0 and 2.0 Traceability Matrix

Phasing below represents first FailSafe support, it is assumed that all functionality and associated

Ul changes are carried forward to later phases for both CUl and EUI

Intel Platform Montevina Calpella PRD Section PRD Section PRD Section
Rendezvous Timer" X X 4.1.6.3

PC Tamper Monitoring1 X X 5.15.1

PBA Login Timer" X 5.1.5.1

PBA Login Failures’ X X 5.1.5.1

Remote Notification X 4.1.4.1

Instant Remote Notification™ X X (3G only) 5.1.1.1

PC Disable® X X 4.1.5.2

Data Access disable X X 7.1.5
Reactivation Password" (BIOS) X 4.1.5.2

Reactivation in PBA Module' X X 7.1.1
Remote Reactivation® X 4.15.2

Instant Reactivation Code™ X (3G only) 5.1.1.3

Customizable Reactivation Screen’ X 4.1.5.2

Service Un-enroliment’ X 4.1.6.2/12.1

Delivery Confirmation® X 41.4.1

Event and Audit Logs X 4.13.1

! Requires support by ISV like Phoenix
2 Requires the 3G PC Module with Intel AT capabilities, like the Ericsson* 3G card

9 Out of Box Experience (OOBE)

9.1 FailSafe Branding Guidelines for Installer and Web Server

OEM specific logo treatment, colors, messaging and terminology will be used only on the
introductory Installer window and the web-based login banner. The rest of the
windows/webpage’s will use the FailSafe generic template and “computer” terminology
consistent with the package used.

Phoenix Technologies Ltd.
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9.2 OEM Trial and Paid Flows

See below the FailSafe registration and activation process:

E

The user has following options to get the FailSafe Installation package:

e Computer comes with the pre-installed FailSafe Installer in case of Paid subscription;

e The user downloads the FailSafe Installation package from the FailSafe Server in case
of Trial;

When user initiates the installation FailSafe Server will get the MUID, Authorization Flag

(AF) from the BIOS, and Activation Key embedded in the FailSafe Installation package to

assign unique license key for the computer.

The user has to enter is a valid “E-mail Address” and “Create Password”

The user completes the FailSafe Installation and will get the License Key in the email.

The user is ready to access the FailSafe Server

9.3 Trial and Paid Installer Screens

9.3.1

New First Time Install Welcome

Phoenix Technologies Ltd.
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[OEM Specifictext here]

@ Fail Safe

Learn more

Learn More: Users will be directed to the appropriate FailSafe information at FailSafe server
(www.failsafe.com)

Start: Initiate the installation process.

9.3.1.1 Cancel Warning Window

No change to existing functionality. In case of user interrupts the installation process the
following screen will be displayed where users are presented with three options:

e No, thanks (will deactivate the Launcher)
e Remind Me Later
e Resume

@ FailSafe Setup

i-”'\'\ Your laptop comes with FREE 30-Day FailSafe protection.
.

Click Resume to activate FailSafe protection now?

No, thanks ] [ Remind Me Later ] ’ Resume

9.3.2 New Installer Status Window

This screen will be displayed if FailSafe is already installed.

Phoenix Technologies Ltd.
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14

Protect and Secure your computer with FailSafe.

@ Fail Safe
&/ Installed already

Learn more

Click Start to continue.

9.3.3 New FailSafe Installation Window

Protect and Secure your computer with FailSafe.

@ Fall Safe FailSafe helps you protect and

3Ccess your computer everywhere,
even when you don't have it in
your possession. FailSafe can
track, retrieve, and delete data
from your computer remotely.

Click Start to activate FailSafe on

your computer.
Syitem checking completed

Learn more

FailSafe conducts a system check to determine:
e if Intel AT is available if the OEM has an AT package
o first time or new installation
e supported BIOS available
e supported OS is available
e Internet connectivity

Based on the results of the system check the user will see the appropriate installer window

and/or warning window per the above flow.

Phoenix Technologies Ltd.
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9.3.4 New End User License Agreement Window

Safe

Protect yourself

Please review and accept the FailSafe terms of use before the registration:

PHOENIX TECHNOLOGIES LTD.

m) »

PHOENIX FAILSAFE™ SERVICE AGREEMENT

IMPORTANT: BEFORE YOU CLICK ON THE "ACCEPT BUTTON, PLEASE READ THIS SERVICE AGREEMENT
CAREFULLY AS IT CONTAINS THE LEGAL TERMS AND CONDITIONS THAT YOU AGREE TO WHEN USING
THE SERVICE. BY CLICKING ON THE "ACCEPT BUTTON, YOU (1) ACKNOWLEDGE THAT YOU HAVE READ,
UNDERSTAND, AND AGREE TO BE BOUND BY AND ARE BECOMING A PARTY TO THIS SERVICE

T AND (2) YOU T THAT YOU HAVE THE AUTHORITY TO ENTER INTO THIS
AGREEMENT, PERSONALLY OR ON BEHALF OF THE COMPANY YOU HAVE NAMED AS THE CUSTOMER,
AND TO BIND THAT COMPANY TO THESE TERMS. THE TERM “YOU™ REFERS TO THE INDIVIDUAL OR A
LEGAL ENTITY, AS APPLICABLE, THAT REGISTERS FOR OR USES THE PHOENIX FAILSAFE SERVICE. IF
YOU DO NOT AGREE TO ALL OF THE TERMS AND CONDITIONS OF THIS SERVICE AGREEMENT, OR IF YOU
DO NOT HAVE SUCH AUTHORITY, CLICK THE “DECLINE” BUTTON AND DO NOT USE THE PHOENIX
FAILSAFE SERVICE.

YOUR ACCESS TO AND USE OF THE PHOENIX FAILSAFE SERVICE IS CONDITIONED UPON YOUR
COMPLIANCE WITH THE TERMS OF THIS SERVICE AGREEMENT. A TRIAL OFFERING OF THE PHOENIX
FAILSAFE SERVICE MAY BE PROVIDED TO YOU FOR YOUR USE ONLY IN ACCORDANCE WITH THIS
SERVICE AGREEMENT.

ANY INFORMATION THAT PHOENIX OBTAINS ABOUT YOU OR OTHER INDIVIDUALS THROUGH YOUR USE

OF THE PHOENIX FAILSAFE SERVICE SHALL BE GOVERNED BY THE FAILSAFE PRIVACY POLICY LOCATED

AT http://www.failsafe.com/, AS MAY BE AMENDED FROM TIME TO TIME. BY USING THE PHOENIX FAILSAFE
SERVICE, YOU CONSENT TO THE COLLECTION AND PROCESSING (INCLUDING THE DISCLOSURE AND -

I accept the terms of the service agreement FailSafe Privacy Policy

Need to revert back to the non-Freeze hybrid EULA that is FailSafe only.

The Service Agreement displays. Review and accept the terms of the license agreement, and
then click Next to continue.

9.3.5 First Time Registration Window

Safe

Protect yourself

Complete the registration to create a new account. Existing FailSafe users click here

First Name* Last Name*
Address* City/Locality*
State/Province* Zip/Post Code* Country/Region*

( -

Phone Number

E-mail ID and password are required for the FailSafe Web Console.

E-mail* Confirm E-mail*

Password* Confirm Password*

* Required fields. Password must have minimum 6 charaters, 1 uppercase and 1 numeric.

No change to existing window- presented for flow continuity.

Enter information in the registration form, and then click Next to continue.
For Existing Users select “click here.” The following window displays.
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9.3.6 Existing User Registration Window

C\ Safe

Protect yourself

E-mail

Password

If you do not have a FailSafe account, click here to create one.

[T] Check this if you are transfering an existing license to this computer.

No change to existing window- presented for flow continuity.

9.3.7 New Success Window

@) FaiSafe

Protect yourself

Your computer is protected by FailSafe now.

An e-mail notification will be sent to your registered e-mail account
confirming your successful registration and installation.

< To Log into FailSafe Web Console, click here

10 FailSafe Uninstall Processes

10.1 FailSafe Uninstall

This section describes end-user initiated uninstall process. There is no Add/Remove option
provided to user to uninstall the FailSafe. The user will be able to download the Uninstaller
from the FailSafe Server and run it on the local machine. The Uninstall screen requires
FailSafe account information in order to uninstall the product.
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Challenge Window

Safe

Protect yourself

FailSafe is already activated on your computer. If you are trying to uninstall FailSafe,
please provide the username and password that is used for FailSafe Web Console. Note
that if you proceed with uninstallation of FailSafe, your laptop will no longer be
protected.

E-mail

Password

The user must input the user name and password created during the installation for a
successful uninstall.

The Cancel button will open a Cancel Warning Window. If the Installer shortcut is populated
because of HDD recovery (OEM factory image restore), then the shortcut will be removed.

Note: Authorization Flag (AF) flag is not removed after FS un-installation. This is protecting
from license misuse. The use case is where the user installs, uninstalls and tries to reinstall
before the term expires -- in this case we should validate AF during reinstall.
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10.2 Conversion Trial and Paid Flows

Instaler

<reen

User Response Condition
User Response

ye

Condition
System Response

10.2.1 FailSafe Consumer Server Login within the Product Upgrade

The user can “buy” or upgrade their package by buying within the product. The first step

is to login within the product via the Ul.

As discussed earlier in this document, OEM specific logo treatment, colors, messaging
and terminology will be used on the web-based login banner. The rest of the
windows/webpage’s will use the FailSafe generic template and “computer” terminology

consistent with the package used.

10.2.2 My Laptops

FailSafc®

Protect yourself

Home Account Introduction Support

Sign Out

Welcome Jacques Lemieux! You have 2 laptops protected by FailSafe.
Profile
My Licenses

My Laptops

Reports

Alerts

Upgrade now

phoenix J)/

No change to existing functionality.
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User selects on the Buy tab for trial-to-paid conversion and a FailSafe license upgrade

Selecting the Buy tab directs to the Shopping Cart.

10.2.3 Shopping Cart

e Wt §9 wa @

Language Town
Caary ks oy
sacraic was 0 wass

Carey:  Unndinus
craeimieaadon i g

) Paymentoptions

Flaaae choca o (g maeragion rave.
ac: currancy:

Zalncx payronce cgricn:

IS e R L e 2o e
o))

The shopping cart provides OEM SKU choices, including any available Intel AT SKUs after the
system check. Refer to OEM SOW or OEM contract for package details for the defined SKUs.
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21.1.3 Confirmation Page

Fail Safe”

Pratect yaurzall

Homs Account support Buy

) Mches'] P s
,'s:c\m‘ a (‘; SECURED @
g Sccwven

Thank you for your order.

% 1o 0 m0t receve ¥ SostmTMC wred Wom G, Slees Sheck your e, Bulk o juek med Ssiden [F o had e e
Barw o 157 o o cwe e i i G St Wy Srrmrteg Cur e

) Payment information

B L TR ———

@ Your Progucts

Cap Pt tee uery
D v Sede | Tew Comsme Vewon [

Vo scwne .
e rwarance. Vs s Scarse 3 mrams Koo 13 15 SeEe Tk hare = 52 e s e

Vo we mmemet = 8 e e et
The e eyt & VTLEL 32 3 o o0 33T

.| Your Recsipt

Faxse ve e kg ik 2 Sourices 1o recect

l T rour omst

T2 cown tn D3 N, “Acsoe Aot Sascer 3 newces I 14 €3 05 . Fse 23 e ralec. e Soirce 8 ree s (o

) Subscription Cancsiiation

5 vt 2 a5 BRI, s 10w the ik e

The Confirmation page provides an order confirmation with a reference number.
10.3 Licensing

With subscription term or trial expiration FailSafe will be uninstalled after a grace period.
Refer to Toaster alert section for details.

11 Toaster Alerts

There are six types of Toaster Pop-up alerts defined for FailSafe:
e “Try Me” alert
e  “Trial” alert
e “Expired” Trial alert
e “Annual Renewal” alert
e “Annual Renewal Expired” alert
e “Product update” alert
e “Promotions” alert
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11.1 Try Me Toaster Alert

This toaster alert is designed as a replacement or in addition to a FailSafe desktop icon.
General rules for all toaster alerts are that pop-ups will come up from the bottom right
system tray after a 60-second time delay to allow for Internet connections to load. The
popup duration is 30 seconds. The user can also close the toaster window by clicking the top
right box. If the product is uninstalled, then the customer will see no toaster alerts of any
kind. The user should only see the toaster after booting or once per day. The toaster
application will be full-screen aware. Upgrade should be the default highlighted button.

palsaie x|

Youare currently enjoying the benefits of FailSafe
protection free for 30 days {counter showing days
left}.

Once the 30 day subscription expires the FailSafe
application will be deactivated.

Click here to leam more about FailSafe

Dont remind me [ Cancel ] [ Upgrade

11.2 Trial Toaster Alert

This toaster will generate alerts at 25, 27, 28, and 30 days. The Trial product will stop
working after 30 days. Upgrade should be the default highlighted button.

FailSafe @

Prosect younelt

Your FailSafe trial has expired.

To continue to enjoy the security
benefits of FailSafe click Upgrade.

Click here to leam more about FailSafe

Dont remind me [ Cancel ] [ Upgrade

11.3 Expired Toaster Alert

The Trial product will not work, but the trial customer will get Toaster alerts at 15 and 20
days if the product is not uninstalled. The Toaster gets its date information from the FailSafe
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server. “Deactivate” is defined as a state where the server will respond, but with an empty
response. The “Upgrade” link directs the user towards to the FailSafe shopping cart, where
the user will see the list of full paid subscription packages. There should be no need for the
trial user to log in. After 21 days from the start of a trial subscription, the Expired Trial alerts
will stop being generated. The grace period is defined as the 5 days after the trial license
Expires. Upgrade should be the default highlighted button.

Protect younedt

FailSafe X

Your 30-day subscription to FailSafe computer theft protection is
about to expire in 2 days and will be deactivated upon expiry. Click
the Upgrade button below to extend your subscription.

Click here to leam more about FailSafe

Dont remind me [ Cancel ] [ Upgrade

11.4 Annual Renewal Toaster Alert

“Your annual FailSafe subscription will expire in {counter showing days left} days. Once the
FailSafe subscription expires, the FailSafe application will be deactivated.” The toaster will be
generated at subscription expiry less 26, 16, 5, 2 and 1 day(s). The product will stop working
after 375 days (365 + 10 days grace), but the customer can still browse the FailSafe Server.
After expiry of the subscription, the alerts will stop being generated. The “Renewal” link
directs towards the OEM or to the FailSafe shopping cart. Renewal should be the default
highlighted button.

failSale [X|

Your annual Failsafe subscription will expire in
{counter showing days left} days.

Once the FailSafe subscription expires the
FailSafe application will be deactivated.

Torenew or upgrade your subscription click
on the Renewal button below.

Dont remind me [ Cancel ] [ Renewal
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11.5 Expired Annual Toaster Alert

Expired” annual alerts begin after subscription expiration at 1** and 10" day, then 1 time
every month thereafter for 12 months if the product is not uninstalled. The “Renewal” link
directs towards the FailSafe shopping cart where the user will see the list of full paid
subscription packages. The “Don’t remind me” button will be shown after 1 month-12
months. Upgrade should be the default highlighted button.

FailSafe X

Frotect you nell

Your 14year subscription to FailSafe computer theft protection is about
to expire in 5 days and will be deactivated upon expiry. Click the
Upgrade button below to renew your subscription.

Click here to leam more about FailSafe

Dont remind me [ Cancel ] [ Upgrade ]

11.6 Product Upgrade Toaster Alert

The Product Upgrade toaster alert can be triggered by Phoenix for major product upgrades.
The toaster provides a link that directs the user towards the OEM FailSafe Packages on the
shopping cart, where the user will see the list of full paid subscription packages. Upgrade
should be the default highlighted button.

FailSafe @

Prosect youneit

FailSafe has found that upgrades are available
foryour subscription.

Tolearn more aboutthe enhanced version click
onthe Upgrade button below.

{Placeholderforserverpushedtexttoexplain
whatis includedin the upgrade}

Dont remind me [ Cancel ] [ Upgrade

11.7 Product Promotion Toaster Alert

The Product Upgrade toaster alert can be triggered by Phoenix for joint OEM/Phoenix
commercial programs. Learn More should be the default highlighted button.
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FailSafe
h(‘;x' l:}llu" @

{Server pushed text to explain what isincluded in the joint promaotion)

| Cancel || Leam More

12 Breakfix Scenarios

12.1 Prerequisites for the breakfix scenario support

With AT this is handled at the OEM level and only when the device is not in stolen state.
FailSafe Breakfix support remains the unchanged.

13 Localization

FailSafe Server, Installer, Documentation will be supported in the following languages:
e Japanese (not a Dell requirement)

e English
e French
e ltalian

e German
e Spanish
e Danish
e Dutch

e Finnish
e Swedish

e Norwegian

e Korean (not a Dell requirement)
e Simplified Chinese

e Traditional Chinese

e Brazilian Portuguese

14 Target Operating System Support

e Windows XP Home SP3+
e Windows XP Prof SP3+
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e Windows Vista Ultimate SP2+ (32-bit) and (64-bit)

e Windows Vista Home Premium SP2+ (32-bit) and (64-bit)
e Windows7 Ultimate (32-bit) and (64-bit)

e Windows7 Starter (32-bit) and (64-bit)

e Windows 7 Premium (32-bit) and (64-bit)

15 Target Browser Support

e Internet Explorer 7
e Internet Explorer 8

16 Third-Party Applications Support

16.1 Anti-virus coexistence

FailSafe Client modules are whitelisted in Trend Micro and McAfee. In the case of “high”
security settings, the user might be prompted to allow FailSafe modules to run. AV patterns
are updated automatically to cover a whitelist update for FailSafe entitlement and don’t
require additional actions form user.

16.2 Two-factor authentication solutions

Two-factor authentication, such as fingerprint authentication, will not impact FailSafe.

17 Documentation

FailSafe provides Online Help, Getting Started Guide, User Guide and FAQs on the FailSafe
Server

18 Technical Support

Technical support is contingent on OEM contractual terms and conditions and is outside the
scope of this doc. Typically it is covered in the contract or SOW.
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19 Competitive Matrix

Information about AT 2.0 needs to get added as we learn more about our readiness and the
specifics of Absolutes readiness.

Feature Set Phoenix Absolute

FailSafe Computrace
Consumer Complete

Remote BIOS based
Disable/Lock

BIOS Level HDD protection
Client Persistence

Intel AT 1.0 Disable using AT

Intel AT 2.0 Disable using AT
Reactivation (SMS, PDA)
Detect (Audit, Logs)
Custom Message

BIOS Client Features

Features IP Trace
GPS

Webcam

Remote Delete

Remote Retrieve

Wifi
Web Console Flexible Remote Policy
Enforcement
Try and Buy
Localization English,
Coverage French,

Italian,

German,
Spanish and
Portuguese
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20 Open Items

e Need to collect Ericsson WWAN card share
e Need to start 3 party engagement on SMS

e Absolute AT 2.0 competitive information needs to get added
e Need to identify target platforms for reference to OEMs/ODMs

21 Definitions, Acronyms, Abbreviations

AES Advanced Encryption Standard

AF Authorization Flag

AK Activation Key ( embedded in FailSafe Prelnstaller )

AR Application Router

AT Intel® Anti-Theft

BIOS Basic Input Output System

CryptOSD Phoenix Driver that provides communication between OS
and BIOS. WHQL certified.

CTO Configure To Order

DC Data Center

FE Front End Server

FSS FailSafe Server

Heartbeat Calling special APl in BIOS

MUID Machine Unique Identifier

NTFS http://en.wikipedia.org/wiki/NTFS

POST Power On Self Test

Saa$S Software as a Service

SDM Secure Data Manger (SDM) is Data storage in the BIOS

Signal Sending XML data to FSS

SKU Stock Keeping Unit

SMM System Management Mode

SMRAM System Management RAM

SN Unique Serial Number

Speke Simple Password Exponential Key Exchange (SPEKE) is a
cryptographic method for password-authenticated key
agreement
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