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Bid Response
Section 3: Data Communications Provider Mandatory Minimum Requirements
1.29 E-Rate Requirement

D-Link is an approved E-Rate Priority 2 service provider and has an active E-Rate program to
help schools and libraries navigate the process of getting funding and discounts.

1.30 Section 508 Compliant
D-Link will ensure all applicable websites and products are 508 compliant.
3.1 General Information
3.1.1 Equipment Offering
D-Link systems offers the following products requested for this contract:
5.2.2 - Networking Software
5.2.6 — Security
5.2.7 — Storage Networking
5.2.8 — Switches
5.2.9 — Wireless
5.3.1 - Services
3.1.2 Service Offering

D-Link’s customizable professional services and flexible advanced support options play a
significant role in driving the low TCO and high business productivity our total networking
solutions deliver. Combine the professional services you need to supplement and extend your
capabilities with the support levels required to meet your IT requirements.

Professional Services Include:
o Network Assessment
o Network Installation
o Network Security Audit
o Wireless Site Survey, Design, and Implementation
e SAN Storage Implementation

e |P Surveillance Site Survey, Design, and Implementation
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e Remote Consulting Service for Configuration and Installation

e D-Link 5-year Enhanced Warranty. Adds 5 years of next business day advance
hardware delivery with 9-to-5 phone support.

e Standalone Priority Phone Support. Per Incident 24x7 or Contract Period 9-to-5 or
24X7.

3.1.3 Insurance Requirement

D-Link maintains insurance coverage that meets all the requirements set forth in the WSCA-
NASPO RFP. Upon award of the contract D-Link will add the State of Utah and any other
Participating States as an additional insured on the policy. D-Link will provide proof of certificate
of insurance to WSCA-NASPO and any other Participating States.

3.1.4 Delivery

(M) The prices offered by D-Link are the delivered price to any WSCA-NASPO purchasing entity.
All deliveries shall be F.O.B. destination with all transportation and handling charges paid by the
contractor. Responsibility and liability for loss or damage shall remain the Contractor until final
inspection and acceptance (within 30 days after delivery for external damage and 30 days for any
concealed damage) when responsibility shall pass to the Buyer except as to latent defects, fraud
and Contractor’s warranty obligations. The minimum shipment amount will be found in the
special terms and conditions. Any order for less than the specified amount is to be shipped with
the freight prepaid and added as a separate item on the invoice. Any portion of an order to be
shipped without transportation charges that is back ordered shall be shipped without charge.

3.1.5 Service Offering Documentation

(M) Upon request, user and/or technical documentation should be supplied for all procured products and
services. Manuals may be available via the Contracted Supplier’'s website. The manual shall contain user
and technical instructions appropriate to the service.

All user and technical documentation is available for download on all product pages at
www.dlink.com. The documents available are the product datasheet, reference guide, hardware
installation guide, CLI reference guide, warranty information, manual, and latest firmware.

3.1.6 Data Communications Provider Contract Administrator and Usage Report Administrator

(M) The Contract Administrator to manage compliance with the scope and terms and conditions for this
contract will be D-Link’s Government/Education Sales Manager, Andy Lee.

a. Andy Lee has seven years of experience in the Data Communications Services business.
b. Andy Lee has authority to enforce the scope of work and terms and conditions of the resulting
contract.

The Government/Education Sales Admin, Kathy Villasenor will be the Usage Report Administrator
responsible for the quarterly sales reporting described in Section 1.15 Usage Reporting Requirement

3.1.7 eMarket Center Cooperation
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(M) D-Link agrees to cooperate with WSCA-NASPO and SciQuest (and any authorized agent or
successor entity to SciQuest) with uploading a hosted catalog or integrating a punchout site.

Section 4: Data Communications Provider Qualifications

4.1 General Information:

9/11/2013 2:58 PM

Company Overview

Founded in 1986, D-Link is a global leader in the design, manufacture and marketing of advanced
networking, broadband, digital, voice and data communications solutions. Following our company
motto, "Building Networks for People", D-Link continually meets the global networking and
connectivity needs of digital home consumers, small office professionals, small- to medium-sized
businesses, and enterprise environments.

D-Link's core competency is in Ethernet connectivity. In fact, we are the global leader in providing
network connectivity solutions to small and medium-sized business. From the beginning, D-Link
engineers have researched, designed and manufactured innovative, standards-based networking
solutions. We sell our state-of-the-art hardware at the best prices. Price may be the deciding
factor for many new customers, but D-Link innovation, reliability and service keeps them loyal
year after year.

A major contributor to our success is our established and expanding network of global distribution
and delivery channels that brings products to more than 100 countries every day. We do more
than meet the growing demand for computer networking and communications solutions - we fuel
it. Our development of global distribution channels in more than 100 countries has resulted in
double-digit growth every year for 20 years. D-Link surpassed the $1 billion revenue milestone in
2005, driven by record sales in every geographic region of the world.

Global Presence

D-Link's international headquarters are located in Taipei, Taiwan. More than 90 global offices
serve North America, Asia and Europe, including the North American headquarters in Fountain
Valley, California. D-Link maintains strategic operations in Canada, the United Kingdom,
Germany, France, Spain, ltaly, Greece, Turkey, Sweden, Norway, the Netherlands, Denmark,
Finland, Russia, Israel, the Middle East, South Africa, Chile, Australia, Japan, Vietnam,
Singapore, China, India and other countries on five continents.

Innovation Leader

Our engineers have been key contributors to the development of the rapidly expanding home and
business networking environment we take for granted today. D-Link has been awarded patents
and copyrights on a variety of technology platforms - including Application Specific Integrated
Circuit (ASIC) computer chips, hardware technology designs, software applications and other
intellectual properties. D-Link product solutions are high-performance and feature-rich by design.

As a key contributor to the Digital Home Working Group (DHWG), D-Link embraces industry
standards as criterion for the development of new and innovative connectivity and
communications solutions for home and business. D-Link products are certified by the FCC, the
Wi-Fi Alliance and CableLabs.
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D-Link offers a true lifetime hardware warranty that is transferable with product ownership and

covers power supplies and fans. A three-year standard warranty covers most of D-Link’s xStack

Storage iISCSI SAN Arrays with optional five-year extended warranty options for a total of up to

eight full years of coverage.

Additional extended options include warranty extensions and priority phone and delivery support.
On-site or on the phone, D-Link business class networking solutions are among the best

supported network products on the market today.

The information in the following chart provides warranty details across all D-Link business-class

products available in the USA.

Managed Switches

DES-3528, 3528P, 3552

DGS-3200-10, DGS-3000-10TC

DGS-3120 Series

DGS-3420 Series

DGS-3620 Series

DXS-3600 Series (including expansion modules)

Lifetime

(for

product purchased
on or after July 1,
2013)

Lifetime

(for

product purchased
before July 1, 2013)

DXS-3600 Power Supplies and Fans

5 Year Limited

DES-3200 Series Switches

Limited Lifetime

Chassis Switches

DGS-6600 Chassis and I/O Cards

Limited Lifetime

DGS-6600 Power Supplies and Fans

5 Year Limited

Smart Switches
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DES-1210 Series WebSmart Switches

DGS-1100 Series EasySmart Switches

DGS-1210 Series WebSmart Switches

DGS-1500 Series Smart Pro Switches

Limited Lifetime

Unmanaged Switches

DES/DSS Unmanaged Switches

DGS Unmanaged Switches

Limited Lifetime

SFP/SFP+/XFP

DEM Series Optical Transceivers

2 Year Limited

RPS Power Supplies

DPS Series Redundant Power Supplies

1 Year Limited

Unified Wireless

DWS-3160 Series Unified Switches

DWS-4026 Unified Switch

DWC-1000 Wireless Controller

Limited Lifetime

Unified Access Points

DWL-2600AP, 3600AP, 6600AP, 8600AP

Limited Lifetime

Standalone Access Points

DAP-2310, 2360, 2553, 2590, 2690, 3520, 3690, 3525

Limited Lifetime

Media Converters
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DMC-300SC, 700SC 2 Year Limited

Services Routers

DSR-150, 150N, 250, 250N, 500, 500N Limited Lifetime
Firewalls
DFL-260E-NB, 860E-NB, 1660-NB, 2560-NB, 2560G-NB Limited Lifetime

VPN Routers

DIR-140L, 640L Limited Lifetime

IP Cameras

DCS-2136L, 2210, 2230, 2310L, 6010L, 5605, 5635, 6616, 6818, 6915,
7010L 1 Year Limited

DCS-3010, 3112, 3710, 3716, 6111, 6112, 6113, 6210, 6314, 6510,
6511, 6513, 7110, 7413, 7513 5 Year Limited

KVM Switches

KVM-402, 440, 450 1 Year Limited

NAS/Unified Storage

DNS-1200-05, 1250-04, 1250-06, 1550-04 5 Year Limited

IP SAN Storage

DSN-4000 Series, DSN-6000 Series 3 Year Limited

4.3 Website

D-Link maintains a corporate website applicable to the WSCA/NASPO contract which will allow
Participating States to see applicable contract price list, discounts on said price list, approved
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resellers or partners for their state and any additional information that may be required to assist
the participating states in obtaining information concerning the contract award. If awarded a
contract, D-Link has a dedicated page in which the contract, price list, and approved resellers in
each state are listed.

http://www.dlink.com/us/en/business-solutions/industries/government/state-contracts

4.4 Customer Service

Specify the Offeror’s standard customer service policies and detail the escalation process used to
handle customer-generated issues.

9/11/2013 2:58 PM

D-Link offers 24/7 telephone service to all of our customers. We have three tiers of technical
support available. Tier 1 support goes to our support partner, Concentrix. If the technical issue is
unable to be resolved, they are transferred to our Tier 2 support which is in house. We have
dedicated technical support staff that is available Monday through Friday from 8:00am to 5:00pm
PST. If our Tier 2 staff cannot resolve the problem, the customer is then transferred to our Tier 3
in house technical support staff. In addition to phone support, we also have 24/7 email support
with a 24 hour turnaround time.

Support Level Hours Available
Tier 1 2417
Tier2 (In House) 8:00am-5:00pm PST
Tier 3 (In House) 24/7
Email 24/7 (24 hour turnaround)

D-Link also offers two add-on packages of warranty and service. The first is our Securelink
program that allows the customer to bypass the whole technical support process and request a
replacement unit. A replacement unit is them shipped out within 24 hours. The Securelink
program also extends the customers warranty for 5 years. The other service is our on-site
replacement. The customer can either choose a 4 hour response package that allows them to
contact D-Link and request a replacement unit. An agent will respond to their location within 4
hours with a replacement unit and install it. D-Link also offers a 24 hour on-site replacement
where an agent will respond to the location within 24 hours of the replacement request. D-Link
currently has 47 depots nationwide with units stocked for replacements. D-Link is also willing to
expand into new territories if needed.

BidSync
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Replacement Replacement
Extends Warran . .
xtends Warranty Shipped Delivered
Securelink 5years Yes (24 hours) No
Techforce No No Yes (4 or 24 hours)

D-Link has a team of inside and outside sales engineers that are assigned to six territories across
the United States. The sales engineers are available for pre-sales and at times are also utilized
for post-sales support. Sales engineers work very closely with our end-users on developing
solutions, troubleshooting issues, and training our partners.

4.5 Firm

9/11/2013 2:58 PM

a. Provide a brief history of your firm including the following:

1. Number of years providing Data Communications Services being offered in
response to this RRP.

D-Link has been providing Data Communications Services for 27 years, since 1986.

2. Number of separate services provided in each of the area categories described
in this RFP.

- Professional Services Include:
o Network Assessment
o Network Installation
o Network Security Audit
o Wireless Site Survey, Design, and Implementation
o SAN Storage Implementation
o |IP Surveillance Site Survey, Design, and Implementation

o Remote Consulting Service for Configuration and Installation

b. Describe specifically what makes your firm a stable long term partner for WSCA-
NASPO.

- D-Link has been providing data communications solutions for over 27 years to over 100
countries globally. D-Link owns the whole manufacturing supply chain and not only produces
networking products for D-Link but for most of the major networking hardware companies
worldwide. Last year, D-Link was number one in WLAN stand-alone access point shipments
worldwide and has been number three in Ethernet switch shipments worldwide since 2001.

10
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D-Link is committed to providing solutions to all levels of government and has been supporting
state and local entities since the beginning.

c. Describe specifically what information the Data Communications Provider Contract
Administrator would provide at annual meetings with an entity that has executed a
participating addendum.

- The Data Communications Provider Contract Administrator would provide information regarding
the usage of the contract as it pertains to the participating entity, any new products, end of life
products, pricing changes, and future product/technology roadmaps.

d. Describe how you plan to implement the contract including having a single point of
contact to perform and manage all aspects of this contract.

- D-Link will assign the Government/Education Sales Manager, Andy Lee, to manage all aspects
of this contract. He will be the main point of contact between D-Link and WSCA-NASPO as well
as any participating entity. If awarded the contract, D-Link will upload and maintain a catalog on
WSCA-NASPO’s eMarket Center website. D-Link will provide the WSCA-NASPO pricing to our
authorized resellers/distributor in the territories of all participating entities and have them sign
contracts agreeing to honor all negotiated pricing to eligible organizations and provide usage
reports to D-Link.

e. Describe in detail your firm’s escalation management plan including contact
information.

Any issues that arise as a result of this contract will initially be handled by the
Government/Education Sales Manager, Andy Lee. If the issue is unable to be solved, Mike Hardy
the VP of Enterprise and Channel Sales will be brought in to aid in resolving any issue. If he is
unable to provide a solution, Albert Ling, the Executive VP of Sales and Marketing will called
upon.

- Andy Lee — Government Education Sales Manager, 714-885-6012, andy.lee@dlink.com

- Mike Hardy — VP Enterprise & Channel Sales, 800-326-1688 x6011, michael.hardy@dlink.com

- Albert Ling — Executive VP — Sales & Marketing, 80-326-1688 x6019, albert.ling@dlink.com

4.6 Authorized Sub Contractor Relationships

9/11/2013 2:58 PM

a. Briefly describe what your firms required from potential contractors to become
“Authorized Data Communications Reseller.” Provide an Authorized Contractor List.

D-Link has a Value in Partnership+ Program to register and identify our “Authorized Data
Communications Resellers.” The program allows partners to differentiate themselves and earn
benefits based on training in specific product categories. All partners enter the program at the
Registered Level. From there, they attain various designations within the program that will
position their capabilities to end-users and add layers of benefits. Currently we have over 3000
registered, silver, and gold partners.

11
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Partners may earn one of the program levels of Registered, Silver, or Gold which represent their
overall status in the program. Silver and Gold levels are based on training and certification in D-
Link’s core product technologies of Switching and Wireless. With Technology Specializations in
Storage, IP Surveillance, and Security categories, partners that demonstrate proficiency within a
specific technology will earn a Preferred status and benefits that apply to Business Solutions
products within the technology category.

D-Link offers the following certifications: D-Link Sales Specialist, D-Link Certified Specialist, D-
Link Certified Professional.

D-Link Sales Specialist course is designed for sales professionals. DSS courses focus on D-
Link’s market strategy, value proposition, product positioning, identifying opportunities, and
understanding customer needs.

D-Link Certified Specialist (DCS) course is designed for pre-sales technical professionals, to
ensure that they are knowledgeable about networking concepts and can explain the features,
functionality and positioning of D-Link products. This course will ensure that the sales
professional fully understands the customers’ business needs.

D-Link Certified Professional (DCP) program is the highest level of achievement in D-Link’s
certification program. It is designed for networking technology professionals and those who have
already earned their DCS certification. After earning their DCP certification, participants will have
advanced knowledge and skills in the installation, configuration, maintenance, and
troubleshooting of networks and D-Link supported core solutions.

VIP+ Level Pre-Sales Tech Certifications | Post-Sales Tech Certifications
2x DCS Switching
Silver N/A
2 x DCS Wireless
2 x DCS Switching 2 x DCP Switching
Gold
2 x DCS Wireless 2 x DCP Wireless

b. Describe in detail how your firm currently measures an authorized contractors’
performance.

- D-Link has a Distribution Model where all Authorized VAR’s buy from one of several Authorized
Distributors. For the purpose of this contract, D-Link will create a Special Pricing Authorization
(SPA) and load it at our preferred distributors. All Authorized VAR’s on D-Link’'s WSCA-NASPO
contract will purchase from only the approved distributors and will have to reference the SPA
number to get the WSCA-NASPO discounted price.

All approved resellers will be required to sign a D-Link contract that specifies that they will follow
all the reporting requirements and terms and conditions as specified in this RFP. They (VAR) will
supply monthly sales reports directly to D-Link. D-Link’s distributors will be able to report all sales
by the SPA number, and that data will be updated daily in our Salesforce tool. At the end of each

12
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month, D-Link will compare the two reports and reconcile any discrepancies and pay the
administration fee as required by the contract.

c. Describe in detail the process for revoking a designation as a sub-contractor from an
authorized contractor for issues related to customer service, or other authorized
contractor performance related issues.

Per section 8.6 of our Value in Partnership + Program terms and conditions, in the event an audit
reveals any fraud or misrepresentations with respect to VIP+ Partner’s intended customers and/or
end-users and/or any other misrepresentations on the part of VIP+ Partner regarding information
provided to D-Link specific to any SPA then the VIP+ Partner shall reimburse D-Link the cost of
such audit. D-Link reserves the right to deduct the refunded discount amount owing from any
monetary incentive owed from D-Link to VIP+ Partner. The penalty for any violation shall include,
but is not limited to, D-Link reclaiming the total discounts provided on the SPA, exclusion from
SPA and/or Deal Registration programs, forfeiture of any and all rebates owed for any D-Link
program or promotion, or termination from the VIP+ Program and loss of all status and benefits.
Additionally, D-Link reserves the right to terminate any existing SPAs and/or deny any future SPA
being granted.

d. Describe in detail how your firm will support and assist an authorized contractor in
improving their performance and the corrective action process.

Periodically, D-Link will review the performance of our authorized contractors in the areas of
sales, service, and support. If the contractor is not performing to the standards of D-Link, the
contractor will be given the option to receive additional training. The training can include sales
and product training and/or technical training. In addition, D-Link’s Inside Channel Sales
Representative will periodically provide them leads on RFPs that are located in the contractor’s
territory. D-Link will provide pre-sales assistance form our Field Account Engineers and Sales
Engineers to assist in winning the opportunity with the end-user.

e. Describe in detail the process that your firm uses to track and respond to issues and
concerns from both your authorized contractors and from participating entities.

Typically D-Link’s Channel Account Managers in the field as well as the Inside Channel Account
Manager for a particular territory will work together to respond to any issues that may arise with
our authorized contractors. D-Link’s Field Account Engineers as well as the Sales Engineers will
work with the end-users to resolve any technical issues that may arise. The
Government/Education Sales Manager will work with the participating entities along with the
territory sales teams to resolve any issues that may arise.

f. Describe in detail how your firm will track, report and verify sales from your designated
Data Communication partners and authorized contractors.

All authorized contractors will be provided a Special Pricing Authorization (SPA) number in
reference to the WSCA-NASPO contract. Anytime they request pricing, they will have to provide
the SPA number to D-Link or their designated distributor. All resellers/distributors will be
contractually obligated to report WSA-NASPO usage reports to D-Link. D-Link’s
Government/Education Sales Admin will aggregate all of the information and provide a usage
report to WSCA-NASPO and any participating entity.

Section 5: Service Offering Qualifications
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5.1.1 General Business Requirements
Each provider must meet the following mandatory general business requirements:
5.1.2 Terms and Conditions

(M) D-Link Systems accepts the State of Utah’s Standard Terms and Conditions in addition to the
WSCA-NASPO Terms and Conditions attached to this RFP as Attachment A and Attachment B
without exception.

5.1.3 Experience

(M) Respondents must be able to provide reference service contracts from a minimum of five
government or commercial customers for their Data Communications Product and Services
offerings. Government references are preferred. References must include environments and
complexity that is similar in scope to those described within this RFP. Any proposals from
Respondents that cannot meet these requirements will not be considered. The Respondent must
provide specific contact information describing their reference service contracts, which may be
verified.

1. Texas DIR Storage: Contract # DIR-SDD-1609
Contact: Delia Arellano
Phone: (512)463-2615
Fax: (512)475-4759
Email: delia.arellano@dir.texas.gov
2. Texas DIR Networking Products and Services: Contract # DIR-SSD-1511
Contact: Phyllis Benitez
Phone: (512) 463-4854
Fax: (512) 475-4759
Email: Phyllis.benitez@dir.texas.gov
3. State of NY (OGS): Group: 77018, Award: 21350
Contact: Karen Rogers
Phone: (518) 486-9298
Fax: (518) 486-6867
Email: Karen.rogers@ogs.ny.gov
4. PEPPM

Contact: David Manney
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Email: dmanney@peppm.org

5. M&A Technology

Contact: Debbie Cooper

Phone: 210-946-5103

Address: 2045 Chenault Dr.
Carrollton, TX 75006

Email: dcooper@macomp.com

6. CMC Network Solutions

Contact: Scott Broekemeier

Phone: 972-203-3400

Address: 2700 Research Drive Ste 100
Plano, TX 75074

Email: scott@cmcns.com

The contacts for current state contracts that D-Link holds (Texas DIR, State of New York,
PEPPM) would not provide a reference due to their policies. They will however confirm the
existence of the contract with D-Link System. Additional business references have been included
and will be sent to WSCA-NASPO.

5.1.4 Financial Stability

9/11/2013 2:58 PM

(M) The Data Communications Product and Services vendor must provide audited financial
statements to the State and should meet a minimum Dun and Bradstreet (D&B) credit rating of
4A2 or better, or a recognized equivalent rating. Please provide the Respondent’'s D&B Number
and the composite credit rating. The State reserves the right to verify this information. If a branch
or wholly owned subsidiary is bidding on this RFP, please provide the D&B Number and score for
the parent company that will be financially responsible for performance of the agreement. Prime
contractors working on behalf of Respondents must submit financial statements that demonstrate
financial stability, and adequate working capital, but do not need to meet 4A2 credit rating
requirements.

D-Link is a private company in the United States and does not disclose any financial information.
However, we are a publically traded company in Taiwan and all of our financial information
globally is available on out Headquarter’s website:

http://www.corpasia.net/taiwan/2332/irwebsite/index.php?mod=financial

D-Link’s Dun & Bradstreet number is 15-395-0274. However, being a private company, we do not
have a rating. We have a TCRI credit rating of Grade 4 from TEJ in Taiwan.

15

BidSync

Bid JP14001

p. 17


mailto:dmanney@peppm.org
mailto:dcooper@macomp.com
http://www.corpasia.net/taiwan/2332/irwebsite/index.php?mod=financial

State of Utah Bid JP14001

D-Link Systems, Inc. WSCA-NASPO: Data Communications Bid JP14001

5.1.5 Other General Responsibilities

9/11/2013 2:58 PM

(M) The Respondent MUST provide the personnel, equipment, tools, and expertise to meet
the requirements in this RFP.

(M) Computer applications and web sites MUST be accessible to people with disabilities,
and MUST comply with Participating entity accessibility policies and the Americans with
Disability Act.

(M) Applications and content delivered though Web browsers must be accessible using
current released versions of multiple browser platforms (such as Internet Explorer,

Firefox, Chrome, and Safari) at minimum.

D-Link will comply with all of the above general responsibilities.
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TECHNICAL
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5.2 Data Communications Services — Requirements
Please refer to attachment A to see a full list of supported protocols.
5.2.1 Data Center Application Services
D-Link does not offer any products in this category.
5.2.2 NETWORKING SOFTWARE
5.2.2.1 Network Management and Automation
- DV-600S — D-View 6.0 Network Management Software, Standard Version
- DV-600P — D-View 6.0 Network Management Software, Professional Version
Overview

D-View 6.0 SNMP Network Management System is a comprehensive standards-based management tool
designed to centrally manage critical network characteristics such as availability, reliability, resilience and
security in a consistent way. Flexible and versatile, this software accommodates a wide range of D-Link
devices. D-View provides useful tools to allow network administrators to effectively manage device
configurations, fault tolerance, performance and security.

Modular Architecture

D-View 6.0 is organized into a vendor-independent platform and user plug-in modules. The platform
consists of several main components, namely the Domain Manager, NetMap Manager, Topology
Generator, Batch Configuration, MIB utilities, Net Toolbox and Performance Monitor. The components
can be loaded or unloaded according to the users’ need. Plug-in modules are for the D-Link devices that
the administrators want to manage. When a device is selected for management, D-View 6.0 will look for
that device’s plug-in module and display its image on the screen.

Topology Map & Network Devices Discovery

Users can create a topology map to graphically represent planned or existing networks to aid network
design, and also D-View 6.0 will periodically poll network devices to monitor the status. Users can further
customize their diagrams with selected icons and bitmap files used for the background. When a topology
map is opened, D-View 6.0 will discover the devices connected on the network and display their icons on
the map. D-View 6.0 can recognize SNMP enabled devices and also distinguish the device’s type. The
protocols used in polling for device discovery are SNMP and ICMP. For remote network devices, D-View
6.0 acts as a trap receiver, collects traps sent by the devices and notifies network administrators
immediately.

Third-Party Device Management

Users can also manage non-D-Link devices that do not have plug-in modules. D-View 6.0 provides a MIB
compiler for users to compile MIB files supplied by the vendors of these devices into a system
recognizable format. After compilation, D-View 6.0 loads them into the database. The compiler can
communicate with these devices, enabling the administrator to get the values currently stored in the
devices or to set new values for specific MIB objects. All MIBs are converted into a graphic tree view, with
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which the administrator can use the MIB Browser to manage the devices. As non-D-Link devices do not
have plug-in modules for installation in D-View 6.0, this software can simulate the device panels to create
user interface graphics.

Integration with D-Link’s End-to-End Security (E2ES) Solutions*

D-Link has innovated comprehensive security solutions aimed to provide end-to-end threat containment
and security protection solutions. It consists of three major components, namely the Gateway Security,
the End-point Security and Joint Security. D-View 6.0 seamlessly integrates these security components
scattered among different solutions into a single platform to provide users with a unified interface to
manage D-Link network devices.

Traps & Configurations

D-View 6.0’s Trap Editor provides user with the capability to edit trap descriptions, import third parties’
trap definitions and configure trap notifications via mail and sound. D-View 6.0 also provides
simultaneous backup configurations, batch configurations and the capability to enable specific functions
for LAN switches.

e Auto-generates network topology maps and periodically polls network devices

e Creates detailed network schematics

e Graphically represents real-time status of devices

e Supports client-server architecture (Professional Version only)

e Supports Batch Configuration and is capable of configuring multiple devices at a time
e Central management center for D-Link’s E2ES (End-to-End Security) solutions*

e Manages Wireless Switches, Access Points and NetDefend products such as IPS and UTM
firewalls*

e Supports multiple, concurrent administrators

e Customizable trap messages for user readability and additional information

e Trap/Alarm notification by e-mail and sound

e MIB Complier and Browser for easy management of third-party devices under the same platform
e  SNMPv3 support for major MIBs

e Database supporting familiar Microsoft SQL Server and Microsoft Access formats

5.2.2.2 Data Center Management and Automation

5.2.2.3 Cloud Portal and Automation
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5.2.2.4 Branch Office Management and Automation

5.2.3 NETWORK OPTIMIZATION AND ACCELERATION

D-Link does not offer any products in this category.

5.2.4 OPTICAL NETWORKING

D-Link does not offer any products in this category.

5.2.5 ROUTERS

D-Link does not offer any products in this category.

5.2.6 SECURITY

9/11/2013 2:58 PM

D.2.6.2 Intrusion Detection/Protection and Firewall Appliances
D-Link offers the following NetDefend Network UTM Firewall products that meet the criteria:
- DFL-260E - NetDefend Anti-Virus (AV) 1-Year Subscription for DFL-260/260E

- DFL-860E - NetDefend Network UTM Firewall, 2 WAN, 1 DMZ, 8 LAN, Gigabit,
IPS/AVIWCF

- DFL-1660 - NetDefend Network UTM Firewall, 1U, 6xGbE, IPS/AV/IWCF
- DFL-2560 - NetDefend Network UTM Firewall, 1U, 10xGbE, IPS/AV/WCF
Overview

The D-Link NetDefend Unified Threat Management (UTM) firewalls provide a powerful security
solution to protect business networks from a wide variety of threats. UTM Firewalls offer a
comprehensive defense against virus attacks, unauthorized intrusions, and harmful content,
successfully enhancing fundamental capabilities for managing, monitoring, and maintaining a
healthy network.

Enterprise-Class Firewall Security

NetDefend UTM Firewalls provide complete advanced security features to manage, monitor, and
maintain a healthy and secure network. Network management features include: Remote
Management, Bandwidth Control Policies, URL Black/White Lists, Access Policies and SNMP.
For network monitoring, these firewalls support e-mail alerts, system logs, consistency checks
and real-time statistics.

Unified Threat Management

NetDefend UTM Firewalls integrate an intrusion detection and prevention system, gateway
antivirus, and content filtering for superior Layer 7 content inspection protection. An acceleration
engine increases throughput, while the real-time update service keeps the IPS information,
antivirus signatures, and URL databases current. Combined, these enhancements help to protect
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the office network from application exploits, network worms, malicious code attacks, and provide
everything a business needs to safely manage employee Internet access.

Powerful VPN Performance

NetDefend UTM Firewalls offer an integrated VPN Client and Server. This allows remote offices
to securely connect to a head office or a trusted partner network. Mobile users working from
home or remote locations can also safely connect to the office network to access company data
and e-mail. NetDefend UTM Firewalls have hardware-based VPN engines to support and
manage a large number of VPN configurations. They support IPSec, PPTP, and L2TP protocols
in Client/Server mode and can handle pass-through traffic as well. Advanced VPN configuration
options include: DES/3DES/AES/Twofish/Blowfish/CAST- 128 encryption, Manual or
IKE/ISAKMP key management, Quick/Main/Aggressive Negotiation modes, and VPN
authentication support using either an external RADIUS server or a large user database.

UTM Services

Maintaining an effective defense against the various threats originating from the Internet requires
that all three databases used by the NetDefend UTM Firewalls are kept up-to-date. In order to
provide a robust defense, D-Link offers optional NetDefend Firewall UTM Service subscriptions
which include updates for each aspect of defense: Intrusion Prevention Systems (IPS), Antivirus
and Web Content Filtering (WCF). NetDefend UTM Subscriptions ensure that each of the
firewall's service databases are complete and effective.

Robust Intrusion Prevention

The NetDefend UTM Firewalls employ component-based signatures, a unique IPS technology
which recognizes and protects against all varieties of known and unknown attacks. This system
can address all critical aspects of an attack or potential attack including payload, NOP sled,
infection, and exploits. In terms of signature coverage, the IPS database includes attack
information and data from a global attack sensor-grid and exploits collected from public sites such
as the National Vulnerability Database and Bugtrax. The NetDefend UTM Firewalls constantly
create and optimize NetDefend signatures via the D-Link Auto-Signature Sensor System without
overloading existing security appliances. These signatures ensure a high ratio of detection
accuracy and a low ratio of false positives.

Stream-Based Virus Scanning

The NetDefend UTM Firewalls examine files of any size, using a stream-based virus scanning
technology which eliminates the need to cache incoming files. This zero-cache scanning method
not only increases inspection performance but also reduces network bottlenecks. NetDefend
UTM firewalls use virus signatures from Kaspersky Labs to provide systems with reliable and
accurate antivirus protection, as well as prompt signature updates. Consequentially, viruses and
malware can be effectively blocked before they reach the network's desktops or mobile devices.

Web Content Filtering

Web Content Filtering helps administrators monitor, manage, and control employee usage of and
access to the Internet. The NetDefend UTM Firewalls implement multiple global index servers
with millions of URLs and real-time website data to enhance performance capacity and maximize
service availability. These firewalls use highly granular policies and explicit black/white lists to
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control access to certain types of websites for any combination of users, interfaces and IP
networks. The firewall can actively handle Internet content by stripping potential malicious
objects, such as Java Applets, JavaScripts/ VBScripts, ActiveX objects, and cookies.

NetDefend UTM Subscription

The standard NetDefend UTM Subscription provides your firewall with UTM service updates for
12 months* starting from the day you activate or extend your service. The NetDefend UTM
Subscription can be renewed regularly to provide your firewalls with the most up-to-date security
service available from D-Link.

5.2.6.4 Secure Edge and Branch Integrated Security Products
D-Link offers the following products that meet the criteria:
- DSR-150N — Services Router, 8 10/100M LAN Ports, 1 WAN, VPN, SSL
- DSR-250 — Services Router, 8 Gigabit Ports, 1 WAN, VPN, SSL
- DSR-250N — Wireless Services Router, 8 Gigabit Ports, 1 WAN, VPN, SSL
- DSR-500 — Services Router, 4 Gigabit Ports, 2 WAN, VPN, SSL
- DSR-500N — Wireless Services Router, 4 Gigabit Ports, 2 WAN, VPN, SSL
Overview

D-Link Unified Services Routers are secure, high performance networking solutions that address
the growing needs of small and medium businesses. The integrated high-speed IEEE 802.11n
wireless technology in the DSR-150N, DSR-250N and DSR-500N routers offers comparable
performance to traditional wired networks, but with fewer limitations. Each router provides
optimal network security via features such as Virtual Private Network (VPN) tunnels, IP Security
(IPSec), Point-to-Point Tunneling Protocol (PPTP), Layer 2 Tunneling Protocol (L2TP), and
Secure Sockets Layer (SSL). These routers also allow you to empower your road warriors with
clientless remote access anywhere and anytime using SSL VPN tunnels.

Reliable Internet Connectivity

The DSR-500/500N include dual-WAN Gigabit Ethernet ports that provide policy-based service
management to ensure maximum productivity for your business operations. The failover feature
maintains data traffic without disconnecting when a landline connection is lost. The Outbound
Load Balancing feature adjusts outgoing traffic across two WAN interfaces and optimizes system
performance, resulting in high availability. The second WAN port can be configured as a DMZ
port, allowing you to isolate servers from your LAN.

Superior Wireless Performance

Designed to deliver superior wireless performance, the DSR-150N, DSR-250N and DSR-500N
include 802.11b/g/n support allowing for operation on the 2.4 GHz wireless LAN radio band.
Multiple In Multiple Out (MIMO) technology allows the DSR-150N, DSR-250N and DSR-500N to
provide high data rates and a wide wireless coverage area with minimized “dead spots.”

Robust VPN Features
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A full featured virtual private network (VPN) provides your mobile workers and branch offices with
a secure link to your internal network. The DSR-150/150N, DSR-250/250N and DSR-500/500N
are capable of simultaneously managing 1, 5 or 10 Secure Sockets Layer (SSL) VPN tunnels
respectively, empowering your mobile users by providing remote access to a central corporate
network. Site-to-site VPN tunnels use IP Security (IPSec) Protocol, Point-to-Point Tunneling
Protocol (PPTP), or Layer 2 Tunneling Protocol (L2TP) to facilitate branch office connectivity
through encrypted virtual links. The DSR-150/150N supports up to 10 simultaneous VPN tunnels,
the DSR-250/250N supports up to 25 simultaneous VPN tunnels, and the DSR-500/500N
supports up to 35 VPN tunnels.

Efficient Green Technology

As a responsible member of the global community, D-Link is devoted to providing ecofriendly
products. D-Link Green Wi-Fi and D-Link Green Ethernet features save power and help cut
energy costs. The D-Link Green WLAN Scheduler shuts down your wireless network
automatically according to a schedule you define, allowing you to turn off your wireless network
during off-peak hours, saving energy and keeping your network secure. The D-Link Green
Ethernet feature can detect the length of the cables connected to the router and can adjust power
usage accordingly to save energy automatically without sacrificing performance. It can also detect
if a link is down on a port and automatically puts that port into a sleep mode, reducing the amount
of power used. In addition, compliance with RoHS (Restriction of Hazardous Substances) and
WEEE (Waste Electrical and Electronic Equipment) directives make D-Link Green certified
devices an environmentally responsible choice.

5.2.7 STORAGE NETWORKING

D-Link offers the following products that meet the criteria:

5.2.8 SWITCHES

9/11/2013 2:58 PM

5.2.8.1 Campus LAN - Access Switches
D-Link offers the following products that meet the criteria:
- DGS-1210-28P — Web Smart 24-Port Gigabit PoE Switch w/ 4 SFP Slots
- DGS-1210-28P - Web Smart 48-Port Gigabit PoE Switch w/ 4 SFP Slots
Overview

The DGS-1210 Series is the latest generation of D-Link Gigabit Web Smart Switches featuring D-
Link Green 3.0 technology. The switches comply with the IEEE 802.3az Energy Efficient Ethernet
standard. Support for IPv6 management and configuration features ensures your network
remains protected after an upgrade from IPv4 to IPv6. By offering multiple management options,
these switches allow quick deployment, infrastructure expansion, and seamless upgrades.
Targeting small and medium sized businesses, the DGS-1210 Web Smart switches provide
functionality, security, and manageability for a fraction of the standard cost of ownership.

23

BidSync

Bid JP14001

p. 25



State of Utah

D-Link Systems, Inc. WSCA-NASPO Data Communications Bid JP14001

9/11/2013 2:58 PM

The DGS-1210 Series switches support 16, 24, or 48 10/100/1000BASE-T ports. In addition,
each switch supports 4 Gigabit SFP ports for optical connections using multimode or singlemode
SFP transceivers.

PoE Support

One model in the DGS-1210 series family, the DGS-1210-28P, delivers Power-over-Ethernet
capabilities, simplifying deployments with IP cameras, VolP phones, wireless access points, and
other powered devices. It supports 802.3at on its first four ports (30W max per port) and supports
802.3af on ports 5 through 24 (15.4W max. per port.) Its total power budget is 185W. Using the
product’s management interface, an administrator can control various PoE functions, such as
remotely rebooting cameras or access points, from anywhere on the network, including over the
Internet. The switches also support time-based PoE — an option that allows administrators to set
a time window that determines when each port’s PoE power is turned on and off.

Energy Saving

The DGS-1210 Series switches are capable of conserving power without sacrificing operational
performance or functionality by using D-Link Green 3.0 technology. Using the Energy Efficient
Ethernet standard, the network will automatically decrease the power usage when traffic is low
with no setup required. For environments not fully supporting the standard, these switches offer
advanced power-saving settings including port shutoff and standby, LED shutoff, and system
hibernation based on custom time profiles. The time profiles can also be applied to the PoE
switches so that unnecessary power consumption can be saved during off hours. The switches
can also detect the length of connected cables to automatically reduce power usage on shorter
cable connections.

Easy Management

The D-Link Web Smart Switch series is designed for easy management. All configurations can be
made through a Web interface regardless of the host PC’s operating system. Furthermore, the
web Ul contains ten language options to make operations more straightforward. In the intial
installation, the Smart Console Utility will automatically discover all D-Link Smart switches in the
network, allowing administrators to assign IP addresses and subnet masks quickly. It also allows
simultaneous firmware upgrades to multiple switches, saving a great deal of time. Important
management commands, such as download firmware or configuration file, can be completed
using batch operations for multiple switches.

Auto Surveillance VLAN and Voice VLAN

The D-link Web Smart series automates the process of setting up IP surveillance and VolP
devices on a network. Auto Surveillance VLAN consolidates data and surveillance video
transmission through the network, sparing businesses the expense of maintaining dedicated
facilities. ASV also protects the quality of real-time video by grouping IP surveillance devices on a
single high priority VLAN. This ensures that surveillance video streams will not be affected when
ordinary data traffic is at a high level. Similarly, the Auto Voice VLAN guarantees clear quality and
efficient transmission for all voice communication.

Extensive Layer 2 Features
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Equipped with a complete lineup of L2 features, these switches include IGMP Snooping, Port
Mirroring, Spanning Tree, and Link Aggregation Control Protocol (LACP). The IEEE 802.3x Flow
Control function allows servers to directly connect to the switch for fast, reliable data transfer. At
2000 Mbps Full Duplex, the Gigabit ports provide high-speed data pipes to servers with minimum
data transfer loss. Network maintenance features include Loopback Detection and Cable
Diagnostics. Loopback Detection is used to detect loops created by a specific port and
automatically shut down the affected port. The Cable Diagnostic feature designed primarily for
administrators and customer service representatives, can rapidly discover the type of error and
determine the cable quality.

Secure your Network

D-Link’s innovative Safeguard Engine protects the switches against traffic flooding caused by
virus attacks. The switches also support 802.1X port-based authentication, allowing the network
clients to be authenticated through external RADIUS servers. In addition, the Access Control List
(ACL) feature enhances network security and protects the network by screening traffic from illegal
MAC or IP addresses. ARP Spoofing Prevention prevents malicious intruders from sending
massive fake ARP messages through a manipulated source. This protects important data from
being stolen by Man-in-the-Middle attacks, and prevents wasting CPU cycles on these packets.
For added security, the DHCP Server Screening feature blocks rogue DHCP server packets from
user ports to prevent unauthorized IP assignment.

Limited Lifetime Warranty

D-Link offers a Limited Lifetime Warranty on the DGS-1210 Series Web Smart switches to further
its commitment to product quality and long-term customer confidence. The Limited Lifetime
Warranty applies for as long as the original customer owns the product or five (5) years after
product discontinuance, whichever occurs first.

- DES- 3200-28P — Web Smart 24-Port 10/100 PoE Switch, 2 1000BASE-T Ports, 2
1000BASE-T/Combo SFP Ports

-  DES-3200-52 - Web Smart 48-Port 10/100 Switch, 2 1000BASE-T Ports, 2
1000BASE-T/Combo SFP Ports

Overview

The DES-3200 Series are members of D-Link’s Layer 2 xStack Managed Switch family designed
for the Metro ETTX, FTTX, and Enterprise market. The DES-3200 series offers 24 or 48
10/100Mbps Fast Ethernet Ports with available PoE, plus 2 combo Gigabit/SFP ports and 2
dedicated SFP ports. It also offers the beneficial design of 2 Gigabit/SFP Combo ports and 2
dedicated SFP ports which provide up to 4 Gbps uplink bandwidth or dual Ethernet ring topology
support.

Security & Availability

The DES-3200 Series supports 802.1X Port-based/Host-based Access Control, Guest VLAN, and
RADIUS and TACAS+ Authentication for strict access control over the network. The IP-MAC-Port
Binding feature allows administrators to bind a source IP address with an associated MAC for a
defined port number to enhance user access control. Furthermore with the DHCP Snooping
feature, the switch automatically understands the IP/MAC pairs by snooping DHCP packets and
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saving them to the IMPB white list. These features play a significant role in keeping the network
secure and auditable. The built-in D-Link Safeguard Engine identifies and prioritizes “CPU
interested” packets to prevent malicious traffic from interrupting normal network flows and
protects switch operation. In addition, the Access Control List (ACL) feature enhances the
network security and switch performance.

Resilience & Quality of Service

For mission critical environments the DES-3200 Series supports 802.1D-2004 edition, 802.1w
and 802.1s Spanning Tree Protocols (STP). STP allows you to configure the switch with a
redundant backup bridge path, so transmission and reception of packets can be guaranteed in
the event of any failed switch on the network. The switch also supports 802.1AX (formerly
802.3ad) Link Aggregation, enabling you to group multiple ports in parallel to form a single port,
increasing bandwidth and redundancy for higher availability. For Quality of Service

(QoS), the switches support 802.1p. This standard is a mechanism that allows real-time traffic
classification into 8 priority levels mapped to 4 queues. Packet classification is based on TOS,
DSCP, MAC Addresses, IP Addresses, VLAN ID, TCP/UDP port number, protocol type and user
defined packet content, which enables flexible configuration especially for realtime streaming
multimedia applications such as voice over IP.

Traffic & Bandwidth Control

The bandwidth control feature allows network administrators to define the throughput levels for
each port in order to manage bandwidth. It also provides fine granularity to define the
ingress/egress traffic limits down to 8kbps segments. The switches also support the Broadcast
Storm Control feature which minimizes the chance of a virus attack within the network. Port
Mirroring helps administrators facilitate traffic diagnostics or track switch performance and make
changes if necessary. Q-in-Q, also known as VLAN stacking, is a powerful yet simple and cost-
effective solution which can be used to provide multiple virtual connections and access to multiple
services available over the Metro Ethernet.

Multicast Applications

The DES-3200 Series provides IGMP Snooping to prune multicast traffic and to optimize network
performance. The MLD snooping feature minimizes multicast IPv6 packets at the port level to
conserve network bandwidth.

Management Capabilities

The DES-3200 Series supports standard management protocols such as SNMP, RMON, Telnet,
SSH/SSL security authentication and DHCP Relay Option 82. A web-based GUI is also
supported for user-friendly interface and easy management. DHCP Auto- Configuration is an
enhanced management feature that allows administrators to pre-set configuration and save them
to a TFTP server. Individual switches can then get IP addresses from the server for booting up
and loading the pre-set configuration. The Link Layer Discovery Protocol (LLDP) allows a network
device to advertise its identity and capabilities on the local network, which helps businesses
better manage their network topology. Each port on the switch supports the Cable Diagnostics
feature that helps to detect cable-related information such as cable length status or cable
functionality. D-Link Single IP Management (SIM) simplifies and speeds up management tasks,
allowing multiple switches to be configured, monitored and maintained from any workstation
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running a web browser through one unique IP address. The DES-3200 Series also works with D-
Link’'s D-View 6.0 software. D-View 6.0 is a Network Management System that allows for the
central management of critical network characteristics such as availability, reliability, resilience,
and security. D-View 6.0 provides a useful set of tools for network administrators who want to
effectively manage device configurations, fault tolerance, performance, and security.

- DGS-3120-24TC - XStack Managed 24-Port Gigabit Stackable L2+ Switch, 4 Combo
SFP, 40-Gigabit Stacking, Enhanced Image

- DGS-3120-48TC - XStack Managed 48-Port Gigabit Stackable L2+ Switch, 4 Combo
SFP, 40-Gigabit Stacking, Enhanced Image

- DGS-3120-24PC - xStack Managed 24-Port Gigabit Stackable L2 PoE+ Switch, 4
Combo SFP, 40-Gigabit Stacking, Standard Image

- DGS-3120-48PC - xStack Managed 48-Port Gigabit Stackable L2 PoE+ Switch, 4
Combo SFP, 40-Gigabit Stacking, Standard Image

Description

The DGS-3120 xStack Series are enhanced L2 access stackable switches designed to connect
end-users in a secure SMB or enterprise network. These switches support physical stacking,
multicast and enhanced security, making them an ideal Gigabit access layer solution. The DGS-
3120-24TC/48TC provides 20 or 44 10/100/1000 Mbps Gigabit Ethernet ports and 4 combo
1000BASE-T/SFP Gigabit Ethernet ports. The DGS-3120-24PC/48PC provides 24 or 48
10/100/1000 Mbps PoE Gigabit Ethernet ports and 4 combo 1000BASE-T/SFP Gigabit Ethernet
ports. Each 10/100/1000 Mbps port of DGS-3120-24PC/48PC supports 802.3af and 802.3at
Power over Ethernet standard. The default power budget is 370 Watts and can be expanded to
740 Watts with the DPS-700 RPS. The switches are also equipped with an SD Card slot, allowing
the user to boot images and upload configuration files directly from an SD Card. Furthermore,
syslog files can also be conveniently saved to a card.

Standard and Enhanced Images

The DGS-3120 Series is available with two different software images - Standard Image (Sl) and
Enhanced Image (El). The Standard Image provides sophisticated features for campus, or
enterprise. It includes advanced Quality of Service (QoS), traffic shaping, L2 multicasting, and
robust security features. The Enhanced Image supports ERPS, Double VLAN (Q-in-Q), Ethernet
OAM, Static Route, IMPB, sFlow, IPv6 features which are suitable for the next generation IPv6
networks or triple play applications in Metro Ethernet.

Enhanced Network Reliability

The DGS-3120 Series targets enterprise/campus and customers who require a high level of
network security and maximum uptime. All the models in DGS-3120 Series support an external
redundant power supply so that continued operation can be assured. They also include other
features, such as 802.1D Spanning Tree (STP), 802.1w Rapid Spanning Tree (RSTP) and 802.1s
Multiple Spanning Tree (MSTP), Loopback Detection (LBD), and Broadcast Storm Control, that
enhance network resilience. The G.8032 Ethernet Ring Protection Switching (ERPS) function
minimizes the recovery time to 50 ms. For load sharing and redundancy backup in switch
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cascading/server attachment configuration, the DGS-3120 Series provides dynamic 802.3ad Link
Aggregation Port Trunking.

Comprehensive Security

The DGS-3120 Series provides users with the latest security features such as Multi-layer and
Packet Content Access Control Lists (ACL), Storm Control, and IP-MAC-Port Binding (IMPB) with
DHCP Snooping. The IP-MAC-Port Binding feature allows administrators to bind a source IP
address with an associated MAC and also define the port number to enhance user access
control. With the DHCP Snooping feature, the switch automatically learns IP/MAC pairs by
snooping DHCP packets and saving them to the IMPB white list. In addition, the D-Link
Safeguard Engine identifies and prioritizes “CPU interested” packets to prevent malicious traffic
from interrupting normal network flows, and to protect switch operation.

Identity Driven Network Policies

The DGS-3120 Series supports authentication mechanisms such as 802.1X, Web-based Access
Control (WAC), and MAC-based Access Control (MAC) for strict access control and easy
deployment. After authentication, individual policies such as VLAN membership, QoS policies,
and ACL rules can be assigned to each host. In addition, the switch also supports Microsoft®
NAP (Network Access Protection). NAP is a policy enforcement technology that allows customers
to protect network assets from unhealthy computers by enforcing compliance with network health
policies.

Traffic Management for Triple Play

The DGS-3120 Series implements a rich set of multilayer QoS/CoS features to ensure that critical
network services like VolP, video conference, IPTV and IP surveillance are served with high
priority. The Traffic Shaping features guarantee bandwidth of these services when the network is
busy. With L2 Multicast support, the DGS-3120 shows its ability to handle growing IPTV
applications. Host-based IGMP/MLD Snooping allows multiple multicast subscribers per physical
interface and ISM VLAN sends multicast streams in a multicast VLAN to save bandwidth and to
provide better security to the backbone network. The ISM VLAN profiles allow users to
bind/replace the pre-defined multicast registration information to subscriber ports quickly and
easily.

Proactive, Effective Network Management

To uphold enterprise customers’ Service Level Agreements (SLA), service providers must reduce
the Mean Time to Repair (MTTR) and increase service availability. Ethernet OAM features
address these challenges and enable service providers to offer carrier-grade services. The DGS-
3120 Series supports industry-standard OAM tools, including IEEE 802.3ah, IEEE802.1ag, and
ITU-T Y.1731. Connectivity Fault Management (CFM) provides tools to monitor and troubleshoot
end-to-end Ethernet networks, allowing service providers to check connectivity, isolate network
issues, and identify customers affected by network issues.

IPv6 Technology

The DGS-3120 Series is fully compliant with the future IPv6 networks. It supports remote IPv6
manageability from telnet, HTTP, or SNMP. To create secure IPv6 networks, the DGS-3120
Series uses IPv6 ACL, DHCPv6 Snooping and Neighbor Discovery (ND) Snooping functions to
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protect the network from illegal IPv6 clients. The DGS-3120 Series has been certified with 1Pv6
Ready Logo Phase 2 from the IPv6 forum, a worldwide IPv6 advocacy consortium. The IPv6
Ready Logo Program provides conformance and interoperability of IPv6 products

D-Link Green Technology

D-Link is striving to take the lead in developing innovative and power-saving technology that does
not sacrifice operational performance or functionality.The DGS-3120 Series implements the D-
Link Green Technology, which includes a power saving mode, smart fan, reduced heat
dissipation, and cable length detection. The power saving feature automatically powers down
ports that have no link or link partner. The Smart Fan feature allows for the built-in fans to
automatically adjust their speed at a certain temperature, providing continuous, reliable and eco-
friendly operation of the switch.

Manageability

D-Link’s Single IP Management (SIM) simplifies and speeds up management tasks, allowing
multiple switches to be configured, monitored and maintained from any workstation running a web
browser through one unique IP address. This virtual stack is managed as a single object, having
all units maintained by one IP address. The DGS-3120 Series also supports standard-based
management protocols such as SNMP, RMON, Telnet, Console, Web-based GUI and SSH/SSL
security authentication.

- DGS-3420-28TC - xStack 28 Port Gigabit L2+ Managed Switch, 20 GE Ports, 4
Combo GE/SFP Ports & 4 SFP+ Ports

- DGS-3420-28SC - xStack 28 SFP Port L2+ Managed Switch, 20 SFP Ports, 4
Combo GE/SPF Ports, and 4 SFP+ Port

- DGS-3420-28PC - xStack 28 Port Gigabit L2+ Managed PoE Switch, 20 GE PoE
Ports, 4 Combo PoE GE/SFP Ports & 4 SFP+ Ports

- DGS-3420-52T - xStack 52 Port Gigabit L2+ Managed Switch, 48 Gigabit Ports and 4
SFP+ Ports

- DGS-3420-52P - xStack 52 Port Gigabit L2+ Managed PoE Switch, 48 Gigabit PoE
Ports and 4 SFP+ Ports

Overview

The xStack DGS-3420 series of next generation Layer 2+ Gigabit switches delivers performance,
flexibility, security, multi-layer QoS, and accessibility, along with redundant power options for
SMBs and enterprises. With high Gigabit port densities, Gigabit SFP, 10-Gigabit SFP+ support,
and advanced software solutions, these switches can act as either a departmental access layer
or aggregation switches to form a multilevel network. Service providers can take advantage of the
high SFP density (DGS-3420-28SC) to structure the aggregation of Fiber to the Building (FTTB)
networks that can be extended to subscribers’ sites.

Unparalleled Flexibility

Easily deployed and simple to manage, the DGS-3420 can be stacked with any switch that
supports D-Link’s Single IP Management to form a multi-level network with centralized
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management. The virtual stack can include units located anywhere on the same network domain
and uses optional 10-Gigabit uplinks to move intra-stack traffic at 20 Gbps full duplex speeds.

Redundant Ring Stacking

Alternatively, depending on whether linear or ring stacking is implemented, users can use one or
two 10-Gigabit SFP+ ports to create a physical stack. 12 units or 576 Gigabit ports can be
configured for a stack using direct attach cables to provide high-bandwidth and return on
investment.

Security, Performance & Availability

The DGS-3420 Series provides a complete set of security features including L2/L3/L4 multi-layer
Access Control Lists and 802.1X user authentication via TACACS+ and RADIUS servers. The
DGS-3420 Series offers extensive VLAN support including GVRP and 802.1Q VLAN to enhance
security and performance. A robust set of L2/L3/L4 QoS/CoS solutions help ensure that critical
network services such as VolP, ERP, Intranet, and video conferencing are served with proper
priority. The series also provides D-Link’s Safeguard Engine to increase the switch’s reliability,
serviceability and availability to prevent malicious traffic flooding caused by worms or virus
infections. Bandwidth Control can be flexibly set for each port using pre-defined thresholds to
assure a committed level of service for end users. For advanced applications, flow-based
bandwidth control allows easy fine-tuning of service types based on specific IP addresses or
protocols.

IPv6 Technology

The DGS-3420 Series also features comprehensive IPv6 support, including IPv6 Tunneling,
ICMPv6, DHCPv6, RIPNng, etc. With 10-Gigabit connectivity and IPv6 support, the DGS-3420
Series enables you to future-proof your network for cost efficiency and longevity while meeting
the requirements for IPv6 capable network devices in the coming years.

D-Link Green Technology

D-Link is striving to take the lead in developing innovative and power-saving technology that does
not sacrifice operational performance or functionality. The DGS-3420 Series implements D-Link
Green technology, which includes power saving through link status, smart fan design, increased
heat dissipation, and cable length detection. The power saving feature automatically powers
down ports that have no link or link partner. The Smart Fan design allows the built-in fans to
automatically turn on only at a certain temperature, providing continuous, reliable, and eco-
friendly operation of the switch.

These products support most of the listed protocols. See attachment A for a list of supported
protocols.

5.2.8.2 Campus LAN — Core Switches
D-Link offers the following products that meet the criteria:

- DGS-3620-28TC - xStack Managed 24-Port Layer 3 Switch with 4-Combo SFP, (4)
10Gigabit SFP+, Standard Image
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DGS-3620-28SC - xStack Managed 24-Port Layer 3 SFP Switch with 4-Combo
1Gigabit Ports, (4) 10Gigabit SFP+, Standard Image

- DGS-3620-28PC - xStack Managed 24-Port Layer 3 Gigabit Stackable POE+ Switch
with 4-Combo SFP Ports, (4) 10Gigabit SFP+, Standard Image

- DGS-3620-52T - xStack Managed 48-Port Layer 3 Switch with (4) 10Gigabit SFP+,
Standard Image

- DGS-3620-52P - xStack Managed 48-Port Layer 3 PoE+ Switch with (4) 10Gigabit
SFP+, Standard Image

Overview

The latest generation of D-Link® xStack® Switches supports IPv6 routing and has more
advanced features than ever to address today’s security, QoS, and management concerns. The
xStack DGS-3620 Series includes five Gigabit managed switches with a choice of 24 or 48 port
10/100/1000Base-T models, 24 SFP port model, and PoOE+ model options. The DGS-3620-28TC
comes with four combo SFP slots and four 10-Gigabit SFP+ slots. The DGS-3620-28SC is the
fiber version equipped with four combo 10/100/1000 Base-T ports and four 10-Gigabit SFP+
slots. The DGS-3620-52T has four 10-Gigabit SFP+ slots. The DGS-3620-28PC and DGS-3620-
52P also include PoE (802.3af) and PoE+ (802.3at) that provides up to 30W to power devices
such as IP phones, Access Points, or security cameras.

The xStack DGS-3620 Series is equipped with robust features that fulfill the most demanding
network’s needs for voice and video streaming. Stackable up to 12 units under a single IP, the
switches are able to provide a total of up to 576 Gbps aggregated bandwidth. To help secure your
network, the D-Link Safeguard Engine™ helps prevent Denial-of-Service (DoS) attacks while the
Access Control List (ACL) enhances network security. The DGS-3620 Series is equipped with
industry standard management features including easy-to-use CLI and web-based administrator
interfaces. D-Link provides these features on a scalable platform, increasing your company’s
productivity while protecting your investment.

IPv6 and IPv4 Routing

The xStack DGS-3620 Series provides current IPv4 networks with a simple migration path to IPv6
and protects your investment for future network upgrades when greater security and larger
addressing are required. Basic static routing such as RIP and RIPv2 are supported for small
network routing applications. Advanced routing protocols such as OSPF and equal cost routing
are supported for load balancing and building a scalable network.

Stackable up to 12 Units

Each switch in the xStack DGS-3620 Series has four SFP+ Ports to install compatible modules
for stacking provide up to 40Gbps data stacking backplane while in full-duplex mode. This
enhances your overall network performance for switches transmitting large files such as graphics
or pictures. Under stacking mode, the switches are hot-swappable. This means that in a stack
configuration, any of the switches can be replaced or removed without affecting the network.
There is no need to reconfigure a replacement switch; just give the new switch the same stack
number ID as the old switch and the network will carry the same configuration as before. This
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minimizes network downtime and maximizes the productivity of your business. Also, to facilitate
network administration, cross stack port mirroring and port trunking are supported.

The D-Link Safeguard Engine and Security

The DGS-3620 Series incorporates advanced mechanisms to detect an attack against the central
processing unit of the switch and to take corrective action on the attacking interface. When a DoS
attack is waged against any of the DGS-3620 switches, the D-Link Safeguard Engine detects the
threat and prevents overload of the CPU, thus ensuring network integrity and helping to maintain
open network bandwidth channels.

In addition, the xStack DGS-3620 Series offers a variety of authentication methods, including
those without the requirement of a RADIUS server. It supports MAC-based Access Control, which
authenticates the user based on the MAC address of the client so that authentication is
transparent to the client. It also supports Web-based Access Control, which prompts for
username and password before allowing access to TCP traffic. Lastly, the xStack Series supports
Network Access Protection (NAP). This feature works in conjunction with Microsoft® software
platforms to reinforce network health and security policies including policy validation, network
restriction, remediation, and ongoing compliance.

Voice and Video Applications

For today’s businesses, having voice, data, and video on the same network is common practice.
This challenge is met by the xStack DGS-3620 Series, which support 802.1p with eight queues.
The administrator can designate traffic priority based on a variety of means including IP and MAC
address, so that voice data is clear and jitter-free. Video traffic can also be assigned with the
same priority. In addition, the xStack DGS-3620 Series provides IGMP Snooping, which allows
the forwarding of multicast packets such as streaming audio and video without increasing network
broadcast congestion. By snhooping IGMP registration information within a frame, a list of
workstations that have joined the multicast group is created. This list then allows the switch to
intelligently forward packets to only the appropriate member workstations. For IPv6 traffic, the
xStack DGS-3620 Series supports MLD snooping. Multicast routing is supported under
independent multicast protocol, including PIM-SM, PIM-DM, and PIM-SDM (Sparse Dense
Mode). DVMRP is also supported to interconnect two multicast-enabled networks across non-
multicast networks. In conjunction with support for 802.1Q VLANS, Quality of Service (QoS) and
security can be achieved on a network infused with data traffic.

Ease of Management

The xStack DGS-3620 Series supports SNMP v1/2¢/3 so traps can be set on abnormal events
and information can be polled to maximize network productivity. Other standard management
features also supported include RMON and IEEE 802.1D Spanning Tree. User interfaces include
an intuitive Web-based GUI or standard CLI, either of which can be protected through SSL or
SSH encryption.

- DXS-3600-16S - 8-Port 10GbE SFP+ L2/L3 Managed Switch with Expansion Slot
- DXS-3600-32S - 24-Port 10GbE SFP+ L2/L3 Managed Switch with Expansion Slot

Overview
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The DXS-3600-16S is a 8-port SFP+ 10-Gigabit Ethernet (GbE) switch featuring wired-speed 10
Gigabit Ethernet switching, routing, and very low latency. This switch delivers high-performance
10 GbE capacity of up to 480 Gbps and forwarding rates of up to 357.14 Mbps. The switch
features hot swappable power supplies and fan trays to provide a redundant, high availability
architecture. With 1U height and front-to-back air flow, the DXS-3600-16S is suitable for
enterprise/campus network aggregation switching, as well as top-of-rack (ToR) deployment in
data centers.

Security, Performance & Availability

The DXS-3600-16S switch provides a complete set of security features including Access Control
Lists and 802.1x user authentication via TACACS+ and RADIUS servers. This ensures the
network is protected from unauthorized access. It also offers extensive VLAN support including
GVRP and 802.1Q VLAN to enhance security and performance. A robust set of QoS/CoS
solutions help ensure that critical network services such as VolP and video conferencing are
served with priority. Bandwidth Control can be flexibly set for each port using pre-defined
thresholds to assure a committed level of service for end users. For advanced applications, flow-
based bandwidth control allows easy fine-tuning of service types based on specific IP addresses
or protocols.

Energy Efficient

The DXS-3600-16S provides front-to-back airflow, a more effective cooling method throughout
rack systems in data centers, compared to side-to-side airflow. The switch also features built-in
smart fans; internal heat sensor monitor and detects temperature change, reacting accordingly by
utilizing different fan speeds for different temperatures. At lower temperatures, the fans will run
slower and reduce the switch’s power consumption and noise.

-  DGS-6600 — 6600-Series Chassis Switch

Overview

D-Link’s DGS-6600 series chassis-based switches are intelligent and high-performance multi-
layer LAN devices designed for the small and mid-size enterprise. They are ideal for deployment
in environments that require uninterrupted running of network applications and a high level of
performance, security and control.

Featuring a flexible modular architecture and industry standard compliance, these switches
provide scalable expansion and a high level of investment protection for businesses to deploy
Gigabit and 10-Gigabit packet switching and routing.

The DGS-6600 series is equipped with high-speed switch fabric, and advanced software
functions, including complete IPv6 support. These switches provide the performance, high
availability and future-proof architecture suitable for applications of not just today, but those of the
future.

Flexible Modular Design

The DGS-6600 series is now available in a 4-slot chassis model, the DGS-6604. One open slot is
reserved for a control module, and the other three slots can be fitted with user-selectable port
modules. In addition to these open slots, there are four slots for redundant backup power
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supplies, and one slot for a replaceable fan module. This modular architecture allows modules to
be gradually added to meet network growth, and modules can be easily swapped anytime to fit
network requirement changes.

High Performance

The DGS-6604 4-slot switch provides a switch capacity of up to 576 Gbps and system
performance of up to 428.57 Mpps. To make use of this high-performance hardware, these
switches utilize a distribution switching method where each line card intelligently determines the
switch path for each data packet. The switches synchronize the switching and routing information
between the control cards and the line cards to map out the fastest data transfer path. With each
line card capable of performing L2/3/4 on-board packet switching without relying on the control
cards, the DGS-6600 series switches can deliver very fast packet forwarding at almost zero-wait
speed.

High Port Densities

Port densities can reach 144 Gigabit or 24 10-Gigabit ports per 4-slot chassis. All port modules
are hot swappable without the need to change any hardware or software settings. By providing up
to 24 10GE ports with each port running at non-blocking rates, it can help enterprises migrate to a
10G backbone.

High Availability

The DGS-6604 provides 3+1 redundant backup power supplies (up to 3 active and 1 backup) and
a hot swappable fan module to create a very highly available chassis-based device suitable for
mission-critical network applications.

Application Convergence

The DGS-6600 series combines high-speed hardware with software functions like prioritised
traffic QoS and multicast routing to deliver the performance needed for real-time applications
such as Internet telephony, streaming multimedia, and IPTV. In addition, these switches offer
Power over Ethernet (PoE) solutions to provide both electrical power and network connectivity to
PoE-capable devices, such as IP phones and wireless APs, and are ideal for large-scale
enterprise edge deployment. An example of this application convergence would be VolP for
mobile users via wireless access points connected through the DGS-6600 series switches.

Complete IPv6 Support

The DGS-6600 series provides complete support for IPv6 to accommodate the potential huge
increase in number of users and geographical needs of Internet expansion. It addresses the
requirements of emerging applications such as Internet-enabled wireless devices, home and
industrial appliances, Internet-connected transportation, integrated telephony services, sensor
networks, and distributed computing or gaming. The use of globally unique IPv6 addresses
simplifies the mechanisms used for reach-ability and end-to-end security for network devices -
functionality that is crucial to the applications and services that are driving the demand for IP
addresses.

Enterprise-Wide Security
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The DGS-6600 series provides not only network access security but also protection against
internal and external attacks. Access security is provided through comprehensive policy-based
ACL, port security, IP-MAC-Port binding features, and Defeat IP Scan. Attacks hidden behind
control protocols are thwarted, preventing the switch’s CPU from being overwhelmed with
unnecessary tasks which can cause degradation to a network’s performance. The DGS-6600
series extends security to network management via such functions as SSH v2 and SNMP v3 with
authentication and encryption of management traffic.

These products support most of the listed protocols. See attachment A for a list of supported
protocols.

5.2.8.3 Campus Distribution Switches
D-Link offers the following products that meet the criteria:

- DGS-3420-28TC, DGS-3420-28SC, DGS-3420-28PC, DGS-3420-52T, DGS-3420-
52P

-  DGS-3620-28TC, DGS-3620-28SC, DGS-3620-28PC, DGS-3620-52T, DGS-3620-
52P

- DGS-6600

These products support most of the listed protocols. See attachment A for a list of supported
protocols.

5.2.9 WIRELESS

9/11/2013 2:58 PM

5.2.9.1 Access Points
D-Link offers the following products that meet the criteria:

- DWL-6600 - Unified 802.11n Dual Band Access Point
Overview

The DWL-6600AP Unified N Dual-band PoE Access Point is a best-in-class indoor access point
designed specifically for business-class environments. With high data transmission speeds and
access point load balancing, the DWL-6600AP offers high-quality and reliable wireless service.
Versatile and powerful, the DWL-6600AP can be flexibly deployed as a standalone wireless
access point or as a managed access point controlled by a D-Link® Unified Wireless Switch or
Wireless Controller. Businesses can start with standalone mode deployment, then migrate to a
centrally managed system anytime later.

Enhanced Performance

The DWL-6600AP delivers reliable wireless performance with maximum wireless signal rates of
up to 300 Mbps in either the 2.4 GHz or 5 GHz mode. Support for Wi-Fi Multimedia™ (WMM)
Quality of Service features makes the DWL-6600AP an ideal access point for audio, video, and
voice application. In addition, the load balancing feature ensures maximum performance and best
service quality in the wireless environment1.

Self-Configuring Cluster
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For small businesses that need to deploy multiple access points (APs) but lack the resources to
tackle the complicated task of network management, the DWL-6600AP’s self-configuring cluster
feature offers the ideal solution. When several DWL-6600APs are deployed on the network, they
can be organized to form a self-configuring cluster. The administrator can configure one access
point and apply the same arrangement to all remaining APs. Up to 16 APs may be used to form a
cluster.

Unified Management

The DWL-6600AP can operate in conjunction with a D-Link Wireless Switch and Wireless
Controller. In this mode, multiple DWL-6600APs can connect directly or indirectly to one of these
switches/ controllers to provide unparalleled security and wireless mobility for wireless clients.
Each DWL-6600AP will be continually tuned by these switches to provide the optimal RF
channels and transmission power for all mobile clients, giving them the best wireless signals in
both 2.4GHz and 5.0GHz bands and uninterrupted wireless connectivity.

Security

The DWL-6600AP supports the latest standards in wireless security, including WEP, WPA,
WPA2, and 802.1X. In addition, the DWL-6600AP supports up to 16 virtual access points (VAP)
per radio, for a total of 32 VAPs, allowing the administrator to assign different access privileges to
different groups of users. When Station Isolation is enabled, the AP blocks communication
between wireless clients on the same radio and VAP. When used with D-Link’s line of Unified
Wireless Switches, security is strengthened. Administrators will be immediately notified of any
security threats arise and when rogue APs in the network are detected.

Automatic RF Management

When a number of access points are deployed close to each other, interference may result if
proper RF management is not implemented . When a DWL-6600AP senses any neighbor AP at
startup, it will automatically select a non-interfering channel, the DWL-6600AP will automatically
lower its transmission power to minimize interference. When that managed AP is no longer
present, the DWL-6600AP will increase it’s transmit power to expand coverage.

Quality of Service

The DWL-6600AP is WMM-certified, so in the event of network congestion, time-sensitive traffic
can be given priority ahead of other traffic. Furthermore, when a number of DWL-6600APs are in
close proximity with each other, an access point can refuse new association request once its
resources are fully utilized. Instead, the association request will be picked up by a neighboring
AP. This feature ensures that no single AP is over burdened while other APs nearby sit idle.

Convenient Installation

With an embedded antenna and simple styled exterior, the DWL-6600AP can be installed on a
wall or ceiling and blends in with most interior decorations in an office. Enclosed in a plenum-
rated chassis, the DWL-6600AP adheres to strict fire codes for placement in air passageways.
For easy installation, the DWL-6600AP has integrated 802.3af Power over Ethernet (PoE)
support, allowing installation of this device in areas where power outlets are not readily available.

- DWL-8600 - Unified Wireless PoE Access Point, Simultaneous Dual Band 802.11n
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Overview

The DWL-8600AP is D-Link’s next generation Unified Access Point supporting the IEEE 802.11n
standard. Versatile and powerful, this device can be flexibly deployed as a stand-alone "fit"
wireless Access Point or as a "thin" managed Access Point (AP) manageable from a wireless
switch such as D-Link’'s DWS-4026.

Blazing Wireless Speeds

802.11n offers up to six times increased throughput when compared with existing 802.11a/g
networks. By employing the DWL-8600AP today, you can prepare your business for the future
generation of wireless devices and mobile applications. The DWL-8600AP is also fully backwards
compatible with 802.1a/b/g clients.

Green Technology for Advanced Power Saving

The DWL-8600AP features scheduled and unscheduled Automatic Power Save Delivery (APSD).
Unscheduled APSD (U-APSD) is a power management method that is more efficient than older
802.11 Power Save Poalling. The primary benefit of U-APSD is that it allows for the voice client to
synchronize the transmission and reception of voice frames with the AP, thereby allowing the
client to go into power saving mode when not sending or receiving packets.

Intelligent "Fit" Access Point

The DWL-8600AP has everything on-board that enables network administrators to set up a
secure wireless network and to connect to any Ethernet switch or router. Advanced wireless
functions that the DWL-8600AP supports include: WEP data encryption, WPA/WPA2 security,
client MAC address filtering, AP load balancing, QoS/WMM (Wireless Multimedia), and Rogue AP
Detection.

"Thin" AP Centrally Managed

Alternatively, the DWL-8600AP can operate in conjunction with a D-Link DWS-4026 unified
wired/wireless switch. In this mode, multiple DWL-8600APs can connect directly or indirectly to
the switch to provide unparalleled security and wireless mobility for wireless clients. Each DWL-
8600AP will be continually tuned by the switch to provide optimal RF channels and transmission
power for all mobile clients, giving them the best wireless signals in both 2.4GHz and 5.0GHz
bands and uninterrupted wireless connectivity.

In this mode, the switch automatically configures every connected “thin” DWL-8600AP, so no
configuration is necessary during installation. If a DWL-8600AP needs to be replaced, the
replacement DWL-8600AP automatically inherits the same configuration, making the replacement
process simple.

Flexible Quadband Wireless LAN Connectivity

The DWL-8600AP delivers concurrent wireless performance in both frequency bands
simultaneously. With Quadband connectivity, two wireless networks are effectively created, both
running at full bandwidth, offering a significant increase in total network capacity. At the same
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time, the DWL-8600AP remains fully backward compatible with the 802.11b standard in the
2.4GHz frequency.

Optimal Wireless Performance

The architecture of most current wireless LAN controllers requires wireless traffic to return to the
controller for centralized processing, providing unnecessary traffic delay. The DWL-8600AP —
when operating with a DWS-4026 switch — offers administrators extra options.

Total Security & Quality of Service (QoS)

The DWL-8600AP continuously scans both frequency bands and their associated channels to
detect rogues while simultaneously providing wireless connectivity to mobile clients. If a rogue is
detected, it reports the result to the DWS-4026 wireless switch that manages it. From a
management console, administrators can identify the rogue AP and take appropriate action.

The DWL-8600AP supports 64/128/152-bit WEP data encryption, WPA/MWPA2 security and
multiple SSID per RF frequency band. These functions along with wireless user MAC Address
Filtering and SSID Broadcast Disable can be used to set up security and limit outsiders’ access to
the internal network. The DWL-8600AP supports 802.1Q VLAN Tagging and WMM (Wi-Fi
Multimedia) for important wireless transmissions such as VolP and streaming media applications,
delivering critical user-based services, such as prioritized delivery of voice traffic.

These products support most of the listed protocols. See attachment A for a list of supported
protocols.

5.2.9.2 Outdoor Wireless Access Points
D-Link offers the following products that meet the criteria:

- DAP-3690 - AirPremier® N Dual Band Outdoor PoE Access Point
Overview

The D-Link® DAP-3690 AirPremier® N Outdoor Dual Band PoE Access Point is a versatile, high
power outdoor access point designed with harsh weather resistant features making it an ideal
solution for creating outdoor wireless hot spot networks. In addition to outdoor, it can be installed
in environments where flexible wireless access and harsh conditions exists including;
manufacturing plants, industrial automation, convention halls, stadium facilities, airports, school
campuses, golf courses, marinas or virtually any venue requiring a robust wireless solution.

Versatile Access Point

Detachable antennas provide flexibility and optimal wireless coverage in both 2.4GHz (802.11
b/g/n) and 5GHz (802.11 a/b/g/n) bands. Designed for outdoor deployments, the DAP-3690
includes a broad range of harsh environment features such as IP67 water/ dust proof housing,
wide operating temperature range, built in heater and power surge arrestor to withstand all
elements. Easy installation is realized with integrated 802.3at Power over Ethernet (PoE) support,
eliminating the need for power outlets and the included wall and pole mounting kits minimize
installation time making the DAP-3690 quick to deploy.

Multiple Operation Modes
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The DAP-3690 can be configured to optimize network performance based on any one of its
multiple operation modes: Access Point, Wireless Distribution System (WDS) with Access Point,
WDS, and Wireless Client.

Also included are advanced features such as Load Balancing, which optimizes high network
traffic volume, and redundancy for fail-safe wireless connectivity. Additionally, the DAP-3690
offers Spanning Tree Protocol support for greater efficiency and to avoid broadcast storms when
used in WDS mode.

Enhanced Performance

The DAP-3690 delivers reliable wireless performance with with maximum wireless signal rate of
up to 300 Mbps in both the 2.4 GHz and 5 GHz wireless band.1 Additionally, support for Wi-Fi
Multimedia™ (WMM) Quality of Service (QoS) features, make this device an ideal access point
for audio, video, and voice applications.

When enabled, QoS allows the DAP-3690 to automatically prioritize traffic according to the level
of interactive streaming, such as Voice over IP(VolP). The QoS feature also provides a drop-
down menu option to customize priority settings. The load balance feature in this device also
ensures maximum performance by setting a limit for the total number of users per access point.

Security

To help maintain a secure wireless network, the DAP-3690 provides the latest in wireless security
technologies by supporting both Personal and Enterprise versions of WPA™ and WPA2™
(802.11i) with support for a RADIUS server backend. To further protect your wireless network,
MAC Address Filtering, Wireless LAN Segmentation, Disable SSID Broadcast, Rogue AP
Detection, and Wireless Broadcast Scheduling are also included. The DAP-3690 includes support
for up to 16 VLANSs per band to implement multiple SSIDs to further help segment users on the
network. It also includes a wireless client isolation mechanism, which limits direct client-to-client
communication.

Network Management

Network administrators have multiple options for securely managing the DAP-3690 including Web
(HTTP/HTTPS), Secure Sockets Layer (SSL), Secure Shell (SSH), and Telnet and a RJ-45
console port. For advanced network management, administrators can use the D-Link AP
Manager Il, AP Array, or D-View SNMPv3 management module to configure and manage
multiple access points from a single location. In addition to a streamlined management process,
both AP Manager Il and D-View provide network administrators with the means to verify and
conduct regular maintenance checks remotely, eliminating the need to send out personnel to
physically verify proper operation.

With simultaneous dual band functionality, PoE support, extensive manageability, versatile
operation modes, and solid security enhancements, the D-Link AirPremier N Dual Band Outdoor
PoE Access Point (DAP-3690) provides SMB and enterprise environments with a business class
solution for deploying a wireless network in outdoor environments.

These products support most of the listed protocols. See attachment A for a list of supported
protocols.
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5.2.9.3 Wireless LAN Controllers
D-Link offers the following products that meet the criteria:

- DWS-3160-24PC - Unified Wireless L2+ Gigabit PoE Switch
Overview

The DWS-3160 is D-Link’s latest Unified L2+ Gigabit Wireless Switch. Designed to be the ideal
mobility solution for medium-sized and large enterprises and service providers, the DWS-3160
empowers administrators to exercise total control over their wireless networks by centralizing all
aspects of provisioning and management. Able to manage up to 48 D-Link Unified Access Points
by itself and up to 192 in a Peer Group, the DWS-3160 can be configured to act either as a
Wireless Controller in the core network, and as an L2+ Gigabit Switch at the edge, enabling it to
be seamlessly integrated into any existing network infrastructure. The DWS-3160 comes in two
models with or without POE support.

Simplified Management

The DWS-3160 is able to centralize all critical WLAN management, thereby eliminating the need
to manage access points individually. The administrator simply assigns a profile to an individual
D-Link Unified Access Point, and the configuration corresponding to that profile would be applied
onto that access point automatically. In addition, the DWS-3160 can apply new firmware to all D-
Link Unified Access Points on the network, thus greatly simplifying the upgrade process.

The DWS-3160 also excels as an advanced L2+ switch. Complete with RIPv1/v2 dynamic
routing, ACL security, multi-layer QoS, comprehensive VLAN support, as well as Multicast
Snooping capabilities, the DWS-3160 enables easy and flexible deployment. Furthermore,
multiple DWS-3160s can form a Peer Group, which enables the administrator to configure all
switches from one Peer Group Master. As the size of the Peer Group grows, so can the number
of D-Link Unified Access Points being managed. Up to 192 D-Link Unified Access Points may be
managed by a Peer Group. This helps to significantly simplify management and reduce
maintenance efforts when a network is scaled up.

Trusted Security

The DWS-3160 offers a state-of-the-art Wireless Intrusion Detection System (WIDS), which
empowers administrators to detect Rogue Access Points and Rogue Clients, effectively
preventing them from causing damage to the network. The administrator can also activate various
threat detections and use Radio Frequency Scan to sweep the entire wireless network to identify
any possible security breach in advance.

When working in conjunction with D-Link Unified Access Points, Virtual Access Points may be
easily configured and managed, allowing the administrator to assign different access privileges to
different classes of users. In addition to WPA and WPA2, an added measure of protection is
added withan advanced captive portal, thus enabling only authorized users to utilize the wireless
network. On the wired side, the DWS-3160 utilizes Access Control Lists to tightly control what
goes in and out of the network by setting up a number of simple rules. Along with other advanced
security features, such as 802.1X Network Access Control and advanced Denial-of-Service
Protection, the DWS-3160 provides robust and centralized security, ensuring maximum network
reliability.

40

BidSync

Bid JP14001

p. 42



State of Utah

D-Link Systems, Inc. WSCA-NASPO Data Communications Bid JP14001

9/11/2013 2:58 PM

Network Resiliency

When a number of access points are deployed close to each other, interference may result if
proper RF management is not implemented. The DWS-3160 is aware of how the radio spectrum
is being utilized in the network and will automatically assign the most optimized channel to each
access point under its management. This greatly reduces RF interference and will allow the
administrator to deploy APs more densely.

To further minimize interference, the DWS-3160 also can adjust the transmit power of each radio
independently. When, for whatever reason, there is no longer so many access points present,
transmission power will be increased to expand network coverage. To ensure that no access
point is overburdened while others sit idle, the DWS-3160 will prevent certain D-Link Unified
Access Points from accepting new association requests if its resources are fully utilized. A
neighboring D-Link Unified Access Point will instead pick up the load. This ensures that proper
load balancing is in place, and the network will function in the most optimal state.

Seamless Mobility

Wireless clients can enjoy seamless and uninterrupted roaming from AP to AP if they are
managed by the same DWS-3160, even if they are not in the same subnet. Because the DWS-
3160 employs various mechanisms such as pre-authentication and keycaching, wireless users
can freely roam the entire network without needing to re-authenticate. This allows tablet and
smart phone and netbook computer users to travel freely within any premise covered by the
DWS-3160’s managed APs without having to worry about network connectivity, thus enabling for
a truly mobile workplace.

-  DWS-4026
Overview

The DWS-4026 is D-Link’s next generation Unified Wired/Wireless Gigabit Switch with an array of
advanced features and 802.11n support. With the ability to manage up to 64 Unified Wireless
Access Points by itself and up to 256 in a Peer Group, the DWS-4026 is a full-featured and cost-
effective mobility solution for mid-to large enterprises and service providers. Extremely versatile
and flexible, the DWS-4026 can be deployed as a Wireless Controller in the core network or as a
L2+ PoE Gigabit Switch at the edge depending on the requirement. By centralizing WLAN
configuration and management functions, DWS-4026 enables network administrators to have
control, security, redundancy, and reliability needed to scale and manage their wireless networks
easily and efficiently.

Adaptable Wireless

Most of the current Wireless LAN controllers’ architecture requires wireless traffic to return to the
controller for centralized processing, causing unnecessary traffic delay. The DWS-4026 offers
network administrators additional options: depending on the wireless application, wireless traffic
can either be tunneled back to the switch for better security control, or locally forwarded at the
Access Point for optimal performance.

Comprehensive Wired/Wireless Security
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The DWS-4026 offers a state-of-the-art Wireless Intrusion Detection System (WIDS), which
empowers network administrators to detect rogue Access Points and rogue clients as well as
anticipate wireless threats, preventing them from causing damage to the network. With WIDS,
administrators can activate various threat detections and use RF scans to sweep the entire
wireless network for any possible security breach in advance. Other wireless security features
include WPA/WPAZ2 Enterprise, 802.11i, Captive Portal and MAC Authentication.

Seamless Mobility

Wireless clients can enjoy seamless and uninterrupted roaming from AP to AP managed by a
DWS-4026 even if they are not in the same subnet. Because the DWS-4026 employs various
mechanisms such as pre-authentication and key-caching, wireless users can freely “roam” the
entire network without needing to re-authenticate. The additional Fast Roaming feature results in
disruption-free, reliable wireless connectivity crucial for mobile applications such as Wi-Fi IP
Phones and wireless PDAs. Furthermore, the DWS-4026 supports advanced “AP-AP Tunneling”,
which is used to support L3 roaming for wireless clients without forwarding any data traffic to the
Unified Switch. This can help to significantly reduce network traffic and save bandwidth.

Voice-Optimised Quality of Service (QoS)

The DWS-4026 is specifically designed and optimized for Voice over Wireless traffic with features
such as Auto-VolP and Voice VLAN. The Auto-VolP feature explicitly matches VolP streams and
provides them with a better class-of-service than ordinary traffic.

Network Resiliency

The DWS-4026 offers a “self-healing” network capability to increase the resiliency of the entire
wireless network. To make up for a sudden RF signal vacuum created by any “dead” AP (AP with
DC power failure, for example), the DWS-4026 automatically increases the transmit output power
of the neighboring APs to expand the RF coverage, thereby “healing” the network. Also, to ensure
continuous connection for current clients, the DWS-4026 performs load balancing across access
points when network traffic reaches a certain threshold by forcing additional clients to associate
with other access points.

Maximized Flexibility

In addition to all its wireless capabilities, the DWS-4026 also excels as an advanced L2+ PoE
Switch. Complete with dynamic routing using RIPv1/v2, ACL security, multi-layer QoS,
comprehensive VLAN support, IGMP/MLD Snooping as well as dual 10-Gigabit uplink support,
the DWS-4026 truly enables network administrators to integrate their enterprise class wireless
network with their wired infrastructure. Businesses contemplating upgrading their current wired or
wireless network can deploy the DWS-4026 to take advantage of its dual-role flexibility.

Simplified Management

Multiple DWS-4026s can form a Switch Cluster, which enables network administrators to manage
and configure all switches from one single “Cluster Master.” In addition, the Switch Cluster also
manages information of all the Access Points as well as their associated clients. This helps to
significantly simplify management and reduce maintenance efforts as the network scales up.
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These products support most of the listed protocols. See attachment A for a list of supported
protocols.

5.3.0 UNIFIED COMMUNICATIONS (UC)
D-Link does not offer any products in this category.
5.3.1 SERVICES

D-Link’s customizable professional services and flexible advanced support options play a
significant role in driving the low TCO and high business productivity our total networking
solutions deliver. Combine the professional services you need to supplement and extend your
capabilities with the support levels required to meet your IT and business requirements.

D-Link Professional Services options include network assessments, network installation, virtual
and on-site wireless site surveys, planning design and implementation assistance, IP surveillance
site surveys, design, implementation and configuration.

Professional Services Include:
o Network Assessment
o Network Installation
e Network Security Audit
e Wireless Site Survey, Design, and Implementation
e SAN Storage Implementation
e |P Surveillance Site Survey, Design, and Implementation
e Remote Consulting Service for Configuration and Installation

e D-Link 5-year Enhanced Warranty. Adds 5 years of next business day advance
hardware delivery with 9-to-5 phone support.

e Standalone Priority Phone Support. Per Incident 24x7 or Contract Period 9-to-5 or
24x7.

Note: In addition to the listed items, D-Link offers a range of IP surveillance cameras, storage devices,
software, and consumer networking products. Please see the attached price/product list for details on
products, pricing, and discounts.
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5.2.2 NETWORKING S

5.2.2.1 Network N
DV-600S
DV-600P
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ATTACHMENT A
5.2.8 SWITCHES
5.2.8.1 Campus LAN — Access Switches DGS-1210-28P/52 DES-3200-28P/52P DGS-3120-24TC/48TC/24PC/48PC  DGS-3420-28TC/285C/28PC/52T/52P
Security
i SSHv2 (Secure Shell Version 2) N Y Y Y
il 802.1X (Port Based Network Access Control) Y Y Y Y
iii. Port Security Y Y Y Y
iv. DHCP (Dynamic Host Configuration Protocol) Snooping Y Y Y Y
VLANs Y Y Y Y
Fast Ethernet/Gigabit Ethernet Y Y Y Y
PoE (Power over Ethernet) Y/28P Y Y/24PC/48PC Y/28PC/52P
link aggregation Y Y Y Y
10 Gb support N N Y Y
Port mirroring Y Y Y Y
Span Taps N Y Y Y
Support of IPv6 and IPv4 Y Y Y Y
Standards-based rapid spanning tree Y Y Y Y
Netflow Support (Optional). N N/sFlow N/sFlow N/sFlow
. DGS-3620-
5.2.8.2 Campus LAN - Core Switches 28TC/285C/28PC/52T/52P DXS-3600-16S/32S (B1) DGS-6600
High bandwidth Y Y Y
Low latency Y Y Y
Hot swappable power supplies and fans N/RPS Y Y
Security
i. SSHv2 Y Y Y
ii. MacSec encryption N N N
iii. Role-Based Access Control Lists (ACL) N Y N
Support of IPv6 and IPv4 Y Y Y
1/10/40/100 Gbps support N/10G N/40G N/10G
IGP (Interior Gateway Protocol) routing Y Y Y
EGP (Exterior Gateway Protocol) routing Y Y Y
VPLS (Virtual Private LAN Service) Support N Y N
VRRP (Virtual Router Redundancy Protocol) Support Y Y Y
Netflow Support. N/sFlow N N
PN . DGS-3420- DGS-3420- DGS-3620-
5:2.8:3 Campus Distribution Switches 28TC/285C/28PC/52T/52P  28TC/285C/28PC/52T/52P 28TC/285C/28PC/52T/52P DGS-6600
High bandwidth Y Y Y Y
Low latency Y Y Y Y
Hot swappable power supplies and fans N/RPS N/RPS N/RPS Y
Security (SSHv2 and/or 802.1X) Y Y Y Y
Support of IPv6 and IPv4 Y Y Y Y
Jumbo Frames Support Y Y Y Y
Dynamic Trunking Protocol (DTP) N/Cisco/GVRP N/Cisco/GVRP N/Cisco/GVRP N/Cisco/GVRP
Per-VLAN Rapid Spanning Tree (PVRST+) N/Cisco/MSTP N/Cisco/MSTP N/Cisco/MSTP N/Cisco/MSTP
Switch-port auto recovery Y Y Y Y
NetFlow Support or equivalent sFlow sFlow sFlow N
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5.2.9 WIRELESS
Redundancy and automatic failover Yforallbelow  Yforall below
1PV6 compatibility Yforallbelow  Yforall below
NTP Support Yforallbelow  Yforall below

5.29.1 Access Points. DWL-6600 DWL-8600
802.11a/b/g/n Y Y
802.11n Y Y
802.11ac N N
Capable of controller discovery method via DHCP (onsite controller or offsite through Cloud Architecture) Y Y
UL2043 plenum rated for safe mounting in a variety of indoor environments Y Y
Support AES-CCMP (128-bit) Y Y
Provides real-time wireless intrusion monitoring and detection Y Y

5.2.9.2 Outdoor Wireless Access Points DAP-3690
Flexible Deployment Options Y
Provides real-time wireless intrusion monitoring and detection Y
Capable of controller discovery method via DHCP (onsite controller or offsite through Cloud Architecture) N

5.29.3 Wireless LAN Controllers. DWSs-3160 DWs-4026
Ability to monitor and mitigate RF interference/self-heal Y Y
Support seamless roaming from AP to AP without requiring re-authentication Y Y
Support configurable access control lists to filter traffic and denying wireless peer to peer traffic Y Y
System encrypts all management layer traffic and passes it through a secure tunnel Y Y
Policy management of users and devices provides ability to de-authorize or denv devices without denving the creden Y v
Support configurable access control lists to filter traffic and denying wireless peer to peer traffic Y v
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STATE OF UTAH

SOLICITATION NO. JP14001

WSCA-NASPO Data Communications Products & Services

RESPONSES DUE NO LATER THAN:

Aug 30, 2013 11:00:00 AM MDT

RESPONSES MAY BE SUBMITTED ELECTRONICALLY TO:

www.bidsync.com

RESPONSES MAY BE MAILED OR DELIVERED TO:

State of Utah
Division of Purchasing
3150 State Office Building, Capitol Hill
Salt Lake City, Utah 84114-1061
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Legal Company Name (include d/b/a if applicable) Federal Tax Identification State of Utah Sales Tax ID
D-Link Systems, Inc. Number Number

33-0150435
Ordering Address City State Zip Code
17595 Mt. Hermann Street Fountain Valley CA 92708
Remittance Address (if different from ordering address) City State Zip Code

Type Corporation la Partnership =

Proprietorship < Government =

Company Contact Person

Andy Lee

Telephone Number (include area code)

714-885-6012

Fax Number (include area code)

866-743-4664

Company=s Internet Web Address

www.dlink.com

Email Address

andy.lee@dlink.com

Discount Terms (for bid purposes, bid discounts less

than 30 days will not be considered) 60

Days Required for Delivery After Receipt of Order (see

attached for any required minimums) 2

The undersigned certifies that the goods or services offered are produced, mined, grown, manufactured, or performed
in Utah. Yes No g . If no, enter where produced, etc.

Taiwan, China

Offeror=s Authorized Representative=s Signature
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Albert Lin
g 08/28/13
Type or Print Name Position or Title
Albert Ling Executive VP - Sales and Marketing
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NOTICE

When submitting a response (proposal, quote or bid) electronically through BidSync, it is the sole responsibility of
the supplier to ensure that the response is received by BidSync prior to the closing date and time. Each of the
following steps in BidSync MUST be completed in order to place an offer:

A. Login to www.bidsync.com;

B. Locate the bid (solicitation) to which you are responding;
a. Click the “Search” tab on the top left of the page;
b. Enter keyword or bid (solicitation) number and click “Search”;

Click on the “Bid title/description” to open the Bid (solicitation) Information Page;
“View and Accept” all documents in the document section;

Select “Place Offer” found at the bottom of the page;

Enter your pricing, notes, other required information and upload attachments to this page;
Click “Submit” at the bottom of the page;

Review Offer(s); and

Enter your password and click “Confirm”.

— I ®@mm0TOo

Note that the final step in submitting a response involves the supplier’s acknowledgement that the information and
documents entered into the BidSync system are accurate and represent the supplier’s actual proposal, quote or
bid. This acknowledgement is registered in BidSync when the supplier clicks “Confirm”. BidSync will post a notice
that the offer has been received. This notice from BidSync MUST be recorded prior to the closing date and time
or the response will be considered late and will not be accepted.

Be aware that entering information and uploading documents into BidSync may take considerable time. Please
allow sufficient time to complete the online forms and upload documents. Suppliers should not wait until the last
minute to submit a response. It is recommended that suppliers submit responses a minimum of 24 hours prior to the
closing deadline. The deadline for submitting information and documents will end at the closing time indicated in the
solicitation. All information and documents must be fully entered, uploaded, acknowledged (Confirm) and recorded
into BidSync before the closing time or the system will stop the process and the response will be considered late
and will not be accepted.

Responses submitted in BidSync are completely secure. No one (including state purchasing staff) can see
responses until after the deadline. Suppliers may modify or change their response at any time prior to the closing
deadline. However, all modifications or changes must be completed and acknowledged (Confirm) in the BidSync
system prior to the deadline. BidSync will post a notice that the modification/change (new offer) has been
received. This notice from BidSync MUST be recorded prior to the closing date and time or the response will be
considered late and will not be accepted.

Utah Code 46-4-402(2) Unless otherwise agreed between a sender (supplier) and the recipient (State Purchasing),
an electronic record is received when: (a) it enters an information processing system that the recipient has
designated or uses for the purpose of receiving electronic records or information of the type sent and from which
the recipient is able to retrieve the electronic record; and (b) it is in a form capable of being processed by that
system.
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REQUEST FOR PROPOSAL - INSTRUCTIONS AND GENERAL PROVISIONS

1. SUBMITTING THE PROPOSAL: (a) The Utah Division of Purchasing and General Services (DIVISION)
prefers that proposals be submitted electronically. Electronic proposals may be submitted through a secure mailbox at
BidSync (formerly RFP Depot, LLC) (www.bidsync.com) until the date and time as indicated in this document. It is
the sole responsibility of the supplier to ensure their proposal reaches BidSync before the closing date and time.
There is no cost to the supplier to submit Utah’s electronic proposals via BidSync. (b) Electronic proposals may
require the uploading of electronic attachments. The submission of attachments containing embedded documents is
prohibited. All documents should be attached as separate files. (c) If the supplier chooses to submit the proposal
directly to the DIVISION in writing: The proposal must be signed in ink, sealed, and delivered to the Division of
Purchasing, 3150 State Office Building, Capitol Hill, Salt Lake City, UT 84114-1061 by the "Due Date and Time.”
The "Solicitation Number" and "Due Date" must appear on the outside of the envelope. All prices and notations must
be in ink or typewritten. Each item must be priced separately. Unit price shall be shown and a total price shall be
entered for each item offered. Errors may be crossed out and corrections printed in ink or typewritten adjacent and
must be initialed in ink by person signing offer. Unit price will govern, if there is an error in the extension. Written
offers will be considered only if it is submitted on the forms provided by the DIVISION. (d) Proposals,
modifications, or corrections received after the closing time on the "Due Date" will be considered late and handled in
accordance with the Utah Procurement Rules, section R33-3-209. (e) Facsimile transmission of proposals to
DIVISION will not be considered.

2. PROPOSAL PREPARATION: (a) Delivery time of products and services is critical and must be adhered to
as specified. (b) Wherever in this document an item is defined by using a trade name of a manufacturer and/or
model number, it is intended that the words, "or equivalent" apply. "Or equivalent" means any other brand that is
equal in use, quality, economy and performance to the brand listed as determined by the DIVISION. If the supplier
lists a trade name and/or catalog number in the offer, the DIVISION will assume the item meets the specifications
unless the offer clearly states it is an alternate, and describes specifically how it differs from the item specified. All
offers must include complete manufacturer=s descriptive literature if quoting an equivalent product. All products are
to be of new, unused condition, unless otherwise requested in this solicitation. (¢) Incomplete proposals may be
rejected. (d) Where applicable, all proposals must include complete manufacturer=s descriptive literature. (e) By
submitting the proposal the offeror certifies that all of the information provided is accurate, that they are willing and
able to furnish the item(s) specified, and that prices offered are correct. (f) This proposal may not be withdrawn for
a period of 60 days from the due date.

3. FREIGHT COST: Suppliers are to provide line item pricing FOB Destination Freight Prepaid. Unless otherwise
indicated on the contract/purchase order, shipping terms will be FOB Destination Freight Prepaid.

4. SOLICITATION AMENDMENTS: All changes to this solicitation will be made through written addendum
only. Answers to questions submitted through BidSync shall be considered addenda to the solicitation documents.
Bidders are cautioned not to consider verbal modifications.

5. PROTECTED INFORMATION: Suppliers are required to mark any specific information contained in their
offer which they are claiming as protected and not to be disclosed to the public or used for purposes other than the
evaluation of the offer. Each request for non-disclosure must be made by completing the “Confidentiality Claim
Form” located at: http://www.purchasing.utah.gov/contract/documents/confidentialityclaimform.doc with a specific
justification explaining why the information is to be protected. Pricing and service elements of any proposal will not be
considered proprietary. All material becomes the property of the DIVISION and may be returned only at the
DIVISION 's option.

6. BEST AND FINAL OFFERS: Discussions may be conducted with offerors who submit proposals determined
to be reasonably susceptible of being selected for award for the purpose of assuring full understanding of, and
responsiveness to, solicitation requirements. Prior to award, these offerors may be asked to submit best and final
offers. In conducting discussions, there shall be no disclosure of any information derived from proposals submitted by
a competing offeror.

7. SAMPLES: Samples of item(s) specified in this offer, brochures, etc., when required by the DIVISION, must
be furnished free of expense to the DIVISION. Any item not destroyed by tests may, upon request made at the time
the sample is furnished, be returned at the offeror's expense.

8. AWARD OF CONTRACT: (a) The contract will be awarded with reasonable promptness, by written notice, to
the responsible offeror whose proposal is determined to be the most advantageous to the DIVISION, taking into
consideration price and evaluation factors set forth in the RFP. No other factors or criteria will be used in the
evaluation. The contract file shall contain the basis on which the award is made. Refer to Utah Code Annotated 65-
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56-408. (b) The DIVISION may accept any item or group of items, or overall best offer. The DIVISION can reject
any or all proposals, and it can waive any informality, or technicality in any proposal received, if the DIVISION
believes it would serve the best interests of the DIVISION. (c) Before, or after, the award of a contract the
DIVISION has the right to inspect the offeror's premises and all business records to determine the offeror's ability to
meet contract requirements. (d) The DIVISION will open proposals publicly, identifying only the names of the
offerors. During the evaluation process, proposals will be seen only by authorized DIVISION staff and those selected
by DIVISION to evaluate the proposals. Following the award decision, all proposals become public information
except for protected information (see number 5 above). A register of proposals and contract awards are posted at
http://purchasing.utah.gov/vendor/bidtab.html. (e) Estimated quantities are for bidding purposes only, and not to be
interpreted as a guarantee to purchase any amount. (f) Utah has a reciprocal preference law which will be applied
against offerors offering products or services produced in states which discriminate against Utah products. For details
see Section 63G-6-404 and 63G-6-405, Utah Code Annotated. (g) Multiple contracts may be awarded if the
DIVISION determines it would be in its best interest.

9. DEBRIEFING OF UNSUCCESSFUL OFFERORS:

State Purchasing does not conduct face to face or teleconference debriefings. All debriefings are to be conducted in
writing. A debrief request must be submitted in writing to the Purchasing Agent within seven (7) calendar days of the
award notification or rejection notification made through written correspondence or posted on BidSync. The debrief
response will be limited to critiquing the strength/weakness of an offeror’s proposal based on the evaluation criteria.
The debriefing is intended as a courtesy to offerors, providing feedback to be used for future opportunities.
Comparisons between proposals or evaluations of other proposals will not be allowed.

10. DIVISION APPROVAL: Contracts written with the State of Utah, as a result of this proposal, will not be
legally binding without the written approval of the Director of the DIVISION.

11. DEBARMENT: The CONTRACTOR certifies that neither it nor its principals are presently debarred,
suspended, proposed for debarment, declared ineligible, or voluntarily excluded from participation in this transaction
(contract) by any governmental department or agency. If the CONTRACTOR cannot certify this statement, attach
a written explanation for review by the DIVISION.

12. ENERGY CONSERVATION AND RECYCLED PRODUCTS: The contractor is encouraged to offer
Energy Star certified products or products that meet FEMP (Federal Energy Management Program) standards for
energy consumption. The State of Utah also encourages contractors to offer products that are produced with
recycled materials, where appropriate, unless otherwise requested in this solicitation.

13. GOVERNING LAWS AND REGULATIONS: All State purchases are subject to the Utah Procurement
Code, Title 63 Chapter 56 U.C.A. 1953, as amended, and the Procurement Rules as adopted by the Utah State
Procurement Policy Board. These are available on the Internet at www.purchasing.utah.gov. By submitting a bid or
offer, the bidder/offeror warrants that the bidder/offeror and any and all supplies, services equipment, and construction
purchased by the State shall comply fully with all applicable Federal and State laws and regulations, including
applicable licensure and certification requirements.

14. SALES TAX ID NUMBER: Utah Code Annotated (UCA) 59-12-106 requires anyone filing a bid with the
state for the sale of tangible personal property or any other taxable transaction under UCA 59-12-103(1) to include
their Utah sales tax license number with their bid. For information regarding a Utah sales tax license see the Utah
State Tax Commission’s website at www.tax.utah.gov/sales. The Tax Commission is located at 210 North 1950
West, Salt Lake City, UT 84134, and can be reached by phone at (801) 297-2200.

(Revision Date: 05 Nov 2012 - RFP Instructions)
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