






Google Inc. 
1600 Amphitheatre Parkway 
Mountain View, CA 94043 

July 30, 2013 

/lain 650 253.0000 
Fax 650 253.0001 

www.google.com 

The Honorable Jon Bruning 
Attorney General of Nebraska 
2115 State Capital 
Lincoln, N E 68509 

The Honorable Scott Pruitt 
Attorney General of Oklahoma 
313 N E 21 s t Street 
Oklahoma City, OK 73105 

Dear Attorneys General Bruning and Pruitt: 

Thank you for your letter of July 2,2013. We want to address yom- concerns and appreciate the 
opportunity to provide information about illegal or otherwise objectionable videos appearing on 
YouTube in violation of our express policies. 

To provide context for our responses, below is a description of YouTube's multifaceted strategy 
for identifying, removing, and preventing the monetization of illegal or otherwise objectionable 
videos. Following this explanation are our answers to the questions posed in your letter. 

This response primarily focuses on videos of the kind highlighted in recent media reports (i.e., 
those removed in recent months). Information about these videos is readily accessible to 
YouTube, concerns the very types of videos mentioned in your letter, and is included below. We 
are providing this information now in order to respond in a timely maimer. For videos prior to 
this period, we need to work with you to better understand how you define "objectionable 
content" videos. For example, many entirely lawful videos that we nonetheless remove for 
policy violations are likely outside your areas of interest (e.g., spam). Your input will help us to 
better focus our efforts so that we can provide you with the information you're most interested m. 
We are available at your convenience to discuss. 

1. Background on YouTube 

The basic function of the YouTube site permits users to "upload" and view video clips free of 
charge. Before uploading a video to YouTube, a user must register and create an account with 
the website. The registration process requires the user to accept YouTube's Terms of Service 
agreement, which incorporate YouTube's Community Guidelines (i.e., content policies). Once 
uploaded, users can either make their videos available for public viewing, or they can share only 
with specific users. 

As a community forum for user-generated content, users attempt to upload all types of video 
content onto the site. To help ensure that videos that are.harmful to user safety or adversely 
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impact user experience are not available on the site, YouTube designed policies1 governing the 
type of content that is permissible on YouTube. These policies prohibit videos containing illegal 
content, as well as those that are perfectly lawful but nonetheless inconsistent with YouTube's 
community standards. Users who wish to monetize videos they have uploaded by displaying ads 
within or alongside their videos must agree to abide by the strict content policies under Google's 
AdSense program.2 

2. How YouTube Identifies Inappropriate Videos 

In order to identify and remove objectionable videos from the site, YouTube relies on: (a) 
crowdsourcing—leveraging over one billion YouTube users to police for inappropriate content— 
and (b) sophisticated screening mechanisms and machine learning models to locate videos that 
potentially violate YouTube's policies, including those involving illegal activity. The enormous 
scale of YouTube—more than 100 hours of video content is uploaded to the site every minute— 
means that there will always exist some very small percentage of videos which violate 
YouTube's policies and manage to evade YouTube's systems.3 Even at this massive scale, 
YouTube's two-pronged approach has proven effective in helping it identify bad videos on the 
site, resulting in tens of millions of removals and helping to keep the YouTube community safe 
for its users. 

Every YouTube user is able to easily report any illegal or otherwise objectionable video they 
encounter on the site by flagging it as inappropriate. To facilitate user reporting, a prominent 
flag icon appears below each video. Any user who clicks on the icon is asked to identify the 
specific reason the video is objectionable - including whether the video contains "violent or 
repulsive content" or content relating to "hanrrful dangerous acts" (such as the unlawful use of 
prescription drugs). 

Every day, YouTube users flag or otherwise report over 50,000 specific videos for removal. 
Once flagged, these videos are immediately routed to YouTube's dedicated fifty-person 
enforcement team that operates around the clock. The enforcement team, assisted by ^ 
YouTube's automated systems, reviews and takes action on the removal requests within twenty-
four hours (and usually in much less time than that). Any video that violates YouTube's policies 
is removed immediately. If the video content is particularly egregious, the enforcement team 
will terminate the YouTube user's account along with any related accounts for other Google 
services. 

Since Januaiy 1, 2011, user flagging alone has resulted in the removal of over 10 million videos. 
And this is just a fraction of the total number of videos that YouTube removes in response to 
third party requests and input. 

1 Please visit http://www.voutube.com/vt/policvandsafetv/i3olicy.html for further information on YouTube content 

policies. 
2 Please visit https://suppoit.goos;le.com/adsense/answer/48182?ctx=checklist for further information on AdSense 

program policies. 
3 The videos YouTube's internal teams have been able to locate concerning rogue pharmacies, forged documents, 
and counterfeit merchandise are some examples, and they have been removed for violating YouTube's policies. 
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In order to help combat copyright infringement, YouTube provides rights holders with 
technological tools to help them identify unauthorized content appearing on the site. YouTube 
generally removes somewhere between 40,000 and 50,000 videos per week based on takedown 
notices from rights holders and through YouTube's automated tools. In addition, YouTube 
makes available to copyright owners its Content ID system, a home-grown state of-the-art 
product that analyzes every video uploaded to YouTube against millions of fingerprints 
corresponding to copyrighted works. Once identified, copyright owners using Content ID, which 
is made available to rights holders free of charge, can opt to block, track the performance of, or 
monetize any videos identified contairiing their content, depending on their preference. 

As we have explained publicly, YouTube also works collaboratively with law enforcement and 
takes action in response to legitimate removal requests initiated by law enforcement officials. 
Between 2011 and 2012, requests from law enforcement resulted in the removal of 
approximately 18,000 videos.4 

To prevent the upload of videos previously removed for policy violations, videos not associated 
with a valid YouTube account, and child pornography, YouTube has developed and maintains 
filters to block these videos from reappearing on the site. 

YouTube employs ever-evolving computer models to tackle the issue of large-scale abuse (i.e., 
across many videos, as opposed to an isolated video). These models result in the removal of 
millions of videos every month. 

YouTube also conducts proactive content reviews when it learns of specific content issues going 
beyond any particular video (e.g., the pharmacy videos YouTube first learned of as a result of a 
June 2013 article appearing in USA Today). During these reviews, YouTube's enforcement 
teams remove any videos they are able to locate that violate YouTube's policies. 

As a result of all of these practices, YouTube has removed tens of millions of videos from its site 

for policy violations, including illegal activity. 

3. How YouTube Prevents Advertising From Running On Bad Videos 

Any user who uploads a video to YouTube can choose to have ads run against their video (i.e., 
"monetize" their video). Given the sheer number of videos on YouTube, YouTube relies on ^ 
algorithms to identify whether ads should run against a video, and i f so, the kind of ad that might 
be appropriate for that video. YouTube then splits revenue generated by the ad with the owner of 
the video. 

YouTube has developed proactive systems to prevent ads from running against objectionable 
content. These systems begin with the classification of video content by "classifiers" that scour 
the YouTube corpus every day to analyze the metadata associated with each video. Metadata 
includes all information associated with video content. Common examples of metadata for 
include the video's title, description and publisher name, and the category of video. Each 
classifier is created through an intensive process combining machine learning with human review 

See http://www.google.corn/transparericyreport/removals/government/data/. 
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of thousands of actual videos to test the accuracy and precision of YouTube's automated 
classifiers. Ads are not triggered by the actual content of the video, but rather are the result of 
signals found in the video metadata. This is because of the enormous technical challenges 
involved in automating the assessment of content appearing in videos. 

YouTube's content classifier system serves two main purposes. First, it allows advertisers to 
choose or exclude categories of video content with which to run ads. Second, it enables 
YouTube to identify video content that, even i f in compliance with YouTube's policies, would 
not be an appropriate for advertising, and any such videos would not be available for 
monetization (i.e., no ads could run against them). 

YouTube also enforces ad blocks targeted at specifictypes of sensitive content. For example m 
the wake of the Boston marathon bombings, YouTube blocked all ads linldng to videos it could 
identify as related to the tragedy, even i f the videos themselves were not illegal and did not 
otherwise violate YouTube's policies. 

In addition, once videos flagged by users, copyright owners, law enforcement officials and other 

third parties that do not comply with YouTube's policies are removed from the site, ads can no 

longer run against them. 

4. YouTube's Removal of Inappropriate Videos In The Wake Of A USA Today Article 

Upon being alerted through media reports in June 2013 about inappropriate pharma-related 

videos appearing on YouTube, we took immediate action. 

First YouTube's policy and enforcement teams ran proactive content reviews to identify any 
videos similar to the ones described in the news reports. These efforts included manual and _ 
automated reviews of YouTube videos located as the result of searches conducted across the site 
by YouTube's enforcement teams. 

Since June 6, YouTube has identified and removed a total of 4,357 videos, all which had been 
uploaded in violation of YouTube's policies. These included videos with content related to 
rogue pharmacies, forged documents, and counterfeit merchandise, among others. YouTube also 
"blacklisted" hundreds of URLs associated with those videos, meaning that Google will prevent 
anyone from running ads or conducting other activity on any Google service that is associated 
with those URLs. Further, YouTube terminated well over 100 accounts associated with those 
videos, precluding them from uploading any videos (including legitimate videos) to YouTube. 

Second, YouTube created and implemented a "blocker" to prohibit ads from running, in 
connection with any video content identified by YouTube's classifiers as relating to Health and 
Pharmaceuticals. The blocker, which remains in force today, covers not only objectionable 
content, but also completely legitimate content (e.g., videos uploaded by Johnson & Johnson or 
Walgreens). Exceptions for legitimate publishers are made on a publisher-by-pubhsher basis, 
following manual review of the video. 

Third YouTube now scans the entire corpus of videos for thousands of terms associated with 
prescription drugs. These terms include brand names, generic names, and common misspellings 
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of the same. Any video content with metadata that uses any of those terms are blocked from 

receiving ads. 

5. Enhancing our Efforts in Partnership with Law Enforcement 

We look forward to working collaboratively to address your concerns going forward. YouTube 
grants responsible parties with "Trusted. User" status, giving them access to a tool allowing for 
flagging of videos in bulk. Once flagged by a Trusted User, YouTube takes action on the 
flagged videos on an expedited basis. Given the concerns expressed in your letter, we propose 
providing your offices with Trusted User status so as to best enable your staff to easily alert 
YouTube of any illegal videos found on the site for removal under YouTube's policies. 

6. Response To Requests For Information 

a. Request 1: Please provide the number of videos that were removed between 
January 2011 and the endof June for violating YouTube policies that prohibit the 
posting of illegal and objectionable content. 

In the last year alone, YouTube has removed tens of millions of videos for policy violations. 
Since YouTube does not categorize removed videos as "illegal and objectionable content," it 
would be difficult to attempt to parse which of this enormous number of videos was removed for 
being "illegal" or "objectionable," as opposed to any of the other bases for removal (e.g., adult 
content, spam, etc.). As mentioned above, we would like to discuss ways to provide you with ^ 
additional information related to the quantity of removals in particular areas, perhaps by focusing 
on a smaller time period and/or particular types of policy violations. 

b. Request 2: Of the number of videos provided in response to Request #1, please 
provide (a) the number that had been monetized by Google, as that term is used in 
this letter, prior to their removal, and (b) the total revenue derived by Google 
from the advertising associated with those videos. 

YouTube's data is not organized in a way that would make it easy to determine the monetization 
of removed video content, and it would therefore be burdensome and take a considerable amount 
of time to provide a complete answer to this question as posed. As with your first request, we 
would like to discuss ways to better tailor this request so as to both address your interests and 
overcome the challenges associated with how we maintain the potentially relevant data. 

However, there is good reason to believe there has been limited monetization of videos 
containing objectionable or illegal content. For example, the total advertising revenue for all 
health and pharmaceutical-related video content—the category in which most of the 
inappropriate videos referenced in the USA Today article fell and which also includes perfectly 
legitimate videos for established pharmacies, doctors, pharmaceutical firms, and the like—is 
minimal. The total advertising revenue to YouTube and video producers combined, for all 
YouTube videos in this category was approximately $123,000 for the period January through 
June 2013, and approximately $ 111,000 for all of 2012. Most of the revenue associated with this 
content came from perfectly legitimate videos. For example, the health and pharmaceutical ̂  
videos generating the most revenue this year included a video about Vicks VapoRub; a music 
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video; a video about a videogame; manufacturer-sponsored videos about anti-depressants; a 
video about A D H D ; and a documentary about Oxycodone abuse. 

We have also examined the monetization of the specific 4,357 videos that were removed by 
YouTube following publication of the USA Today article. Total monetization for all of these 
videos, all-time, was $1,945.12. 

c. Request 3. Please explain what measures, if any, Google has taken to (a) avoid 
hosting paid advertising on videos containing illegal or objectionable content, (b) 
remove paid advertising from videos containing illegal or objectionable content 
once such videos are discovered. 

This question is addressed in section 3 above. 

d. Request 4. Based on search results, it appears that an inordinately large number 
of videos containing potentially objectionable content were removed in the week 
following a June 7, 2013 article in the USA Today detailed these issues. Please 
describe any and all measures used to remove these videos and explain why the 
videos were removed. 

This question is addressed in section 4 above. 

We look forward to worldng with you on these important issues and hope that our responses are 
a first step in resolving your concerns. We would like to set up a call at your earliest convenience 
to discuss these issues further and to respond to any additional questions that you might have. 

Best regards, 

Adam Barea 
Director, Legal 
Google Inc. 
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