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Copyright Troll Litigation 
 



 Baby, this is the Internet. There is no such thing as 
privacy around here. You are sitting in the privacy of 
your own house, clicking links, reading stuff, 
watching movies. It may seem like you are pretty 
much alone, but smart nerds are watching you. They 
watch your every move. You are not human to them. 
You are a target — a consumer…  
  http://www.youhavedownloaded.com/privacy 
   

 



Typical Facts 
n  Plaintiff’s attorney represents (alleged) copyright 

owner with respect to a Work 
n  The Work is typically pornographic, often with a title 

that may be offensive to many people 
n  Plaintiff alleges that a number of individuals have 

commited copyright infringement by uploading and/
or downloading copies of the Work using the 
BitTorrent file-sharing protocol 

n  Plaintiff claims that it has obtained the IP addresses 
associated with the allegedly infringing uploads/
downloads at particular dates and times 

 



Assumptions 
n  The subscriber of the Internet service to which a given IP 

address had been assigned by the ISP for a certain time 
period is the person who commited the acts allegedly 
constituting infringement using that service. 

n  Alternatively, Plaintiff might (but typically doesn’t) 
contend that the subscriber is responsible for the alleged 
misuse of the Internet service to commit copyright 
infringment, even if the subscriber is not the person who 
commited the acts allegedly constituting infringement. 

n  Sometimes, Plaintiff (or the Court) assumes that IP 
addresses are attributable to Internet use at a particular 
geolocation associated with that IP address on publicly-
available sources. 



Subject matter jurisdiction 
n  copyright = exclusive, preemptive federal jurisdiction 
n  “cases and controversies” 

Personal jurisdiction 
n  residence-based 
n  forum state’s long-arm jurisdiction 

Joinder 
n  same transaction, occurrence, or series of transactions or 

occurences 
n  common questions of law, fact 

Procedural Requirements 



Primary test because of timing of discovery: “good cause” for 
expedited discovery prior to Rule 26(f) conference 

((First Amendment right to speak anonymously 
n  test varies, but is not often applied in this context   
n  generally, higher burden to identify mere witnesses)) 

Rule 45 of the Federal Rules of Civil Procedure 
n  nation-wide, third-party subpoenas, sent by attorneys as 

officers of the court 
n  documents or depositions 
n  proper issuing court = place of production 

The Identification Subpoena to ISPs (and 
Substantive Rights) 



n  By ISPs 
n  Objections 
n  Motion to Quash or for Protective Order 
 

n  By Subscribers 
n  Motion to Quash or for Protective Order 
n  Motion to Sever 
n  Motion to Dismiss – Personal Jurisdiction 
n  Motion to Dismiss – Improper Joinder  

 
 

Oppositions 



 
 

Thoughts / Questions ? 



n  How to solve the problem of identifying otherwise 
anonymous, infringing users while still being mindful of 
legitimate interests in anonymous speech? 

n  How responsible should subscribers be for the use of their 
Internet accounts by other persons? 

n  Will IPv6 change the game? 
n  What other measures might be available to combat 

copyright infringement? 
n  What can be done to curb abusive “collection scheme” 

tactics in the meantime? 

Things to Think About 



n  OpenMind Solutions, Inc. v. Does 1-565, District Court for 
the District of Columbia 

n  Baseprotect UG, Ltd. v. John Does 1-X, District of New 
Jersey 

n  XPays, Inc. v. Swarm, Eastern District of Texas 
 
May involve multiple works, multiple Plaintiffs multiple 
swarms or “loose” swarm membership, Does located 
anywhere and everywhere, Plaintiff(s) located anywhere 
n  Generally disfavored by courts 
n  ad litem involvement (EFF, Public Citizen) 

“Mass Defendant” Lawsuits 



n  Raw Films, Ltd. v. John Does 1-18, in the United States 
District Court for the Northern District of Ohio 
n  small number of Doe defendants 
n  Does selected based on “loose” membership in the 

same BitTorrent “swarm” 
n  personal jurisdiction based on assumed residence of 

Doe defendants (i.e., IP address geolocation) 
n  Celestial, Inc. v. Does 1-10, in the United States District 

Court for the Central District of California 
n  Does selected based on “tight”membership in the same 

BitTorrent “swarm” 
n  Personal jurisdiction based on impact in the forum 

“Bread and Butter” Lawsuits 







 Despite Amici's arguments, at this nascent stage of the case, the plaintiffs have 
sufficiently alleged that the infringing activity at issue in each of the cases may 
involve multiple computers, based in various jurisdictions, which are using the 
BitTorrent protocol to make available for sharing the same copyrighted content.  
Specifically, the plaintiffs allege that the BitTorrent file-sharing protocol "makes 
every downloader also an uploader of the illegally transferred file(s). This means 
that every "node" or peer user who has a copy of the infringing copyrighted 
material on a torrent network must necessarily also be a source of download for 
that infringing file." …The plaintiffs further assert that the "nature of a BitTorrent 
protocol [is that] any seed peer that has downloaded a file prior to the time a 
subsequent peer downloads the same file is automatically a source for the 
subsequent peer so long as that first seed peer is online at the time the 
subsequent peer downloads a file.”… Based on these allegations, the plaintiffs' 
claims against the defendants are logically related. Each putative defendant is a 
possible source for the plaintiffs' motion pictures, and may be responsible for 
distributing the motion pictures to the other putative defendants, who are also 
using the same file-sharing protocol to copy the identical copyrighted material.  
 	  Call of the Wild Movie v. Does 1-1,062, 770 F.Supp. 2d 332 (D.D.C. 2011) 

  

 
 

Judicial Responses to Motions to Quash etc. 



 The court also notes that the plaintiff’s counsel filed three other, nearly 
identical cases on (essentially) the same day that are currently pending 
before this court, including one filed on behalf of the same plaintiff: K-
Beech, Inc. v. John Does 1-47,11-cv-2968-WSD (N.D. Ga. filed Sept. 2, 
2011); Raw Films, Inc. v. John Does 1-32, 11-cv-2939-TWT (N.D. Ga. 
filed Sept. 1, 2011) ... All four complaints are identical except for the name 
of the plaintiff, the plaintiff’s principal place of business (¶ 6), the name 
and copyright registration of the work in question (¶ 11), the hash value of 
the Torrent file (¶ 38), and the Doe Numbers and associated IP 
addresses (Exhibit A). In the other K-Beech case, on the plaintiff’s motion 
for leave to serve third party subpoenas, the court ordered Does 2-47 
severed for the same reason that the Doe defendants here now move.  
  K-Beech, Inc. v. John Does 1-47,  Northern District of Georgia 

 
 

Judicial Responses to Motions to Quash etc. 



 
According to public reports, plaintiffs in other BitTorrent cases, rather than 
prosecuting their lawsuits after learning the identities of Does, are 
demanding thousands of dollars from each Doe defendant in settlement.  
If all this is correct, it raises questions of whether this film was produced 
for commercial purposes or for purposes of generating litigation and 
settlements.  Put another way, Article 1, section 8 of the Constitution 
authorizes Congress to enact copyright laws “to promote the Progress of 
Science and useful Arts.”  If all the concerns about these mass Doe 
lawsuits are true, it appears that copyright laws are being used as part of 
massive collection scheme and not to promote useful arts. 

 On the Cheap, LLC v. Does 1-5,011, Northern District of California  

Judicial Responses to Motions to Quash etc. 



 
The facts here demonstrate why the swarm joinder pleading is not 
appropriate in this action.  The differing dates and times of each 
defendant’s alleged sharing do not allow for an inference that they were 
acting in concert. 

 K-Beech, Inc. v. John Does 1-63, Northern District of Georgia 

Judicial Responses to Motions to Quash etc. 



 
 Moreover, if the 300 unnamed defendants have in fact infringed any CP 
copyrights (something that this Court will assume to be the case, given 
the Complaint’s allegations that so state), each of those infringements 
was separate and apart from the others.  No predicate has been shown 
for thus combining 300 separate actions on the cheap—if CP had sued 
the 300 claimed infringers separately for their discrete infringements, the 
filing fees alone would have aggregated $105,000 rather than $350.   
  CP Productions v. Does 1-300, Northern District of Illinois 

Judicial Responses to Motions to Quash etc. 



 
 …it is not appropriate, and there is not good cause, to take third-party 
discovery in this case solely to obtain information that will be used in 
another lawsuit in a different venue. 

  Nu Image, Inc. v. Does 1-23,322, District for the District of Columbia
  

 
 

Judicial Responses to Motions to Quash etc. 



 
 The court’s decision to order severance is reinforced by its concerns 
regarding the plaintiff’s choice of forum . . .  .Indeed, apparently none of 
the Doe defendants who have filed motions to quash are located in Illinois 
and it appears that easily accessible tools exist to verify the locations of 
the IP addresses of the other named Doe defendants, see, e.g., http://
whois.arin.net/ui, many (if not all) of which are not located in Illinois. 

  Millennium TGA, Inc. v. Does 1-800, Northern District of Illinois   
 
 

Judicial Responses to Motions to Quash etc. 



 
 Plaintiff should recognize that its approach imposes a substantial burden 
on parties with no formal interest in the litigation. 

 DigiProtect USA Corporation v. John/Jane Does 1-240, Southern 
District of New York.   

 
 

Judicial Responses to Motions to Quash etc. 



 
 

Thoughts / Questions ? 



    
n   Identify infringers 
n   Seek appropriate, lawful remedies 

n  Compensation for loss or damage 
n  Deterrence 

Policy Considerations: Legitimate Interests of 
Copyright Holders 



n  “Lawsuits” are actually settlement campaigns affecting 
thousands of individuals 

n  Plaintiffs’ lawyers are driven by settlement; motivated to 
obtain personal information for as many subscribers as 
possible as efficiently as possible 

n  Pornographic content/titles may result in settlements 
based as much or more on a fear of disclosure than typical 
settlement factors (such as potential liability and 
potentially recoverable damages)  

 

Abuse Drivers 



    
 “Good cause” showing required in ex parte proceedings for 
expedited discovery to obtain subscriber information from 
ISPs pursuant to Rule 45 subpoenas  

 
 

Policy Considerations: Interests of Doe 
Defendants and Non-Party ISPs 



n   Assurances that IP address lookups are properly 
associated with the lawsuit and the discovery sought 

n  Plaintiff’s demonstration of necessary rights 
n  Plaintiff’s demonstrations that its IP address identification 

technology is sound 
n  Selection of Does/IP addresses based on criteria 

calculated and likely to suffice for personal jurisdiction, 
venue, and joinder purposes 

 

Appropriate Measures (?) 



  Pre-identification notice to subscribers and an opportunity to 
object in an appropriate forum, preferably using standardized 
response/objection tools 
 

Appropriate Measures (?) 



  Fair and non-coercive settlement environment 
n  Advance showing by plaintiff prior to assertion in 

settlement demands of right to statutory damages or 
attorneys’ fees 

n  Mandatory disclosure of applicable standards for proper 
measures of damages, and required provision of related 
information by plaintiff (e.g., regarding value of work, 
amount of attorneys’ fees, etc.) 

n  Right to appear anonymously pending opportunity to file 
summary judgment motion and have it heard 

 

Appropriate Measures (?) 



n   Legal costs and expenses (including realistic treatment of 
preservation and attorneys’ fees issues) 

n  Other demands for compliance with requests for 
subscriber information 

n  Ex parte orders that impose obligations and requirements 
beyond Rule 45, without input/opportunity to be heard 

Non-Party (ISP) Concerns 



 
 

Thoughts / Questions ? 



 
 
 
 
 
 
 
 
 

Bart W. Huffman 
direct:  210-554-5331 

bhuffman@coxsmith.com 
•   Admitted in Texas, New York, and California 

•   Registered Patent Attorney  
•   IAPP-Certified Information Privacy Professional 

 
 

This PowerPoint presentation is an educational tool that is general in nature and for purposes of 
illustration only. The materials in this presentation are not exhaustive, do not constitute legal advice 
and should not be considered a substitute for consulting with legal counsel.  Cox Smith has no 
obligation to update the information contained in this presentation. 


