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GERMANY

Germany Eases Restrictions on Certain Privacy Class Actions

By Amy Terry Sheehan

It is about to get a little easier for some groups in Germany to challenge companies’

privacy practices. On December 17, 2015, the German Parliament passed a new act that

permits certain associations to file privacy class actions. Dr. Christian Schröder, an Orrick

partner based in Düsseldorf, spoke with The Cybersecurity Law Report regarding the

changes, the expected impact and how the German legal system differs from the U.S.

class action process. See also “Seventh Circuit Reopens a Door for Plaintiffs in Data Breach

Class Actions” (Jul. 29, 2015); and “Lessons From the 2013 Target Data Breach: What

Future Resolutions of Large-Scale Data Breaches May Look Like” (May 6, 2015).

CSLR: What is the official name of the act and when will it become effective?

Schröder: The official name is Gesetz zur Verbesserung der zivilrechtlichen Durchsetzung

von verbraucherschützenden Vorschriften des Datenschutzrechts (Act for the Improvement

of Enforcing Consumer Protecting Data Privacy Regulations Before Civil Courts). Within the

coming weeks, it will be published and then the next day, it will become law.

CSLR: What are the biggest changes that this new act brings under German law?

Schröder: This act brings important changes. Generally, German law (and that of many

other European countries) does not recognize the concept of filing a lawsuit on behalf of

other persons. You cannot file a class action that has an effect for others – you need to

have your own standing. As a consequence, each consumer must either try to enforce his

or her data privacy rights in court individually by filing a claim with a civil court, a

complaint with the competent data protection supervisory authority or, in exceptional

cases, by filing a complaint with a state prosecutor who can then commence criminal

proceedings.

Under the new act, consumer protection associations, industry and chambers of commerce

or other approved business associations now have the standing to file for

injunctions against any data privacy violation which affects consumers in the areas of: (1)

advertising; (2) creating personal profiles (i.e., for credit checks); (3) address and data
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trading; or (4) similar commercial data processing operations.

CSLR: Prior to the passing of this law, if associations did have concerns

regarding a company’s privacy actions or policies, what options did they have?

Schröder: Previously, in certain limited circumstances, consumer protection agencies,

trade association centers or business associations could file legal actions for certain

infringement. In the past, before they could sue, they always needed to be able to state

that a certain practice was contained or described in the general terms and conditions of

the company. Or, they would have to state that a certain practice in violation of the data

privacy law also infringed upon the Unfair Trade Practices Act.

Sometimes, companies will state the practice on data processing in the terms and

conditions if they think it was justified, but oftentimes a company would not want to make

its actions obvious by putting those practices into the general terms and conditions.

For example, associations could previously sue if a company’s general terms and

conditions described processing personal data in a way that violated the law, or if (1) the

violation of data privacy law also constituted an infringement of Germany’s unfair and

deceptive trade practices act, and (2) if the alleged infringed data protection provision also

aimed to regulate market behavior. That is rare, though, since the primary aim of German

data protection law is to protect the right to privacy of individuals and not to regulate the

market behavior or protect market participants. As a result, consumer protection agencies

or the other similar bodies were rather conservative with filing lawsuits for violations of

data privacy law.

Under the new law, associations no longer have to demonstrate that these data privacy

provisions have a market effect and no longer have to demonstrate the relevant behaviors

were described as the terms and conditions.

CSLR: How common are individual privacy actions in Germany?

Schröder: Only a few cases are brought by citizens before civil courts because of the

expense and risk.

A citizen whose rights are allegedly violated could also file a complaint with the data

protection authority. The authority then generally investigates and if it came to the

conclusion that there was a violation of the law, then the authority typically reaches out to

the company and asks them to stop doing so. It could also set fines up to €300,000, but in

the past, fines in such an amount were rarely assessed.

In most cases the supervisory authorities did not issue fines if the company admitted

wrongdoing and promised not to do the same in the future.
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If the violation has been so severe that the company also violated criminal data privacy

law, the supervisory authority could also file for a criminal investigation against the

company and then a prosecutor would determine whether or not he or she wants to take

on the case.

But, there aren’t many criminal data privacy cases brought before the courts either. In

most cases, the case ends with a prosecutor dismissing it or the company paying a fine

and having the charge dismissed.

The existing laws were thus often criticized for being poorly enforced. The government

now aims to change that by enabling associations to bring privacy class actions, and will

make it easier to effectively protect consumer rights in civil forums.

CSLR: How do the mechanics of a lawsuit work under the new law?

Schröder: If, for example, an association thinks a company’s use of data for marketing

purposes violates the law, the association can immediately file an action before court. It

does not need to wait until the policy is printed in the general terms and conditions, nor

does the association need to demonstrate that the provision was aimed at protecting other

market participants.

CSLR: Does the plaintiff have to be an association?

Schröder: It needs to be an association that is recognized as an organization that works

in the market behavior and consumer protection area. So individuals cannot just get

together and file a lawsuit.

CSLR: What types of associations can bring an action?

Schröder: There are three categories: (1) approved business associations; (2) industry

and commerce associations; and (3) consumer protection associations. All of these are

deemed to have an interest in the market being fair and clear.

CSLR: What remedies are available under the new law?

Schröder: Damages are not available under this act. They can just file for an injunction. If

they win, the consumer protection agencies will be refunded their fees through statutory

compensation, but not actual or punitive damages. There is very limited compensation

available, so when an association files a lawsuit, it has to assess the chances for success.

CSLR: Filing a lawsuit can be a big financial risk?
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Schröder: Yes – for the associations it is a financial risk. In these cases money is not a

driving factor. They need to have the budget for filing the lawsuit because, in the end,

they may not get compensated for expenses if they lose.

The system is very different compared to the United States, where money is often the

driving factor for class actions and where significant fines can be issued and damages

awarded. So even though there will be an increase in litigation following this law, it will not

likely be to such an extent as in the United States.

CSLR: Does the law have any carve-outs or exceptions?

Schröder: It is noteworthy that the German legislator explicitly excluded the right to sue

for data privacy violations based on safe harbor data transfers until September 2016. [See

“Dangerous Harbor: Analyzing the European Court of Justice Ruling” (Oct. 14, 2015).]

CSLR: Who or what entity was pushing for this change in the law?

Schröder: The associations themselves, in particular the consumer protection agencies,

were lobbying for the law. And politically, I think, the state currently wants to give the

consumers more or better rights. From a political point of view, the law is good for the

parties that want to demonstrate that they are doing something for their citizens.

CSLR: Do you expect further revisions to the law?

Schröder: I think this will be the status for a while. I don’t think that there will be

significant further changes. The state and the private sector will want to see how this

actually evolves. From a legislative point of view, it makes sense to wait before further

action is taken. [See also “Canada’s Digital Privacy Act: What Businesses Need to

Know” (Jul. 29, 2015).]

CSLR: What should companies doing business in Germany do in response to the

new law?

Schröder: Companies should look carefully at internal data privacy compliance with a view

to class actions on one side, but also with a view to the upcoming change due to the

European data privacy regulation. [See also “The E.U.’s New Rules: Latham & Watkins

Partner Gail Crawford Discusses the Network Information Security Directive and the

General Data Protection Regulation” (Jan. 20, 2016).]

Companies are well advised to look into their data privacy compliance, structures and

organizations to mitigate their risks.

CSLR: What do you think the most significant effects of this law will be?
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Schröder: This is a significant change because it will help overcome the individual burden

to sue. I expect the law will encourage additional activism by German consumer protection

associations. By providing an easier collective action option, it provides an alternative to

individuals making a significant investment on their own to bring suit.

Despite the fact that there may be no damages available and that the consumer protection

associations have limited resources, German business associations have expressed

concern about an increase in class actions. Ultimately, companies should expect to see

some rise in data privacy-related litigation, increasing the potentially negative reputational

effects that companies may suffer after a data privacy breach. [See also “Ponemon Study

Finds Increasing Data Breach Costs and Analyzes Causes” (Jun. 3, 2015).]

Page 5 of 5The Cybersecurity Law Report - Incisive intelligence on cybersecurity law and regulation...

2/3/2016http://www.cslawreport.com/print/article/161


