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Proposed FCC Regs Could Disrupt ISP, Vendor Practices 

Law360, New York (April 20, 2016, 2:40 PM ET) --  

On April 1, 2016, the Federal Communications Commission issued a Notice of 
Proposed Rulemaking (“NPRM”) that contains comprehensive and specific privacy 
and data protection regulations. If adopted, the regulations would impose 
significant new obligations on broadband providers, result in flowdown obligations 
to their vendors and service providers, and potentially disrupt innovative business 
models that leverage and monetize data. This article summarizes the regulations 
and how they are likely to affect ISPs, and analyzes the implications for companies 
that do business with broadband providers. 

Background on Proposed  Rulemaking 

Last year, in its Open Internet order, the FCC reclassified broadband Internet access service as a 
telecommunications service subject to Title II of the Communications Act. This effectively displaced the 
FTC’s existing jurisdiction over the privacy practices of ISPs, and substituted the FCC as the broadband 
providers’ privacy regulator. 
 
Under the Open Internet order, ISPs must comply with new privacy obligations, including those in 47 
U.S.C. § 222 governing proprietary information and customer proprietary network information (“CPNI”). 
Existing regulations under Section 222 address privacy protections for phone calls and call records. The 
NPRM proposes to supplement Section 222 to require robust privacy and data protection standards for 
Internet service. If enacted, these regulations will be among the strictest privacy duties imposed on any 
industry in the United States. 

 Obligations for Broadband Providers 

The NPRM targets broadband providers such as cable, satellite and wireless carriers, and includes the 
following key features: 

 Personal Information Broadly Defined. The proposed regulations apply to 
personal information (“PI”), which includes both CPNI — a limited set of 
information that includes details about the service provided to the customer, 
such as their service plan and usage — as well as “personally identifiable 
information” (“PII”). The broad definition of PII — which is at least as broad as 
European definitions — includes any information that is linked or linkable to an 
individual, including information that many may think of as anonymous or 
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pseudonymous information. The NPRM expressly includes phone numbers, 
online contact information, MAC addresses, unique device identifiers, IP 
addresses, cookie information, non-eponymous online identities, account 
numbers, account login information, browsing history, traffic statistics, 
application usage data, location information, demographic information and 
serial numbers, as PII. 

 Privacy Policy Rules. Privacy policies will be mandated at the point of sale, on 
the provider’s webpage, in mobile applications, and in any functional 
equivalent of the foregoing. The proposed regulations include specific topic and 
content requirements for privacy policies. Amendments to privacy policies 
must be communicated in advance by email or electronically, on customer bills, 
and online, and communication of the amendments must explain the changes, 
the customer’s rights to disapprove, and the precise steps the customer can 
take to grant or deny access to their personal information. 

 Some Uses Require Opt-Out Notices. Providers may use PI to market additional 
services in the same category of communications service to which the customer 
already subscribes (e.g., offering a different Internet service plan). If providers 
(or affiliates providing communications services) use PI to market other 
communications-related services, they must provide customers with advance 
notice and an opportunity to opt-out. 

 Other Uses Require Opt-In Consent. Except as allowed subject to the opt-out 
rights noted above, customer opt-in consent will be required for: (1) any 
provider’s use of PI other than to provide the broadband service or market 
communications services, (2) sharing PI with affiliates providing 
communications services to market those services, and (3) sharing PI with other 
affiliates or third parties. Opt-in consent cannot be obtained at the point-of-
sale, and must be obtained when the provider first seeks to use or disclose the 
PI in the manner that requires consent — i.e., providers must implement “just-
in-time” or “real time” opt-in processes. To properly secure opt-in consent, 
providers must describe the types of PI at issue, the purposes for which it will 
be used, and identification of the entities or types of entities with whom the 
information will be shared. 

 Compliance Requirements for Customer Consents. Broadband providers will be 
required to keep records of all disclosures of PI to third parties (such as vendors 
and strategic business partners), as well as of all customer notices and 
consents. Providers also must implement personnel training and supervision on 
PI access, have supervisory review processes, and promptly notify the FCC of 
any unauthorized uses or disclosures of PI, even if they do not constitute a data 
breach under prevailing state or federal standards, or result in harm. 

 Aggregate Information Restrictions. The regulations will restrict uses of 
aggregate customer information, and there will be no clear exemptions for de-
identified forms of PI. Aggregate information can only be used and disclosed if: 
(1) it is not reasonably linkable to a specific individual or device, (2) the 
provider publicly commits to use it in a non-identifiable manner, and not to 



 

 

attempt to re-identify it; (3) third parties that receive or access it are 
contractually prohibited from attempting to re-identify it; and (4) the 
broadband provider has reasonable monitoring of third party compliance with 
contracts pertaining to aggregate data. 

 Data Security Requirements. Providers will be required to maintain data 
security programs for PI, that must include: (1) routine risk assessments and 
prompt remediation of weaknesses; (2) employee, contractor, and affiliate 
training on data security procedures; (3) appointment of a senior official to 
oversee data security procedures; (4) adoption of robust customer 
authentication procedures to allow access to PI, and (5) responsibility for use of 
PI by third parties that receive such PI from providers.  

 Strict Breach Notification Obligations. The proposed regulations include strict 
breach reporting obligations that will require notification to individuals within 
10 days of the breach, and to the FCC (and potentially the FBI and Secret 
Service) within seven days of the breach. Breaches are broadly defined to 
include even unintentional unauthorized access, use, or disclosure of PI, and 
there are no exceptions for access by a provider employee or agent, or for 
incidents that do not involve risk of harm to the customer.  

If adopted as proposed, the regulations could have significant implications for broadband provider 
business practices. For example, no law in the U.S. currently requires a customer to be notified in the 
event that his or her MAC or IP address, phone number, or cookie identifier is inadvertently disclosed, 
such as to an employee or an agent of a company with whom the individual otherwise does business. 
The proposed regulation would require individual and government notifications for such incidents 
within seven to 10 days, even if there is no reasonable possibility of harm or misuse. Providers would 
also need to reevaluate and restructure marketing practices, as using many kinds of information that are 
commonly used for marketing and advertising purposes — such as names, phone numbers, email 
addresses, cookie information, device identifiers, IP addresses, and browsing history, even if only for 
creating a profile or segment — will now be subject to opt-out, or opt-in, rights. 

 Should More Be  Required? 

As wide-reaching as the proposed regulations are, the final ones may be broader still. The NPRM seeks 
comment on dozens of additional questions that could significantly broaden the scope of the final 
regulations, including: 
  
Scope of the Regulations 

 Should even more categories of information be included in the definition of 
CPNI? 

 Are additional regulations on the privacy of communication contents necessary? 

Privacy Policy Mandates 

 Should providers have to identify the specific third parties that PI is shared 
with? 

 Should standard or specific privacy policy formats be required? 



 

 

 Should ISPs have to provide a dashboard allowing customers to see what PI is 
collected, used, and disclosed; make privacy elections; and request correction 
or deletion of PI? 

Special Rules for Certain Data 

 Should some categories of PI require additional consents before they can be 
used for marketing purposes? 

 Should different obligations apply depending on how the personal information 
is obtained? 

Additional Consent Requirements 

 Should consent be required before data from third parties can be combined 
with personal information the provider obtains? 

 Are specialized consent processes needed for minors who use mobile devices? 

Business Model Limits 

 Should business models that offer greater privacy protections for more fees, 
depend on deep packet inspection, or involve the use of persistent identifiers, 
be restricted or prohibited? 

Business Process Requirements 

 Should opt-out requests be honored within a defined period of time? 
 Should annual certifications to the FCC affirming compliance with the 

regulations be required? 
 Should specific data retention periods, and destruction requirements, be 

imposed? 
 Should providers be required to grant access to and correction of any and all of 

the broadly defined types of PI possessed? 
 Are specific standards required for information to be deemed aggregate, such as 

NIST or HIPAA standards? 

Data Security 

 Does the regulation need to include specific administrative, technical and 
physical information security controls? 

 Is a specific timeline to fix weaknesses identified in information security 
programs necessary? 

 Is multifactor authentication required for customer access to their personal 
information? 

Vendors and Service Providers 

 Should ISPs be liable for the actions of affiliates, vendors and other third parties 
with whom they share personal information? 



 

 

 Should specific third-party and vendor contract provisions for entities that get 
personal information be required? How about for contracts with device 
manufacturers or operating system providers? 

The FCC’s decisions on any of these questions could impose significant additional compliance burdens 
and risks on broadband providers. 

Implications for Companies That Receive Data from ISPs 

While the regulation does not apply directly to entities that receive PI from broadband providers, those 
companies — whether acting as business partners, service providers or vendors — are likely to be 
affected. Below are some of the most significant implications. 
  

 Expanding the Concept of PII. With the broad definition of personal 
information, companies that receive data from broadband providers — even if 
nominally anonymous or pseudonymous — can expect broader definitions of 
what constitutes “personal information”, heightened security protections for 
such information, and stricter limits on its use. 

 Analytics and Interest-Based Advertising. The personal information definition 
includes key information for interest-based advertising and analytics. 
Companies that help provide these services will have challenges when 
broadband providers request contractual provisions necessary for compliance 
with the regulations. Companies that get such information from broadband 
providers, or their websites or online services, may see data flows stop absent 
individual opt-in (or, in narrower cases, opt-out) consent. 

 Aggregate and Big Data Disruptions. Regulations on the use and disclosure of 
aggregate information may disrupt business models that rely on information 
streams from broadband providers, as provider-requested contractual 
limitations or general unwillingness to provide access may limit use of such 
information.  

 Consent Required. New requirements for opt-in or opt-out consent may 
diminish the ability of broadband providers to engage in or share information 
for marketing or other purposes, and vendors and service providers that 
perform marketing and other services for ISPs may need to develop new 
processes for capturing and documenting opt-ins and opt-outs.  

 What Does the Contract Say? Existing contracts and boilerplate in agreements 
with broadband providers may need a close review and update. Companies will 
want to be sure that existing agreements and standard provisions do not lead 
to unanticipated obligations. For example, in a standard “compliance with 
applicable laws” provision, is a vendor or service provider taking on obligations 
that the ISP would have under this comprehensive privacy regulation? 

 It’s Not Just the Contract. Broadband providers may request reporting, 
certifications, auditing or other processes from companies that receive 



 

 

personal information or aggregate data to confirm that the information is 
treated as required under the new regulations. Companies that work with 
providers also may need to subject their personnel to provider-specific security 
training. 

 What Comes Next? 

The FCC is accepting comments on the NPRM until May 27, 2016. Replies to submitted comments will be 

completed by June 27, 2016, and final regulations will follow. 

While the final regulations are not set, broadband providers and companies that do business with them 

should assess the potential impacts, and engage in the rulemaking process, such as by submitting 

comments to the NPRM and questions the FCC has proposed.  

—By Sam Castic, Orrick Herrington & Sutcliffe LLP 
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