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Privacy Group Of The Year: Orrick 

By Kelcee Griffis 

Law360, New York (February 1, 2017, 6:42 PM EST) -- Orrick Herrington & Sutcliffe LLP scored a major 
victory for Microsoft Corp. last year when the Second Circuit ruled the U.S. government cannot use 
search warrants to obtain customer data stored overseas, earning the firm a spot among Law360’s 
Privacy Practice Groups of the Year. 

As reflected in the July ruling, Orrick helped persuade the appeals 
court that Congress had not intended the Stored Communications 
Act's warrant provisions to apply extraterritorially. Therefore, service 
providers like Microsoft did not have an obligation to turn over 
customer data not physically stored in the U.S., the panel found. 
 
E. Joshua Rosenkranz, who argued the case before the appeals court, 
told Law360 that the court rightly agreed Microsoft should not be 
forced to produce customer email content data housed on a server 
in Ireland under a statute he characterized as outdated. 
 
The appellate court’s ruling overturned a Southern District of New York decision that upheld a search 
warrant related to a U.S. Department of Justice probe. 
 
The Stored Communications Act was written in the 1980s before computers had reached the capabilities of 
today, Rosenkranz said, so it shouldn’t be applied to sophisticated and cutting-edge questions of 
international privacy. 
 
When it was written, “no one had ever conceived of the concept that you could store emails in another 
country and have them accessible in the United States,” he said. 
 
It’s important that the court unanimously agreed to read the law conservatively to avoid huge international 
implications, Rosenkranz said. 
 
“There’s nothing clear about the statute written in 1986 that directs courts that they have the authority to 
reach overseas because no one thought that was possible,” he said. 
 
Rosenkranz said he urged the court to think of the internationally stored emails as physical property, which 
people are generally more protective over. 
 
His arguments also focused on getting the court to view the situation in reverse. He said the government’s 
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attitude would be much different if the tables were turned. 
 
“Tomorrow, when China does this to us — descends on a Microsoft office and goes in and seizes [the] 
emails of a U.S. reporter ... we will view this very differently,” he said. 
 
The outcome of the case reinforced the idea that the cloud is an actual physical thing subject to privacy 
protection, Rosenkranz said, “making concrete the fact that the cloud is the same as a safe box.” 
 
It also points to a broader theme for the firm’s work, said Aravind Swaminathan, co-leader of the firm’s 
cybersecurity and data privacy group. A big part of the privacy group is breaking down technology to bridge 
gaps across generations and professions, helping people view the implications of innovation in a new light. 
 
“It’s always about trying to take technology and help folks understand what it means in basic terms and 
how the law should apply in this context,” he said. 
 
In Orrick's other privacy breakthroughs for the year, it successfully defended mobile app company 
Life360 from allegations that it had been sending unwelcome text message invitations to join the service. 
 
The type of suit is part of a larger trend in which emerging technology is being hampered by excessive 
Telephone Consumer Protection Act suits, said Tony Kim, also a co-leader of the firm’s cybersecurity and 
data privacy group. 
 
“TCPA litigation is sort of on fire,” Kim said. “People are getting sued left and right.” 
 
In this case, a California federal court in July agreed to shut down “aggressive and creative" arguments that 
the platform was sending unwanted texts, Kim said, when in reality the invitations were sent by users 
within the app who wanted to connect with their friends. 
 
He said the case’s outcome was important for showing that people can’t “just slap TCPA” on a new 
technology to shut it down. 
 
Orrick was also able to successfully reopen expert discovery and depositions in the largest TCPA case in 
history, building up to a new trial, according to the firm. 
 
DISH Network faced $23 billion in fines for allegedly placing millions of prerecorded calls to numbers listed 
on the National Do Not Call Registry, in violation of several statutes and regulations. Orrick helped lead the 
telecom company through a new trial in January 2016, and an Illinois federal judge’s decision is still pending 
in that case, the firm said. 
 
From freeing Microsoft from the foreign-emails search warrant to successfully defending Life360 from 
inapplicable TCPA claims, Orrick has been instrumental in helping courts apply privacy statutes to emerging 
technology, bridging gaps between pioneers and the judges who interpret the applicable laws. 
 
“That’s sort of the sweet spot for our practice across the board,” Kim said. 
 
--Additional reporting by Allison Grande, Kat Sieniuc and Jacob Fischler. Editing by Bruce Goldman. 

All Content © 2003-2017, Portfolio Media, Inc. 


