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IN THE UNITED STATES DISTRICT COURT 
 

FOR THE DISTRICT OF DELAWARE 
 
UNITED STATES OF AMERICA,       : 

   : 
Plaintiff,       :  

   : Criminal Action No. 13-78-3-GMS  
v.        : REDACTED & EXHIBITS 2-3, 5-12 

   : 14, 17 FILED UNDER SEAL  
DAVID POKORA,      : PURSUANT TO PROTECTIVE 
      : ORDER & D.I. 97 

Defendant.    :  
 

GOVERNMENT'S REPLY TO 
DEFENDANT’S SENTENCING MEMORANDUM 

 
 On or about September 30, 2014, Defendant pled guilty to Count One of the Superseding 

Indictment charging him with Conspiracy to commit the following offenses, in violation of Title 

18, United States Code, Section 371:   

a. Fraud and Related Activity in Connection with Computers (unauthorized 

access to a protected computer for commercial advantage and private financial 

gain), in violation of Title 18, United States Code, Sections 1030(a)(2)(C) and 

(c)(2)(B)(i) and (iii);  

b. Fraud and Related Activity in Connection with Computers (unauthorized 

access to a protected U.S. Government computer for commercial advantage 

and private financial gain), in violation of Title 18, United States Code, 

Sections 1030(a)(2)(B) and (C) and (c)(2)(B)(i) and (iii); and 

c. Criminal Copyright Infringement, in violation of Title 17, United States Code, 

Section 506(a)(1)(C), and Title 18, United States Code, Section 2319(d)(1) 

and (d)(2). 
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 As a result of that guilty plea, Defendant now stands before the Court as the first foreign 

hacker to be convicted in the United States of hacking crimes involving the theft of trade secrets 

from American companies.  The sentence imposed in this case will be sui generis, yet will speak 

to a type of crime that has exploded in epidemic proportions in just a few short years.  

Defendant’s sentencing memorandum well illustrates how important the outcome of this hearing 

will be to him and his family and friends.  It also will be important to the United States 

Government and to organizations of all sizes and types that are struggling to address what has 

become the top, and continually growing, threat to our national functioning and prosperity.   

 The Government has reviewed the Probation Office’s Presentence Investigation Report 

(“PSR”) and does not dispute any of the facts or factors set out therein.  The PSR assigns an 

advisory sentencing range of 108-135 months.  That range is capped, however, by the statutory 

maximum term of imprisonment of 60 months.  Based on the Section 3553(a) factors and the 

entire record as discussed below (including the Government’s motion for a downward departure 

for substantial assistance, the Government respectfully recommends that the Court impose a 

sentence of not less than 24 months of imprisonment, followed by three years of supervised 

release to run inactive so long as Defendant remains outside of the United States of America.   

I.    DEFENDANT’S OFFENSE CONDUCT AND OTHER SENTENCING FACTORS 

At the outset, we wish to be clear that but for all of the facts of record, the Government 

would not have allowed Defendant to plead guilty to a Section 371 conspiracy count alone, and 

would not be recommending a sentence anywhere close to our current recommendation. 

We will begin with a more robust summary of the offense conduct than that contained in 

the PSR.  See infra at 3-20.  It is a crime for which Defendant is being sentenced, and it should 

be the crime that is the primary focus of the Court’s sentencing analysis.  This summary will 
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contrast with the defense’s view that there “was only a fine technical line that separated legal and 

illegal behaviors . . . [and that] David’s crime was not the deliberate and premeditated product of 

a mind bent on crime.”  Def. Mem. at 37.  We could not disagree more. 

Nonetheless, there are factors beyond the crime itself at play.  The defense has painted a 

comprehensive picture of Defendant’s history and characteristics, some of which provides little 

assurance that Defendant will not return to a life of cybercrime when he is again safely beyond 

the reach of U.S. law enforcement.  See infra at 21-22.  There is also the seriousness of 

Defendant’s crime and how crimes like it are seemingly impacting every organization in modern 

society.  See id. at 23-27.  There is the corollary concern with deterring a defendant who will 

return to a foreign country and again enter the online world, and an even great concern with 

deterring those at home and abroad who would commit similar cybercrimes.  See id.  There is the 

need to promote respect for U.S. computer and intellectual property laws around the globe – the 

current lack of which is fueling what may be the greatest crime spree in modern history.  See id.  

Finally, there is the need to avoid unwarranted sentencing disparities among similarly situated 

defendants.  See infra at 27-29. 

A.  The Nature and Circumstances of the Charged Offense 

Between January 2011 and April 2014, Defendant was a leading member of an 

international computer hacking ring (the “XU Group”) that committed numerous unlawful 

intrusions into the computer networks of various technology companies involved in the $22 

billion-dollar, video gaming industry.  Using stolen credentials, group members also unlawfully 

accessed and stole data from a U.S. Army server.  For his part, Defendant engaged in this 

hacking and cyber theft spree from a foreign country.  He and his co-conspirators committed 

these intrusions by stealing the identities of over ten thousand employees and business partners 

of the victim companies.  During the hacking sessions, Defendant and his co-conspirators stole 
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intellectual property valued – most conservatively – at over $100 million, but almost certainly 

exceeding $1 billion.   

Much of the XU Group’s criminal activity targeted Microsoft Corporation’s then-

unreleased Xbox One gaming console, the Xbox Live online gaming platform, and popular 

games available for such.  The XU Group primarily victimized Microsoft and its software 

development partners, including but not limited to Epic Games, Inc., Valve Corporation, 

Activision Blizzard, Inc., Zombie Studios, Electronic Arts, Inc., Kuju Entertainment, PopCap 

Games, and other companies.  Members of the XU Group also targeted other companies for 

cyberattacks, including Sony, Inc. and Autodesk, Inc.  By exploiting a virtual private network 

between one of the victim companies and the U.S. Army, XU Group members also hacked into a 

United States Army computer network and stole flight simulation software used to train Apache 

helicopter pilots and crew members.  

 As with many sophisticated hacking groups, the XU Group members were dispersed 

across at least four countries and multiple states within this country.  They stored the data they 

stole on their own devices and/or on servers they leased and controlled in various locations, 

including California, New Jersey, Texas, Utah, and at least four foreign countries.  They 

obfuscated their locations through technological measures when committing their cybercrimes. 

 A full accounting of victims of Defendant and his co-conspirators’ hacking spree is not 

possible at this time.  Based on Defendant’s own statements, however, it appears that the victim 

pool is much larger than that listed in the Superseding Indictment.  During an audio conversation 

recorded after Defendant and others learned that Defendant Nesheiwat’s residence had been 

searched, Defendant expressed concern that the FBI was “looking for me” and then listed various 
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organizations he had hacked into and stolen data from in the past month, including, but not 

limited to:  

 “the U.S. military” 

 “the Australian Department of Defense” 

 “every single big company,” including “Intel, AMD, Nvidia, any game 

company you can name, Google, Microsoft, Disney, Warner Brothers.”    

Defendant added:  “if they notice any of this, they are going to come looking for me.”  See Gov’t 

Disk, Audio Call 8 11 11 “every big company” (Ex. 1). 

In general, the XU Group members obtained and maintained access to the victim 

companies’ computer networks through various methods, including SQL injection and the 

unauthorized use of valid log-in credentials that had been harvested from companies.  In many 

instances, the hackers exploited trusted virtual private networks and software development 

networks created and maintained by companies that were working collaboratively on the 

development of next-generation gaming hardware and software.  Once inside the networks, the 

XU Group members accessed and exfiltrated unreleased software, software source code, trade 

secrets, and other confidential and proprietary information.  XU Group members also stole 

financial account and legal information relating to the companies (but not their customers) and 

certain employees of such companies.  During an Internet audio call, Defendant told Group 

members:   

I don’t think you understand the plan that I had.  I’ve already compromised a 
f***ton of Paypals from those databases we have.  Not that I logged into them, 
but I’ve compromised enough that we could have already sold them for Bitcoins 
which would have been untraceable if we did it right.  It could have already been 
easily an easy 50 grand. 

Gov’t Disk, Ex. 1, “Audio Call 10 2 11 The Plan.” 
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 During their hacking sessions, XU Group members utilized instant messaging, VOIP and 

remote and shared desktop applications to communicate with each other and to jointly engage in 

the hacking activities.  These applications allowed them to write and talk to each other in real 

time, and to see and control any selected group member’s computer screen as they accessed and 

navigated through the computer networks of the victim companies.   

The value of the intellectual property and other data that the Hacking Group exfiltrated 

from the victim companies and the United States Army, as well as the costs associated with the 

victims’ responses to the conduct described herein, is estimated (for purposes of the plea only) to 

range between $100 million and $200 million.  The government agreed to use the $100-$200 

million estimate for Guidelines calculation purposes in light of the statutory maximum penalty of 

five years of imprisonment.  Calculating the Guidelines range with more accurate valuations 

would be purely academic, would expose very sensitive business information, and would 

produce a figure that literally would be off of the Section 2B1.1 “loss” chart. 

 Contrary to Defendant’s assertion, this valuation is not an “artificially, almost absurdly, 

high victim loss assessment.”  Def. Mem. at 40.  The valuation of stolen trade secrets and other 

intellectual property for “loss” purposes under Section 2B1.1 often focuses on the research and 

development costs of the stolen data.  See, e.g., United States v. Four Pillars Enter. Co., 253 

Fed. Appx. 502, 512 (6th Cir. 2007) (research and development costs of stolen formulas); United 

States v. Ameri, 412 F.3d 893 (8th Cir. 2005) (research and development costs of stolen 

proprietary software).  

 In the plea agreement, the parties expressly agreed to a valuation of the stolen intellectual 

property of between $100 - $200 million.  This extremely conservative, joint estimate is based 

solely on the research and development costs for just three of the most popular software titles 
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stolen by Defendants.  It does not include any valuation of the technology relating to Xbox One, 

the Xbox Live online gaming platform, or any number of the other software titles and related 

proprietary data stolen during this extensive cybercrime spree, or the costs associated with the 

victims’ responses to the data breaches.  The Xbox line of products alone generates over $10 

billion per year in revenues just for Microsoft.  The value of what was stolen during a rampant 

hacking spree into numerous companies over three years almost certainly exceeds $1 billion. 

 Defendant’s claim that he only profited to the tune of $50,000 does nothing to diminish 

the value of the stolen intellectual property to its owners.1  As is true in many intellectual 

property theft cases, the stolen property is more valuable to its owners than it is to the criminals 

who steal it.  Defendant’s “unjust enrichment” approach simply ignores the value of the stolen 

property to the victims of the digital looting in which Defendant and his co-conspirators 

engaged.  Suppose Defendants had physically hacked into the Smithsonian Museum of Natural 

History and had stolen the Hope Diamond.  As of 2011, the Hope Diamond was reportedly 

insured for $250 million.  Suppose further that Defendants then sold the Hope Diamond for $25.  

It is doubtful that any fair-minded person would characterize Defendants’ hypothetical crime as a 

$25 theft of a rock.  Similarly, Defendant’s theft of over $100 million worth of intellectual 

property should not be so trivialized. 

 Cyber Intrusions and Theft Targeting Epic Games, Inc.  

 Beginning in January 2011, Defendant Pokora and others began conducting remote 

computer intrusions into the network of Epic Games, Inc. (“Epic”), a North Carolina developer 

of various computer games, including the highly popular “Gears of War” series, which generated 

                                                           
1  Defendant’s claim of pocketing only $50,000 must be considered in light of its 
limitations.  The Government had virtually no insight into Defendant’s financial transactions.  
While we cannot dispute Defendant’s claim, we also would not agree that it is an accurate 
accounting of his unlawful gains. 
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over $1 billion in sales during its first week of release.  On numerous occasions between January 

2011 and March 2012, Defendants hacked into the computer network of Epic and stole network 

log-in credentials, proprietary and confidential information and intellectual property.   

 In or about January 2011, for instance, XU Group members used legitimate Epic log-in 

credentials to gain unauthorized access to Epic’s computer network and to download Epic’s 

copyrighted works and pre-release works to a server under their control and located in Utah.  

Defendants connected to Epic’s FTP server, remotely viewed Epic’s copyrighted works and pre-

release works and received a pre-release copy of “Gears of War 3.”   

 In or about June 2011, Defendant Nesheiwat unlawfully accessed Epic’s computer 

network and downloaded a pre-release version of “Gears of War 3.”  On or about July 15, 2011, 

Defendant Nesheiwat sent Defendant Pokora a package labeled “Wedding Videos,” which 

included eight Blu-Ray discs containing what Pokora described as “all of Epic Game’s assets, 

source, and middleware.”  Defendant estimated the data theft from Epic Games totaled over 700 

Gigabytes when uncompressed.   

In or about July 2011, the FBI informed Epic that its computer network had been 

breached by the XU Group.  Certain Epic employees began to interact with the FBI on the 

investigation.  The XU Group nonetheless managed to maintain access to Epic’s computer 

network.  Defendant Pokora told the co-conspirators and others via an Internet audio 

conversation:  “Somebody leaked Epic Games’ database.  I already had it before that guy but 

someone else leaked it.  They tightened their security, but I still have root access to all their 

computers, cause I signed in yesterday.”  Gov’t Disk, Ex. 1, “Audio Call 6 11 Root Access.”   

Despite learning of the investigation, XU Group members, including Defendant, 

continued to conduct intrusions into Epic’s computer network.  Because they had maintained 

Case 1:13-cr-00078-GMS   Document 140   Filed 04/20/15   Page 8 of 30 PageID #: 620



9 
 

access to Epic’s network, Defendants also monitored communications between Epic and the FBI 

about the data breach investigation.  During an online audio conversation on or about August 11, 

2011, for instance, Defendants Pokora, Nesheiwat and others discussed the ongoing investigation 

and hacking into Epic’s computer network: 

POKORA:     Why don’t they have a final build of Gears 3? 

NESHEIWAT:   They do.  

*  *  *   *   * 

NESHEIWAT: The worst thing is that I’m the one with a hacked modem.   

*  *  *   *   * 

POKORA:     I’ll do it.  I mean the last database that we’re all using now.  I did 
that one. 

*  *  *   *   * 

NESHEIWAT  He knowingly logs into Epic knowing that the feds chill there. . . .  
They were emailing FBI people . . . but he still manages to not 
care. 

 
Id. “Audio Call 8 11 11 Feds Chill There.” 

On October 2, 2011, Defendant and his co-conspirators initiated a Remote Desktop 

Protocol connection to Epic’s computer network through an intermediary network node 

controlled by a co-conspirator.  They logged into Epic’s webmail server with the credentials of 

the Epic employee who was assigned to respond to the breach of Epic’s computer network.  See 

Webmail Screenshot – Redacted (Ex. 2) (screenshot of hackers viewing employee’s email 

inbox).     

 During the same hacking session, Defendant and the others also stole source code relating 

to “Call of Duty: Modern Warfare 3,” which would become one of the most popular video games 

ever released.  As they did so, Defendant wrote to an Australia-based co-conspirator (“CC1”):   
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If we do this right, we will make a million dollars each  

I kid you f***ing not 

We have a f***ton already, and will keep getting more 

“make a million-redacted.jpg” (Ex. 3). 

 During the same hacking session, Defendants accessed an employee email account and 

copied approximately 35 authentication keys that could be used to gain access to another 

company’s (Valve Corporation) Steam Network – an online gaming and interactive 

entertainment network with over 54 million users.  They then posted these authentication keys to 

the “Pastebin.com” website.  See “look at the emails – redacted.jpg” (Ex. 4).  As a result, anyone 

who obtained these keys could access a copy of any Epic video game.  As they were doing so, 

CC1 wrote, using AIM:   

Look at the emails between them about me.   
Haha.   
But f***, I don’t even get anything fun out of it anymore.   
Its degrading.   
Making money out of it.   
F***.   
Its becoming just another game.   

Id. 

Defendants did more than simply steal intellectual property though.  They had full 

command of Epic’s computer network.  During one hacking session, for instance, Defendants 

logged into the Epic IT Department’s Intrusion Detection and Protection System, where they 

could view and change the settings for network protection, firewalls, incoming and outgoing 

emails, spam and quarantine features, and network user credentials.  See “IT Department IDS-

IPS Window – Redacted.jpg” (Ex. 5) (screenshot of IDS/IPS Window).  Defendants also 

accessed the dashboard of the Cisco software that Epic used to manage and secure all of its 

computer servers.  This provided Defendants with, inter alia, a topography of the Epic computer 
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network.  See “CISCO Dashboard Shot – Redacted.jpg” (Ex. 6).  Visible in the background 

window of both of these exhibits is the inbox of the employee responsible for the data breach 

response.  Highlighted and visible in the preview pane is an email from an FBI agent to the 

employee regarding the data breach.  Visible in the “search” window of the inbox is “fbi,” 

illustrating that Defendants actually conducted a search of the employee’s emails for his contacts 

with the FBI.  A screenshot of the same email, along with a folder labeled “Xenon” [Defendant’s 

online alias] was found on CC1’s computer.  See FBI Email Correspondence Screenshot (Ex. 7). 

 Cyber Intrusions and Theft Targeting Valve Corporation 

 Between September 2011 and November 2012, Defendants hacked into the computer 

network of Valve Corporation on numerous occasions and stole network log-in credentials, 

proprietary and confidential information and intellectual property, including the video game, 

“Call of Duty:  Modern Warfare 3,” which was being prepared for commercial release by 

Activision Blizzard, Inc., the holder of various trademarks and copyrights relating to the game.  

“Call of Duty:  Modern Warfare 3” was commercially released on November 8, 2011.   

 On or about September 28, 2011, for instance, Defendant Pokora obtained legitimate log-

in credentials for Valve’s computer network, including those of Valve’s Information Technology 

employees.  During an online audio conversation with Hacking Group members, Defendant  

Pokora stated:   

 Shar, I’m gonna go shower and then I’m going to setup the laptop so it’s   

 ready to steal shit.   

 . . . . 

 First I’m going to have to grab it off the [Valve] FTP.   

 Then I’m going to be looking at Valve’s actual network.   
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Gov’t Disk, Ex. 1, “Audio Call 9 28 11 Set Up Laptop.”  During the group’s theft of “Call of 

Duty:  Modern Warfare 3” from Valve, a Group member stated:  “you don’t get those unless 

you’re Valve,” to which Defendant Pokora responded:  “well, unless you’re us.”  See Sealed 

Gov’t Disk, “Valve Audio 1 Unless Us.avi” (Ex. 8). 

 Cyber Intrusions and Theft Targeting Computer 
Networks of Zombie Studios and the United States Army  

 Between May 2012 and April 2013, Defendants hacked into the computer network of 

Zombie Studios on numerous occasions.  They stole network log-in credentials, proprietary and 

confidential information.  They also used a virtual private network connecting Zombie’s network 

to a U.S. Army network to access and copy approximately 5 Gigabytes of helicopter pilot 

simulation training software (and related materials) developed by Zombie for the Army.     

 During a May 14, 2012 hacking session, CC1 stated, in part: 

 Time to see if I can connect to Zombie Studios still 
 pull some military shit 
 …. 
 They have a tunnel to the US Army 

See IM Chat at 40 (Ex. 9).  The group then used the stolen log-in credentials of a Zombie Studio 

employee to access the Zombie Studios network.  Below are excerpted statements of CC1 while 

accessing the employee’s network folders:   

[5/15/12 12:13:29 AM] CC1: The idiot uses saved passwords on chrome 
[5/15/12 12:13:33 AM] CC1: So I just got all his info. . . .  

Id. at 44-45; see also “Passwords Shot” (Ex. 10) (screenshot of employee’s saved passwords).  

Below are additional statements made by CC1 as he continued network reconnaissance on 

Zombie’s employee-related data: 

[5/15/12 12:22:03 AM] CC1: Timesheets 
[5/15/12 12:22:17 AM] CC2: people are dummmb 
[5/15/12 12:22:25 AM] CC1: Can find out when they work too 
[5/15/12 12:22:33 AM] CC1: So I could literally dump shitloads 
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. . . . 
[5/15/12 12:25:44 AM] CC1: How stupid 
[5/15/12 12:25:45 AM] CC1: He actually 
[5/15/12 12:25:48 AM] CC1: Autofills 
[5/15/12 12:25:49 AM] CC1: Everything 
[5/15/12 12:25:52 AM] CC1: Got his steamworks acc 
[5/15/12 12:26:15 AM] CC2: steamworks :D 
[5/15/12 12:26:42 AM] CC1: Haha 
[5/15/12 12:26:56 AM] CC1: Valve Confidential 
[5/15/12 12:27:01 AM] CC2: ahahah 
[5/15/12 12:27:35 AM] CC1: [cuts and pastes the following from Valve’s restricted 
access site] “This restricted access site and the content provided by it (code, 
documentation, etc.) is Valve confidential information. You must have a non-disclosure 
and/or license agreement covering confidential information with Valve to use or access 
this site.” 
[5/15/12 12:27:40 AM] CC1: COOL 
[5/15/12 12:27:46 AM] CC1: I'll take 12 
. . . .  

Id.  at 44-45.  CC1 also learned that the Zombie employee accessed a private email account from 

his office computer, which he then had the ability to unlawfully access as well: 

[5/15/12 12:30:11 AM] CC1: Its probably hotmail 
[5/15/12 12:30:15 AM] CC2: :((( 
[5/15/12 12:30:23 AM] CC1: Lucky he also autofills that 
. . . .  

Id. at 46.  CC1 and the others also reviewed information about Zombie’s projects with other 

companies: 

 [5/14/12 11:02:41 PM] CC1: A****, 
 I want to buy lunch for Zombie as a thank you for everything this last week and 
weekend.  Let me know the best day and we can make it happen.  Is there a local 
pizza place that you guys prefer? 
 I just heard back from the demo team and everything went off very nicely! 
 Thanks again, Im glad this finally worked out. 
 P********* 
***************** 
Intel Corporation 

Id. at 42.  Later in this online session, CC1 instant messaged the following statements to the 

group: 

[5/15/12 11:02:18 PM] CC1: Army simulator shit 
[5/15/12 11:02:23 PM] CC1: ArmyGame 
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[5/15/12 11:02:24 PM] CC1: :P 
[5/15/12 11:02:24 PM] CC2: hacking army 
[5/15/12 11:02:27 PM] CC1: Nah 
[5/15/12 11:02:36 PM] CC1: Zombie makes the simulators the Army use 
[5/15/12 11:02:49 PM] CC1: Lawl 

 [5/15/12 11:02:56 PM] CC1: Sell the simulators to the arabs 

Id. at 56. 

 On or about July 29, 2012, XU Group members, including CC1 and Defendants Austin 

Alcala and Nathan Leroux, utilized TeamViewer software to intrude again into the computer 

network of Zombie Studios.  During this intrusion, CC1 accessed pre-release software and 

software builds for gaming software being developed by Zombie Studios, as well as personally 

identifying information of Zombie Studios’ employees.  CC1 transmitted the means of 

identification, including the name, social security number, home address, and tax documents, of 

a Zombie employee to another Hacking Group member. CC1 subsequently submitted credit card 

applications in the names of the Zombie employee and a family member for limits of $15,000 

and $10,000.  CC1 additionally attempted to open a “Lendingclub.com” liability account in the 

name of the employee for approximately $20,000.   

 On or about July 31, 2012, Hacking Group members participated in a Remote Desktop 

Protocol intrusion into the computer network of Zombie Studios.   During this intrusion, CC1 

and others accessed approximately 18 computers, websites, accounts, and/or network shares 

using unauthorized credentials.  Data accessed during this intrusion included multiple software 

products produced by, or licensed to, Zombie Studios.   

 Group members then began to focus more intently on Zombie’s virtual connection to a 

U.S. Army computer network.  Group members reviewed a Zombie Studios internal website 

describing how authorized Zombie employees could connect to a United States Army server.  

See Army Perforce Wiki Screenshot (Ex. 11).  XU Group members identified an employee who 
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was authorized to access the United States Army’s Perforce Virtual Network in connection with 

Zombie Studios’ design of United States Army Apache Helicopter Pilot simulation software.   

CC1 accessed this employee’s Outlook webmail account and executed a “forced password 

reset.”  This allowed him and his co-conspirators to use the employee’s Outlook account to 

access the United States Army’s Perforce Virtual Private Network.  

 On or about December 11, 2012, CC1 logged into the United States Army’s Perforce 

Virtual Private Network server using the “reset” password and log-in credentials for the Zombie 

employee’s account.  During this December 11, 2012 trespass into the United States Army’s 

Perforce Virtual Private Network, CC1 – with other group members observing through remote 

desktop connection -- accessed and stole approximately 5 Gigabytes of data, including Army 

Apache Helicopter Pilot simulation software entitled “AH-64D Apache Simulator,” which was 

developed by Zombie Studios under contract with the United States Department of Army.  See 

Apache Theft 3, 4, 10” (Ex. 12).   

 At one point during one of the intrusions, CC1 discussed altering the settings for the fans 

that help control the temperature of the computer servers, which would potentially destroy the 

computers.  Another co-conspirator told him to “wait until I am done grabbing apache.”  See 

“Screenshot of Notepad Comments” (Ex. 13).  Indeed, so deep was the group’s penetration and 

control over the Zombie network that group members could access physical security controls for 

the Zombie offices, including door security codes and security cameras. 

 A review of IP addresses used during the group’s intrusions into Zombie revealed that 

group members had unlawfully hacked into Zombie’s network over 120 times between May 

2012 and January 2013.   
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Cyber Intrusions and Theft Targeting 
the Microsoft Game Developer Network Portal 

 In or about 2011 and 2012, Microsoft and its development partners were designing a 

next-generation Xbox gaming console, which Microsoft later named “Xbox One,” as well as 

software to be used with the new Xbox console.  Microsoft operated a “Game Developer 

Network Portal” (“GDNP”), which was an online system allowing prospective developers of 

games for Microsoft’s Xbox and other gaming platforms to access, through an authentication 

system, pre-release Xbox operating system development tools and software.  Microsoft 

controlled access to the GDNP by, among other methods, imposing licensing and other 

requirements for authorized users to be registered with Microsoft.  In addition, Microsoft 

administered separate access enclaves within GDNP for more-restricted data.   

 Microsoft also provided developers with access to a software platform, known as 

“PartnerNet,” to refine video game creation.  Microsoft controlled access to PartnerNet by, 

among other methods, licensing and providing authorized network users with an “Xbox 

Development Kit” (“XDK”), which is a non-retail unit used to access PartnerNet.   

 Beginning in or about January 2011, Defendant Pokora and other XU Group members 

engaged in numerous incidents of unauthorized access into Microsoft’s computer networks, 

including GDNP, during which they stole log-in credentials, trade secrets, and intellectual 

property relating to the Xbox gaming system.  See “GDNP Page Screenshot” (Ex. 14).  In 

particular, XU Group members accessed GDNP with valid, but stolen, accounts associated with 

legitimate Microsoft software development partners that they had obtained from hacking into an 

Autodesk Scaleform database.   

  Using the stolen log-in credentials of Microsoft’s software development partners, 

Defendant Pokora and other XU Group members spent hundreds of hours navigating the GDNP 

and copying files containing or relating to the specialized operating system for the  
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then-forthcoming Xbox One, including software source code, technical specifications, assembly 

instructions, and software design and source code writing specifications for use by game 

developers for the console.  

 During an online communication session on or about July 13, 2012, Defendants Pokora, 

Leroux and Austin Alcala, along with other XU Group members, discussed using compromised 

GDNP accounts to steal intellectual property from Microsoft, which they then could sell.  They 

specifically discussed how they might divide the proceeds from such sales.  The group discussed 

their expectation of being able to resell the intellectual property they planned to steal from 

Microsoft for up to $30,000.  During the recorded session, the co-conspirators also stated, among 

other things:  

 Pokora:   If you do multiple accounts it might raise a flag at GDN overall . . . 
      And then they might want to implement new security . . .  
      We don’t want that . . . 
   We still want access to GDN, but we don’t want to raise a flag at GDN  
   ... 
   We just want to make them think that one developer was hacked …  
   It’d be too weird if an entire like developer database [was hacked]…cause  
   we want this access for the next generation of consoles as well 
   . . . . 

Alcala:  What do we do if one of us gets caught? 
  . . . . 
Pokora: If you’re stealing 12 kits.  That’s worth a decent amount of money.   
  Microsoft might come after you. 
 
Alcala:   Dave, one of my accounts has access to order one more Durango (i.e., an  
  then-unreleased Xbox One). 

Gov’t Disk, Ex. 1, “Audio Call of 7 13 12 Multiple Accounts.”   

 Defendants Pokora and Leroux and other co-conspirators agreed to use this stolen data 

and operating system software to, inter alia, manufacture and then sell a counterfeit version of 

the next generation Xbox gaming console.  Defendant Leroux subsequently ordered hardware 

components from online vendors to build a counterfeit version of the console, which was then 
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being prepared for commercial distribution.    

 During an online electronic communication conducted on or about July 24, 2012, 

Defendant Pokora and other XU Group members discussed a plan pursuant to which an XU 

Group member would travel to Defendant Leroux’s Maryland residence to obtain custody of the 

counterfeit version of the next-generation Xbox gaming console that Defendant Leroux built 

with the stolen intellectual property.  They then planned to mail the counterfeit version of the 

next-generation Xbox gaming console built by Defendant Leroux to an individual located in 

Victoria, Mahe, Republic of Seychelles, who had agreed to purchase it.  

 On August 9, 2012, FBI Special Agents intercepted the counterfeit version of the next-

generation Xbox gaming console built by Defendant Leroux.  Microsoft subsequently confirmed 

that this counterfeit version of the next-generation Xbox gaming console contained stolen 

Microsoft intellectual property.  See Photograph of Counterfeit Xbox One Prototype (Ex. 15). 

 In August 2012, CC1 listed another counterfeit version of the next generation Xbox 

gaming console for sale on eBay.com.  CC1 sold the counterfeit version of the next-generation 

Xbox gaming console for approximately $5,000.  CC1 paid Defendant Leroux a portion of the 

sales proceeds by giving Defendant Leroux access to CC1’s credit card, which Leroux used to 

pay tuition to the University of Maryland.   

 XU Group members also used the stolen intellectual property to design software utilities 

that allowed them to “mine” the virtual currencies used in certain games.  Using these tools 

allowed certain Defendants and others to generate enormous amounts of the virtual currencies, 

which they commoditized and sold (for real money) on an online black market.  This allowed 

them to generate tens or hundreds of thousands of dollars. 

 In 2012, for instance, Defendants Leroux and Alcala utilized stolen source code for the 
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game “FIFA 2012,” the intellectual property rights to which are held by Electronic Arts, Inc., to 

design and employ software that automatically generated the virtual currency used in the FIFA 

2012 game through Microsoft’s Xbox Live online gaming system.  Without the authorization of 

Electronic Arts, Defendants would sell bulk quantities of these “FIFA Coins” online.   

 Defendant Leroux obtained monetary proceeds from these sales, writing to J.D. at one 

point:  “made $15k in a week,” and “a few weeks and I should be set for college.”  See Leroux 

FIFA Chat (Ex. 16).  Defendant Leroux told J.D. that “the fifa shit makes approx. $30/hr . . . lol . 

. . per xbox that I have running.”  Id.  Defendant Leroux explained that he was selling the bulk 

coins on a black wholesale market, and that his buyers then would “sell to whoever at whatever 

cost they want.”  Defendant Leroux added:  “I don’t bother with anything less than a million 

[coins] at once,” to which J.D. replied:  “sounds more like a drug operation than a hacking spree 

lol.”  When J.D. asked Defendant Leroux if Electronic Arts or Microsoft was aware of this 

software exploit, Defendant Leroux responded:  “they don’t even know its being done lol.”  

Defendant Leroux added:  “[Microsoft and Electronic Arts] can’t do anything about it either . . . 

the way its works IMHO is unpatchable without EA losing out on a LOT of money . . . .  my 

little venture isn’t enough money out of their pockets for them to even bother lol.”  Id. 

 Defendants sometimes referred to their conduct as “stealing,” and wrote about the danger 

involved, and the likelihood of punishment.  During a December 17, 2012 online chat, for 

instance, they made the following statements:   

POKORA: Internet crime is pretty small. 
 Nobody has gotten more than 8 years in prison. 

CC1: We’re all going to be for the same charges.  What is it…Racketeering?”     
POKORA: Racketeering 

Gov’t Disk, Ex. 1, “Internet Crime.” 

 On or about August 12-13, 2013, Defendants Pokora and Alcala, along with other XU 
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Group members, conducted computer intrusions into various private computer networks, 

including Microsoft’s GDNP.  During this hacking session, Defendant Alcala used a Google 

Chrome browser to download numerous files relating to the then-forthcoming Xbox One console 

from Microsoft’s GDNP network.  See “Xbox One Files Download Close Up August 2013” (Ex. 

17).  Defendant Alcala also showed other XU Group members certain files on his local 

TrueCrypt disk that matched the XU Group’s prior attempts to steal intellectual property relating 

to Microsoft’s Xbox One.  These included “GDN.txt,” “Durango instructions.png,” and “P4 

Epic.txt.”  ALCALA also displayed a folder named “Durango\Latest,” which contained a file 

named “Xbox One Roadmap.”  Id. 

 In the fall of 2013, XU Group members discussed ways to gain physical access to 

facilities on Microsoft’s Redmond, Washington campus to steal intellectual property.  On or 

about September 26 and 27, 2013, two individuals (A.S. and E.A.) used a stolen building 

security card to gain entry into secure buildings on the Microsoft campus.  A.S. and E.A. then 

stole three Xbox One development consoles, which were non-public versions of the Xbox One 

and which contained confidential and proprietary intellectual property of Microsoft, including 

the source binaries for the Xbox One operating system.  Microsoft, which captured the unlawful 

entry and theft on security video, values the stolen equipment at approximately $30,000.    

 On or about October 14, 2013, a Microsoft representative interviewed A.S., who admitted 

to entering the Microsoft building with a valid, but stolen, building security code.  A.S. also 

admitted to stealing two Xbox One consoles.  A.S. further admitted to shipping one of these 

consoles to Defendant Alcala in exchange for stolen log-in credentials to the GDNP network that 

Alcala possessed.  A.S. further admitted that another of the stolen Xbox One consoles was 

shipped to Defendant Pokora, in Canada. 
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  B. History and Characteristics of Defendant 

 Defendant is a 22-year-old Canadian citizen with no criminal record.  At the time of his 

arrest, he was enrolled in a computer science program at the University of Toronto, which 

appears amenable to Defendant’s re-enrollment upon his release from custody.  Based on 

information provided by his family, Defendant appears to have had a life-long fascination with 

computers and has never been in any serious trouble.  He has unquestionably strong family 

support.2   

 Nonetheless, some of the statements contained in Defendant’s Sentencing Memorandum 

seem to go too far in an effort to mitigate Defendant’s actions.  For instance, the defense 

memorandum states: 

 “David in the real world was something else entirely from David online.” 

 “But it was in this tenebrous world of anonymity, frontier rules, and private 

communication set at a remove from everyday life that David was incrementally 

desensitized to an online culture in which the line between playing a video game 

and hacking into a computer network narrowed to the vanishing point.” 

Def. Mem. at 4.   

 It is no longer possible – or in this case prudent – to separate one’s life into activities 

undertaken in the physical and the virtual world.  In reality, most people’s daily lives exist in 

both the online and offline worlds to such an interspersed and interdependent degree as to make 

separating them impossible.  What Defendant did online cannot be easily dismissed as simply 

fantasy or ‘not real.’  Online actions are just as real as the consequences that flow from them.   

 Nor can Defendant’s actions be dismissed as the product of an inexorable drift from 
                                                           
2  This support should not be accepted without restraint.  Some of the individuals who 
wrote letters on Defendant’s behalf were aware of, if not actually involved in, his cybercrimes.  
His girlfriend, Shar, for instance was present and recorded during some of the hacking sessions.   
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online game playing to hacking into the networks of the companies that produced the games and 

gaming networks.  The suggestion that Defendant was a serious gamer who was destined to 

become a serial hacker is ridiculous.  One hundred fifty five million Americans play video 

games.  See Entertainment Software Ass’n, ESSENTIAL FACTS ABOUT THE COMPUTER AND VIDEO 

GAME INDUSTRY 2 (2015), available at http://www.theesa.com/wp-

content/uploads/2015/04/ESA-Essential-Facts-2015.pdf.  The average game player is 35 years 

old, and 73% of players are over 18 years of age.  See id. at 3.  Player gender is 56% male to 

44% female.  Id.  Total consumer spending in 2013 for the gaming industry was $22.41 billion.  

Id. at 13.  There is no evidence to suggest an erasing of the bright line between buying and 

playing games on one hand, and the unlawful hacking and digital looting of the computer 

networks of the companies that make the games on the other hand.   

 As the portions of the record cited above illustrate, Defendant knew right from wrong.  

He just did not think that he would get caught.  He relied on a national border, anonymity and the 

“frontier rules” of the hacking community to protect him from prosecution.   

 It is undoubtedly true that there is “a waste of human talent represented by David’s 

incarceration.”  Def. Mem. at 28.  But federal prisons are full of talented people who chose to 

ignore their talents – or worse, to use them to commit serious crimes.  Sadly, the world includes 

many great hackers who have chosen to use their abilities to commit crime, instead of using them 

for a productive and lawful purpose.  Defendant clearly has significant technological aptitude 

and talents.  The question remains, though, whether he will choose to use them in a positive and 

productive way or whether he will return to a life of cybercrime once he is beyond U.S. borders.  

The requested sentence seeks to deter him from such a future criminal path.  
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 C. The Seriousness of the Offense, the Need to Promote International 
 Respect for U.S. Law and to Punish and Deter International Cybercriminals 

 At the risk of vast understatement, the cyber threat facing all organizations is enormous, 

rapidly expanding and constantly evolving.  Even a cursory review of the headlines over the past 

year would reveal that cyberattacks – including hacking, spying, and cyber-theft of identities and 

intellectual property – have reached epidemic proportions.  Perhaps even more concerning, 

though, is that hacking groups – such as this one – penetrate so deeply into computer networks 

that they cannot only wipe the data shelves clean, but they also can seek to disrupt the networks 

as well as the organizations that rely upon them.   

Through online theft of intellectual property, the United States is being victimized by 

“the greatest transfer of wealth in history.”  Hearing to Receive Testimony on U.S. Strategic 

Command and U.S. Cyber Command in Review of the Defense Authorization Request for Fiscal 

Year 2013 Before Sen. Comm. on Armed Services, 112th Cong. 3 (Mar. 27, 2012) (opening 

statement of Sen. Levin) (quoting statement of Gen. Keith Alexander, Commander, U.S. Cyber 

Command & Director, National Security Agency).  The Internet has enabled digital thieves 

located around the world to steal intellectual property and secrets with ease, without limit, in 

silence, and on a daily basis.  The value of what is being stolen is staggering – reaching into the 

hundreds of billions of dollars each year.  See Dennis C. Blair, Jon M. Huntsman, Jr., et al., 

Report of the Commission on the Theft of American Intellectual Property 11 (2013),  

http://ipcommission.org/report/IP_Commission_Report_052213.pdf. 

 The U.S. intelligence and law enforcement communities accordingly have ranked 

cybercrime as our top national security threat – higher than terrorism or espionage.3  There is a 

                                                           
3  Director of National Intelligence, “Worldwide Threat Assessment of the U.S. Intelligence 
Community”  (Jan. 29, 2014) (prepared statement before Senate Select Committee on 
Intelligence), available at http://www.dni.gov/index.php/newsroom/testimonies/203-
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daily stream of news about hacking; cyber espionage; digital theft of consumer data, money and 

intellectual property; lost devices exposing private information; and disruption or destruction of 

digital infrastructure.  Nearly half of the adult U.S. population was hacked in the past twelve 

months.4  Cisco’s 2014 Annual Security Report aptly stated:  “Odds are high that targeted attacks 

have already infiltrated your networks.”5  Cisco’s security software alone blocks 4.5 billion 

malicious emails and 50,000 network intrusions each day.   

 As a White House official recently stated in announcing the creation of the Cyber Threat 

Intelligence Integration Center:  “Cyber threats to our national security and economic security 

are increasing in their frequency, in their scale, their sophistication and the severity of their 

impact.  The range of cyber threat actors, methods of attack, targeted systems and victims are 

expanding at an unprecedented clip.”  Lisa Monaco, Assistant to the President for Homeland 

Security and Counterterrorism, “Cyber Threats and Vulnerabilities: Securing America's Most 

Important Assets,” Woodrow Wilson Center (Feb. 10, 2015). 

 The concern is not just high within the Government.  Cybersecurity has emerged as “the 

number one issue for directors [of public companies] that ‘keeps them up at night’ and the 

second most important issue for general counsel, after regulatory compliance.”  Hanover 

                                                                                                                                                                                           
congressional-testimonies-2014/1005-statement-for-the-record-worldwide-threat-assessment-of-
the-us-intelligence-community; Greg Miller, “FBI Director Warns of Cyberattacks; Other 
Security Chiefs Say Terrorism Threat Has Altered,” WASH. POST (Nov. 14, 2013), available at 
http://www.washingtonpost.com/world/national-security/fbi-director-warns-of-cyberattacks-
other-security-chiefs-say-terrorism-threat-has-altered/2013/11/14/24f1b27a-4d53-11e3-9890-
a1e0997fb0c0_story.html?wprss=rss_world. 
 
4  See, e.g., Jose Pagliery, “Half of American Adults Hacked this Year,” available at:     
http://money.cnn.com/2014/05/28/technology/security/hack-data-breach/. 
 
5  CISCO 2014 Annual Security Report, available at:  
https://www.cisco.com/web/offers/lp/2014-annual-security-
report/index.html?keycode=000350063.  
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Research & Indiana University Maurer School of Law, “The Emergence of Cybersecurity Law,” 

at 4 (Feb. 2015) (citing K. Crowe, “Law in the Boardroom in 2014,” at 22 (FTI Consulting), 

available at www.fticonsulting.com/global2/media/collateral/united-states/law-in-the-

boardroom-in-2014.pdf).  Despite this high prioritization, nearly 70% of critical infrastructure 

organizations still suffered a data breach in the past year, and over 63% of organizations 

surveyed believe that they cannot stop the exfiltration of sensitive data through hacking attacks.6 

 The XU Group’s hacking and cyber-theft activities illustrate the cyber threat concerns 

shared by the Government and the private sector.  Defendants not only infiltrated the networks of 

some of the most sophisticated technology companies on the planet, but they stayed there for 

years – even after the Government and the companies learned of their hacking exploits.  They 

also stole some of the most valuable assets of the victim companies at will and despite 

substantial efforts to stop them.  Group members and others they provided stolen intellectual 

property to continue to exploit it to make millions of dollars.  See Sealed Electronic Arts Victim 

Impact Statement (Ex. 18).        

    Complicating matters greatly is the fact that many hackers – including Defendant and 

CC1 – commit their crimes from foreign countries that they view, sometimes accurately, as a 

safe haven from U.S. law enforcement.  Companies spend millions of dollars to develop very 

sophisticated hardware and software only to have it stolen by domestic and international 

cybercriminals before it was even released to the consuming public.  And the perpetrators – like 

                                                           
6  See Ponemon Institute, “Critical Infrastructure: Security Preparedness and Maturity (July 
2014), available at   http://images.outreach.unisys.com/Web/UnisysCorporation/%7b3f7a3970-
c2eb-4281-9e46-988f9048d4d1%7d_14-
0316_Unisys_Ponemon_Study.pdf?elq=dfd300bb3f6f454eb1698bc26bde33fc&elqCampaignId= 
; Ponemon Institute, “Exposing the Cybersecurity Cracks:  A Global Perspective” (April 2014), 
available at http://www.websense.com/assets/reports/report-ponemon-2014-exposing-
cybersecurity-cracks-en.pdf. 
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Defendant – often do not perceive of any real prospect of prosecution in the United States.  In an 

audio call with his co-conspirators, for instance, Defendant noted that he simply had to remain in 

Canada, the government of which would not punish him as severely as that of the United States.  

See Gov’t Sealed Disk, Ex. 8, “Enforcer Extradition.avi,” beginning at 1:10.  Referencing 

extradition, Defendant told his co-conspirators:  “the Canadian government would probably be a 

lot cooler than the U.S. government. . . .   They’re not going to want to put me in a really harsh 

U.S. federal prison where I get raped by some murderer.”  Id. 

 It is because of their perceived safety beyond U.S. borders that cybercrime groups openly 

steal with abandon and threaten to harm their victims if they are pursued.  After the FBI executed 

a search warrant at Defendant Nesheiwat’s New Jersey home, for instance, he informed the 

group and disseminated a copy of the search warrant to over the Internet.  In a subsequent online 

conversation that a number of XU Group members – including Defendant – participated in, CC1 

obtained personally identifiable information about law enforcement agents and spoke of 

soliciting the murder of:  (1) a federal magistrate judge who signed a search warrant; (2) FBI 

agents involved in the execution of the search; and (3) co-conspirators who were believed to be 

cooperating with the investigation.  See Sealed Gov’t Disk, Ex. 8, “Murder Threat Against Agent 

1.avi;” “Serious about killing.avi;” and “Actually Doxing.avi.”  CC1 posted the personal 

information of the agents and their family members online and invited the hacking community to 

harass them and steal their identities.   

 Beyond threats of physical violence, members of the group – including Defendant – 

talked about inflicting economic damage on the victim companies if they were targeted for 

investigation or prosecution.  The co-conspirators, for instance, talked about doing so by 

releasing highly confidential and proprietary data (including source code and intellectual 
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property relating to software and gaming systems) to the online hacking community.  That data 

then could be used to create exploits and malware relating to the games and gaming systems, 

potentially resulting in identity theft and other crimes for the hundreds of millions of people who 

access those platforms.  During one online conversation, group members – including Defendants 

Pokora and Nesheiwat – discussing harming the companies, with Defendant Pokora stating:  “If 

we ever go disappearing, just, you know, upload it to the Internet and say fuck you Epic, if you 

know, they ever go after us.”  See Gov’t Sealed Disk, Ex. 8, “FU Epic.avi.”  Defendant 

Nesheiwat talked about how they could do so once a judge released them from custody pending 

their trials.  See id. 

 This was not just idle talk in this case.  After the Australian co-conspirator’s residence 

was searched, he threatened to release approximately 1.7 terabytes of intellectual property from 

victim companies online if law enforcement agents pursued their investigation of him.     

In light of the foregoing, the sentence imposed on Defendant must promote respect for 

computer fraud and intellectual property laws and attempt to deter both Defendant and all others 

engaged in similar crimes – both in the United States and abroad.  The sentence must debunk the 

notion that international cybercrime is not serious here, even if it is less so abroad.  The message 

needs to go forth that those engaging in egregious and systematic digital looting of American 

companies from abroad will suffer severe consequences if they should ever find themselves a 

defendant standing in the well of a United States District Court. 

D. The Need to Avoid Unwarranted Sentencing Disparities 

The Court also must ensure that the sentence imposed does not create unwarranted 

disparities relative to sentences imposed on other defendants for similar crimes.  The difficulty, 
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of course, is that Defendant and his co-conspirators’ criminal conduct is of a magnitude and 

character that is rarely, if ever, been seen in federal district courts.   

It is because the prosecution of Defendant’s crimes is so new that his reliance on the 

analysis of sentencing data relating generally to Section 371 fraud conspiracies is inapposite.  

Defendant is the first foreign hacker convicted in this country of crimes involving the theft of 

trade secrets.  The NCIA simply lacks the data – as does the Sentencing Commission – relating 

to the sentencing of similarly situated defendants.  Two facts about Defendant’s resort to Section 

371 fraud conspiracy sentencing data are telling though.  First, citing the number of defendants 

who received probation along with a Government Section 5K1.1 motion tells us nothing about 

the Government’s sentencing recommendation in those cases.  Second, the average sentence for 

defendants with a $100-$200 million loss range was 24.7 months – almost exactly what the 

Government requests here. 

What may be more helpful to the Court are sentences imposed in this district on other 

cyber-thieves of intellectual property.  This Court has imposed significant sentences – well 

beyond that sought here – in such cases.  In United States v. Xiang Li, No. 10-112-LPS (D. Del.), 

the defendant – the first Chinese citizen prosecuted for cybercrimes committed entirely from 

mainland China – was sentenced to twelve years in prison for the theft of over $100 million in 

commercial-grade software.  In United States v. Jaime Lynn Snyder, No. 11-97-SLR (D. Del.), 

the defendant was sentenced to 46 months in prison for operating a website through which she 

sold $5.9 million worth of consumer software to individuals.   

 Based on the entire record, the Government seeks a sentence that is far less than those 

imposed in the cases referenced above.  That is because Defendant cooperated substantially 

against three other defendants, while Li and Snyder cooperated against no one.  All of the 
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circumstances known to the Court factored heavily into the Government’s agreeing to allow 

Defendant to plead guilty to the Section 371 conspiracy count, which carried the lowest statutory 

maximum penalty of any count of the Superseding Indictment.  Had the Government not done 

so, Defendant would have faced up to 20 years in federal prison, and a mandatory minimum, 

consecutive sentence of 2 years in prison.  His advisory Guideline offense level would have been 

55 (life).  His case would have been much more like that of Xiang Li and Jamie Lynn Snyder, 

who are serving much longer sentences than that requested here.   

CONCLUSION 

 Based on the foregoing, the United States respectfully recommends that Defendant be 

sentenced to a term of imprisonment of at least 24 months, followed by a 3-year term of 

supervised release that will be inactive so long as Defendant remains outside of the United States 

of America. 

       Respectfully submitted,  

LESLIE R. CALDWELL     CHARLES M. OBERLY, III   
ASSISTANT ATTORNEY GENERAL  UNITED STATES ATTORNEY 
U.S. DEPARTMENT OF JUSTICE         
CRIMINAL DIVISION 
 
By:/s/ James Silver     By: /s/ Edward J. McAndrew  _                               
      James Silver            Edward J. McAndrew 
      Deputy Chief for Litigation                Assistant United States Attorney 
      Computer Crime & Intellectual Property Section 

 
      

Dated:  April 20, 2015 
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CERTIFICATE OF SERVICE 

I hereby certify that on this 20th day of April 2015, a true and correct copy of the Sealed 

Government's Reply to Defendant’s Sentencing Memorandum was served, via email and 

overnight mail, upon: 

Solomon L. Wisenberg, Esq. 
Nelson Mullins Riley & Scarborough LLP 
101 Constitution Avenue, N.W., Suite 900 

Washington, D.C. 20001 
 

 
      /s/ Edward J. McAndrew   
      Edward J. McAndrew 
      Assistant United States Attorney 
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