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CCPA Update: The Calm Before the Storm?
Businesses begin wading into CCPA compliance without final regulatory 
guidance and under the threat of uncertain enforcement repercussions. 

The California Consumer Privacy Act, or CCPA, is here. Sort of. This first-of-its-kind, 
broad-sweeping online privacy legislation in the United States was hastily adopted 
in 2018 to out-flank a looming ballot initiative. The CCPA took effect January 1, 
2020; however, final regulations are not required by the statute until July 1, 2020. In 
the meantime, businesses subject to the law are grappling with whether and how to 
comply with the CCPA in the first half of 2020 as they await the final rulemaking – 
and the Attorney General’s looming enforcement authority.  

As Congress’ inertia on a federal privacy law persists, many states have continued 
to enact laws with varying degrees of privacy rights, addressing issues ranging 
from facial recognition technology to student data privacy. CCPA-esque bills 
are pending in Florida, Illinois, Nebraska, New York, Pennsylvania, Virginia, and 
Washington. Meanwhile, Californians for Consumer Privacy is pursuing CCPA 
amendments via a 2020 ballot initiative, which if approved by voters, could upend 
ongoing CCPA implementation. 

Caroline Lynch
Copper Hill Strategies

Founder and owner of Copper Hill 
Strategies, Caroline utilizes her 
expertise in public policy and the 
legislative process to provide client-
focused government relations, 
strategic planning, and legislative 
development services.  She has 
fifteen years of Capitol Hill experience, Read more on page 24 

http://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?lawCode=CIV&division=3.&title=1.81.5.&part=4.&chapter=&article=
https://www.flsenate.gov/Session/Bill/2020/1670
http://www.ilga.gov/legislation/billstatus.asp?DocNum=2330&GAID=15&GA=101&DocTypeID=SB&LegID=122685&SessionID=108
https://nebraskalegislature.gov/bills/view_bill.php?DocumentID=40714
https://www.nysenate.gov/legislation/bills/2019/a8526
https://www.legis.state.pa.us/CFDOCS/billInfo/BillInfo.cfm?syear=2019&sind=0&body=H&type=B&bn=1049
http://lis.virginia.gov/cgi-bin/legp604.exe?201+sum+HB473
https://app.leg.wa.gov/billsummary?BillNumber=6281&Initiative=false&Year=2019
https://www.natlawreview.com/article/ccpa-20-ballot-initiative-could-result-big-updates-to-california-privacy-law
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Chair Message

Adrian Felix
Bilzin Sumberg 

At Bilzin Sumberg, Adrian represents 
a variety of clients across industries 
like construction, franchising, 
financial services, and hospitality.  
Adrian uses his academic 
background in math and science 
to analyze and assess a variety of 
complex matters such as distressed 
construction projects and business 
disputes.  Passionate about the 
need for diversity and inclusion 
within the legal industry, Adrian takes 
pride in his involvement of the ABA 
Section of Litigation’s Judicial Intern 
Opportunity Program in which he 
seeks to place diverse and under-
represented law students with state 
and federal judges in South Florida.  
He is also a dedicated member of 
Florida International University’s 
Vice-Provost Council which seeks 
to influence future leaders and raise 
scholarship funds for local and first-
generation students.

Welcome everyone! I am pleased to present the Litigation and Trial Practice (“LTP”) 
Committee’s Spring 2020 Newsletter.  Over the past several years, the topic of data 
privacy has been propelled to the forefront of the minds of individuals and government 
regulators by ongoing revelations regarding how companies have collected, stored, 
sold, and (in some cases) lost consumer data/nonpublic personal information.  The 
Spring Newsletter focuses on some of these evolving data privacy issues and laws, 
and how they may impact businesses and lawyers alike. 

Our Newsletter is just one of the many benefits available to LTP members. The 
Committee strives to provide practical insights and substantive information to assist 
its members in improving their advocacy skills, through various publications, in-
person CLEs, webinars, and social media posts.  Indeed, be on the lookout for 
two upcoming, member-requested programs — Beginning and Ending Client 
Relationships (March webinar), and May It Please the Court: Do’s and Don’t for 
Successful Appearances and Developing the Next Generation of Lead Trial Lawyers 
(CLE at the TIPS Section Conference in Nashville, TN).

I am often asked by members how they can get more involved in the LTP Committee.  
First and foremost, join the Committee’s monthly leadership calls, which are held on 
the third Thursday of every month. All members are welcome and encouraged to 
listen in -- and volunteer for any of our many projects.  Second, the Committee hosts 
dinners and business meetings (open to all members) at TIPS and ABA conferences 
throughout the year, so be sure to join us if you are attending a meeting or the 
meeting happens to be in your town.  Third, be sure to check for updates on the 
Committee’s webpage and follow us on LinkedIn (ABA-TIPS Litigation and Trial 
Practice Committee group) and Twitter (@ABATIPSLTP). We love having engaged 
members, so do not be a stranger. 

Hope to see you at the TIPS Section Conference, on April 29 - May 3, 2020 at the 
J.W. Marriott in Nasvhille, TN!  

www.americanbar.org/tips
https://www.americanbar.org/groups/tort_trial_insurance_practice/events_cle/section-conference/
https://connect.americanbar.org/tipsconnect/communities/community-home?CommunityKey=147377f6-847c-4559-a12f-9f4766efb280
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Editor Message

Victoria Alvarez
Troutman Sanders, LLP 

Victoria is a Litigation Associate 
at Troutman Sanders, LLP.  Her 
background in personal injury, 
wrongful death, products, and 
commercial litigation allows her to 
counsel businesses of all sizes in risk 
mitigation and litigation avoidance.  
However, should litigation proceed, 
Victoria is a zealous advocate.  She’s 
a proud graduate of the ABA TIPS 
Leadership Academy and sits on the 
advisory board of the Salvation Army 
of Greater Charlotte.

Data privacy law, and this practice, is evolving and changing with lightning speed 
or, in the case of data packets, network speed. Thank you for reading this spring’s 
newsletter “Data Privacy Practice: Moving with Electric Speed.” This Newsletter is 
a little longer, but only because our authors had such vibrant and informative work 
to share.

In addition to a letter from our esteemed Committee Chair, Adrian Felix, we have a 
Member Spotlight coming to us all the way from BLG Toronto, CA. Our own Rebecca 
Bush interviews her BLG colleague, Ira Parghi, about her practice in data privacy.  

Our feature article was authored especially for this Newsletter. Caroline Lynch 
of Copper Hill Strategies provides us with the most up to date assessment of the 
California Consumer Privacy Act. Truly – we stopped the presses for an update 
to the update!  I know you will appreciate her article “CCPA Update: Calm Before 
the Storm.”  

What do we do in the event our clients (allegedly) violate laws like the CCPA – in 
a big way? David Cohen and Araving Swaminathan, partners at Orrick, provide us 
with some guidance in “Key Steps in Defending Companies Against Cybersecurity 
Breach Litigation.”  

Next, our own Programs Vice-Chair, Kenneth Duvall of Bilzen Sumberg, highlights 
an issue unique to hospitals in “Is the Cure Worse Than the Disease? Hospital 
Data Breach Remediation Might Impair Quality of Care.”  Even those of us with 
unrelated practices, as sometimes hospital goers, can all find this insight into 
hospital systems interesting.  

Finally, much thanks to our friends at Thompson Reuters, especially Senior 
Editor Tom Witz, J.D. for sharing Practical Law “Practice Note, Cross-Border 
Discovery Under the GDPR” to round out this collection of articles with some 
international considerations.

I hope to see you all at the Section Conference in Nashville, TN and until then, thank 
you and happy reading.  

www.americanbar.org/tips
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Save the Date for

TIPS 6TH ANNUAL SECTION 
CONFERENCE WITH 

YOUNG LAWYERS DIVISION

APRIL 29 - MAY 2, 2020
JW MARRIOTT NASHVILLE

NASHVILLE, TN

www.americanbar.org/tips
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reports, personal opinions, practice news, 
developing law and practice tips by the 
membership, as well as contributions of 
interest by nonmembers. Neither the ABA, 
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endorse the content or accuracy of any 
specific legal, personal, or other opinion, 
proposal or authority.

Copies may be requested by contacting 
the ABA at the address and telephone 
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Connect with  
Litigation and Trial Practice
website

Stay Connected
with TIPS

We encourage you to stay up-to-date on important Section news, TIPS meetings 
and events and important topics in your area of practice by following TIPS on 
Twitter @ABATIPS, joining our groups on LinkedIn, following us on Instagram, 
and visiting our YouTube page! In addition, you can easily connect with TIPS 
substantive committees on these various social media outlets by clicking on any 
of the links.

F I N D  Y O U R  C O M M U N I T Y

a m b a r . o r g / t i p s c o n n e c t

a m b a r . o r g / t i p s c o n n e c t

www.americanbar.org/tips
https://www.americanbar.org/groups/tort_trial_insurance_practice/committees/litigation-and-trial-practice/
https://www.linkedin.com/showcase/aba-section-of-litigation/
https://www.linkedin.com/showcase/aba-section-of-litigation/
https://twitter.com/ABATIPS
https://www.linkedin.com/groups/55713/profile
https://www.instagram.com/aba_tips/
https://www.youtube.com/user/AmericanBarTIPS
https://www.linkedin.com/groups/55713/profile
https://twitter.com/ABATIPS
https://www.youtube.com/user/AmericanBarTIPS
https://www.instagram.com/aba_tips/
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Interview by: 
Rebecca Bush, BLG

A partner at BLG, Rebecca’s practice 
focuses on public authority litigation 
and complex tort litigation for large 
institutional clients. She has exper-
tise in municipal and police liabili-
ty, product liability and harassment 
claims.  Rebecca has specialized 
expertise defending employment 
torts including workplace-based 
psychological injury and mental 
distress damages claims in the em-
ployment and human rights context. 
Rebecca also manages a significant 
cross-border referral network.  Re-
becca frequently provides advice on 
sensitive matters that are the subject 
of public and media scrutiny. She 
defends the reputational interests of 
her clients in policy and precedent 
setting cases.

Member Spotlight

Ira Parghi, BLG
Counsel at BLG in Toronto, Ira advises clients on a range of data sharing and 
information privacy and security issues. Her expertise extends to the entire life cycle 
of privacy incidents: prevention (education, best practices, policies, consents, audits), 
investigation, legal analysis, reporting, remediation and regulatory investigation.  
She also helps clients navigate complex U.S.-Canada cross-border regulatory 
landscapes and counsels foreign companies on their Canadian privacy compliance 
obligations. Having worked in an in-house privacy role, she provides practical and 
business-savvy advice.

1. Tell me about your professional background.

I was admitted to the bar 19 years ago! I practice in the Health Law Group  and 
the Privacy & Data Security Group at Borden Ladner Gervais, one of Canada’s 
pre-eminent national law firms. Over the years, I’ve done commercial litigation, civil 
litigation work for hospitals and other health care providers, and general counsel 
and regulatory work in the health law space. I have worked in New York, California, 
and Ontario, and have worked in-house as a corporate privacy officer at a large US 
health care system.  It has been a real mix, which has been fun.

2. What kind of practice do you currently have?

It is almost all privacy-related, but involves different types of privacy work. 

One bucket of my work involves helping clients prevent information privacy breaches 
from happening within their organizations. Privacy is an increasingly important 
issue, not just from the perspective of legal compliance, but also in terms of sheer 
business risk and adverse publicity. And everyone is paying a lot of attention to it, 
including the c-suite, and including investors, customers, and other stakeholders. 
So organizations of all sizes and across industries want to know: how should they 
set up their internal processes and their contractual relationships with customers 
and service providers so that they are complying with their privacy obligations? How 
can they comply with those obligations without getting bogged down operationally? 
I get to help them think strategically, but I also get to give them concrete advice and 
ultimately help them get to where they want to go. 

The second big bucket involves helping clients respond to possible privacy breaches. 
In other words, what should they do when they think there may have been some 
kind of breach? What if there has been a ransomware or phishing attack? What if 
someone has stolen a workplace computer? What if an employee has snooped in 

Read more on page 29 

www.americanbar.org/tips
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David Cohen and  
Araving Swaminathan
Orrick

David Cohen practices complex 
litigation, focusing on privacy and 
data security, at Orrick.  He has 
extensive experience working with 
corporate clients that have suffered 
data breaches or have been accused 
of privacy violations, defending them 
against class actions and claims 
asserted by payment card brands 
and representing them in connection 
with federal and state government 
actions.  In addition, David is a 
thought leader in the area of privacy 
and cybersecurity, publishing 
extensively on the latest issues in 
the space and serving as a resource 
to reporters and others writing on 
breaking legal developments. David 
is also an active member of the 

Key Steps in Defending Companies Against 
Cybersecurity Breach Litigation
As former Federal Bureau of Investigation Director Robert Mueller put it, there are 
“only two types of companies: those that have been hacked and those that will 
be.” American businesses are under siege from hackers 24 hours a day, seven 
days a week, and unfortunately the consequences of suffering a cybersecurity 
breach have never been higher. Leaving aside the business impacts, companies 
victimized by a breach frequently face an onslaught of regulatory investigations 
and private litigation seeking to hold the company accountable for failing to 
prevent the criminals’ acts. This situation puts companies in the unenviable—and 
undesirable—conundrum of devoting attention and resources to defending these 
actions, which can take resources away from the core issue of protecting their 
network and systems from an attack.

A lawyer well versed in cybersecurity litigation and regulation is therefore a critical 
asset to all companies collecting personal information. To understand how to defend 
a company against cybersecurity-related claims, it is first necessary to understand 
the types of claims that are brought.

Overview of Cybersecurity Breach Claims
Companies that suffer from cybersecurity breaches—and sometimes even 
companies that merely have a computer system vulnerability that potentially could 
be exploited by a hacker to cause a breach in the future—can face claims by a 
dizzying array of plaintiffs, depending on the type of information involved and the 
sector of the economy in which the company operates.

Federal regulators such as the Federal Trade Commission (FTC), the Department 
of Health and Human Services (HHS), the Federal Communications Commission 
(FCC), the Consumer Financial Protection Bureau (CFPB), the Commodity Futures 
Trading Commission (CFTC), the Securities and Exchange Commission (SEC), and 
even the Department of Justice (DOJ) have all taken action against companies that, 
in their view, violated federal laws covering data security, in many cases because 
they viewed the companies’ data security practices as negligent or reckless.

The FTC, in particular, has historically been the most aggressive regulator on this 
front. Under its authority to prevent “unfair or deceptive” trade practices under 
section 5 of the FTC Act, it has taken the position that a failure to employ reasonable 
and appropriate data security practices constitutes an “unfair” practice under the 

Read more on page 31 

www.americanbar.org/tips
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Kenneth Duvall 
Bilzin Sumberg

While Ken’s practice primarily 
focuses on business litigation, 
financial, insurance, and construction 
matters, he also has experience 
in product liability, white collar, 
securities, class action, intellectual 
property, employment, consumer, 
and appellate matters.  His approach 
to litigation is to immerse himself in 
his client’s business or industry.  In 
addition to his practice, Ken finds 
time to frequently author articles and 
other works including co-authoring 
three legal reference guides: 
Wolters Kluwer’s Product Liability 
Desk Reference: A Fifty State 
Compendium; Wolters Kluwer’s 
Business Torts: A Fifty State Guide; 
and Criminal Law Handbook (for 
Kansas).  

Is the Cure Worse Than the Disease? 
Hospital Data Breach Remediation Might 
Impair Quality of Care
As attorneys in the field of data privacy know, hospitals are repositories of vast 
amounts of personally-identifiable information, making them ripe targets for 
hackers. Cyber attacks against hospitals have been on the rise in recent years, 
and these attacks have taken many forms, including brute force, denial-of-service, 
phishing, ransomware, and malware schemes.1 As with any other client that falls 
victim to hackers, attorneys largely focus on helping their hospital clients prevent 
and remediate data breaches, as they should.

But a new study suggests that remediation of data breaches–or at least, certain 
types of remediation efforts–can harm the very population that hospitals are meant 
to help: the patients themselves. A recent article published in Health Services 
Research by three academics concludes that there is a correlation between data 
breach remediation and a deterioration of patient quality of care.2

The researchers compared quality of care measures at 3,025 hospitals3 with data 
breach data4 for large (i.e., at least 500 affected individuals) breaches from 2012 
to 2016. The specific quality of care measures examined were (a) 30-day acute 
myocardial infarctions (i.e, heart attacks) mortality rates and (b) the time from the 
hospital door to receiving an electrocardiogram (i.e., a display of heartbeat activity).5 
The researchers’ regression analysis found that, during the three-year window 
following a data breach, the myocardial infarction mortality creased as much as 
0.36%, while the time-to-electrocardiogram increased as much as two minutes and 
forty-two seconds.6 These figures might seem small in absolute terms, but in literal 
life-or-death situations where every second counts, they can mean the difference 
between patient survival and patient mortality.

As with any study, the authors could not definitively conclude that breach remediation 
efforts were the cause of worsened quality of care.7 One or more other variables 
might be correlated with both breach remediation efforts and hospital quality. For 
example, the authors posited that a data breach might cause a change to a hospital’s 
safety culture or management, which in turn might adversely affect quality of care. 
There are many other potential confounding variables that the authors might not 
have considered, and that future studies might examine.

The study’s conclusion, though, suggests that data breach remediation–at least 
as it is currently being executed–might in fact be causing poorer quality of care. 

Read more on page 36 

www.americanbar.org/tips


9americanbar.org/tips

Spring 2020 Vol. 2Litigation and Trial Practice

Practical Law, with  
David R. Cohen, Reed Smith LLP 
& Erica Yen, KARL STORZ North 
America

Cross-Border Discovery Under the GDPR
A Practice Note highlighting key considerations and challenges for 
organizations and their counsel involved in cross-border discovery following 
the enactment of the General Data Protection Regulation (GDPR), including 
the tension between the broad scope of the GDPR and the broad scope of 
US discovery, the GDPR requirements that impact US investigations and 
litigations, and best practices for navigating cross-border discovery.

The much anticipated GDPR (Regulation (EU) 2016/679), which governs the 
processing of personal data of individuals in the European Union (EU), became 
effective on May 25, 2018. The GDPR was incorporated by the European 
Economic Area (EEA) Joint Committee into the EEA Agreement on July 6, 2018, 
making it applicable to Iceland, Norway, and Liechtenstein as well as to the 28 EU 
member states.

The new regulation supersedes the 1995 EU Data Protection Directive (95/46/EC) 
and represents a codified version of the fundamental right to privacy in the EU in a 
way that differs significantly from the way US law protects personal data. It includes 
several new provisions to protect the rights of individuals in the EU (referred to 
as data subjects) and authorizes severe consequences for noncompliance. GDPR 
violators are subject to penalties of up to the larger of EUR20 million or 4% of an 
organization’s annual global gross revenue. While maximum fines may rarely be 
imposed, a penalty of even a fraction of the highest potential amount could have a 
crippling impact on many organizations.

Any organization that operates in the EU or has EU employees, customers, or 
clients must put mechanisms in place to protect personal data and maximize 
compliance with the GDPR. However, these efforts may sometimes conflict with 
US discovery demands. A litigant may face sanctions for either violating the GDPR 
or failing to fulfill its US discovery obligations. To minimize risk, organizations and 
their counsel should:

• Understand the tension between the broad scope of the GDPR and the 
broad scope of US discovery (see GDPR Compliance Versus US Discovery 
Obligations).

• Review the GDPR requirements impacting US investigations and litigations 
(see Key GDPR Requirements).

• Implement best practices for navigating cross-border discovery (see Best 
Practices for Cross-Border Discovery).

www.americanbar.org/tips
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GDPR Compliance Versus US Discovery Obligations
The GDPR has a broad territorial reach. It applies to organizations acting as data 
controllers or data processors that are:

• Established in the EU.

• Established in a jurisdiction where EU member state law applies through 
public international law.

• Not established in the EU but either:

• offer goods or services to data subjects in the EU; or

• monitor the behavior of data subjects in the EU.

(GDPR, Article 3.)

The GDPR imposes restrictions on processing, transferring, and retaining personal 
data, and broadly defines both “personal data” and “processing.” Personal data 
includes “any information relating to an identified or identifiable natural person” 
(GDPR, Article 4(1)). This definition reflects a significantly broader concept of 
personal data or personally identifiable information than what is recognized in the 
US. Any data point that allows a person to be identified (such as an individual’s name, 
an email address, or even a job title and employer’s name) constitutes personal data 
under the GDPR. 

The term processing includes “any operation or set of operations performed upon 
personal data or sets of personal data, whether or not by automated means, such 
as collection, recording, organization, structuring, storage, adaptation or alteration, 
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise 
making available … erasure or destruction” (GDPR, Article 4(2)).

Information exchanges in US investigations and litigations typically entail the 
preservation, collection, filtering, review, and production of voluminous quantities of 
data, much of which includes processing personal data under the GDPR definition. 
The frequency and amount of disclosure commonly required in US dispute resolution 
is unfamiliar to most EU privacy officials given that, outside of the UK, the dispute 
resolution systems in most EU jurisdictions contemplate little (if any) party-driven 
discovery. Moreover, EU countries tend to give much greater weight to personal 
privacy because it is a fundamental right in the EU (see Charter of Fundamental 
Rights of the European Union, Title II, Article 8).

However, US courts often afford little deference to non-US privacy laws when 
parties object to cross-border discovery. The most pertinent guidance from the 
US Supreme Court came 30 years ago in Société Societe Nationale Industrielle 

www.americanbar.org/tips
https://www.westlaw.com/Document/I3194f9339c2511d9bdd1cfdd544ca3a4/View/FullText.html?transitionType=Default&contextData=(sc.Default)&VR=3.0&RS=da3.0
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Aerospatiale v. U.S. Dist. Court for S. Dist. of Iowa, 482 U.S. 522, 107 S. Ct. 2542, 
96 L. Ed. 2d 461 (1987) In that case, the Court set out factors for lower courts to 
apply when addressing a request for discovery that implicates foreign law (Societe 
Nationale Industrielle Aerospatiale, 482 U.S. at 546 & n.30). Most courts applying 
those factors have held that the US discovery interests outweighed the EU privacy 
interests (see, for example, Knight Capital Partners Corp. v. Henkel Ag & Co., 
KGaA, 290 F. Supp. 3d 681, 687 (E.D. Mich. 2017)). Accordingly, it is challenging for 
organizations with an international reach to comply with US discovery obligations 
without violating the GDPR.

For more information on typical conflicts that can arise between US discovery laws 
and non-US data protection laws that limit the collection, processing, and cross-
border transfer of personal information, see Practice Note, Conflicts Between US 
Discovery and Non-US Data Protection Laws.

Key GDPR Requirements
To maximize compliance with the GDPR when confronted with US discovery 
obligations, counsel must understand the GDPR requirements that address how an 
organization:

• Processes personal data (see Processing Personal Data).

• Transfers personal data (see Transferring Personal Data).

• Retains personal data (see Retaining Personal Data).

Because GDPR compliance is complicated, counsel should consider consulting 
with knowledgeable local counsel before processing, transferring, or retaining any 
personal data for a US dispute.

Processing Personal Data
The GDPR restricts the processing of personal data by an organization in 
several ways. First, an organization must have a lawful basis for processing the 
data. The most likely lawful bases for processing personal data for US dispute 
resolution include where:

• The data subject consents to the processing of her personal data for one or 
more specific purposes (see Consent).

• Processing the personal data is necessary to:

• comply with a data controller’s legal obligation under EU state law; or

www.americanbar.org/tips
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• serve a data controller’s or a third party’s legitimate interests, except 
where a data subject’s fundamental rights and freedoms requiring the 
protection of her personal data override those legitimate interests. 

• (See Legitimate Interests.)

(GDPR, Article 6(1)(a)-(f).)

Consent
US counsel seeking personal data for a US dispute may try to obtain a data subject’s 
consent to process data for discovery. Consent under the GDPR is a high threshold 
to meet and maintain, so it is usually not prudent to rely on that basis.

Valid consent must be:

• Demonstrable. A data controller bears the burden of proving that it obtained 
the data subject’s consent to process her personal data, typically through a 
written statement, a ticked box, or a verbal representation (GDPR, Recital 32 
(”Silence, pre-ticked boxes or inactivity should not … constitute consent.”)). 
A data controller’s request for consent must be clearly distinguishable from 
other matters addressed in the request and must be conveyed in clear, plain 
language.

• Revocable. A data subject may freely withdraw consent (GDPR, Article 7(3) 
(”It shall be as easy to withdraw as to give consent.”)). Obtaining revocable 
consent may be impractical in US disputes because a data controller 
typically loses control of data once it is produced to another party. However, 
the GDPR also states that a revocation of consent does not render unlawful 
any processing performed before the revocation. Organizations that 
have produced processed personal data based on consent before it was 
withdrawn may still comply with the GDPR.

• Voluntary. A data subject must freely give consent. However, the Article 
29 Working Party acknowledged the difficulty associated with determining 
and establishing that an employee’s consent is truly voluntary where it was 
provided in response to an employer’s request.

(GDPR, Article 7; Recitals 32, 33, 42, and 43.)

In addition to these requirements, consent-based processing covers only the 
consenting data subject’s personal data. Because any individual custodian’s data 
will include personal data about numerous other data subjects, securing the consent 
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of every data subject identified in every document, communication, or piece of data 
is unrealistic in most cases.

For a sample consent form that counsel can use to obtain a data subject’s consent 
to process and transfer personal data protected by non-US data protection laws 
for production in US discovery, see Standard Document, Consent to Process and 
Transfer Personal Data in US Discovery.

Legitimate Interests
Given the difficulties associated with securing valid consent, parties in US disputes 
typically rely on the legitimate interests basis to justify processing personal data.

To make the required showing, a litigant must be prepared to demonstrate that the 
interests or fundamental rights and freedoms of the data subjects do not override the 
litigant’s legitimate interests. Counsel can employ various techniques, including data 
minimization and protection, to help satisfy that balancing test (see Best Practices 
for Cross-Border Discovery).

However, a data controller may not invoke the legitimate interests basis to process 
personal data if the data falls within one of the “special categories” of personal data 
set by the GDPR, such as:

• Data revealing a data subject’s:

• racial or ethnic origin;

• political opinions;

• religious or philosophical beliefs; or

• trade union membership.

• Genetic data, biometric data, or data concerning health.

• Data concerning a data subject’s sex life or sexual orientation.

(GDPR, Article 9(1).)

A data controller may process this type of personal data only if it either:

• Secures the data subject’s explicit consent for processing, which is subject 
to more exacting consent requirements than those identified above (GDPR, 
Article 9(2)(a); see Consent). Explicit consent requires a data subject to state 
her consent clearly and in detail, leaving no room for confusion or doubt. 
Explicit consent can be confirmed expressly through a written statement 
alone and it can be further bolstered by having the data subject sign the 
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written statement manually or digitally, fill out an electronic form, or send an 
email (see Article 29 Working Party, WP 259).

• Demonstrates that the processing is necessary to establish, exercise, or 
defend legal claims, or that a court is acting in its judicial capacity (GDPR, 
Article 9(2)(f)).

The GDPR does not explicitly state whether the phrase “legal claims” extends to US 
legal claims. Accordingly, in the context of cross-border discovery, a data controller 
should attempt to filter out the special categories of personal data from any further 
processing or transfers. Even if a party establishes a legal basis to process special 
categories of personal data for a US dispute, it must also conduct a data protection 
impact assessment (DPIA) if it intends to process the data on a large scale (see 
GDPR, Article 35(3); Article 29 Working Party, WP 248).

A DPIA is required where data processing “is likely to result in a high risk to the rights 
and freedoms of natural persons” (GDPR, Article 35(1); Article 29 Working Party, 
WP 248 (listing nine criteria to be considered in determining potential “high risk”)). 
A DPIA:

• Describes the nature, scope, context, and purposes of the processing.

• Assesses whether the processing is necessary and proportional.

• Identifies and evaluates risks to data subjects.

• Specifies measures an organization can take to address data risks and 
demonstrate compliance.

(See GDPR, Article 35(3); Article 29 Working Party, WP 248.) The DPIA must be 
continuously updated and overseen by the controller in conjunction with the data 
protection officer. A DPIA is required in any instance where processing involves 
risks to the rights and freedoms of natural persons.

If the data controller determines that processing is not likely to result in a high risk, 
the controller should document the reasons for not carrying out a DPIA. Even where 
the GDPR does not require an organization to conduct a DPIA, the process may 
help the organization:

• Assess risks before processing data.

• Mitigate risks by demonstrating that it took actions to comply with GDPR 
requirements.

(See Article 29 Working Party, WP 248.)
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Transferring Personal Data
In addition to needing a lawful basis to process personal data, a party must have a 
lawful basis to transfer data outside of the EU for discovery purposes.

Transfers to the US are particularly problematic because the GDPR permits data 
controllers to transfer personal data to only those countries that adequately protect 
personal data (GDPR, Article 45; Recital 103). The European Commission does 
not consider the US to offer adequate privacy protections, which means that 
organizations must meet certain GDPR requirements before transferring personal 
data to the US (GDPR, Article 46).

For purposes of EU-US data transfers for US disputes, the GDPR provisions most 
likely to be invoked require the transfer to either:

• Be subject to appropriate safeguards. Adequate safeguards may 
include:

• a legally binding and enforceable instrument between public authorities 
or bodies (GDPR, Article 46(2)(a));

• binding corporate rules (GDPR, Article 46(2)(b), Article 47); or

• standard data protection clauses adopted or approved by the European 
Commission, such as model contract clauses (GDPR, Article 46(2)(c) 
and (d)), an approved code of conduct (GDPR, Article 46(2)(e), Article 
40), or an approved certification mechanism (GDPR, Article 42). 

• These provisions do not permit onward or additional transfers to data 
processors or data controllers, which includes parties in US litigation.

• Involve the EU-US Privacy Shield Framework. The EU-US Privacy 
Shield Framework, adopted by the European Commission in July 2016 (see 
Commission Implementing Decision (EU) 2016/1250), provides a means to 
transfer data from the EU to the US if organizations undergo annual self-
certification and verification and commit to a set of privacy principles which, 
together, are deemed to provide an adequate level of protection of personal 
data. However, on July 4, 2018, the EU Parliament adopted a resolution 
calling for the Privacy Shield Framework to be suspended unless US 
authorities are fully compliant by September 1, 2018.

• Constitute a one-time transfer to serve compelling, legitimate 
interests. A data controller may seek to transfer personal data where the 
transfer:

• is not repetitive;
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• concerns a limited number of data subjects;

• is necessary for purposes of compelling legitimate interests that are not 
overridden by the data subject’s interests or rights and freedoms; and

• is subject to suitable safeguards to protect the personal data during and 
after the transfer (however, it remains to be seen whether a party can 
provide adequate safeguards where the data will be produced in a US 
dispute).

The data controller must inform both the data subjects and the supervisory authority 
of the transfer and the compelling legitimate interests pursued. (GDPR, Article 49(1); 
Recital 113.)

Where a litigant cannot apply any of these approved bases to transfer data, it 
may attempt to invoke the GDPR exemption permitting transfers where they are 
necessary for the establishment, exercise, or defense of legal claims in a non-
EU country (GDPR, Article 49(1)(e)). However, where a party seeks to invoke this 
exemption, the transfer must be “occasional and necessary” for purposes of:

• Judicial proceedings.

• Administrative or out-of-court proceedings.

• Proceedings before regulatory bodies.

• Criminal or administrative investigations.

• Formal pretrial discovery proceedings, including to commence a litigation or 
to seek approval for a merger.

(GDPR, Recital 111; Article 29 Working Group, WP 262.)

The mere possibility that litigation proceedings may arise in the future, however, is 
insufficient to justify a data transfer. This can pose challenges where, for example, 
a party must implement a cross-border litigation hold or perform an early case 
assessment before litigation arises.

For information on crafting a cross-border legal hold policy and implementing a US-
style legal hold abroad, see Practice Note, Cross-Border Legal Holds: Challenges 
and Best Practices.

For information on using early data assessment to search, organize, and cull a 
collection of electronically stored information before it is fully processed, see 
Practice Note, The Advantages of Early Data Assessment.

The nuances and boundaries of the necessity requirement have not yet been clearly 
defined. Therefore, any data that a litigant intends to transfer based on this provision 
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should still be rigorously analyzed by counsel to identify the scope of affected data 
subjects and to determine whether the data can and should be anonymized or 
pseudonymized before any transfer occurs.

Notably, under the GDPR, judgments and decisions from courts, tribunals, or 
administrative authorities in a “third country” may be enforceable only “if based on an 
international agreement, such as a mutual legal assistance treaty, in force between 
the requesting third country and the Union or a Member State, without prejudice to 
other grounds for transfer pursuant to this Chapter” (GDPR, Article 48; Recital 115). 
This provision might call into question whether US litigation proceedings can ever be 
considered a lawful basis for the processing and transfer of data where the litigation 
is not also somehow tied to a mutual legal assistance treaty. However, the “without 
prejudice to other grounds for transfer” clause appears to leave open the ability to 
transfer data under other provisions discussed above.

For information on how the GDPR affects the transfer of personal data between the 
UK and countries outside the EEA, see Practice Note, Cross-Border Transfers of 
Personal Data Under the GDPR.

Retaining Personal Data
The GDPR restrictions on retaining personal data stem from the principle that personal data 

should be kept in a form that permits data subjects to be identified only for as long as needed 

to satisfy the purposes behind the processing of the personal data (GDPR, Article 5(e)).

The importance of this principle has been amplified by the “right of erasure,” 
commonly known as the right to be forgotten. The right of erasure permits a data 
subject to have an organization delete personal data it possesses or controls that 
concerns the data subject “without undue delay,” including removing personal data 
that the organization made public, if any of the following circumstances exist:

• The personal data is no longer needed to serve the purposes for which it 
was collected or otherwise processed.

• The data subject withdraws her consent and there is no other legal ground 
for the processing.

• The data subject formally objects to the processing and there are no 
overriding legitimate grounds for the processing.

• The personal data was unlawfully processed.
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• The personal data must be erased to comply with a legal obligation in the 
EU or in an EU jurisdiction to which the data controller is subject.

(GDPR, Article 17.)

The right of erasure is a qualified right rather than an absolute right. A data controller’s 
legitimate interests in the personal data may in some circumstances override the 
interests of the data subject seeking to exercise the right. Additionally, the right of 
erasure does not apply to processing personal data to establish, exercise, or defend 
legal claims which, as discussed above, may encompass US disputes. (GDPR, 
Article 17(3).)

For more information on the right of erasure, see Practice Note, Data Subject Rights 
Under the GDPR.

Best Practices for Cross-Border Discovery
Despite the uncertainty that remains, there are some practical steps that can help 
an organization demonstrate its good faith efforts to maximize GDPR compliance 
when faced with US discovery demands. For example, counsel should:

• Take full advantage of any US-based discovery to avoid application of the 
GDPR (see US-Based Discovery).

• Analyze potential lawful bases to justify the processing of any personal data 
(see Lawful Basis Justification).

• Implement appropriate safeguards to protect personal data both before and 
after a transfer (see Data Collector Safeguards).

• Notify any affected data subjects of the potential processing and transfer 
and obtain informed and voluntary consent where possible (see Notification 
and Consent).

• Document all processes and methods counsel have employed in their 
efforts to comply with the GDPR (see Recordkeeping).

US-Based Discovery
Perhaps the most obvious means of ensuring GDPR compliance is to conduct as 
much discovery as possible within US borders. For example, counsel should:

• Assess whether a litigant can comply with US discovery obligations without 
seeking foreign discovery.
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• Object to cross-border discovery requests, particularly where they are 
disproportional or duplicative.

• Seek judicial intervention as needed, and be prepared to demonstrate the 
cost and burden of searching for data abroad and complying with the GDPR.

• Ask requesting parties to use existing international mechanisms such as 
the Hague Evidence Convention and letters rogatory.

Lawful Basis Justification
Identifying a lawful basis under the GDPR to justify processing personal data is 
perhaps the most labor-intensive but critical step to maximize compliance. To help 
inform and support this analysis, counsel should:

• Understand the specific rules and protections in each EU jurisdiction where 
the applicable data resides, including any relevant country-specific rules 
and practices. Counsel can consult local data privacy counsel about these 
jurisdictional rules and local best practices, which may involve seeking 
agreements with works councils in some countries.

• Set out the details of documents that must be reviewed or collected, including 
email accounts to be searched, persons to being interviewed, relevant time 
periods, and relevant file types.

• Apply reasonably narrow search parameters to electronically search for only 
documents that are necessary (rather than merely potentially or tangentially 
relevant) to resolve contested issues in the dispute.

• Review any search hits within the EU to minimize the scope of a cross-
border transfer, or remove any personal information from the data before 
transferring it to the US for review. However, this may not be a realistic 
solution in many disputes, depending on the amount of personal information 
included in the data.

• Immediately delete any collected data as soon as counsel determine that 
the data is unnecessary.

• Re-review the data at key points in the litigation, such as after the dismissal 
or settlement of particular claims or the dismissal of certain parties, to 
identify and delete any data that is no longer needed.

• Consider potential compliance obligations when additional processing is 
performed on the preserved data.
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• Ensure the data controller and any data processors (typically litigation 
support vendors) sign an appropriate data processing agreement that 
provides assurances about adequate privacy protection for personal data. 
Where possible, use a data processor that:

• is located in the country where the data resides; and

• has implemented appropriate privacy safeguards.

(For more information, see Practice Note, Data Processor Obligations Under the 
GDPR.)

For more information on the lawful bases under the GDPR that can justify processing 
personal data, see Practice Note, Overview of EU General Data Protection 
Regulation.

Data Collector Safeguards
Counsel should confirm that the data collector has enacted appropriate safeguards 
to protect collected personal data both before and after a data transfer. Common 
safeguards include:

• Security measures. Data encryption or other reasonable protections 
should be in place when handling personal data. This is useful for both the 
data transfer and the subsequent storage and handling of the data in the 
US.

• Confidentiality agreements and protective orders. These agreements 
and orders can help shield the confidentiality of personal data that is 
included in the transferred data. (For more information, see Standard 
Document, Protective Order for Documents Protected by Non-US Data 
Protection Laws.)

• Restricted access to transferred data. Counsel should permit individuals 
to view the data only on an as-needed basis, and should document any 
instances where someone has accessed the data.

• Anonymizing software tools. Software or service providers that can 
anonymize or pseudonymize personal data even before review or transfer 
of the data can help mitigate the risk that personal data will be improperly 
processed or transferred. Only a small minority of documents produced 
for discovery in US litigation are used in depositions or at trial. Even 
anonymized or pseudonymized versions of documents typically contain 
enough information for trained reviewers to determine their potential 
importance for resolving disputed issues in the litigation. Where reviewers 
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determine that an anonymized document is highly relevant, an organization 
might need to produce that document in its original, preanonymized form. 
Yet by anonymizing documents before the initial review, an organization can 
filter out most (indeed, all but the most relevant) documents from further 
processing or transfer, thereby minimizing any necessary processing or 
transfer of key documents with personal data still intact.

• Inspection instead of production. Counsel should consider requiring 
the requesting party to examine the data at a secure location (preferably 
before the data transfer) where possible rather than producing documents 
containing personal data. After that inspection, counsel can arrange for 
the transfer of only truly necessary documents, which generally make up a 
small portion of the original data universe.

• Discarding of unneeded data as soon as possible. Counsel should 
arrange to delete any collected data as soon as it is no longer needed. 
Additionally, counsel should ensure, through a case management, 
confidentiality, or protective order and through agreements with litigation 
support providers, that all parties must delete any provided data when the 
dispute is resolved. To confirm compliance with this obligation and ensure 
the data was deleted on a timely basis, counsel should follow up with the 
data controller, any litigation support vendors, and opposing counsel (who 
must then follow up with their clients and litigation support vendors).

Notification and Consent
Counsel should notify data subjects when their data is being processed or 
transferred for a US dispute. This information may also be contained in an 
organization’s privacy policy, but boilerplate notices in a privacy policy generally 
do not meet notification requirements under the GDPR. Instead, counsel should 
consider providing specific notices, to the extent practicable, when data is being 
transferred for a particular dispute.

Moreover, counsel generally should avoid relying on consent as the primary basis 
for any data processing or transfers. If counsel must seek consent, they should:

• Take steps to ensure and document that the data subject’s consent was 
truly informed, specific, voluntary, and revocable to the extent possible.

• Put measures in place to address the exercise of data subject rights, 
including any objections to the processing or transfer and requests to 
access the personal data, as applicable.
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Recordkeeping
In light of the GDPR’s new accountability requirement, counsel should maintain 
detailed documentation of all procedures used in connection with processing or 
transferring personal data and constantly monitor the data controller’s compliance 
with data protection laws. In general, all technical and organizational procedures 
and data subject notifications must be recorded. An organization may use this 
information when demonstrating its compliance during any audits.  

The Sedona Conference Resources
 The Sedona Conference provides various resources to help organizations and their counsel navigate cross-
border discovery. Key principles from this guidance include the following:

• Counsel and parties should demonstrate due respect for foreign data protection laws.

• Where full compliance presents a conflict of law, a party’s conduct should be judged by a standard 
of good faith and reasonableness. 

• Parties should limit the scope of preservation and discovery to limit conflicts of law.

• Where a conflict with GDPR compliance arises, the parties should enter into a stipulation or obtain 
a court order.

• Data controllers should be prepared to demonstrate that adequate protections have been implemented 
to safeguard personal data.

• Data controllers should retain protected data only as long as necessary.

(See The Sedona Conference, International Principles on Discovery, Disclosure & Data Protection in Civil 
Litigation.)
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It’s too soon to tell if the CCPA will dramatically alter how businesses collect and 
use consumers’ personal information, how many consumers will avail themselves of 
the law’s privacy rights, and whether the law’s enforcement mechanisms will bring a 
deluge of litigation, or just a drizzle. 

CCPA Overview
Through a handful of new privacy rights, including  the “right to know,” “right to 
delete,” “right to opt-out,” and “right to non-discrimination,” the CCPA allows 
California residents to exercise greater control over the collection, use and sale of 
their personal information. These new rights may also extend to consumers outside 
California as some businesses, such as Microsoft and Mozilla, opt to broadly apply 
the CCPA mandates.

The CCPA imposes new requirements on businesses relating to notice, disclosure, 
identity verification, record retention, and more. Companies doing business in 
California (regardless of where they are incorporated or headquartered) are subject 
to the law if they 1) have gross annual revenue above $25 million, 2) buy, receive, 
or sell the personal information of 50,000 or more consumers (California residents), 
households, or devices, or 3) derive at least half of their revenue from selling 
consumers’ personal information. 

Generally speaking, affected businesses must provide consumers at least two 
methods for submitting their rights to know and delete and deliver the requested 
information to consumers within 45 days. The CCPA instructs businesses to delete 
records unless permitted to retain them under one of the authorized exceptions. 
Businesses must also conspicuously place a “Do Not Sell My Personal Information” 
on their websites and in online privacy policies, which must also include a description 
of consumers’ CCPA rights. 

CCPA Impact
It’s still anybody’s guess exactly how many businesses must comply with the CCPA 
or how much such compliance will cost. An August 2019 Standardized Regulatory 
Impact Assessment prepared by the Berkeley Economic Advising and Research, 
LLC, estimates anywhere from 15,000 to over 550,000 California businesses will be 
affected by the CCPA regulations, an imprecise calculation to say the least. And this 
estimate does not account for businesses outside California that are nonetheless 
subject to the law. 

This same report pegs initial compliance costs, again only for California businesses, 
at $55 billion or 1.8% of California’s 2018 Gross State Product. These costs obviously 

including a decade with the House 
Judiciary Committee where she 
served for eight years as the Chief 
Counsel of the Subcommittee 
on Crime, Terrorism, Homeland 
Security, and Investigations. As 
Chief Counsel, Caroline was at 
the forefront of developing some 
of the most high-profile privacy, 
cybersecurity, national security, and 
criminal laws of the 21st Century. 
She authored dozens of pieces of 
legislation and developed strategies 
to successfully shepherd those bills 
through Congress. 

CCPA Update... Continued from page 1
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do not corelate to the final regulations yet to be issued and do not include legal and 
other expenses associated with a civil enforcement action brought by the Attorney 
General after July 1, 2020, or a private action alleging a data breach.

Compliance with the CCPA to Date
As the Washington Post reported in January, affected businesses have struggled to 
get their CCPA compliance up and running, particularly with regard to consumers’ 
“right to know.” Data disclosures vary widely across – and even within – industries. 
Tech giants Facebook and Google already provide users the ability to download their 
data, although the files can be voluminous and take hours or days to download. For 
many other businesses, this is their first foray into consumer data access, resulting 
in a patchwork of disclosures.  

At the same time, many businesses are racing to setup toll free numbers or webpage 
links for consumers to request their personal information. Others still are grappling 
with the law’s notification requirements, including whether they are subject to the 
“Do Not Sell” option. 

October 2019 CCPA Draft Regulations
The California Attorney General issued draft regulations on October 10, 2019, 
and convened four public hearings across the state prior to the December 6, 2019 
comment deadline. Hundreds of comments were submitted during the 45-day 
comment period. 

Although final regulations are not due until July 1, 2020, Attorney General Becerra 
has already issued revised draft regulations. Businesses, consumers, and interest 
groups have a truncated 15-day comment period to respond. It is unclear whether the 
Attorney General will issue a second round of revised regulations. Before publication 
of the final rule, however, the California Office of Administrative Law has 30 days to 
assess procedural compliance with California’s Administrative Procedure Act. 

Further complicating this process are the half dozen CCPA amendments signed 
by Governor Newsom on October 11, 2019, the day after publication of the draft 
regulations. These amendments impact key statutory definitions, the treatment of 
employment-related data, and certain B2B transactions. Two of these amendments 
(relating to employment data and B2B transactions) will sunset in January 2021.

Response to the October 2019 Draft CCPA Regulations
Comments from a wide cross-section of American industries flagged dozens of 
issues with the proposed CCPA regulations. Many of these comments share several 
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common themes, including concerns with vague definitions, compatibility with 
existing federal privacy laws, technical infeasibility with regulatory requirements, 
and regulatory mandates that exceed the scope of the statute. 

Commentators raised a number of concerns with the proposed regulations 
accompanying the rights to know and delete, including the criteria for identity 
verification, the broad definitions of “household” and “personal information,” among 
others, the treatment of requests during the 12-month request period, unintended 
personal safety risks from data disclosures, and the burdensome impact of two tiers 
of authentication for “right to know” requests. Perhaps most controversial among 
the proposed regulations is the requirement that businesses treat an unverifiable 
request to delete as a request to opt-out of personal information sale, which 
commentators argue exceeds the scope of the statute and may be contrary to the 
requester’s intent. 

The rights to know and delete also present an interesting conundrum for civil 
litigation and criminal investigations. Bad actors could exploit these rights to 
circumvent or thwart discovery or evidence collection before a lawful request is 
received from a party or investigating agency. These rights could also impede 
a business’s ability to adequately defend itself against and respond to cyber 
intrusions, fraud, or illegal activity.  

Commentators also expressed concern with a number of issues relating to the right 
to opt-out, namely the inability of businesses to comply with the 90-day “look back” 
requirement within fifteen days, the risks of fraud or other malfeasance posed by 
the lack of identity verification, and what constitutes “valuable consideration” in the 
definition of sale. 

The draft regulations stretch beyond the statute by requiring businesses to treat 
so-called “Do Not Track” requests, essentially user-enabled privacy controls, such 
as a browser plug-in, as a consumer’s intent to opt-out of the sale of their data. 
Many comments urged the Attorney General to delete this provision, or in the 
alternative make it discretionary, noting that such a requirement could be exploited 
by competitors, may not reflect the consumer’s intent, or may be technologically 
difficult to verify.  

The CCPA imposes a number of notice requirements on businesses and comments 
encouraged the Attorney General to avoid inundating consumers and burdening 
businesses with multiple, separate notifications. But perhaps most controversial 
is the proposed mandate in the draft regulations that requires businesses to offer 
consumers a “Do Not Sell” option even if they do not currently sell, but may sell 
personal information in the future. Critics argue this mandate will mislead consumers 
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and could have the perverse effect of incentivizing businesses to opt to sell their 
customers’ data. 

February 2020 Revised Draft CCPA Regulations
Attorney General Becerra published revised draft regulations on February 7, 2020, 
which were slightly modified on February 10th, with comments due February 25th 
under the 15-day comment period. No doubt businesses are scrambling to assess 
the revised guidance and determine what, if any, changes they must make to their 
ongoing compliance efforts.  

The revised regulations keep intact many provisions objected to by businesses. The 
do, however, address a handful of concerns, including clarifications to the definitions 
of “household” and “personal information,” narrowing the “Do Not Sell” requirement 
to only businesses that currently sell consumer data, modifying notice requirements 
to technically conform to apps and mobile devices, and clarifying applicability of the 
right to know. 

Notably, businesses are no longer required to treat an unverified request to delete 
as a request to opt-out. In lieu of this, businesses must query these consumers if 
they wish to opt-out and provide the necessary link. The revised regulations also 
eliminate the 90-day “look back” mandate for opt-out requests, instead requiring 
businesses and third parties to prospectively comply with the consumer’s request. 
They also incorporate the amendments enacted after publication of the draft 
regulations and provide several additional compliance examples. 

CCPA Enforcement Mechanisms
Businesses are bracing for the impact of the two CCPA enforcement mechanisms 
– a private right of action for certain data breaches and civil enforcement actions by 
the Attorney General. 

Private Right of Action
As of January 1, 2020, California consumers can bring a civil action for monetary 
damages, and other relief if a business’s failure to implement and maintain reasonable 
security procedures caused the “exfiltration, theft, or disclosure” of nonencrypted 
and nonredacted personal information. Notably, for purposes of this private right of 
action, the statute opts for the more narrow definition of “personal information” in 
the state’s data breach statute. This private right of action also authorizes statutory 
damages between $100 and $750 per consumer, per incident.

For individual suits seeking statutory damages, consumers must first provide the 
business 30-days’ written notice and opportunity to cure the statutory violation. 
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If the business provides an express written statement that the violation has been 
cured and no future violation will occur, no individual or class action for statutory 
damages may be initiated (although suits for actual damages may proceed without 
notice and opportunity to cure). 

At least one CCPA-related class action has been filed in California. In Barnes v. 
Hanna Andersson, LLC , N.D. Cal., Case No. 20-cv-00812, plaintiffs cite the CCPA as 
part of their alleged violation of the California Unfair Competition Law, in connection 
with a 2019 data breach of consumer data managed by cloud provider Salesforce 
on behalf of clothing retailer Hanna Andersson. Plaintiffs may also pursue additional 
relief in the future relying directly on the CCPA. It is unclear, however, whether 
plaintiffs have yet complied with the CCPA notice and cure requirements. 

Civil Enforcement
The California Attorney General has the exclusive authority to enforce violations of 
the CCPA via civil action. The law caps penalties at $2500 for each violation and 
$7500 for each intentional violation. The Attorney General is precluded from bringing 
a civil action until six months after the publication of the final regulations issued 
pursuant to this section or July 1, 2020, whichever is sooner. As it stands now, final 
regulations may not emerge until on or right before July 1. Several commentators 
have urged the Attorney General to postpone enforcement to allow for compliance 
with the final rule. 

Regardless of the regulation v. enforcement timing, businesses may not be hit with 
a flood of enforcement actions come July 1. During an April 2019 hearing on CCPA, 
Stacey Schesser with the California Attorney General’s office said she anticipated 
her office (with a staff of 23) would bring only three enforcement actions per year.  

The CCPA storm is brewing. And while it remains to be seen whether it brings with it 
a downpour of litigation, there are most certainly clouds forming on the horizon.  
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customer information files? This includes everything from soup to nuts: investigating 
the incident, thinking through it legally and identifying whether there are any 
obligations to notify individuals or regulators, and figuring out proper remediation 
steps. Often these incidents create external publicity and internal stress, and there 
are a lot of stakeholders to consider: clients, staff, regulators, boards, the broader 
public. And often when these situations arise, there is a lot of panic and worry, and 
not a clear sense of what to do. So there is a lot going on.

One of the things that I love most about this work is that I get to work with clients in 
a range of industries. I started out in health care privacy, and in the past that meant 
primarily doing work for hospitals. Now, I get to work with a lot of other players in the 
health care space, too: medical technology companies, pharmaceuticals, non-profit 
health care organizations, research institutes, pharmacies, medical schools. And I 
get to work with a lot of clients in other industry areas: financial institutions, software 
companies, retail stores, private equity companies, colleges, municipalities, schools, 
school boards. So a lot of different regulatory frameworks, different business 
environments, different risk thresholds… which makes it very interesting for me. 

3. Have the issues you help clients with changed over time?

Completely. That is one of the best parts. Traditionally, privacy law was all about 
building fences around your data. Keeping people out. And that is still very important, 
but we are also starting to think about how we can use data. And how we can share 
data. That is where a lot of the action is now, and it is amazing.

For example, one big issue is so-called secondary data use: when and how you 
can use data for purposes other than those for which it was originally collected. 
This is an issue across industries and in academic research. Can a company use 
your information for targeted marketing -- to market things to you based on your 
preferences? Can it use your information to improve its products? To design its next 
product? Can it use your data to train a machine to read ultrasound images? There 
is such an interest in machine learning and artificial intelligence now, and you need 
data to power it. What about selling data to third party data aggregators? Data has 
real commercial value now.

4. Do you work with clients from other jurisdictions, and what is that like?

I do. I have worked with a foreign government that wanted to learn about certain 
Canadian privacy laws, and I’ve worked with a number of US companies that are 
thinking about launching products or projects in Canada. They want to know what 
the compliance landscape is like here: what privacy and other laws will apply to them 
if they launch their technology here? Are the requirements of those laws different? 

Member Spotlight - Ira Parghi... Continued from page 6
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What privacy protections do they need to implement? What information security 
requirements should they follow? What is the regulatory culture like?  What do service 
provider arrangements look like on both sides of the border? Are expectations for 
customer consent different? What privacy issues are more sensitive in Canada than 
in the US? Or less sensitive? Because I have done privacy work in the US, I can help 
them translate what they know and do into the Canadian context. 

I have noticed that sometimes, things that are commonplace in the US are more 
novel in Canada, and that may be something that clients want to be aware of. For 
instance, in the US, it is not unusual for private players to be involved in health care in 
some way. But in Canada, if you were to announce that you want to collect personal 
health information and provide it to a private company to use for commercialization 
purposes, that would be pretty remarkable. Clients might want to know not just what 
the statutes say about this, but what customers and regulators are going to say.  
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statute and that misleading consumers about data security risks or practices can 
constitute a “deceptive” practice.

State and city regulators, predominately state attorneys general, have also taken 
action against companies that purportedly did not implement sufficient security 
measures, asserting that the companies violated laws prohibiting unfair or deceptive 
conduct as well as express statutory data security requirements and data breach 
notification laws.

Companies that experience a breach or vulnerability also frequently face private 
claims, typically brought as class actions. Most commonly, they are brought by 
the individuals (such as consumers or employees) whose data were allegedly 
compromised in a data breach. If payment card information was compromised, the 
company may also face claims by the banks or credit unions that issued those cards 
to consumers. For public companies, shareholders will sometimes bring securities 
class actions against the company if its stock price declined after the breach was 
announced, alleging the company made some false or misleading disclosure about 
cybersecurity, and shareholders may also bring derivative actions on behalf of the 
company against the board of directors.

Typically, regulatory actions in the cybersecurity space begin as government 
investigations initiated by a civil investigative demand, a voluntary access letter, 
or a similar investigatory tool. If, after the investigation, the regulator decides to 
bring litigation against the company, it will usually first offer the company the chance 
to settle the action by agreeing to improve its security measures and, in some 
cases, make a monetary payment. Increasingly, however, state and city regulators 
are directly suing breached companies before they have even undertaken any 
substantial investigation or after only a short investigation.

Despite the overwhelming number of potential plaintiffs, the types of claims they 
assert are actually very similar. Almost all cybersecurity actions boil down to one or all 
of these three claims: (1) the company failed to use adequate cybersecurity measures, 
(2) the company deceived others about the extent of its data security measures, or (3) 
the company inadequately disclosed a cybersecurity incident after it occurred.

But cybersecurity litigation rarely proceeds to trial. Some cases are terminated 
through a motion to dismiss. Others are terminated only through a motion for 
summary judgment or are effectively defeated through the denial of class certification, 
usually after expensive discovery has been conducted. Others are resolved through 
settlements, which can involve large monetary amounts or burdensome injunctive 
relief. Because the consequences of litigation can be very significant, lawyers 
should equip themselves to best defend their clients.

Sedona Conference Working Group 
11 on Data Security and Privacy 
Liability.

Araving Swaminathan, partner at 
Orrick, Aravind is global Co-chair of 
Orrick’s internationally recognized 
Cyber, Privacy & Data Innovation 
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Privacy and Cybersecurity Litigation, 
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skilled in the field of cybersecurity[.]  
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swiftly navigate the system, partner 
with investigators and find creative 
solutions for his clients.
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Steps to Take to Defend Against Cybersecurity Breach Litigation
The time to begin “defending” a client against cybersecurity breach claims is, 
in fact, well before any breach has even occurred. The stark reality is that all 
companies are targets (no matter what industry and no matter what their size) 
and most companies will experience a data security incident, so it is only a matter 
of time before the client will become a prime target for plaintiffs’ lawyers and 
regulators to assert one of the three claims noted above. That being the case, 
cybersecurity counsel can (and should) start early by proactively advising their 
clients on how to minimize their risk exposure.

Conducting an assessment and incident response planning. This process 
should begin with a review of the client’s cybersecurity program to help the client 
decide whether and to what extent it will further enhance its security measures to 
minimize litigation risk. Counsel should partner with a cybersecurity consulting firm 
to assist in providing legal advice regarding the client’s security posture. A key focus 
will be where other companies have gone awry and where the regulators took the 
most interest and obtained the most significant settlements, as these can be used as 
a proxy for what is “reasonable” in the context of security policies, procedures, and 
practices. In addition to measures designed to prevent a security breach, the review 
should include consideration of the company’s plan for responding to a breach. While 
preventing a breach may be hard (or even nearly impossible), preparing for one is 
not, and regulators and plaintiffs’ lawyers regularly fault companies for allegedly 
failing to develop and routinely test an incident response plan.

Reviewing security disclosures. As noted, many claims do not directly challenge 
the company’s security measures; rather, they assert that the company made false 
or misleading statements about those measures. With that in mind, counsel should 
carefully review statements and representations about the company’s security 
program and practices, including in privacy policies, terms of service, public filings, 
and security blogs, to help ensure that these statements are accurate. Conducting 
such a review in parallel (and in partnership) with the assessment described above 
can economize resources while dramatically minimizing risk.

Purchasing cyber insurance. No matter how robust the client’s cybersecurity 
measures are, the risk remains that it will suffer a breach, requiring the expenditure 
of significant costs to investigate and notify others of the breach, as well as defend 
any resulting claims. Accordingly, the client should carefully consider whether to 
purchase cyber insurance to cover these types of costs. If the client decides to 
purchase insurance, it is critical for the lawyer to help the client acquire the correct 
type of insurance. Different policies have varying limitations, conditions, and 
exclusions, some of which can be very broad.

The facts of a case can 
be highly technical, and 
the law is in a constant 
state of flux.
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Leading an investigation into a suspected incident. Once the client has suffered 
an actual or suspected cybersecurity breach, the lawyer becomes one of the key 
“first responders” on the scene as the client responds to the incident. The lawyer 
should conduct an investigation, with the assistance of a forensic consulting firm 
as necessary, ensuring along the way that evidence of the incident is preserved. 
This investigation will enable the lawyer to advise the company on its potential legal 
obligations and, depending on the nature of the breach, prepare to defend the client 
against litigation and government investigations.

One of the key potential legal obligations the lawyer must be prepared to advise 
the client on is the obligation to notify external parties of the incident. Often, 
applicable statutes—typically at the state level—will require the company to notify 
the individuals whose personal information was compromised. Sometimes the 
company must also notify a specific regulator or regulators. In addition, a lawyer 
must review whether the client has a contractual obligation to notify outside parties 
of the incident. A service provider, for instance, may have a contractual duty to notify 
its client of a breach involving its client’s information. The lawyer should also consult 
the client as to whether its cyber insurer needs to be notified. And, if the cybersecurity 
incident involved criminal activity—such as a hacking incident or theft of computer 
equipment—the company may wish to notify law enforcement. Company personnel 
must also determine who within the company should be notified, including whether 
and how to elevate the incident to senior leadership.

Providing notice. Once the lawyer has worked with the client to determine whom 
to notify, the lawyer should assist the client in drafting the notifications so that they 
meet the client’s legal obligations and do not unnecessarily increase the client’s 
exposure to litigation risk. Drafting notices, though, is not as straightforward as 
one might expect. Although many notices seem the same, and there are specific 
state-by-state requirements as to what information must (and cannot) be in notices, 
courts have treated companies’ statements in their breach disclosures as effective 
admissions that the individuals whose data were compromised face an imminent risk 
of harm from the breach, giving them standing to sue. See, e.g., Remijas v. Neiman 
Marcus Grp., LLC, 794 F.3d 688, 694 (7th Cir. 2015) (in holding that the consumers 
adequately pleaded standing, treating company’s offer of credit monitoring and 
acknowledgement of 9,200 fraudulent charges as an admission that consumers 
faced a sufficient risk of harm); Lewert v. P.F. Chang’s China Bistro, Inc., 819 F.3d 
963, 967 (7th Cir. 2016) (citing company’s suggestion that its customers check their 
“credit reports” in the wake of a breach in concluding that plaintiffs had standing for 
purpose of motion to dismiss). Against this landscape, drafting notices should be 
done with a careful hand and experience.
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Post-incident remediation. The lawyer should also advise the client on whether 
any security enhancements are appropriate in the wake of the breach to reduce the 
risk of future enforcement. These may include both short-term measures designed 
to contain the immediate incident and longer-term measures designed to enhance 
the company’s security posture as a whole.

Post-incident litigation, investigation, and enforcement. When litigation or 
a regulatory investigation is brought against the company, a lawyer’s focus turns 
to advocacy. Often the lawyer will need to defend the client against multiple 
investigations, multiple private actions, or a combination. In such situations the 
lawyer must carefully coordinate all fronts to ensure consistency of arguments being 
made to each tribunal and to streamline the discovery process when possible. If the 
breach involved criminal wrongdoing and if criminal law enforcement was notified, the 
lawyer will also need to help the client work through the questions around reporting 
(including the timing of such reporting) to law enforcement and then assisting the 
client in facilitating law enforcement’s investigation.

The lawyer must carefully consider all possible defenses and should pay particularly 
close attention to those that have proven powerful in cybersecurity breach litigation 
to date. For example, a line of cases has dismissed cybersecurity breach litigation 
on the ground that the plaintiffs did not face a sufficient injury from the breach, 
although some courts have refused to dismiss the cases on this basis. Compare, 
e.g., Kuhns v. Scottrade, Inc., 868 F.3d 711, 718 (8th Cir. 2017) (holding that data 
breach complaint “failed to plausibly allege the actual damage that is an element 
of a breach of contract claim”), with Dieffenbach v. Barnes & Noble, Inc., 887 F.3d 
826, 829–30 (7th Cir. 2018) (holding that data breach plaintiffs sufficiently alleged 
damages). Even regulators must sometimes plead and prove that consumers 
suffered or will likely suffer an injury from the breach. See, e.g., 15 U.S.C.A. § 
45(n) (West) (FTC cannot declare an act “unfair” unless, potentially among other 
things, it causes or is likely to cause substantial, unavoidable injury to consumers 
not outweighed by countervailing benefits). A lawyer should also carefully evaluate 
whether the plaintiffs have sufficiently pleaded that the company owed a duty to 
safeguard personal information in the first place. Courts have divided over whether 
and when there is such a duty under particular causes of action. Compare, e.g., 
Cooney v. Chicago Pub. Sch., 407 Ill. App. 3d 358, 943 N.E.2d 23, 28–29 (2010) 
(rejecting negligence-based duty to safeguard personal information), with Dittman 
v. UPMC, No. 43-WAP-2017, slip op. at 1-2 (Pa. Nov. 21, 2018) (recognizing such a 
duty). The lawyer should also carefully assess the remedies plaintiffs are seeking to 
evaluate whether they are overly burdensome, vague, or otherwise inappropriate. 
See LabMD, Inc. v. Fed. Trade Comm’n, 894 F.3d 1221 (11th Cir. 2018) FTC 
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cybersecurity cease-and-desist order as overly vague). Companies facing private 
cybersecurity litigation have also defeated class certification in several cases–
typically on the basis that individualized, plaintiff-specific issues of damages and 
causation predominate over issues that are common to the class. These are just 
a few of the many defenses the company may have available, depending on the 
specific jurisdiction and the facts of the case.

Protecting privilege. At all stages–whether before or after a breach has occurred–
the lawyer should keep in mind several tactics that can help minimize the client’s 
cybersecurity risk exposure. First, the lawyer should take care to preserve 
the application of the attorney-client privilege and work-product protection to 
cybersecurity-related documents and communications whenever possible. Several 
decisions have upheld arguments that these documents and communications 
are protected by the attorney-client privilege when generated for the purpose of 
assisting counsel in providing legal advice to the client concerning its cyberse-
curity practices or are protected by the work-product doctrine when generated in 
anticipation of cybersecurity-related litigation. Critically, both of these protections can 
apply not only to documents and communications within and between the company 
and counsel but also to such documents and communications generated by and 
exchanged with cybersecurity experts working on behalf of counsel for the purpose 
of assisting counsel’s representation of the client. A lawyer should take steps early 
on to maximize the chance that the privilege and work-product protections will be 
preserved as to those documents and communications that qualify and that the 
protections are not inadvertently waived.

Governance. The lawyer should also counsel the client on the value of having 
cybersecurity discussed at a senior level in the organization. Increasingly, regulators 
are expecting the board and senior executives to be involved in companies’ cyberse-
curity programs. Also, shareholder derivative suits against the board in the wake of 
a cybersecurity breach are becoming more and more frequent. Demonstrating that 
the board did, in fact, focus on the company’s cybersecurity posture and response 
to any cybersecurity breaches will be helpful in defending against these actions. It 
is important that any such involvement should be included in the board minutes that 
will become part of the discoverable record.

Finally, as is probably already evident from the above discussion, the lawyer should 
keep in mind that cybersecurity litigation is a highly specialized field. The facts of a 
case can be highly technical, and the law is in a constant state of flux. In this context, 
it is extremely valuable to involve counsel who is experienced in cy-bersecurity so 
that counsel can effectively marshal the facts and law in a way that will maximize the 
chances of defeating the actions that are brought.  

www.americanbar.org/tips


36americanbar.org/tips

Spring 2020 Vol. 2Litigation and Trial Practice

The possible reasons are likely obvious upon reflection. Data breach remediation 
often includes tactics such as locking up physical devices, data encryption, stronger 
passwords, inactivity time-outs for devices, and multi-factor authentication.8 All of 
these methods can slow down staff’s ability to obtain and use devices and data 
during medical emergencies. Indeed, the very barriers erected to deter hackers can 
become hurdles that staff have trouble clearing.

This conclusion hardly means that attorneys should stop remediating data breaches. 
Attorneys must remediate breaches because federal (and often state) law requires 
hospitals to remediate data breaches. Most prominently, HIPAA compels hospitals 
to take actions to address the disclosure of patients’ sensitive personal information. 
The Office of Civil Rights investigates breaches reported under HIPAA, enforcing 
security and privacy rules in the aftermath of a breach.

Even if the law did not require such remediation, attorneys should remediate 
breaches because these breaches can harm patients in significant ways. Disclosure 
of sensitive medical information can have deleterious effects on patients’ financial, 
professional, and social well-being, often as the result of identity theft or blackmail.9 
There is even evidence that medical information is a hotter commodity on the black 
market that social security numbers.10

Even more concerning, interruption of hospital services caused by a breach can 
result in physical harm or even death to patients who do not receive needed services. 
For example, patients in ambulances might be re-directed from the nearest hospital 
because of ransomware attacks, while other patients are needlessly exposed to 
risky treatments because a hospital loses access to records of known allergies, 
existing medications, or comorbidities.11

Similarly, breaches can damage hospitals directly by requiring indemnification of 
patients’ aforementioned damages, payment of regulatory or statutory fines, and 
reputational harm, among other injuries.12 These myriad injuries to patients and 
hospitals alike warrant remedial measures.

At least one critic of the study read it to imply that hospitals should shun remediation 
efforts in order to achieve optimal quality of care, and vigorously disagreed with 
that perceived interpretation.13 Given the above-mentioned harms faced by patients 
and hospital resulting from data breaches, I agree with the critic that remediation 
efforts are necessary (and, as also noted, legally required in any event). On balance, 
preventing future data breaches (a key aspect of remediation) might well do more 
to ensure that life-saving services are efficiently delivered than mitigating the 
inefficiencies of remediation. After all, a complete shut-down of a hospital through a 

Is the Cure... Continued from page 8
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breach (i.e., a global ransomware attack) is more inherently debilitating to patients 
and the hospital alike than even the most draconian remediation methods.

I actually do not think that the authors of the study disagree with that premise, 
because I did not read the study as advocating for a complete omission of 
remediation measures. Instead, I read the study as encouraging hospitals to ensure 
that remediation efforts minimally interfere with services, rather than for hospitals 
to forego remediation efforts altogether. Ultimately, it is likely that most (if not all) 
observers can agree that remediation of data breaches is necessary to achieve the 
goals of hospitals (or any business), but also that remediation should be tailored to 
minimize its “side effects.”

Thus, the takeaway from the study appears to be that attorneys must adopt a broad 
view of the best interests of their clients, balancing the immediate need to remediate 
a data breach with the need for the client to provide the services that it is meant to 
provide, which in the case of hospitals are literally life-saving services. Unfortunately, 
the study does not propose how breach remediation efforts can be designed and 
implemented to avoid degrading quality of care. Indeed, the study appears to be 
the first of its kind in asking the initial question of whether there is a connection 
between breach remediation efforts and deterioration of services. The answer(s) 
to the follow-up question of how breach remediation efforts can be harmonized 
with the efficient delivery of client services must await future studies and validation. 
In the meantime, though, health care attorneys should start considering how to 
achieve breach remediation without frustrating their clients’ goals of saving lives 
and providing optimal quality of life.

Moreover, the lessons from this study are likely applicable well beyond the hospital 
setting. The interventions used to remediate breaches of medical data are similar, 
if not materially identical, to those used in other settings. Hospitals might harbor 
particularly sensitive (and therefore valuable) data, but the fundamentals of protecting 
that data largely boil down to the same tools of encryption, password protections, 
authentication, and the like.

Therefore, the same interventions underlying this hospital study are likely to 
slow down employees in any setting. While the consequences of lost time are 
probably gravest in the medical field, other fields likely suffer significant harm as 
well, including lost productivity and lack of responsiveness to clientele. Even law 
firms themselves are familiar with the Catch-22 of data security/remediation and 
productivity. Attorneys often feel that more security measures means more time 
spent dealing with IT instead of dealing with clients and actual legal work.
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In sum, data privacy attorneys–like all attorneys–must always keep in mind the long-
term, strategic goals of their clients. Just as a litigator must weigh the pros and 
cons of trying versus settling a case, an attorney on the scene of a data breach 
must consider the benefits of a particular remediation strategy as balanced against 
the costs associated with that intervention. These decisions require attorneys to 
understand intimately their clients’ industries, so that they are able to render sound 
business advice in conjunction with legal guidance. The trade-offs inherent in 
choosing data breach remediation strategies are difficult, and the “right” answer 
might be clear only in retrospect, but asking these questions is a necessary first 
step that attorneys should be asking themselves (and their clients) the next time a 
breach occurs.  

Endnotes
1  https://www.ncbi.nlm.nih.gov/pmc/articles/PMC6330387/. 

2  https://onlinelibrary.wiley.com/doi/abs/10.1111/1475-6773.13203 (the “Study”).

3  This data was sourced from Medicare Compare.

4  This data was sourced from the Department of Health and Human Services.

5  Study at 971.

6  Study at 971.

7 Study at 978.

8  Study at 973.

9  https://www.ncbi.nlm.nih.gov/pmc/articles/PMC6330387/. 

10  https://www.ncbi.nlm.nih.gov/pmc/articles/PMC6330387/. 

11  https://www.ncbi.nlm.nih.gov/pmc/articles/PMC6330387/. 

12  https://www.ncbi.nlm.nih.gov/pmc/articles/PMC6330387/. 

13  https://slate.com/technology/2019/10/hospitals-data-breaches-heart-attack-
deaths.html.
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