
 

 

 

 

Portfolio Media. Inc. | 111 West 19th Street, 5th Floor | New York, NY 10011 | www.law360.com 
Phone: +1 646 783 7100 | Fax: +1 646 783 7161 | customerservice@law360.com  

 

Preparing For A Ransomware Attack 

By Darren Teshima and Aravind Swaminathan, Orrick Herrington & Sutcliffe LLP 

Law360, New York (November 29, 2016, 11:59 AM EST) -- The rise of 
ransomware has not been overhyped. A recent study reports that 
approximately 50 percent of U.S. companies were hit with some type of 
ransomware in the last 12 months. Not only are the attacks on the rise, but 
every week new ransomware variants appear in the ecosystem. 
Cryptoransomware — malware that employs strong, ostensibly unbreakable 
key-based cryptography to hold a victim’s personal files to ransom — has 
presented particular problems. According to the FBI, a 2016 variant 
compromised an estimated 100,000 computers a day. In the face of this 
quickly evolving threat, companies need to develop multifaceted 
preparedness and recovery plans, a key element of which should be 
ensuring they have the right insurance coverage in place. 
 
Ransomware also presents compliance challenges for companies. In July, 
the U.S. Department of Health and Human Services Office of Civil Rights, 
which enforces the Health Insurance Portability and Accountability Act 
Security and Breach Notification Rules, stated that ransomware incidents 
where protected health information (PHI) is “encrypted as the result of a 
ransomware attack,” could constitute a breach requiring notification to 
individuals. In September, the Federal Trade Commission signaled that 
preventable ransomware attacks — ones that exploit known vulnerabilities 
— may violate Section 5 of the FTC Act. Specifically, Chairwoman Edith 
Ramirez commented that “a company’s unreasonable failure to patch 
vulnerabilities known to be exploited by ransomware might violate the FTC 
Act.” These recent regulatory developments have fundamentally changed 
the landscape for preparing for and responding to ransomware incidents. 
 
What Should Companies Do to Prepare?  
 
The FBI, as well as other security professionals, recommend a widely accepted, multifaceted preparation 
strategy that reduces risks and decreases recovery time. 
 

 Backup. Backup. Backup. This strategy cannot be understated. Companies that are best 
positioned to deal with a cryptoransomware attack have a comprehensive disaster recovery and 
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business continuity strategy, and are ready to respond to an attack by restoring cloud or hard 
disk backups. Backups should be also regularly tested for integrity and physically secured. 

 

 Training. Employees are your first line of defense. Well-trained employees that are aware of 
ransomware risks, and adept at spotting phishing emails—the preferred delivery vehicle—play a 
critical role in protecting your network and systems. 

 

 Keep technical defenses up to date. Keep operating systems, software and firmware up-to-date 
and patched. Ensure antivirus and anti-malware solutions are also updated and regularly 
scanning network resources looking for invaders. 

 

 Privileged access and control configurations. Use of privileged accounts should be limited as 
absolutely needed; only use administrator accounts when necessary. Configure access controls, 
including file, directory and network share permissions appropriately. 

 

 Stop it where it starts. Disable macro scripts from office files transmitted over email. Implement 
software restriction policies or other controls to prevent programs from executing from 
common ransomware locations (e.g., temporary folders supporting popular internet browsers, 
compression/decompression programs). 

 

 Incident response planning. Companies should incorporate ransomware attack scenarios into 
their incident response planning, and conduct tabletop exercises and simulations to rehearse 
how they will respond in the event of an attack. Careful preparation and practice can identify 
potential restoration and recovery issues, and shorten recovery time. 

 

 Review your cyberinsurance policy. Companies should take a close look at their cyberinsurance 
policy — or consider purchasing one — to see if it provides coverage for ransomware related 
costs. These incidents can be costly. And, despite the dramatic rise in ransomware, insurance 
coverage for this threat is not as straightforward as one might expect. Since ransomware 
incidents often do not result in the destruction or theft of any data, policies that limit coverage 
— particularly business interruption coverage — to situations where data is altered or destroyed 
may not provide coverage where ransomware locks a company out of its network. As discussed 
below, because there is not a standard cyberinsurance policy, coverage will depend on the 
specific wording of a company’s policy. 

 
In the Aftermath 
 
Companies are faced with two basic options. Pay the ransom, and hope that the criminal is trustworthy 
enough to provide the decryption key, or turn to backup restoration, which inevitably means the loss of 
some work product. In September 2016, the FBI urged companies to forgo the ransom demand and 
report attacks through the FBI’s Internet Crime Complaint Center (IC3) portal, an automated reporting 
system that companies can leverage to report an attack easily and quickly. 
 
Technical response/recovery is not the only challenge. Monetary recovery similarly presents challenges, 
especially when companies seek to recoup losses through insurance. A company’s cyberpolicy is the 
most likely source of coverage, but those policies (including technology errors and omissions policies) 
come in a variety of shapes and sizes. A growing number of cyberpolicies now include specific coverage 
for ransom payments. This coverage is sometimes called “cyberextortion” coverage. This coverage 
generally covers the payment of a ransom to prevent or limit a cyberextortion “threat,” which can 



 

 

include threats of releasing confidential information, altering or damaging data on the network, or 
disrupting the computer network through a denial of service attack. Policies often require that the 
policyholder obtain the insurer’s prior consent to making any ransom payment. When reviewing a policy 
for ransom coverage, a company should also be mindful of any low sublimit applicable to ransom 
payments. 
 
While there is specific coverage for ransom payments, policies are less clear about business interruption 
coverage arising out of a ransomware attack. Coverage for ransomware attacks, like any cyberrisk, 
depends on the precise wording of a given cyberpolicy. For example, coverage may depend on the 
definition of “data breach.” A company should look to see if its cyberpolicy requires actual theft, loss or 
unauthorized access, as opposed to reasonably suspected theft, loss or unauthorized access of 
information. Similarly, some policies require an actual compromise of data, such as PII and PHI, as 
opposed to a reasonably suspected compromise of such data. The definition of “cybersecurity breach” is 
another term to analyze closely. Some policies define a breach to include any unauthorized access to the 
network, in addition to the actual destruction or alteration of data on the network. Other policies, 
however, may not expressly mention the unauthorized access to the network, which insurers may argue 
bars coverage for business interruption losses resulting from a ransomware incident. 
 
Ransonware is the new reality, and companies cannot sit back and hope they aren’t victimized. 
Preparation — including insurance coverage review — is key to ensuring that putative victims will be 
ready on all fronts. 
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