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Secrets: Managing Information Assets in the Age of Cyberspace
by James Pooley (2015, Versus Press.)

President Obama signed the Defend Trade Secrets Act on May 11th – shortly
before our previous issue went to press. The Act provided a series of amend-
ments to existing federal statutes to accomplish four separate goals: 1) To har-
monize existing federal law with the Uniform Trade Secrets Act (UTSA), 2) To
increase protections for trade secret theft victims, 3) To relax certain restrictions
on employee migration and 4) To provide additional protections to whistle-
blowers who disclose trade secrets. To the uninitiated, it is hard to see how
these four goals come together for a common purpose.

Trade secrets, like patents, are a judicially enforced method for protecting
the fruits of research and development. However, the comparison ends there:
Historically, the patent system has benefited from a single clause in the U.S.
Constitution, which has allowed the federal courts and Congress nearly com-
plete control over the development of the law. In stark contrast, trade secrets
have developed more organically and primarily in the state courts. The ensuing
chaos which has resulted from the trade secret development process is what
sets trade secrets apart from patents. While patents expire, an undiscovered
trade secret can exist in perpetuity. Both systems exist to protect intellectual
property rights, but are fundamentally different creatures.

Given the snarled subject matter, it is hard to see how any author could or-
ganize the material into a coherent story. However, James Pooley rises to the
occasion with a frank discussion of the law, peppered with fascinating histori-
cal anecdotes. As a well-known Silicon Valley lawyer and former WIPO Deputy
Director General, he clearly has a substantial reserve to draw upon.
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Pooley in Secrets: Managing Information Assets in the Age of Cyberspace (Se-
crets) illustrates the trade secrets state-by-state approach by comparing Silicon
Valley to Boston. Both regions have similar fundamentals: world-renowned
tech schools, a vibrant venture capital culture and thriving software industry.
Why then, is Silicon Valley so much more successful? Pooley, citing data from
economists, argues that one reason for the lopsided success is that California
does not recognize non-compete agreements. This allows for a “high velocity”
workforce, allowing talent to move freely from one company to the next. The
cross-pollination of ideas may drive a strong labor market, but Pooley notes
that it can be damaging to the IP assets of erstwhile employers.

To better illustrate the problem of trade secret theft, the author cites the
oddly-prescient story of Charlie and the Chocolate Factory. Recall that Mr.
Wonka once employed everyone in the town to work in his candy factory. How-
ever, after some of his employees were caught stealing the secret chocolate
recipe, Wonka fired the local employees and hired oompa-loompas instead.
Unlike their counterparts, oompa-loompas live in the factory, work for cocoa
beans, and (of course) happily murder anyone who attempts to violate the
Wonka Non-Disclosure Agreement.1

In the real world, talent moves from one competitor to the next and the line
between “worker skill” and “secret recipe” is not always so clear. A common
example – and one Pooley has experience with – is the software developer who
moves from Google to Yahoo. Certainly the developer has a right to use her
own skills, but what about the skills she developed by working on a secret
project? The answer is muddy and fact-dependent.

An equally important and often overlooked area of trade secrets is theft
prevention. Pooley tells several stories about corporate espionage victims who
were either unlucky, incompetent, or deliberately ignorant. In some cases, the
damages faced by victims did not justify an investment in security. In others,
the costs were justified but ignored by management. Pooley provides a simple
but effective method for analyzing this problem and producing a solution.

Secrets is a complete telling of the story of trade secrets. It is not written to be
a litigation guide, but nonetheless provides an entre into a region of law which
some practitioners fear to tread. For a varsity-level treatment of trade secrets
law, practitioners should consider Pooley’s 800-page companion treatise, Trade
Secrets. Secrets provides the perfect introduction for a deeper dive.

Pooley deserves credit for writing a book which is both accessible and in-
formative. Secrets provides an excellent overview of intellectual property and
the differences between patents and trade secrets. The book provides advice
for both employees and employers. For practitioners, the book also includes
six appendices of forms which are, no doubt, being scanned and printed in law
firms as you read this. Secrets is a straightforward guide to an area of law which
is chaotic, provincial, and oftentimes misunderstood.

1To be fair, bad actors often bring their fate upon themselves. Violet Beauregarde, for example, chews an ex-
perimental piece of gum which causes her to inflate into a gigantic blueberry. The oompa-loompas subsequently
“juice” her to prevent an explosion. It is unclear whether Violet dies in the process.


