
The last four years have seen a
trend of increased law enforcement
and regulatory investigations into
financial institutions for sanctions
violations and AML, or Bank
Secrecy Act (‘BSA’), compliance.
The New York State Department of
Financial Services (‘NY DFS’) has
been one of the more active
participants during this period of
heightened federal and state
scrutiny. Aside from investigating
and enforcing existing laws, the NY
DFS has recently also taken it upon
itself to propose its own New York-
specific anti-terrorism and anti-
money laundering regulation (the
‘Proposed Regulation’)1. The
Proposed Regulation would require
a ‘Regulated Institution,’ as defined
below, to maintain both a
‘Transaction Monitoring
Programme’ and a ‘Watch List
Filtering Programme’ (collectively,
the ‘Programmes’). These
requirements are not substantially
different than what is already

expected by the Bank Secrecy Act
and other existing US economic
sanctions and anti-money
laundering laws, or from what
many financial institutions are
doing already. The main difference
is that the Proposed Regulation
also includes a requirement that a
senior financial executive annually
deliver an unqualified certificate to
the NY DFS that his or her
institution ‘has sufficient systems
in place to detect, weed out, and
prevent illicit transactions.’2

According to the Press Release
announcing the Proposed
Regulation, the certification
requirement is modeled on the
certifications required under the
Sarbanes-Oxley Act of 2002
(‘SOX’)3. However, the
requirements of the Proposed
Regulation are more demanding
than the SOX certification
requirements.

The Proposed Regulation applies
to: (i) all banks, trust companies,
private bankers, savings banks, and
savings and loan associations
chartered pursuant to the New
York Banking Law (the ‘Banking
Law’); (ii) all branches and
agencies of foreign banking
corporations licensed to conduct
banking operations in New York;
and (iii) all cheque cashers and
money transmitters, licensed
pursuant to the Banking Law
(each, a ‘Regulated Institution’)4.

The Proposed Regulation requires
that the ‘Certifying Senior Officer,’
defined to mean ‘the chief
compliance officer or their
functional equivalent’ of a
Regulated Institution, annually
certify, in a prescribed form
attached to the Proposed
Regulation (the ‘Annual
Certification’), that he or she has
reviewed the Programmes of such
Regulated Institution, or caused
them to be reviewed, and that the
Programmes, to the best of their
knowledge, comply with all of the

requirements of the Proposed
Regulation5. The Proposed
Regulation sets forth minimum
required attributes of the
Programmes, such as reflecting all
current BSA/AML laws, the
mapping of BSA/AML risks, and
that they be subject to an ongoing
analysis for further assessment.  

The Annual Certification itself is
notable in two respects. First, the
certification does not include
customary ‘materiality’
qualifications, such as the
statements made are ‘true and
correct in all material respects.’
Second, the ‘best knowledge’
standard, which is prescribed by
the Proposed Regulation, is
commonly regarded as imposing a
duty of investigation on the
certifying party unless such an
undertaking is disavowed.

In contrast, the certifications
required by SOX regarding the
accuracy and reliability of financial
reports are based upon the
certifying officers’ ‘knowledge’ and
belief that the reports constitute a
‘fair presentation’ and the subject
report is not ‘misleading’ based
upon ‘materiality’ standards6. SOX
does not require that the executing
officer deliver an unqualified
certification that the regulated
institution complies with all SOX
requirements.  

Under the Proposed Regulation
all Regulated Institutions will be
subject to ‘all applicable penalties
provided for by the Banking Law
and the Financial Services Law’7 for
failure to maintain Programmes
complying with the Proposed
Regulation and for failure to file
the Annual Certification. In
particular, the Proposed Regulation
provides that: ‘A Certifying Senior
Officer who files an incorrect or
false Annual Certification also may
be subject to criminal penalties for
such filing.’ 

The Annual Certification will
undoubtedly raise concerns in the
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New York issues its own anti-
terrorism and AML rules 
The New York State Department of
Financial Services, in keeping with
its proactive stance on ensuring
anti-money laundering (‘AML’)
compliance, has issued its own
New York-specific anti-terrorism and
AML regulation (the ‘Proposed
Regulation’). Among other
requirements, under the Proposed
Regulation a ‘Certifying Senior
Officer’ from a regulated institution
would need to annually certify that
his/her institution is sufficiently
tackling illicit transactions. Jonathan
E. Lopez, Harry L. Clark, Edward G.
Eisert and Courtney J. Linn of Orrick
discuss the Proposed Regulation
and the concerns it is likely to raise
among regulated institutions and
compliance officers. 
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accompanying the Proposed Regulation
published in NYS Register (16 December
2015), at 11.
3. Press Release, New York Department
of Financial Services, Governor Cuomo
Announces Anti-Terrorism Regulation
Requiring Senior Financial Executives to
Certify Effectiveness of Anti-Money
Laundering Systems (1 December 2015),
available at: http://www.dfs.ny.gov/
about/press/pr1512011.htm; Sarbanes-
Oxley Act of 2002, Public Law 107-204,
116 Stat. 745, available at: http://www.
sec.gov/about/
laws/soa2002.pdf
4. §504(e) of the NY DFS
Superintendent’s Regulations, Banking
Division Transaction Monitoring and
Filtering Program Requirements and
Certifications, see supra note 1:
‘Regulated Institutions’ means all Bank
Regulated Institutions and all Nonbank
Regulated Institutions. Virtual currency
businesses, although not explicitly
referenced as a Regulated Institution,
presumably are also covered by the
Proposed Regulation. Like New York
banking organisations, cheque cashers,
and money transmitters, virtual currency
businesses are subject to regulations
promulgated by the Department of
Financial Services. Moreover, virtual
currency businesses are now subject to
strict Department of Financial Services
licensing requirements instituted under
authority of the Financial Services Law
that largely mirror those applicable to
money transmitters. Notably, the
Proposed Regulation has also been
issued by the Department of Financial
Services pursuant to authority granted by
the Financial Services Law.
5. See Regulatory Impact Statement
accompanying the Proposed Regulation
published in NYS Register, (16
December 2015) at 11.
6. SEC. 302. CORPORATE
RESPONSIBILITY FOR FINANCIAL
REPORTS.
(a) REGULATIONS REQUIRED.—The
Commission shall, by rule, require, for
each company filing periodic reports
under section 13(a) or 15(d) of the
Securities Exchange Act of 1934 (15
U.S.C. 78m, 78o(d)), that the principal
executive officer or officers and the
principal financial officer or officers, or
persons performing similar functions,
certify in each annual or quarterly report
filed or submitted under either such
section of such Act that—

(1) the signing officer has reviewed the
report;
(2) based on the officer’s knowledge, the
report does not contain any untrue
statement of a material fact or omit to
state a material fact necessary in order
to make the statements made, in light of
the circumstances under which such
statements were made, not misleading;
(3) based on such officer’s knowledge,
the financial statements, and other
financial information included in the
report, fairly present in all material
respects the financial condition and
results of operations of the issuer as of,
and for, the periods presented in the
report.
7. NY CLS Fin Serv § 408, available at:
advance.lexis.com/Fin_Serv
8. N. Y. Comp. Codes R. & Regs. tit. 23,
§ 200.
9. Department of the Treasury Financial
Crimes Enforcement Network Guidance,
FIN-2013-G001 (18 March 2013),
available at: https://www.fincen.gov/
statutes_regs/guidance/pdf/FIN-2013-
G001.pdf
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compliance officer community as it
represents yet another avenue for
second-guessing and personal
liability. At the same time, the
proposed Annual Certification
requirement covers only New York
Regulated Institutions. The
Department of the Treasury’s
Financial Crimes Enforcement
Network (‘FinCEN’) has not
published a similar proposed
requirement, and neither have any
of the other states. Nevertheless, it
remains to be seen whether this
incremental increase in liability
risk will also have an unintended
chilling effect on the ability of
Regulated Institutions to hire and
retain competent compliance
officers.  

The Proposed Regulation comes
on the heels of the NY DFS’s
recently announced separate
licensing requirements for virtual
currency businesses8 (FinCEN’s
view is that virtual currencies are a
subset of money transmitters and
has declined to issue additional
separate regulations9), and
demonstrates the NY DFS’s new
eagerness to put its own stamp on
regulations, even if doing so is
largely duplicative of the current
landscape. 
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and Filtering Program Requirements and
Certifications (1 December 2015),
available at: http://www.dfs.ny.gov/
legal/regulations/proposed/rp504t.pdf
2. See Regulatory Impact Statement
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