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SPOTLIGHT ON
SECURITY BREACHES
Activists will hold boards
accountable for
cybersecurity woes

Directors and
the digital age

US boards are under scrutiny for their oversight of cybersecurity
— not only from regulators but shareholders and the public, too
As cyberattacks and data
breaches continue to accelerate
in number and frequency,
boards of directors are
focussing increasingly on the
oversight and management of
corporate cybersecurity risks.

Directors are not the only ones. In
the United States, an array of federal
and state enforcement agencies and
regulators, most notably the Securities
and Exchange Commission (SEC), the
Department of Justice (DOJ), the Financial
Industry Regulatory Authority (FINRA)
and State Attorneys General, identify
board oversight in enterprise-wide
cybersecurity risk management as a
crucial factor in a company’s ability to
appropriately establish priorities, facilitate
adequate resource allocation and effectively
respond to cyber threats and incidents.
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The increased focus, particularly by the
SEC and DOJ, is more evident now than
ever in the wake of recently publicised
investigations into data security incidents
at Yahoo! and Equifax, the latter of which
has already resulted in criminal insider
trading charges being brought against an
Equifax employee.
Recently, in connection with the SEC’s
publication of its most recent Statement
and Interpretive Guidance on Public
Company Cybersecurity Disclosures,
SEC chairman Jay Clayton “urge(d)
public companies to examine their controls
and procedures, with not only their
securities law disclosure obligations in
mind, but also reputational considerations
around sales of securities by executives”.

Indeed, even apart from the regulators,
aggressive plaintiffs’ lawyers and activist
shareholders are similarly demanding
that boards be held accountable for
cybersecurity. Shareholder derivative
actions and activist investor campaigns
to oust directors are becoming the norm
in high-profile security breaches.
And, even more recently, the SEC
charged Yahoo! for securities violations
in connection with late disclosures of
significant data breaches, and the company
agreed to pay a $35 million fine.
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Obligations of
board members

The term ‘cybersecurity’ generally refers to
the technical, physical, administrative and
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organisational safeguards that a corporation
implements to protect, among other things,
personal information, trade secrets and
other intellectual property, the network and
associated assets or, as applicable, ‘critical
infrastructure’. This definition alone should
leave no doubt that a board of directors’ role
in protecting the corporation’s crown jewels
is essential to maximising the interests of the
corporation’s shareholders.
Generally, directors of US corporations
owe fiduciary duties of good faith, care and
loyalty, as well as a duty to avoid corporate
waste. In the US, the specific contours of
these duties are controlled by the laws of the
state in which the company is incorporated,
but the basic principles apply broadly
across most jurisdictions (with Delaware
corporations law often leading the way).
More specifically, directors are obligated
to discharge their duties in good faith,
with the care an ordinarily prudent person
would exercise in the conduct of his or
her own business under similar
circumstances and in a manner that the
director reasonably believes to be in the best
interests of the corporation. To encourage
individuals to serve as directors and to free
corporate decision-making from judicial
second-guessing, courts apply the ‘business
judgment rule’. In short, courts presume that
directors have acted in good faith and with
reasonable care after obtaining all material
information, unless proved otherwise. It is
a powerful presumption that is difficult to
overcome and has led to dismissal of many
legal challenges to board action or inaction.
To maximise their personal protection,
directors must ensure that, if the unthinkable
happens and their corporation falls victim
to a cybersecurity disaster, they have already
taken the steps necessary to preserve this
critical defence to personal liability.
In the realm of cybersecurity, the board of
directors has risk oversight responsibility;
the board does not itself manage
cybersecurity risks. Instead, the board
oversees the corporate systems that ensure
that management is doing so effectively.
Generally, directors will be protected by the
business judgment rule and will not be liable
for a failure of oversight unless there is a
sustained or systemic failure of the board to
exercise oversight – such as an utter failure to
attempt to assure a reasonable information
and reporting system exists. There are two
recognised ways that a board can fall short:
first, the directors intentionally and entirely
fail to put any reporting and control system
in place; or second, if there is a reporting
and control system, the directors refuse to
monitor it or fail to act on warnings they
receive from the system.
The risk that directors will face personal
liability is especially high where the board
has not engaged in any oversight of their
corporation’s cybersecurity risk. This is a

rare case, but other risks are more prevalent.
For example, a director may fail to exercise
due care if he or she makes a decision to
discontinue funding an IT security project
without getting any briefing about
cyberthreats the corporation is facing, or
worse, after being advised that termination
of the project may expose the company to
serious threats. If an entirely uninformed
or reckless decision to de-fund renders
the corporation vulnerable to known or
anticipated risks that lead to a breach,
the members of the board of directors
could be individually liable.

personal liability risk
2 The
to directors and officers

A) Liability under federal securities laws
Directors and officers face increasing
litigation risk in connection with
cybersecurity on two fronts. First, directors
and officers should be mindful of standard
securities fraud and insider trading claims
that can be brought against companies and
individuals in the wake of a data breach.
Securities laws generally prohibit public
companies from making material statements
of fact that are false or misleading. There are
three key areas of focus for public companies
and their boards of directors, all highlighted
by the recent SEC guidance:

In the realm of
cybersecurity, the board
of directors has ‘risk
oversight’ responsibility;
the board does not itself
manage cybersecurity
risks. Instead, the board
oversees the corporate
systems that ensure
that management is
doing so effectively
■■ Updating or correcting cybersecurity
risk disclosures Virtually all public
companies include risk of cybersecurity
incidents within corporate disclosures of
risk factors. Those risk disclosures,
however, discuss the possible impacts of
cybersecurity incidents. When a company
is actually in the midst of responding to
an incident, they may have a duty to
correct a prior risk disclosure that the
company determines was untrue or a duty
to update a risk disclosure that becomes
materially inaccurate after it is made
■■ Insider trading The DOJ recently brought
criminal charges and the SEC brought
an enforcement action against a former
Equifax executive for selling almost
$1 million worth of stock options upon
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discovering that Equifax had suffered a
major data breach, but before that fact
was released to the public. Several other
Equifax executives sold stock before
the Equifax breach was public, but no
charges have been brought against them
to date. Accordingly, companies should
consider whether it may be appropriate
to implement a trading blackout period
while the company investigates and
assesses the significance of a
cybersecurity incident, as such a blackout
period could protect against insider
trading and avoid the appearance of
improper trading during this period
■■ Avoiding selective disclosure and
regulation fair disclosure (FD)
Regulation FD requires fair disclosure
of material information. Companies
can inadvertently run foul of Regulation
FD by making statutorily required
notifications to affected individuals,
but not the public at large, which
could constitute a selective disclosure.
Companies should adopt policies and
procedures to avoid selective disclosure
prohibited by Regulation FD or ensure a
Form 8-K disclosure is made where such
information is provided to Regulation FD
enumerated persons, which may occur
when a company is required to provide
notification to individuals under state
data breach notification requirements
or other regulatory requirements
■■ Risk committee and board oversight
Companies are required to disclose the
board of directors’ role in risk oversight
of a company in annual reports or proxy
statements, pursuant to Item 407(h)
of Regulation S-K. The SEC’s new
cybersecurity guidance states that
companies should include a discussion of
the nature of the board’s role in overseeing
the management of cybersecurity risks
that are material to a company’s business.
In addition, the disclosures should
describe how the board engages with
management on cybersecurity issues.
The SEC believes these disclosures will
allow investors to assess how a board of
directors is discharging its risk oversight
responsibility in cybersecurity matters
Key to these and other considerations
is whether the cybersecurity incident is
material, which depends upon its nature,
extent and potential magnitude, particularly
as these relate to any compromised
information or the business and scope of
company operations. In considering
materiality, companies should consider: (1)
remediation costs; (2) increased cybersecurity
protection costs; (3) lost revenues; (4)
litigation and legal risks; (5) increased
insurance premiums; and (6) reputational
damage, including potential negative
impact on the company’s stock price.
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B) Liability for breaches of fiduciary
duties The second category of litigation
risk facing boards of directors comes
from plaintiffs, who are more aggressively
filing shareholder derivative suits, where
shareholders sue for breaches of directors’
fiduciary duties to the corporation. Recent
examples include shareholder derivative
litigation against the directors of Target
Corporation, Wyndham Worldwide
Corporation, Yahoo! and Wendy’s.
Although there is some variation in the
derivative claims brought to date, most have
focussed on two allegations: that the directors
breached their fiduciary duties by making a
decision that was ill-advised or negligent; or
that they failed to act in the face of a reasonably
known cybersecurity threat. Recent cases
have included allegations that directors:
■■ Failed to implement and monitor an
effective cybersecurity programme
■■ Failed to protect company assets and
business by recklessly disregarding
cyberattack risks and ignoring red flags
■■ Failed to implement and maintain internal
controls to protect customers’ or employees’
personal or financial information
■■ Failed to take reasonable steps in a timely
manner to notify individuals that the
company’s information security system
had been breached
■■ Caused or allowed the company to
disseminate materially false and
misleading statements to shareholders
(in some instances, in company filings)
It should be noted that board members
may not be protected from liability by the
exculpation clauses in their corporate
charters. Although virtually all corporate
charters exculpate board members from
personal liability to the fullest extent of the
law, Delaware law, for example, prohibits
exculpation for breaches of the duty of
loyalty, or breaches of the duty of good
faith involving ‘intentional misconduct’
or ‘knowing violations of law’. In addition,
with myriad federal and state laws that
touch on privacy and security, directors
may also lose their immunity based on
‘knowing violations of law’. Given the
nature of shareholder allegations in
derivative litigation, these are important
considerations and vary, depending on
the state of incorporation.
C) Other risks Litigation is not the only
risk that directors and officers face.
Activist shareholders and proxy advisors are
challenging the re-election of directors when
they perceive that the board did not do enough
to protect the corporation from a cyberattack.
The most prominent example took place in
connection with Target’s data breach. In May
2014, just weeks after Target released its CEO,
Institutional Shareholder Services (ISS), a
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leading proxy advisory firm, urged Target
shareholders to seek ouster of seven of Target’s
10 directors for “not doing enough to ensure
Target’s systems were fortified against security
threats” and for “failure to provide sufficient
risk oversight” over cybersecurity.

boards
3 Protecting
of directors

From a litigation perspective, boards of
directors can best protect themselves by
diligently overseeing the company’s
cybersecurity programme and taking some of
the above-referenced steps to comply with the
federal securities rules. Here are some other
considerations and steps that companies
should consider to limit liability and exposure:
■■ Consider appointing a chief information
security officer (CISO) or similar officer
and meet regularly with that individual
and other experts to understand the
company’s risk landscape, threat actors
and strategies to address that risk.
Appointing a CISO has an additional
benefit. Reports suggest that companies
that have a dedicated CISO detected more
security incidents and reported lower
average financial losses per incident

in bridging the communication and
expertise gaps between directors and
information security professionals, and
can also help translate cybersecurity
programme maturity into metrics and
relative relationship models that
directors are accustomed to using to
make informed decisions about risk
■■ Monitor compliance by directing that
management create internal and external
controls to ensure compliance and
adherence to that plan. Similar to internal
financial controls, boards should direct
management to test and certify compliance
with cybersecurity policies and procedures
■■ Allocate resources using information in
hand about what the company’s
cybersecurity risks are and an analysis of
its current posture. Boards should allocate
adequate resources to address those risks
so that management is appropriately
armed and funded to protect the company
■■ Include in annual reports or proxy
statements a description of the board
of directors’ role in overseeing the
management of cybersecurity risks that
are material to a company’s business, as
part of Item 407(h) of Regulation S-K
■■ Incorporate a process for ensuring that

DETECTING SECURITY ISSUES
Appointing a chief security officer
can help the board address risk

■■ Task a committee or subcommittee with
responsibility for cybersecurity oversight
and devote time to getting updates
and reports on cybersecurity from the
CISO on a periodic basis. As with audit
committees and accountants, boards can
improve oversight by recruiting a board
member with aptitude for the technical
issues that cybersecurity presents and
placing that individual on the committee/
subcommittee tasked with responsibility
for cybersecurity oversight
■■ Require that management implement
an enterprise-wide cybersecurity
risk management plan and align
management’s incentives to meet those
goals. Use of established analytical risk
frameworks, such as the National Institute
for Standards and Technology Framework
for Improving Critical Infrastructure
Cybersecurity, (usually referred to as
the “NIST Cybersecurity Framework”)
to assess and measure the corporation’s
current cybersecurity posture are critical

relevant information about cybersecurity
risks and incidents is processed in a timely
manner and reported to appropriate
personnel, all the way up to senior
management. Policies should provide for
open communications between technical
experts and disclosure advisors regarding
such risks and incidents in making
Sarbanes-Oxley Act 302 certifications
As criminals continue to escalate the cyber
war, boards of directors will increasingly find
themselves on the frontlines of regulatory,
class plaintiff and shareholder scrutiny.
Directors are well-advised to proactively
fulfil their risk oversight functions by driving
senior management toward a well-developed
and resilient cybersecurity programme. In
so doing, board members will not only better
protect themselves against claims that they
failed to discharge their fiduciary duties
but will also strengthen their respective
organisations’ ability to detect, respond
and recover from cybersecurity crises.
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