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Industry Best Practice  
Due-diligence and “know-your-customer” activity 

to help secure alcohol supply chains and reduce duty fraud 
 
Background 
 
A level of due-diligence should be undertaken as a matter of course in relation to 
commercial transactions.  However, increasing concerns regarding the level of 
alcohol duty fraud and illicit product entering the UK market and infiltrating supply 
chains mean robust procedures in relation to due-diligence and ‘know-your-
customer’ (KYC) programmes have become increasingly vital.  Indeed HMRC will 
shortly be making due-diligence a condition of approval for alcohol producers and 
traders in duty-in-suspense product.  This will be extended to the wholesale duty 
paid sector with the introduction of an alcohol wholesaler registration scheme, 
announced at Autumn Statement 13.  
 
Whilst alcohol supply chains are only as secure as the weakest link or links, brewers 
are committed to taking a lead in this area and putting procedures in place that 
immediate supply chain customers and those further down the chain can replicate.   
Whilst best practice actions outlined below do not prevent action being taken by 
HMRC,   such procedures are important to reduce the risk the risk of an assessment 
for duty and VAT evaded further down the supply chain if it is deemed that the 
company knew or ought to have known about fraud in the supply chain.  It is 
important to recognise that as new risks arise, procedures may need to evolve and 
be added to address these.  
 
Best practice points 
 
All the below areas should be commensurate with size and risk. 
 
1. A written policy regarding due diligence and KYC procedures put in 

place by the company  
 
2. A named individual with overall responsibility for company policy with 

clear roles and responsibilities assigned  
 
3. Awareness training for all staff members in customer and supplier 

facing roles and those involved in transactions and movements of duty-
in-suspense goods (rationale for policy, procedures to follow, high risk 
indicators etc).   

 
4. A risk assessment of trade channels and customers to identify those 

potentially at higher risk of duty evasion.  This could involve volumes of 
beer sold and trends (particularly duty-in-suspense), unusual or irregular 
trading patterns etc.  

 
5. Undertake customer verification checks and seek trade references on 

high risk and new customers.  Checks should include credit checks, 
internet searches, Experion reports, Companies House reports, Individual 
Insolvency Register Search, Disqualified Directors Search, Bankruptcy 
Restrictions Search , British and Irish Legal Information Institute Search.   
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6. A KYC questionnaire sent to existing higher risk customers and new 

customers seeking information and assurances around legitimacy of 
business and systems they have in place to ensure onward sale to 
legitimate customers and supply chains only. 

 
Specific questions could relate to: Personal details of Company Secretary and 
all Directors, bank, delivery and company information, previous/outstanding 
disputes with HMRC on VAT or Duty, systems in place/required registrations 
and guarantees for d.i.s movements, documentation and controls in place in 
relation to sales and purchases; undertakings, checks undertaken and 
assurances received from new and existing customers; whether non-UK 
customers.   

 
 7. Consideration of a site visit/audit by a company representative or third-

party  
 
8. Terms & Conditions of sale to include specific conditions regarding duty 

(and VAT) fraud.  A key aim of this being to impose tax compliance 
contractually throughout the supply chain 

  
9. Notify HMRC in a timely manner of any suspicions regarding retail 

pricing at uneconomic level or other suspicious trading patterns.  
 
10. Regularly monitor EMCS to ensure that the receiving warehouse keeper 

of consignments has correctly discharged each duty suspended 
movement within the time limits prescribed by law.  

 
11. Record-keeping, reporting and escalation procedures should be clearly 

set out with any suspicions reported through the agreed channel and 
acted on in a timely manner.  A file should be kept containing all pertinent 
information and documentation regarding higher risk customers which should 
be regularly reviewed. 

 
12. The policy should be robust enough with the necessary systems in 

place to allow the company to ultimately cease trading with those 
customers who, having been given the opportunity to do so, cannot 
provide the necessary guarantees or assurances regarding illicit supply 
chain activity and their own due-diligence procedures. 

 
13. The policy should be signed off by a lawyer to ensure it is fully compliant with 

competition law, meets all data protection requirements and includes 
appropriate caveats which state that the existence of the policy does not 
constitute knowledge of duty or VAT evasion 
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Additional note 
 
In order for the policy to be fully compliant with competition law, it should abide by 
the following guiding principles:  
 
(i) any information gathered in respect of third parties along the supply chain beyond 
the first customer must not be used to try to influence the direct customer's resale 
decisions (including resale prices and the customers to whom they sell)in any way;  
 
(ii) any decision to cease trading with a customer because of risks identified further 
down the supply chain must be proportionate in nature and follow the escalation 
procedure in the policy; and (iii) any decision to cease trading with a customer must 
be made unilaterally by the producer alone and not discussed in any way with any 
other producer. 
 
 
 
 

* * * 


