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What's New

This What's New is associated with the 2008-06-30 release of the Amazon CloudFront. This guide was
last updated on 15 September 2009.

The following table describes the important changes since the last release of the Amazon CloudFront
Developer Guide.

Change Description Release Date

Error
Correction

Fixed an error in the information about the format of error
responses. The RequestId element was incorrectly listed as
RequestID. A Detail element was incorrectly listed as one of
the elements in the response. For more information, see Error
Responses (p. 33).

15 September
2009

Update Updated the information about expiring versioned objects (for
more information, see Versioning Objects (p. 18).

Also added information about getting usage data for the service.
For more information, see Usage Data (p. 28).

9 January
2009

First Release This is the first release of the Amazon CloudFront Developer
Guide.

18 November
2008
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Welcome

Topics

• Audience (p. 2)

• Required Knowledge and Skills (p. 2)

• Reader Feedback (p. 3)

• How This Guide Is Organized (p. 3)

• Related Resources (p. 3)

This is the Amazon CloudFront Developer Guide. This section describes who should read this guide,
how the guide is organized, and other resources related to Amazon CloudFront.

We will refer to the following Amazon Web Services (AWS) products using the following abbreviated
forms; all copyrights and legal protections still apply.

Full Name Abbreviated Form

Amazon CloudFront CloudFront

Amazon Simple Storage Service Amazon S3

Audience
This guide is intended for developers who want to use Amazon CloudFront to distribute content to end
users.

Required Knowledge and Skills
Use of this guide assumes you are familiar with the following:

• Basic understanding of web services (for an overview, go to  W3 Schools Web Services Tutorial )

• Familiarity with using Amazon S3 and its features (for more information about Amazon S3, see the
technical documentation for the service)

• A programming language for consuming a web service and any related tools

http://www.w3schools.com/webservices/default.asp
http://developer.amazonwebservices.com/connect/kbcategory.jspa?categoryID=48
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• XML (for an overview, go to  W3 Schools XML Tutorial )

You should also have read the Amazon CloudFront Getting Started Guide, which includes instructions
for using CloudFront for the first time.

Business Requirements
To use Amazon CloudFront, you must have an AWS account and be signed up to use both CloudFront
and Amazon S3. When you sign up for CloudFront, you'll be prompted to sign up for Amazon S3 if
you're not already signed up. Instructions are included in the Amazon CloudFront Getting Started
Guide.

Reader Feedback
The online version of this guide provides a link that enables you to enter feedback about this guide. We
strive to make our guides as complete, error free, and easy to read as possible. You can help by giving
us feedback. Thank you in advance!

How This Guide Is Organized
This guide is organized into several major sections described in the following table.

Information Relevant Sections

General and conceptual information
about CloudFront

• Introduction to Amazon CloudFront (p. 5)

Using CloudFront, objects, and
distributions

• Using Amazon CloudFront (p. 15)

How to create requests, authenticate
requests, and understand responses
for the control API

• About Control API Requests and Responses (p. 30)

Control API reference, including the
schema location and the REST API

• Control API Reference (p. 38)

In addition, there is a glossary and an overview of our typographical conventions. Each section is
written to stand on its own, so you should be able to look up the information you need and go back to
work. However, you can also read through the major sections sequentially to get in-depth knowledge
about CloudFront.

Related Resources
The following table lists related resources that you'll find useful as you work with this service.

http://www.w3schools.com/xml/default.asp
http://docs.amazonwebservices.com/AmazonCloudFront/latest/GettingStartedGuide
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Resource Description

Amazon CloudFront Getting Started
Guide

The getting started guide provides instructions for using the
service for the first time.

Technical documentation for the
Amazon Simple Storage Service

The technical documentation provides a detailed discussion
of the service. It includes basic of getting started, an
overview of the service, programming reference, and API
reference.

Amazon CloudFront Release Notes The release notes give a high-level overview of the
current release. They specifically note any new features,
corrections, and known issues.

Product information for Amazon
CloudFront

The primary web page for information about Amazon
CloudFront.

Discussion Forums A community-based forum for developers to discuss
technical questions related to Amazon CloudFront.

AWS Developer Resource Center A central starting point to find documentation, code
samples, release notes, and other information to help you
build innovative applications with AWS.

AWS Technical Support Information The home page for AWS Technical Support, including
access to our Developer Forums, Technical FAQs, Service
Status page, and Premium Support (if you are subscribed
to this program).

AWS Premium Support Information The primary web page for information about AWS Premium
Support, a one-on-one, fast-response support channel to
help you build and run applications on AWS Infrastructure
Services.

E-mail address for questions
related to your AWS account:
<webservices@amazon.com>

This e-mail address is only for account questions. For
technical questions, use the Discussion Forums.

Conditions of Use Detailed information about the copyright and trademark
usage at Amazon.com and other topics.

http://docs.amazonwebservices.com/AmazonCloudFront/latest/GettingStartedGuide
http://docs.amazonwebservices.com/AmazonCloudFront/latest/GettingStartedGuide
http://developer.amazonwebservices.com/connect/entry.jspa?externalID=123&categoryID=48
http://developer.amazonwebservices.com/connect/entry.jspa?externalID=123&categoryID=48
http://developer.amazonwebservices.com/connect/kbcategory.jspa?categoryID=214
http://aws.amazon.com/cloudfront
http://aws.amazon.com/cloudfront
http://developer.amazonwebservices.com/connect/forum.jspa?forumID=46
http://developer.amazonwebservices.com/connect/kbcategory.jspa?categoryID=59
http://developer.amazonwebservices.com/connect/support.jspa
http://aws.amazon.com/premiumsupport
http://www.amazon.com/gp/help/customer/display.html/104-5054883-7838319?ie=UTF8&Version=1&nodeId=508088&entries=0
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Introduction to Amazon
CloudFront

Topics

• What Is Amazon CloudFront? (p. 6)

• Basic Amazon CloudFront Concepts (p. 7)

• How Amazon CloudFront Delivers Content (p. 9)

• Paying for Amazon CloudFront (p. 10)

• Amazon CloudFront or Amazon S3? (p. 12)

• Architectural Overview (p. 13)

This introduction to Amazon CloudFront is intended to give you a detailed summary of this web service.
After reading this section, you should have a good idea of what CloudFront offers and how it can fit in
with your business.
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What Is Amazon CloudFront?
Amazon CloudFront is a web service for content delivery. It makes it easier for you to distribute content
to end users quickly, with low latency and high data transfer speeds.

CloudFront delivers your content through a worldwide network of edge locations. End users are routed
to the nearest edge location, so content is delivered with the best possible performance. CloudFront
works seamlessly with the Amazon Simple Storage Service, which durably stores the original, definitive
versions of your files.
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Basic Amazon CloudFront Concepts
This section discusses the basic concepts that you need to understand before using Amazon
CloudFront.

Objects
Objects are the files you want CloudFront to deliver. This typically includes web pages, images, and
digital media files, but can be anything that can be served over HTTP. The files must be publicly
readable.

Origin Server
An origin server is the location where you store the original, definitive version of your objects. With
CloudFront, your origin server is an Amazon S3 bucket that you own (for more information, see Origin
Server Bucket (p. 21)). You place any objects you want delivered through CloudFront in the bucket.
How you get those objects into Amazon S3 doesn't matter (through the Amazon S3 API or another
tool). You can create a hierarchy within your bucket to store the objects, just like you would with
Amazon S3 buckets. You incur regular Amazon S3 charges for storage of the objects in the bucket (for
more information about the charges to use CloudFront, see Paying for Amazon CloudFront (p. 10)).

Note

Using an existing Amazon S3 bucket as your CloudFront origin server doesn't fundamentally
change that bucket in any way; you can still use it as you normally would to store and access
Amazon S3 objects (at the normal Amazon S3 prices).

Distributions
After you store your objects in your origin server, how do you get CloudFront to recognize them? You
create a distribution, which is a link between an Amazon S3 bucket (the origin server) and a domain
name (which CloudFront automatically assigns). You use this new domain name in place of standard
Amazon S3 references. For example, http://mybucket.s3.amazonaws.com/image.jpg would
instead be http://somedomainname.cloudfront.net/image.jpg.

The distribution can also incorporate CNAME aliases you want to use. For more information, see Using
CNAMEs (p. 24).

Edge Locations
An edge location is a geographical site where CloudFront caches copies of your objects. CloudFront
uses edge locations in:

United States

• Ashburn, VA

• Dallas/Fort Worth, TX

• Los Angeles, CA

• Miami, FL

• Newark, NJ

• Palo Alto, CA

• Seattle, WA
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• St. Louis, MO

Europe

• Amsterdam

• Dublin

• Frankfurt

• London

Asia

• Hong Kong

• Tokyo

When an end user requests one of your objects, CloudFront decides which edge location is best able
to serve the request. If the edge location doesn't have a copy, CloudFront goes to the origin server and
puts a copy of the object in the edge location.

Expiration
By default, an object expires after being in an edge location for 24 hours. After the object expires,
CloudFront no longer serves that particular object and must get a new copy of that object from the
origin server to serve to end users. For more information about expiration, see Object Expiration (p.
18).

Eventual Consistency
When you successfully create, modify, or delete a distribution using the CloudFront control API,
it takes time for your changes to propagate throughout the CloudFront system. This information
about the distribution is eventually consistent, but an immediate request to the control API to get that
distribution's information might not show the change. Consistency is usually reached within minutes,
but a high system load or network partition might increase this time. The control API lets you determine
when your changes have been fully deployed.
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How Amazon CloudFront Delivers Content
The following figure and table describe the basic process Amazon CloudFront uses to deliver your
content. In this example, the content is a file called image.jpg.

Process for Delivering Content

1 You place the original version of image.jpg in your Amazon S3 origin server bucket and
make it publicly readable.

2 You create a distribution and get your distribution's domain name.

3 You create links to image.jpg in your web site or web application with the CloudFront
domain name.

4 When an end user requests a page that contains image.jpg, CloudFront determines which
edge location would be best to serve image.jpg (in this case, we'll say it's the St. Louis
location).

5 If the St. Louis edge location doesn't have a copy of image.jpg, CloudFront goes to the
origin server and puts a copy of image.jpg in the St. Louis location.

6 The St. Louis edge location then serves image.jpg to the end user and then serves any
other requests for that file at the St. Louis location.

7 Later, image.jpg expires, and CloudFront deletes image.jpg from the St. Louis location.

CloudFront doesn't put a new copy of image.jpg in the St. Louis location until an end user
requests image.jpg again and CloudFront determines the St. Louis location should serve
the image.

CloudFront repeats tasks 4–7 as needed to satisfy end user demand for image.jpg.

Related Topics

• Overall Flow for Using Amazon CloudFront (p. 16)

• Object Expiration (p. 18)
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Paying for Amazon CloudFront
Amazon CloudFront is designed so you don't have to pay any upfront fees or commit to how much
content you'll have. Like with the other AWS services, you pay as you go, and only for what you use.

The following diagram and table summarize the charges to use CloudFront.

 Charge Comments

Storage in the origin server You pay normal Amazon S3 storage charges to store objects
in your bucket; the charges appear in the Amazon S3 portion
of your AWS statement.

Copying objects to edge
locations

You incur the normal Amazon S3 charges for GET requests
and for data transfer out; the charges appear in the Amazon
S3 portion of your AWS statement.

CloudFront copies an object to an edge location only if there
is demand for that object at that edge location.
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 Charge Comments

Serving objects from edge
locations

You incur CloudFront charges for requests and data transfer
out, which are lower than the corresponding Amazon S3
charges. The CloudFront charges appear in the CloudFront
portion of your AWS statement.

Your monthly bill from AWS separates your usage and dollar amounts by AWS service, so you see
some charges for Amazon S3 and some charges for CloudFront. Your use of Amazon S3 related to
your use of CloudFront is combined with any other Amazon S3 usage you have for the month.
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Amazon CloudFront or Amazon S3?
Both Amazon CloudFront and Amazon S3 serve content. Should you use CloudFront to serve all your
content? Not necessarily. It depends on your particular needs.

Amazon S3 is designed to store the original, definitive version of your files. It is optimized for high
durability and cost-effective application storage and data transfer.

CloudFront is designed to distribute your most popular content with low latency. It is not designed
for durable storage. Copies of your popular objects are stored in edge locations close to end users
on the Internet; if an object isn’t accessed frequently it might be removed from an edge location. For
objects that are served many times, CloudFront can lower the cost of delivery while providing a faster
download experience.

If you expect a large number of requests for each of your files, CloudFront provides higher
performance than Amazon S3 alone, because objects are stored closer to end users’ locations. You
might also find CloudFront a more cost-effective choice than Amazon S3 for delivery of popular objects
due to its lower charges for data transfer at higher usage tiers.
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Architectural Overview
These are the main actors involved when you use Amazon CloudFront:

• You

• Your web site or application

• Amazon S3

• CloudFront

• End users using your web site or application

Using CloudFront involves the types of communication described in the following figure and table.
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 Communication Between Reason

You and Amazon S3 To put objects in the origin server, manage them, and delete
them.

This is the normal interaction you have with Amazon S3 to
manage buckets and objects. This relationship is covered in the
Amazon Simple Storage Service Developer Guide.

You and CloudFront To manage your distribution.

This communication tells CloudFront the location of your origin
server and lets you configure aspects of how CloudFront should
deliver your content to end users. You can communicate with
CloudFront through the REST control API. This guide covers how
to do this (for more information, see Control API Reference (p.
38)).

End users and CloudFront To get copies of your objects from the edge locations (via your
web site or application).

This involves how end users link to your objects in CloudFront
through your web site or application. Because CloudFront (and
not Amazon S3) serves the objects, you give end users links to
CloudFront (instead of links to the objects in Amazon S3). For
more information about the format of these links, see Format of
Links to Objects (p. 17).

CloudFront and Amazon
S3

To get copies of your objects from the origin server as needed.

CloudFront takes care of this communication automatically when
a request comes in to an edge location that doesn't already have
a copy of the object.

http://developer.amazonwebservices.com/connect/kbcategory.jspa?categoryID=48
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Using Amazon CloudFront

Topics

• Overall Flow for Using Amazon CloudFront (p. 16)

• Working with Objects (p. 17)

• Working with Distributions (p. 20)

• Usage Data (p. 28)

This section describes how you use Amazon CloudFront to deliver content to end users, and how to
work with objects and distributions.
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Overall Flow for Using Amazon CloudFront
The following diagram and table explain the basic flow for using Amazon CloudFront. It assumes you're
already signed up for CloudFront and Amazon S3.

Process for Using CloudFront

1 You create the Amazon S3 bucket that will be your origin server.

2 You place your objects in the bucket and make them publicly readable.

3 You create your CloudFront distribution and get the domain name that CloudFront assigns.

Example distribution ID: PDFDVBD632BHDS5

Example domain name: e604721fxaaqy9.cloudfront.net

The distribution ID will not necessarily match the domain name.

4 You create the URLs that your end users will use to get your objects and include them as
needed in your web application or web site.

Example URL: http://e604721fxaaqy9.cloudfront.net/images/image.jpg

If you want to use your own domain name instead of the CloudFront domain name in the URLs, you
can create a CNAME alias for the CloudFront name. For more information, see Using CNAMEs (p.
24).
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Working with Objects
Topics

• Format of Links to Objects (p. 17)

• Versioning Objects (p. 18)

• Range GETs (p. 18)

• Object Expiration (p. 18)

• Object Eviction (p. 18)

• Object Content-Type (p. 19)

This section describes how you work with objects in the Amazon CloudFront system.

Format of Links to Objects
When you create a distribution, you receive the CloudFront domain name associated with that
distribution. You use that domain name when creating the links to your objects. The links you create
follow this format: http://<domain name>/<object name in Amazon S3>.

Note

You must make your objects publicly readable in Amazon S3 for your links to work.

Example

You have a bucket called mybucket, and inside the bucket is a publicly readable object named
images/image.jpg.

You create a distribution and indicate mybucket.s3.amazonaws.com will be your origin server for
this distribution.

CloudFront returns e604721fxaaqy9.cloudfront.net as the domain name for your distribution
and PDFDVBD632BHDS5 as the ID for your distribution.

The URL you present to end users to access your object in this example is http://
e604721fxaaqy9.cloudfront.net/images/image.jpg.

Anytime an end user clicks that URL, CloudFront serves that object from the appropriate edge location.
If the object isn't in that edge location, CloudFront goes to the origin server associated with the
PDFDVBD632BHDS5 distribution (mybucket.s3.amazonaws.com) and gets a copy of that object for
the edge location to serve to the end user.

Query String Parameters

If a URL includes any query string parameters, CloudFront ignores them when it identifies the object to
serve. For example, all of the following URLs return the same object:

• http://e604721fxaaqy9.cloudfront.net/images/image.jpg

• http://e604721fxaaqy9.cloudfront.net/images/image.jpg?parameter1=a

• http://e604721fxaaqy9.cloudfront.net/images/image.jpg?parameter1=a&parameter2=b

CloudFront removes any query parameters when it requests the object from the origin server and when
it logs the request.
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Versioning Objects
We recommend that you use the common technique of versioning to give yourself better control of
your content. Versioning means that you assign each object in the origin server a version number. For
example, instead of calling the file image.jpg, you call it image_1.jpg. Then when you want to start
serving a new version of the file, you name that new file image_2.jpg, and you update your links to
point to image_2.jpg. With versioning, you do not have to wait for an object to expire before you can
serve a new version of it.

Even though you might be versioning your objects, we still recommend you set an expiration date that
you feel is appropriate for your objects. For more information see Object Expiration (p. 18).

Range GETs
If an object is large, the end user might want to break up the download into smaller units. To do this,
the end user sends multiple range GET requests, each specifying a different byte range to GET. If
the object is already present in the edge location, Amazon CloudFront serves the part from the edge
location (regardless of the byte range specified).

If the object is not already present (partially or entirely) in the edge location, the behavior varies if the
request is for the first part of the object or a later part:

• First part of the object—CloudFront gets the whole object from the origin
CloudFront goes to the origin and starts to copy the entire object to the edge location. As soon
as the first byte appears at the edge location, CloudFront starts to serve the part to the end user.
CloudFront then continues to copy the entire object to the edge location to satisfy subsequent GET
requests.

• Later part of the object—CloudFront gets just the designated part from the origin
CloudFront goes to the origin and copies only the requested part to the edge location. As soon as
the first byte of the part appears at the edge location, CloudFront starts to serve the part to the end
user. After the part is completely served, it does not remain in the edge location.

Object Expiration
An object stays in an edge location until it expires. After the object expires, CloudFront must go back
to the origin server the next time that edge location needs to serve that object. By default, all objects
automatically expire after 24 hours.

You can specify a longer expiration time by using the Cache-Control, Pragma, or Expires header
on the object in the origin server. For more information about the headers, go to the RFC 2616
specification. The RFC 2616 specification might recommend maximum values for the headers;
however, CloudFront does not restrict their maximum values.

You cannot specify a shorter expiration time (CloudFront ignores the headers if you set them to values
less than 24 hours).

When CloudFront serves an object to an end user, the headers and your settings get passed along
with the object to the end user.

The end user cannot use the HTTP Cache-Control, Pragma, If-Modified-Since, or Expires
headers in the GET request to force CloudFront to go back to the origin server for the object.
CloudFront ignores those headers from the end user.

Object Eviction
Most objects in edge locations expire and are then replaced with new copies from the origin server
as demand requires (for more information, see Object Expiration (p. 18)). If an object in an edge

http://www.faqs.org/rfcs/rfc2616.html
http://www.faqs.org/rfcs/rfc2616.html
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location isn't frequently requested, Amazon CloudFront might evict the object (remove the object before
its expiration date) to make room for objects that are more popular.

Object Content-Type
Amazon CloudFront servers don't determine the MIME type for the objects they serve. Therefore, when
you upload an object to your Amazon S3 origin bucket, you should set the object's Content-Type
header.
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Working with Distributions
Topics

• Actions on Distributions (p. 20)

• Parts of a Basic Distribution (p. 20)

• Using CNAMEs (p. 24)

• Updating a Distribution's Configuration (p. 27)

• Deleting a Distribution (p. 28)

This section describes how you work with, configure, and manage distributions. For a basic description
of a distribution, see Distributions (p. 7).

Actions on Distributions
Each distribution has basic metadata and a configuration object associated with it. The following table
lists the actions you can perform on a distribution or its configuration object and provides links to the
corresponding control API reference topics.

Action API Reference Topic

Create a distribution Create a Distribution (p. 47)

List your distributions List Your Distributions (p. 51)

Get a distribution's information (both the
metadata and the configuration object)

Get a Distribution's Information (p. 54)

Get only a distribution's configuration object Get a Distribution's Configuration (p. 56)

Update a distribution's configuration object Set a Distribution's Configuration (p. 58)

Delete a distribution Delete a Distribution (p. 61)

Parts of a Basic Distribution
Topics

• Parts You Provide (p. 20)

• Parts Amazon CloudFront Provides (p. 22)

This section describes the essential parts of a simple distribution.

You can have up to 100 distributions in the Amazon CloudFront system. There's no limit on the number
of files you can serve per distribution.

Parts You Provide

To have CloudFront recognize your objects, you create a distribution by using the CloudFront control
API (for more information, see Create a Distribution (p. 47)).

When you create a distribution, you must specify three things:

• Amazon S3 origin server bucket
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• Caller reference

• Whether the distribution should be enabled or disabled upon creation

You can optionally provide these other components:

• One or more CNAME aliases for the distribution's domain name

• Comments about the distribution

When you create the distribution with the CloudFront control API, you provide an XML document that
contains this information (in an element called DistributionConfig). For more information, see
DistributionConfig Complex Type (p. 44).

Origin Server Bucket

When you create the distribution, you specify the origin server bucket's name using this format:
<bucket name>.s3.amazonaws.com. Do not use the Amazon S3 path style for specifying the bucket,
which is s3.amazonaws.com/<bucket name>. If the bucket has a CNAME alias, you must specify the
bucket name and not the CNAME alias.

Important

In the early days of Amazon S3, you could create DNS-incompatible bucket names. For your
bucket to work with CloudFront, it must conform to DNS requirements. For more information,
go to Bucket Restrictions and Limitations in the Amazon Simple Storage Service Developer
Guide.

You typically create one distribution per origin server, although you could create multiple distributions
per origin server. If you had two distributions for one origin server (for example), you could then
reference a single object using either distribution. For example, if you had an image file called
image.jpg in your origin server, CloudFront would consider them to be two individual image.jpg
objects: one image.jpg accessible through one distribution, and another image.jpg accessible
through the other distribution.

Note

After you create a distribution, you can't change its origin server. If you need to change the
origin server for a distribution, you must create a new distribution that uses the new origin
server and update either your links or your DNS records to use the new distribution's domain
name. You can then delete the original distribution (for more information, see Deleting a
Distribution (p. 28)).

Caller Reference

The caller reference is a unique value that you provide and CloudFront uses to prevent replays of
your request. You must provide a new caller reference value and other new information in the request
for CloudFront to create a new distribution. You could use a time stamp for the caller reference (for
example: 20080930090000).

If you pass the same caller reference value and the rest of the request is the same, CloudFront doesn't
create a new distribution. Instead, it returns information about the distribution you previously created
with that caller reference.

If you pass the same caller reference value but vary other information in the request, CloudFront
returns a DistributionAlreadyExists error (for more information about errors, see Error
Responses (p. 33)).

http://docs.amazonwebservices.com/AmazonS3/latest/BucketRestrictions.html
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After you create a distribution, you can't change its caller reference.

Enabled or Disabled

When you create a distribution, you must tell CloudFront if you want the distribution to be enabled
or disabled once it's created. Enabled means that as soon as the distribution is fully deployed (for
more information, see Eventual Consistency (p. 8)), you can deploy links that use the distribution's
domain name and end users can retrieve content. In other words, whenever a distribution is enabled,
CloudFront accepts and handles any end user requests for content that use the domain name
associated with that distribution.

Disabled means that even though the distribution might be deployed and ready to use, end users can't
use it. In other words, whenever a distribution is disabled, CloudFront doesn't accept any end user
requests that use the domain name associated with that distribution. Until you switch the distribution
from disabled to enabled (by updating the distribution's configuration), no one can use it.

You can switch a distribution from disabled to enabled and vice versa as often as you like. Make sure
to follow the process for updating a distribution's configuration (for more information, see Updating a
Distribution's Configuration (p. 27)).

CNAME Aliases

You can optionally associate one or more CNAME aliases with a distribution so that you can use a
domain name of your choice in links to your objects instead of the domain name CloudFront assigns.
For more information, see Using CNAMEs (p. 24).

Comments

When you create a distribution, you can provide optional comments about the distribution. You can
update those comments at any time. The maximum allowed length is 128 characters.

Parts Amazon CloudFront Provides
When you create a new distribution, CloudFront returns the following information:

• The distribution's ID (e.g., PDFDVBD632BHDS5)

• The distribution's domain name (e.g., e604721fxaaqy9.cloudfront.net)

• The distribution's current status

• When the distribution was last modified

Distribution ID

The distribution's ID won't necessarily match the domain name. You can refer to the distribution by its
ID (e.g., PDFDVBD632BHDS5). Whenever you perform an action on the distribution, you provide its fully
qualified ID. For example, https://cloudfront.amazonaws.com/2008-06-30/distribution/
PDFDVBD632BHDS5.

Domain Name

You use the distribution's domain name in the links to your objects, unless you're using CNAME
records (for more information, see Using CNAMEs (p. 24)). If your distribution's domain name is
e604721fxaaqy9.cloudfront.net, the link to the example images/image.jpg file would be
http://e604721fxaaqy9.cloudfront.net/images/image.jpg.

Status

The possible status values for a distribution are listed in the following table.



Amazon CloudFront Developer Guide
Parts of a Basic Distribution

API Version 2008-06-30
23

Value Description

InProgress The distribution is still being created or updated.

Deployed The distribution has been created or updated and the changes have been fully
propagated through the CloudFront system.

Note

Even if the distribution's status is Deployed, you still must enable the distribution for use
before end users can retrieve content. For more information, see Enabled or Disabled (p.
22).

Last Modification Date

The last modification time stamp uses the ISO 8601 format (e.g., 2008-07-24T19:37:58Z). For more
information, go to http://www.w3.org/TR/NOTE-datetime.

http://www.w3.org/TR/NOTE-datetime
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Using CNAMEs
Topics

• What Is a CNAME? (p. 24)

• Setting Up a CNAME Alias (p. 24)

• Multiple CNAME Aliases (p. 26)

• No CNAME vs. an Empty CNAME (p. 26)

What Is a CNAME?
A CNAME record is an entry in a DNS table that lets you alias one fully qualified domain name to
another. For example, if you owned beagles.com and beagles.dogs.com, you could create the
following CNAME record that would specify beagles.com as an alias for beagles.dogs.com.

beagles.com CNAME beagles.dogs.com

Why are CNAMEs useful when you use Amazon CloudFront? Using a CNAME lets you use a domain
name of your choice in your links instead of the domain name CloudFront provides you.

Important

You must be the owner of any domain name that you specify as an alias of your distribution's
domain name.

Example

You create a distribution, and CloudFront returns e604721fxaaqy9.cloudfront.net as the
distribution's domain name. The link you would create to your object called images/image.jpg would
be http://e604721fxaaqy9.cloudfront.net/images/image.jpg.

However, you want your links to use example.com instead of the cloudfront.net domain
name that CloudFront provided. So you want the link to images/image.jpg to be http://
example.com/images/image.jpg instead of http://e604721fxaaqy9.cloudfront.net/
images/image.jpg.

Setting Up a CNAME Alias
The following figure and table describe the process for setting up a CNAME alias so you can use your
own domain name in your links instead of your distribution's CloudFront domain name.



Amazon CloudFront Developer Guide
Using CNAMEs

API Version 2008-06-30
25

Process for Setting Up a CNAME Alias

1 Update your distribution's configuration to include the CNAME alias (using the CNAME element
in the DistributionConfig object).

If you're adding an additional CNAME alias to a distribution that already has one, see Multiple
CNAME Aliases (p. 26).

For information about distribution configuration and updating a distribution, see
DistributionConfig Complex Type (p. 44) and Updating a Distribution's Configuration (p.
27).

2 Confirm your update in task 1 is fully deployed.

The update is fully deployed after the distribution's status returns to Deployed. If you don't
wait for the update to be deployed, the links you create in the following steps might not work.
For information about getting a distribution's status, see Get a Distribution's Configuration (p.
56).

3 Create a CNAME record in the DNS system to establish the alias between your domain name
and the CloudFront domain name for your distribution.

The exact procedure for configuring DNS depends on your DNS server or DNS provider and
is beyond the scope of this document.

Important

If you already have an existing CNAME record for your domain name, make sure
you update that record or replace it with a new one that points to your distribution's
domain name.

Also, make sure your CNAME record points to your distribution's domain name, and
not your Amazon S3 bucket.

4 Confirm in the DNS system that the CNAME record points to your distribution's domain name.

Use a DNS tool like dig (for information about dig, go to http://www.kloth.net/services/
dig.php). The following shows an example dig request on a domain name called
images.yourdomain.com, and the relevant part of the response.

[prompt]> dig images.yourdomain.com
         
; <<> DiG 9.3.3rc2 <<> images.yourdomain.com
;; global options:  printcmd
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 15917
;; flags: qr rd ra; QUERY: 1, ANSWER: 9, AUTHORITY: 2, ADDITIONAL: 0

;; QUESTION SECTION:
;images.yourdomain.com.     IN    A
         
;; ANSWER SECTION:
images.yourdomain.com. 10800 IN  CNAME  e604721fxaaqy9.cloudfront.net.
...
...

The line in the Answer Section shows the CNAME alias between the domain
name images.yourdomain.com and the CloudFront distribution domain name
e604721fxaaqy9.cloudfront.net. The CNAME record for your domain name is set up correctly
if the name on the right side of CNAME in that line is your CloudFront distribution's domain
name. If it's your Amazon S3 origin server bucket or some other domain name, then the
CNAME record is set up incorrectly. In that case, go back to task 3 and correct the CNAME
record to point to your distribution's domain name.

http://www.kloth.net/services/dig.php
http://www.kloth.net/services/dig.php
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5 Test the CNAME alias.

Create some test links that use your domain name in the URL instead of the distribution's
CloudFront domain name. Test those links to confirm your content is being served correctly
with the CNAME alias.

6 Go live with the CNAME alias.

Substitute your domain name for the distribution's CloudFront domain name in your live links
to objects.

Multiple CNAME Aliases
You can use more than one CNAME alias with a distribution. For example, you could have
alias1.example.com and alias2.example.com both associated with your distribution's domain
name. You can have up to 10 CNAME aliases per distribution. You can associate a particular CNAME
alias with only one distribution.

Important

When adding an additional CNAME alias to a distribution that already has one, make sure
to include the original CNAME alias in the DistributionConfig object. Otherwise, your
update erases the original CNAME alias and just adds the new one. This is because the
process of updating a distribution's configuration replaces the entire configuration object; it
doesn't add new items to it.

No CNAME vs. an Empty CNAME
In a distribution's configuration, the lack of a CNAME element is not equivalent to an empty CNAME
element (<CNAME/>). If you don't want the distribution to have a CNAME, then don't include a CNAME
element when you create the distribution or update its configuration. If you do, CloudFront returns
a MalformedXML error (for more information about errors, see Errors (p. 40)). The following
table shows a correct and incorrect configuration object for a distribution with no CNAMEs. For more
information about the configuration object, see DistributionConfig Complex Type (p. 44).

Correct <?xml version="1.0" encoding="UTF-8"?>
<DistributionConfig xmlns="http://cloudfront.amazonaws.com/
doc/2008-06-30/">
   <Origin>mybucket.s3.amazonaws.com</Origin>   
   <CallerReference>20080930090000</CallerReference>
   <Comment>My comments</Comment>
   <Enabled>true</Enabled>
</DistributionConfig>

Incorrect <?xml version="1.0" encoding="UTF-8"?>
<DistributionConfig xmlns="http://cloudfront.amazonaws.com/
doc/2008-06-30/">
   <Origin>mybucket.s3.amazonaws.com</Origin>   
   <CallerReference>20080930090000</CallerReference>
   <CNAME/>
   <Comment>My comments</Comment>
   <Enabled>true</Enabled>
</DistributionConfig>

To remove a CNAME from a distribution, remove the corresponding CNAME element and update
the configuration. For information about updating a distribution's configuration, see Updating a
Distribution's Configuration (p. 27).
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Updating a Distribution's Configuration
You can update a distribution's configuration at any time. This section describes the process you must
use. The only parts of the distribution's configuration you can update are the CNAMEs, the comments,
and whether the distribution is enabled. For more information about the contents of a distribution's
configuration, see DistributionConfig Complex Type (p. 44).

Important

When you update a distribution's configuration, you replace the entire configuration object
with a new one; you don't add to the existing configuration. This distinction is important to
remember when adding an additional CNAME alias to a distribution that already has one.
Make sure to include the original CNAME alias in the DistributionConfig object, or else
your update will erase the original CNAME alias and just add the new one.

When you try to update a distribution's configuration, another authorized person in your company could
be trying to do the same thing. The following figure and table describe how to update the distribution to
avoid any conflicts.

Process for Updating a Distribution's Configuration

1 You send a request to retrieve the distribution's current configuration information.

You can get either the distribution's general information (see Get a Distribution's
Information (p. 54)), or specifically its configuration (see Get a Distribution's
Configuration (p. 56)).

2 CloudFront responds with the distribution's current information (in the form of an XML
document) and the HTTP ETag header associated with the distribution's current information
(e.g., E2QWRUHAPOMQZL). The same ETag is returned whether you requested the general
distribution information or specifically the configuration.

If you requested the configuration, you can just update that same XML document you
received with the changes you want to make to the distribution's configuration.

3 You send a request to update the distribution's configuration information. In the request, you
include the updated XML document, and the HTTP If-Match header set to the value of the
ETag header you received in task 2.

For information about updating the distribution's configuration object, see Set a Distribution's
Configuration (p. 58).

4 AWS confirms that the version number you sent in the If-Match header matches the current
version of the configuration information.

If it does, your request is processed.

If it does not, this means that someone else has modified the configuration since you
retrieved the information earlier. In this case, CloudFront returns a PreconditionFailed
error (HTTP status code 412). You should then repeat tasks 1-3. In task 2 you'll get a different
value for the ETag header than you did the first time, and you must provide that new value in
task 3.
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Deleting a Distribution
You can have up to 100 distributions in the Amazon CloudFront system. However, you might find that
you no longer want to use a particular distribution. The following figure and table describe the process
you must use to delete a distribution.

Process for Deleting a Distribution

1 You disable the distribution and get the value of the ETag header in the response to your PUT
request.

Specifically, you update the distribution's configuration to have the Enabled value set
to false. For information about updating a distribution's configuration, see Updating a
Distribution's Configuration (p. 27).

2 You confirm that the distribution is disabled.

This task is optional; if you try to delete the distribution before it is fully disabled, CloudFront
returns a DistrbutionNotDisabled error (HTTP status code 409).

To confirm the distribution is disabled, you fetch the distribution's information and confirm the
value of the Status is Deployed and not InProgress (Deployed indicates your request to
disable the distribution has propagated throughout the CloudFront system). For information
about fetching a distribution's information, see Get a Distribution's Information (p. 54).

After the distribution is disabled, any end user requests that use the domain name associated
with the distribution will fail.

3 You send a request to delete the distribution and include the HTTP If-Match header set to
the value of the ETag header you received in task 1.

For more information, see Delete a Distribution (p. 61).

4 AWS confirms that the version number you sent in the If-Match header matches the current
version of the configuration information.

If it does, your request is processed.

If it does not, this means that someone else has modified the distribution since you disabled it
(and possibly re-enabled it). In this case, CloudFront returns a PreconditionFailed error
(HTTP status code 412). You should then repeat tasks 1-3. In task 1 you'll get a different
value for the ETag header than you did the first time, and you must provide that new value in
task 3.

Usage Data
You might be interested in getting data about end user access to your objects. Currently the only
information available is the general AWS service usage data.
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AWS Account Activity
You can get general information about your AWS service usage and costs on your Account Activity
page.

To access your account activity

• Go to http://aws.amazon.com, click Your Account, and then select Account Activity.

Usage Report
AWS provides a usage report for Amazon CloudFront, similar to the one for Amazon S3. You can
download aggregate usage by edge location region (Europe, U.S., Japan, Asia-Pacific) and by usage
type (data transferred out and requests). You can aggregate the data by hour, day, or month. If you
want information about the GETS from your origin server bucket, use the usage report for Amazon S3.

To get usage reports

• Go to http://aws.amazon.com, click Your Account, and then select Usage Reports.

Note

The value for the Resource field in the CloudFront usage report is your distribution's ID.

http://aws.amazon.com
http://aws.amazon.com
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About Control API Requests and
Responses

Topics

• REST Requests (p. 31)

• REST Responses (p. 33)

• Authenticating REST Requests (p. 34)

This section describes how to make REST requests to the Amazon CloudFront control API, which you
use to create and manage your distributions. The various topics acquaint you with the components of
requests, the content of responses, and how to authenticate requests.
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REST Requests
Amazon CloudFront REST requests are HTTPS requests, as defined by RFC 2616 (for more
information, go to http://www.ietf.org/rfc/rfc2616.txt). This section describes the structure of a
CloudFront REST request. For detailed descriptions of the actions you can perform, see Control API
Reference (p. 38).

A typical REST action consists of sending a single HTTPS request to CloudFront, and waiting for the
HTTP response. Like any HTTP request, a REST request to CloudFront contains a request method, a
URI, request headers, and sometimes a query string or request body. The response contains an HTTP
status code, response headers, and sometimes a response body.

Request URI
The request URI always starts with a forward slash and then the version of the CloudFront API you use
(for example, 2008-06-30). The remainder of the URI indicates the particular resource you want to act
on. For example, following is the URI you use when creating a new distribution (for more information,
see Create a Distribution (p. 47)).

/2008-06-30/distribution

The topics in this guide that describe the different API actions show how to structure the URI.

Request Headers
The following table lists the HTTP headers that CloudFront REST requests use.

Header Name Description Required

Authorization The information required for request authentication (for
more information, see Authenticating REST Requests (p.
34)).

Yes

Content-
Length

Length of the message (without the headers) according to
RFC 2616.

Condition: Required if the request body itself contains
information (most toolkits add this header automatically).

Conditional

Content-Type The content type of the resource. Example: text/plain.

Condition: Required for POST and PUT requests.

Conditional

Date The date used to create the signature contained in the
Authorization header. The format must be one of the
full date formats specified in RFC 2616 section 3.1.1. For
example: Wed, 05 Apr 2006 21:12:00 GMT. For more
information, go to the RFC 2616 specification.

Condition: Required unless you provide the x-amz-date
header (for more information, see Request Time Stamp (p.
32)).

Conditional

Host The host being requested. The value must be
cloudfront.amazonaws.com

Condition: Required for HTTP 1.1 (most toolkits add this
header automatically)

Conditional

http://www.ietf.org/rfc/rfc2616.txt
http://www.faqs.org/rfcs/rfc2616.html
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Header Name Description Required

x-amz-date The date used to create the signature contained in the
Authorization header. The format must be one of the
full date formats specified in RFC 2616 section 3.1.1. For
example: Wed, 05 Apr 2006 21:12:00 GMT. For more
information, go to the RFC 2616 specification.

Condition: Required if you do not provide the Date header
(for more information, see Request Time Stamp (p. 32)).

Conditional

Request Time Stamp
You must provide the time stamp in either the HTTP Date header or the AWS x-amz-date header
(some HTTP client libraries don't let you set the Date header). When an x-amz-date header is
present, the system ignores any Date header when authenticating the request.

The time stamp must be within 15 minutes of the AWS system time when the request is received. If it
isn't, the request fails with the RequestExpired error code. This is to prevent replays of your requests
by an adversary.

Request Body
Many of the CloudFront API actions require you to include XML in the body of the request. The XML
conforms to the CloudFront schema (for more information, see Schema (p. 39)). The topics in this
guide that describe the API actions show the structure of the XML required in the request.

Example Request
The following example request creates a distribution in the CloudFront system.

POST /2008-06-30/distribution HTTP/1.1
Host: cloudfront.amazonaws.com
Authorization: [AWS authentication string]
Date: Thu, 24 Jul 2008 19:37:58 GMT
[Other required headers]
  
<?xml version="1.0" encoding="UTF-8"?>
<DistributionConfig xmlns="http://cloudfront.amazonaws.com/doc/2008-06-30/">
   <Origin>mybucket.s3.amazonaws.com</Origin>
   <CallerReference>20080930090000</CallerReference>
   <Comment>My comments</Comment>
   <Enabled>true</Enabled>
</DistributionConfig>

Related Topics

• Authenticating REST Requests (p. 34)

• REST Responses (p. 33)

http://www.faqs.org/rfcs/rfc2616.html
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REST Responses
Amazon CloudFront responses are just standard HTTP responses. Some of the CloudFront actions
return special information specific to CloudFront in the form of an HTTP header or XML in the body of
the response. The specific details are covered in the API reference topic for the particular action.

Example Response
The following example shows the response when creating a distribution.

201 Created
Location: https://cloudfront.amazonaws.com/2008-06-30/distribution/
PDFDVBD632BHDS5

<?xml version="1.0" encoding="UTF-8"?>
<Distribution xmlns="http://cloudfront.amazonaws.com/doc/2008-06-30/">
    <Id>PDFDVBD632BHDS5</Id>
    <Status>InProgress</Status>
    <LastModifiedTime>2008-07-24T19:37:58Z</LastModifiedTime>
    <DomainName>e604721fxaaqy9.cloudfront.net</DomainName>
    <DistributionConfig>
      <Origin>mybucket.s3.amazonaws.com</Origin>
      <CallerReference>20080930090000</CallerReference>
      <Comment>My comments</Comment>
      <Enabled>true</Enabled>
    </DistributionConfig>
</Distribution>

Error Responses
If a REST request results in an error, the HTTP reply has:

• An XML error document as the response body

• Content-Type header: application/xml

• An appropriate 3xx, 4xx, or 5xx HTTP status code

Following is an example of the XML error document in a REST error response.

<ErrorResponse http://cloudfront.amazonaws.com/doc/2008-06-30/>
   <Error>
      <Type>Sender</Type>
      <Code>InvalidURI</Code>
      <Message>Could not parse the specified URI.</Message>
   </Error>
   <RequestId>410c2a4b-e435-49c9-8382-3770d80d7d4c</RequestId>
</ErrorResponse>

Related Topics

• Errors (p. 40)

• REST Requests (p. 31)

• Authenticating REST Requests (p. 34)
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Authenticating REST Requests
Topics

• Comparison with Amazon S3 (p. 34)

• Overview of the Authentication Process (p. 34)

• The String to Sign (p. 35)

• Calculating the Signature (p. 35)

• The Authorization Header (p. 36)

• Authentication Errors (p. 36)

• Fetching the Date (p. 36)

Every request you make to the Amazon CloudFront control API must be authenticated. AWS and
others in the coding community provide tools that automatically sign your requests as required for
CloudFront. For more information, go to the Amazon CloudFront Getting Started Guide or to the
CloudFront sample code and libraries page. If you plan to write your own code to sign requests, then
read this topic.

Comparison with Amazon S3
If you already know how authentication works for Amazon Simple Storage Service REST requests,
then the information in this topic will be familiar to you.

Following are the main differences between how you authenticate CloudFront and Amazon S3
requests:

• For CloudFront, you must use HTTPS

• For CloudFront, the canonical string to sign is simply the value of the Date header (or the x-amz-
date header if you include it in the request)
Therefore, the value of the Authorization header is as follows:

Authorization: "AWS" + " " + AWSAccessKeyID + ":" + 
                Base64(HMAC-SHA1(UTF-8(Date), UTF-8(AWSSecretAccessKey)))

Overview of the Authentication Process
Authentication is how you prove your identity to the system. You must prove your identity in all your
requests to the CloudFront control API. The following sections describe how.

The CloudFront REST API uses a custom HTTP scheme based on a keyed-HMAC (Hash Message
Authentication Code) for authentication. The following figure and table describe the basic process for
authentication.

Process for Request Authentication

1 You create a string based on specific information in the request. For more information, see
The String to Sign (p. 35).

http://docs.amazonwebservices.com/AmazonCloudFront/latest/GettingStartedGuide/
http://developer.amazonwebservices.com/connect/kbcategory.jspa?categoryID=212


Amazon CloudFront Developer Guide
The String to Sign

API Version 2008-06-30
35

2 You calculate a signature using your AWS Secret Access Key, the string from task 1, and an
HMAC-SHA1 algorithm.

Informally, we call this process signing the request, and we call the output of the HMAC
algorithm the signature because it simulates the security properties of a real signature. For
instructions on creating the signature, see Calculating the Signature (p. 35).

3 You include the signature in the request and send the request to AWS using HTTPS (HTTP
requests are not accepted).

For information about where to put the signature in the request, see The Authorization
Header (p. 36).

4 We check your signature.

When we receive your request, we fetch the AWS Secret Access Key that you claim to
have and use it in the same way you did to compute a signature for the message. We then
compare the signature we calculated to the signature you presented in the request. If the two
signatures match, we accept and process the request. Otherwise, we reject the request and
respond with an error message (for more information, see Authentication Errors (p. 36)).

Note

We also confirm the request time stamp is within 15 minutes of the AWS server time. For more
information, see Fetching the Date (p. 36).

The String to Sign
In the first task in the preceding process, you form a string. The string is simply the UTF-8 encoded
value of the Date header in the request (e.g., Thu, 24 Jul 2008 19:37:58 GMT). Your request must
include either the Date header, the x-amz-date header, or both (if both are present, we ignore the
Date header when authenticating the request). You might decide to include the x-amz-date header if
your HTTP client doesn't let you set the Date header.

The format you use for the header value must be one of the full date formats specified in RFC 2616
section 3.1.1. For example: Wed, 05 Apr 2006 21:12:00 GMT. For more information, go to the
RFC 2616 specification.

Calculating the Signature
Calculating the value to include in the request is a simple procedure.

Calculating the Signature

1. Calculate an RFC 2104-compliant HMAC-SHA1 hash, using the string (see The String to Sign (p.
35)) and your Secret Access Key as the key.

2. Convert the resulting value to base64.

The result is the signature you include in the request.

The following table shows a string, a fake Secret Access Key, and what the resulting base64 encoded
signature would be.

String Thu, 14 Aug 2008 17:08:48 GMT

Secret Access Key /Ml61L9VxlzloZ091/lkqVV5X1/YvaJtI9hW4Wr9

Base64 encoded signature 4cP0hCJsdCxTJ1jPXo7+e/YSu0g=

http://www.faqs.org/rfcs/rfc2616.html
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The Authorization Header
To pass the signature to AWS, you include it as part of the standard HTTP Authorization header.
You include both the signature and your AWS Access Key ID in the header using the following format.

Authorization: AWS <AWSAccessKeyId>:<Signature>

Note that there is a space after the AWS.

Following is an example REST request with the example signature calculated in the preceding section.
The AWS Access Key ID (0PN5J17HBGZHT7JJ3X82) is fake.

POST /2008-06-30/distribution HTTP/1.1
Host: cloudfront.amazonaws.com
Date: Thu, 14 Aug 2008 17:08:48 GMT
Authorization: AWS 0PN5J17HBGZHT7JJ3X82:4cP0hCJsdCxTJ1jPXo7+e/YSu0g=
[Other required headers]

<?xml version="1.0" encoding="UTF-8"?>
<DistributionConfig xmlns="http://cloudfront.amazonaws.com/doc/2008-06-30/">
  <Origin>mybucket.s3.amazonaws.com</Origin>
  <CallerReference>20080930090000</CallerReference>
  <Comment>My comments</Comment>
  <Enabled>true</Enabled>
</DistributionConfig>

Authentication Errors
If the signature we create based on your request and Secret Access Key doesn't match the signature
you sent in the request, we return the following error.

<ErrorResponse xmlns="http://cloudfront.amazonaws.com/doc/2008-06-30/">
   <Error>
      <Type>Sender</Type>
      <Code>SignatureDoesNotMatch</Code>
      <Message>The request signature we calculated 
        does not match the signature you provided. 
        Check your AWS Secret Access Key and signing
        method. Consult the service documentation for details.
      </Message>
   </Error>
   <RequestId>a1170c87-d04d-47c9-964f-54e1a4883f4e</RequestId>
</ErrorResponse>

Fetching the Date
To avoid replays of your requests, AWS requires the time stamp in the request to be within 15 minutes
of the AWS system time. To avoid clock synchronization errors, we recommend you fetch the current
date from the CloudFront server and then use that as the time stamp for your request and the string for
your signature.

To fetch the date

• Send an unauthenticated GET request for the date resource.

GET /date HTTP/1.1
Host: cloudfront.amazonaws.com



Amazon CloudFront Developer Guide
Fetching the Date

API Version 2008-06-30
37

We return the current server date as the value of the Date response header (note that the HTTP status
code may or may not be a 200). The date uses the RFC 1123 format (e.g., Wed, 23 Jul 2008 17:08:48
GMT). For more information, go to the RFC 1123 specification.

http://www.faqs.org/rfcs/rfc1123.html
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Control API Reference

Topics

• API Version (p. 39)

• Schema (p. 39)

• Errors (p. 40)

• Complex Types (p. 41)

• Actions (p. 46)

This section contains the Amazon CloudFront control API reference.
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API Version
The Amazon CloudFront control API is versioned using a date. The current version is 2008-06-30. You
include the date as part of the URI in your requests (for more information, see Request URI (p. 31)).

Schema
Many of the REST API requests and responses include XML. That XML follows the Amazon
CloudFront schema, which is located at https://cloudfront.amazonaws.com/doc/2008-06-30/
AmazonCloudFrontCommon.xsd.

https://cloudfront.amazonaws.com/doc/2008-06-30/AmazonCloudFrontCommon.xsd
https://cloudfront.amazonaws.com/doc/2008-06-30/AmazonCloudFrontCommon.xsd
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Errors
The following table lists the errors that all Amazon CloudFront actions return. Errors specific to
a particular action are listed in the topic for that action. For information about the format of error
responses, see Error Responses (p. 33).

Error Description HTTP Status Code

AccessDenied Access denied. 403

InappropriateXML The XML document you provided was well-
formed and valid, but not appropriate for
this operation.

400

InternalError We encountered an internal error. Please
try again.

500

InvalidAction The action specified is not valid. 400

InvalidArgument <Parameter name and problem> 400

InvalidClientTokenId The AWS Access Key ID you provided
does not exist in our records.

403

InvalidHTTPAuthHeader The HTTP authorization
header is bad, use format: AWS
<AWSAccessKeyId>:<Signature>

400

InvalidHTTPRequest There was an error in the body of your
HTTP request.

400

InvalidURI Could not parse the specified URI. 400

MalformedXML The XML you provided was not well-formed
or did not validate against our published
schema.

400

MissingClientTokenId Request must contain AWSAccessKeyId. 403

MissingDateHeader Authorized request must have a "date" or
"x-amz-date" header.

400

NoSuchVersion The API version specified does not exist. 404

NotImplemented Not implemented. 501

OptInRequired The AWS Access Key ID needs a
subscription for the service.

403

RequestExpired Request has expired. Timestamp date
is <the value of the Date or x-amz-date
header you submitted in the request>.

400

SignatureDoesNotMatch The request signature we calculated does
not match the signature you provided.
Check your AWS Secret Access Key
and signing method. Consult the service
documentation for details.

403
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Complex Types
The API uses the following complex types:

• Distribution Complex Type (p. 42)

• DistributionConfig Complex Type (p. 44)
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Distribution Complex Type

Description

The Distribution complex type describes the information about a distribution.

It is used as a response element in Create a Distribution (p. 47) and in Get a Distribution's
Information (p. 54).

Syntax

<Distribution xmlns="http://cloudfront.amazonaws.com/doc/2008-06-30/">
   <Id/>
   <Status/>
   <LastModifiedTime/>
   <DomainName/>
   <DistributionConfig>
      <Origin/>
      <CallerReference/>
      <CNAME/>
      <Comment/>
      <Enabled/>
   </DistributionConfig>
</Distribution>

Elements

The following tables describes the child elements in the Distribution datatype.

Name Description Required

DistributionConfig The current configuration information for the
distribution.

Type: DistributionConfig Complex Type (p. 44)

Default: None

Yes

DomainName The domain name corresponding to the distribution.
For example, e604721fxaaqy9.cloudfront.net.

Type: String

Default: None

Yes

Id The identifier for the distribution. For example:
PDFDVBD632BHDS5.

Type: String

Default: None

Yes

LastModifiedTime The date and time the distribution was last modified.

Type: String with date in the format YYYY-MM-
DDThh:mm:ssZ, as specified in the ISO 8601
standard (e.g., 2008-07-24T19:37:58Z)

Default: None

Yes
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Name Description Required

Status The current status of the distribution. When the
status is Deployed, the distribution's information is
fully propagated throughout the Amazon CloudFront
system.

Type: String

Valid Values: Deployed | InProgress

Default: None

Note

Even though a distribution might be
deployed, you must enable the distribution
for use before end users can retrieve
content. For more information, see Enabled
or Disabled (p. 22).

Yes

Example
<Distribution xmlns="http://cloudfront.amazonaws.com/doc/2008-06-30/">
   <Id>PDFDVBD632BHDS5</Id>
   <Status>Deployed</Status>
   <LastModifiedTime>2008-07-24T19:37:58Z</LastModifiedTime>
   <DomainName>e604721fxaaqy9.cloudfront.net</DomainName>
   <DistributionConfig>   
      <Origin>mybucket.s3.amazonaws.com</Origin>
      <CallerReference>20080930090000</CallerReference>
      <CNAME>beagles.com</CNAME>
      <Comment>My comments</Comment>
      <Enabled>true</Enabled>
   </DistributionConfig>
</Distribution>
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DistributionConfig Complex Type

Description

The DistributionConfig complex type describes a distribution's configuration information.

It is used as a request element in Create a Distribution (p. 47) and Set a Distribution's
Configuration (p. 58).

It is used as a response element in Get a Distribution's Information (p. 54) and Get a Distribution's
Configuration (p. 56).

Syntax

<DistributionConfig xmlns="http://cloudfront.amazonaws.com/doc/2008-06-30/">
   <Origin/>
   <CallerReference/>
   <CNAME/>
   <Comment/>
   <Enabled/>
</DistributionConfig>

Elements

The following table describes the child elements in the DistributionConfig datatype.

Name Description Required

CallerReference A unique number that ensures the request can't be
replayed.

If the CallerReference is new (no matter the content of
the DistributionConfig object), a new distribution is
created.

If the CallerReference is a value you already sent in a
previous request to create a distribution, and the content
of the DistributionConfig is identical to the original
request (ignoring white space), the response includes the
same information returned to the original request.

If the CallerReference is a value you already sent
in a previous request to create a distribution but the
content of the DistributionConfig is different
from the original request, CloudFront returns a
DistributionAlreadyExists error.

Type: String

Constraints: Allowable characters are any Unicode code
points that are legal in an XML 1.0 document. The UTF-8
encoding of the value must be less than 128 bytes.

Default: None

Yes
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Name Description Required

CNAME A CNAME alias you want to associate with this
distribution. You can have up to 10 CNAME aliases per
distribution. For more information, see Using CNAMEs (p.
24).

Only include a CNAME element if you have a CNAME to
associate with the distribution. Don't include an empty
CNAME element in the DistributionConfig object. If
you do, CloudFront returns a MalformedXML error.

Type: String

Valid Value: The CNAME alias

Default: None

No

Comment Any comments you want to include about the distribution.

Type: String

Constraints: Maximum 128 characters

Default: None

No

Enabled Whether the distribution is enabled to accept end user
requests for content.

Type: Boolean

Valid Values: false | true

Default: None

Yes

Origin The Amazon S3 bucket to associate with the distribution.
For example: mybucket.s3.amazonaws.com.

Type: String

Constraints: Maximum 128 characters

Default: None

Yes

Examples
The following example configuration is for a distribution with two CNAME aliases.

<DistributionConfig xmlns="http://cloudfront.amazonaws.com/doc/2008-06-30/">
   <Origin>mybucket.s3.amazonaws.com</Origin>
   <CallerReference>20080930090000</CallerReference>
   <CNAME>beagles.com</CNAME>
   <CNAME>beagles.dogs.com</CNAME>
   <Comment>My comments</Comment>
   <Enabled>true</Enabled>
</DistributionConfig>

The following example configuration is for a distribution with no CNAME aliases.

<DistributionConfig xmlns="http://cloudfront.amazonaws.com/doc/2008-06-30/">
   <Origin>mybucket.s3.amazonaws.com</Origin>
   <CallerReference>20080930090000</CallerReference>
   <Comment>My comments</Comment>
   <Enabled>true</Enabled>
</DistributionConfig>



Amazon CloudFront Developer Guide
Actions

API Version 2008-06-30
46

Actions
The API implements the following actions:

• Create a Distribution (p. 47)

• List Your Distributions (p. 51)

• Get a Distribution's Information (p. 54)

• Get a Distribution's Configuration (p. 56)

• Set a Distribution's Configuration (p. 58)

• Delete a Distribution (p. 61)
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Create a Distribution
Description
To create a new distribution, you do a POST on the 2008-06-30/distribution resource. The
request body must include an XML document with a DistributionConfig element. The response
echoes the DistributionConfig element and returns other metadata about the distribution. For
more information, see Parts of a Basic Distribution (p. 20).

It takes a short time for CloudFront to propagate your new distribution's information throughout the
CloudFront system. For more information, see Eventual Consistency (p. 8).

You can have up to 100 distributions in the Amazon CloudFront system.

Requests

Syntax

POST /2008-06-30/distribution HTTP/1.1
Host: cloudfront.amazonaws.com
Authorization: [AWS authentication string]
Date: [time stamp]
[Other required headers] 

<?xml version="1.0" encoding="UTF-8"?>
<DistributionConfig xmlns="http://cloudfront.amazonaws.com/doc/2008-06-30/">
   <Origin/>
   <CallerReference/>   
   <CNAME/>
   <Comment/>
   <Enabled/>
</DistributionConfig>

Headers

The request must include the headers required in all CloudFront requests. For more information, see
Request Headers (p. 31).

Elements

Name Description Required

DistributionConfig The distribution's configuration information. For more
information, see DistributionConfig Complex Type (p.
44).

Type: DistributionConfig complex type

Default: None

Yes

Responses

Syntax

201 Created
Location: [URI of new distribution]

<?xml version="1.0" encoding="UTF-8"?>
<Distribution xmlns="http://cloudfront.amazonaws.com/doc/2008-06-30/">
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   <Id/>
   <Status/>
   <LastModifiedTime/>
   <DomainName/>
   <DistributionConfig>
      <Origin/>
      <CallerReference/>   
      <CNAME/>
      <Comment/>
      <Enabled/>
   </DistributionConfig>
</Distribution>

Headers

Name Description

Location The fully qualified URI of the new distribution resource just created. For example:
https://cloudfront.amazonaws.com/2008-06-30/distribution/
PDFDVBD632BHDS5

Type: String

Elements

Name Description

Distribution The distribution's information. For more information, see Distribution Complex
Type (p. 42).

Type: Distribution datatype

Special Errors
The following table lists the special errors returned in addition to the common errors all actions return
(for more information, see Errors (p. 40)).

Error Description HTTP
Status
Code

CNAMEAlreadyExists One or more of the CNAMEs you provided are
already associated with a different distribution.

409

DistributionAlreadyExists The caller reference you attempted to create
the distribution with is associated with another
distribution.

409

MissingBody This operation requires a body. Ensure that the
body is present and the Content-Type header is
set.

400

TooManyDistributionCNAMEs Your request contains more CNAMEs than are
allowed per distribution.

400

TooManyDistributions Processing your request would cause you to
exceed the maximum number of distributions
allowed.

400
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Examples
The following example request creates a new distribution that corresponds to the bucket
mybucket.s3.amazonaws.com. Note that the request includes a CNAME alias.

Sample Request

POST /2008-06-30/distribution HTTP/1.1
Host: cloudfront.amazonaws.com
Authorization: AWS O39F6A430S6FJNPPGDR2:frJIUN8DYpKDtOLEXAMPLE=
Date: Thu, 24 Jul 2008 19:37:58 GMT
[Other required headers]

<?xml version="1.0" encoding="UTF-8"?>
<DistributionConfig xmlns="http://cloudfront.amazonaws.com/doc/2008-06-30/">
   <Origin>mybucket.s3.amazonaws.com</Origin>   
   <CallerReference>20080930090000</CallerReference>
   <CNAME>beagles.com</CNAME>
   <Comment>My comments</Comment>
   <Enabled>true</Enabled>
</DistributionConfig>

Sample Response

201 Created
Location: https://cloudfront.amazonaws.com/2008-06-30/distribution/
PDFDVBD632BHDS5

<?xml version="1.0" encoding="UTF-8"?>
<Distribution xmlns="http://cloudfront.amazonaws.com/doc/2008-06-30/">
    <Id>PDFDVBD632BHDS5</Id>
    <Status>InProgress</Status>
    <LastModifiedTime>2008-07-24T19:37:58Z</LastModifiedTime>
    <DomainName>e604721fxaaqy9.cloudfront.net</DomainName>
    <DistributionConfig>
      <Origin>mybucket.s3.amazonaws.com</Origin>
      <CallerReference>20080930090000</CallerReference>
      <CNAME>beagles.com</CNAME>
      <Comment>My comments</Comment>
      <Enabled>true</Enabled>
    </DistributionConfig>
</Distribution>

Sample Request

The following example request creates a distribution, but without a CNAME alias. Only include a CNAME
element if you have a CNAME you want to specify. Don't include an empty CNAME element. If you do,
CloudFront returns a MalformedXML error.

POST /2008-06-30/distribution HTTP/1.1
Host: cloudfront.amazonaws.com
Authorization: AWS O39F6A430S6FJNPPGDR2:frJIUN8DYpKDtOLEXAMPLE=
Date: Thu, 24 Jul 2008 19:37:58 GMT
[Other required headers]

<?xml version="1.0" encoding="UTF-8"?>
<DistributionConfig xmlns="http://cloudfront.amazonaws.com/doc/2008-06-30/">
   <Origin>mybucket.s3.amazonaws.com</Origin>   
   <CallerReference>20080930090000</CallerReference>
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   <Comment>My comments</Comment>
   <Enabled>true</Enabled>
</DistributionConfig>

Related Actions
• List Your Distributions (p. 51)

• Get a Distribution's Information (p. 54)

• Get a Distribution's Configuration (p. 56)

• Set a Distribution's Configuration (p. 58)

• Delete a Distribution (p. 61)
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List Your Distributions

Description

To list your distributions, you do a GET on the 2008-06-30/distribution resource. The response
includes a DistributionList element with zero or more DistributionSummary child elements.
By default, your entire list of distributions is returned in one single page. If the list is long, you can
paginate it using the MaxItems and Marker parameters.

Requests

Syntax

GET /2008-06-30/distribution?Marker=value&MaxItems=value HTTP/1.1
Host: cloudfront.amazonaws.com
Authorization: [AWS authentication string]
Date: [time stamp]
[Other required headers]   

Headers

The request must include the headers required in all CloudFront requests. For more information, see
Request Headers (p. 31).

Query Parameters

Name Description Required

Marker Use this when paginating results to indicate where in your list
of distributions to begin. The results include distributions in
the list that occur after the marker. To get the next page of
results, set the Marker to the value of the NextMarker from
the current page's response (which is also the ID of the last
distribution on that page).

Type: String

Default: All your distributions are listed from the beginning

No

MaxItems The maximum number of distributions you want in the
response body.

Type: String with a maximum value of 100

Default: 100

No

Responses

Syntax

200 OK

<?xml version="1.0" encoding="UTF-8"?>
<DistributionList xmlns="http://cloudfront.amazonaws.com/doc/2008-06-30/">
   <Marker/>
   <NextMarker/>
   <MaxItems/>
   <IsTruncated/>
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   <DistributionSummary>
      <Id/>
      <Status/>
      <LastModifiedTime/>
      <DomainName/>
      <Origin/>
      <CNAME/>
      <Comment/>
      <Enabled/>
   </DistributionSummary>
</DistributionList>

Elements

The body of the response includes an XML document with a DistributionList element. The
following table lists the child elements of the DistributionList element.

Name Description

DistributionSummary Type: An XML structure containing a summary of the distribution.
For information about the child elements, see Distribution Complex
Type (p. 42).

IsTruncated A flag that indicates whether more distributions remain to be listed.
If your results were truncated, you can make a follow-up pagination
request using the Marker request parameter to retrieve more
distributions in the list.

Type: String

Valid Values: true | false

Marker The value you provided for the Marker request parameter.

Type: String

MaxItems The value you provided for the MaxItems request parameter.

Type: String

NextMarker If IsTruncated is true, this element is present and contains the
value you can use for the Marker request parameter to continue
listing your distributions where they left off.

Type: String

Special Errors
The action returns no special errors besides the common errors all actions return (for more information,
see Errors (p. 40)).

Examples
The following example request lists the first two of your ten distributions.

Sample Request

GET /2008-06-30/distribution?MaxItems=2 HTTP/1.1
Host: cloudfront.amazonaws.com
Authorization: AWS O39F6A430S6FJNPPGDR2:frJIUN8DYpKDtOLEXAMPLE=
Date: Thu, 24 Jul 2008 19:37:58 GMT
[Other required headers]
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Sample Response

200 OK

<?xml version="1.0" encoding="UTF-8"?>
<DistributionList xmlns="http://cloudfront.amazonaws.com/doc/2008-06-30/">
   <Marker/>
   <NextMarker>EMLARXS993KSTG8</NextMarker>
   <MaxItems>2</MaxItems>
   <IsTruncated>true</IsTruncated>
   <DistributionSummary>
      <Id>PDFDVBD632BHDS5</Id>
      <Status>Deployed</Status>
      <LastModifiedTime>2008-07-24T19:37:58Z</LastModifiedTime>
      <DomainName>e604721fxaaqy9.cloudfront.net</DomainName>
      <Origin>mybucket.s3.amazonaws.com</Origin>
      <CNAME>beagles.com</CNAME>
      <CNAME>beagles.dogs.com</CNAME>
      <Comment>First distribution</Comment>
      <Enabled>true</Enabled>
   </DistributionSummary>
   <DistributionSummary>
      <Id>EMLARXS993KSTG8</Id>
      <Status>Deployed</Status>
      <LastModifiedTime>2008-07-27T06:51:03Z</LastModifiedTime>
      <DomainName>s930174dauwrn8.cloudfront.net</DomainName>
      <Origin>anotherbucket.s3.amazonaws.com</Origin>
      <Comment>Another distribution</Comment>
      <Enabled>true</Enabled>
   </DistributionSummary>
   </DistributionList>

Sample Request

The following example request gets the next four distributions in your list.

GET /2008-06-30/distribution?MaxItems=4?Marker=EMLARXS993KSTG8 HTTP/1.1
Host: cloudfront.amazonaws.com
Authorization: AWS O39F6A430S6FJNPPGDR2:frJIUN8DYpKDtOLEXAMPLE=
Date: Thu, 24 Jul 2008 19:39:00 GMT
[Other required headers]

Related Actions
• Create a Distribution (p. 47)

• Delete a Distribution (p. 61)
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Get a Distribution's Information

Description

To get the information about a distribution, you do a GET on the 2008-06-30/
distribution/<distribution ID> resource.

Requests

Syntax

GET /2008-06-30/distribution/<distribution ID> HTTP/1.1
Host: cloudfront.amazonaws.com
Authorization: [AWS authentication string]
Date: [time stamp]
[Other required headers]

Headers

The request must include the headers required in all CloudFront requests. For more information, see
Request Headers (p. 31).

Responses

Syntax

200 OK

<?xml version="1.0" encoding="UTF-8"?>
<Distribution xmlns="http://cloudfront.amazonaws.com/doc/2008-06-30/">
   <Id/>
   <Status/>
   <LastModifiedTime/>
   <DomainName/>
   <DistributionConfig>
      <Origin/>
      <CallerReference/>   
      <CNAME/>
      <Comment/>
      <Enabled/>
   </DistributionConfig>
</Distribution>

Headers

Name Description

ETag The current version of the distribution's information. For example:
E2QWRUHAPOMQZL. For information about using the ETag header value, see
Updating a Distribution's Configuration (p. 27) and Deleting a Distribution (p.
28).

Type: String
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Elements

Name Description

Distribution The distribution's information. For more information, see Distribution Complex
Type (p. 42).

Type: Distribution complex type

Special Errors
The following table lists the special errors returned in addition to the common errors all actions return
(for more information, see Errors (p. 40)).

Error Description HTTP
Status
Code

NoSuchDistribution The specified distribution does not exist. 404

Examples
The following example request gets the information about the PDFDVBD632BHDS5 distribution.

Sample Request

GET /2008-06-30/distribution/PDFDVBD632BHDS5 HTTP/1.1
Host: cloudfront.amazonaws.com
Authorization: AWS O39F6A430S6FJNPPGDR2:frJIUN8DYpKDtOLEXAMPLE=
Date: Thu, 24 Jul 2008 19:37:58 GMT
[Other required headers]

Sample Response

200 OK

<Distribution xmlns="http://cloudfront.amazonaws.com/doc/2008-06-30/">
   <Id>PDFDVBD632BHDS5</Id>
   <Status>Deployed</Status>
   <LastModifiedTime>2008-07-24T19:37:58Z</LastModifiedTime>
   <DomainName>e604721fxaaqy9.cloudfront.net</DomainName>
   <DistributionConfig> 
      <Origin>mybucket.s3.amazonaws.com</Origin>
      <CallerReference>20080930090000</CallerReference>
      <CNAME>beagles.com</CNAME>
      <Comment>My comments</Comment>
      <Enabled>true</Enabled>
   </DistributionConfig>
</Distribution>

Related Actions
• Get a Distribution's Configuration (p. 56)

• Set a Distribution's Configuration (p. 58)
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Get a Distribution's Configuration

Description
To get a distribution's configuration information, you do a GET on the 2008-06-30/
distribution/<distribution ID>/config resource.

Requests

Syntax

GET /2008-06-30/distribution/<distribution ID>/config HTTP/1.1
Host: cloudfront.amazonaws.com
Authorization: [AWS authentication string]
Date: [time stamp]
[Other required headers]

Headers

The request must include the headers required in all CloudFront requests. For more information, see
Request Headers (p. 31).

Responses

Syntax

200 OK
ETag: [ETag value to use later when doing a PUT on the config]

<?xml version="1.0" encoding="UTF-8"?>
<DistributionConfig xmlns="http://cloudfront.amazonaws.com/doc/2008-06-30/">
   <Origin/>
   <CallerReference/>
   <CNAME/>
   <Comment/>
   <Enabled/>
</DistributionConfig>

Headers

Name Description

ETag The current version of the configuration. For example: E2QWRUHAPOMQZL. For
information about using the ETag header value, see Updating a Distribution's
Configuration (p. 27) and Deleting a Distribution (p. 28).

Type: String

Elements

Name Description

DistributionConfig The distribution's configuration information. For more information, see
DistributionConfig Complex Type (p. 44).

Type: DistributionConfig complex type
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Special Errors
The following table lists the special errors returned in addition to the common errors all actions return
(for more information, see Errors (p. 40)).

Error Description HTTP
Status
Code

NoSuchDistribution The specified distribution does not exist. 404

Examples
The following example request gets the configuration information for the PDFDVBD632BHDS5
distribution.

Sample Request

GET /2008-06-30/distribution/PDFDVBD632BHDS5/config HTTP/1.1
Host: cloudfront.amazonaws.com
Authorization: AWS O39F6A430S6FJNPPGDR2:frJIUN8DYpKDtOLEXAMPLE=
Date: Thu, 24 Jul 2008 19:37:58 GMT
[Other required headers]

Sample Response

200 OK
ETag: E2QWRUHAPOMQZL

<?xml version="1.0" encoding="UTF-8"?>
<DistributionConfig xmlns="http://cloudfront.amazonaws.com/doc/2008-06-30/">
   <Origin>mybucket.s3.amazonaws.com</Origin>
   <CallerReference>20080930090000</CallerReference>
   <CNAME>beagles.com</CNAME>
   <Comment>My comments</Comment>
   <Enabled>true</Enabled>
</DistributionConfig>

Related Actions
• Get a Distribution's Information (p. 54)

• Set a Distribution's Configuration (p. 58)
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Set a Distribution's Configuration

Description

This action sets the configuration for a distribution. You use this when updating the configuration. You
must follow a particular process when updating a distribution's configuration. For more information, see
Updating a Distribution's Configuration (p. 27).

To set a distribution's configuration, you do a PUT on the 2008-06-30/
distribution/<distribution ID>/config resource. The request body must include an XML
document with a DistributionConfig element. The new DistributionConfig configuration
replaces the existing configuration; they are not merged. This distinction is important to remember
when adding an additional CNAME alias to a distribution that already has one. Make sure to include
the original CNAME alias in the DistributionConfig object, or else your update erases the original
CNAME alias and just adds the new one.

If you try to change configuration items that cannot be changed (the origin and the caller reference),
CloudFront returns an IllegalUpdate error.

It takes a short time for your changes to take effect. For more information, see Eventual
Consistency (p. 8).

Requests

Syntax

PUT /2008-06-30/distribution/<distribution ID>/config HTTP/1.1
Host: cloudfront.amazonaws.com
If-Match: [value from ETag header in previous GET response]
Authorization: [AWS authentication string]
[Other required headers]   

<?xml version="1.0" encoding="UTF-8"?>
<DistributionConfig xmlns="http://cloudfront.amazonaws.com/doc/2008-06-30/">
   <Origin/>
   <CallerReference/>
   <CNAME/>
   <Comment/>
   <Enabled/>
</DistributionConfig>

Headers

The following table lists the special request header the action uses in addition to the common request
headers all actions use (for more information, see Request Headers (p. 31)).

Name Description Required

If-Match The value of the ETag header you received when retrieving the
distribution's configuration. For example: E2QWRUHAPOMQZL

Type: String

Yes
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Request Elements

Name Description Required

DistributionConfig The distribution's configuration information. For more
information, see DistributionConfig Complex Type (p.
44).

Type: DistributionConfig complex type

Yes

Responses

Syntax

200 OK
ETag: [ETag value to use later when doing a DELETE]

Headers

Name Description

ETag The current version of the configuration. For example: E2QWRUHAPOMQZL. For
information about using the ETag header value, see Deleting a Distribution (p.
28).

Type: String

Special Errors

The following table lists the special errors returned in addition to the common errors all actions return
(for more information, see Errors (p. 40)).

Error Description HTTP
Status
Code

CNAMEAlreadyExists One or more of the CNAMEs you provided are
already associated with a different distribution.

409

IllegalUpdate Origin and CallerReference may not be
updated.

400

InvalidIfMatchVersion The If-Match version is missing or not valid for
the distribution.

400

MissingBody This operation requires a body. Ensure that the
body is present and the Content-Type header
is set.

400

NoSuchDistribution The specified distribution does not exist. 404

PreconditionFailed The precondition given in one or more of the
request-header fields evaluated to false.

412

TooManyDistributionCNAMEs Your request contains more CNAMEs than are
allowed per distribution.

400
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Examples
The following example request updates the configuration for the PDFDVBD632BHDS5 distribution.

Sample Request

PUT /2008-06-30/distribution/PDFDVBD632BHDS5/config HTTP/1.1
Host: cloudfront.amazonaws.com
Authorization: AWS O39F6A430S6FJNPPGDR2:frJIUN8DYpKDtOLEXAMPLE=
Date: Thu, 24 Jul 2008 19:37:58 GMT
If-Match: E2QWRUHAPOMQZL
[Other required headers]

<?xml version="1.0" encoding="UTF-8"?>
<DistributionConfig xmlns="http://cloudfront.amazonaws.com/doc/2008-06-30/">
   <Origin>mybucket.s3.amazonaws.com</Origin>
   <CallerReference>20080930090000</CallerReference>
   <CNAME>beagles.com</CNAME>
   <Comment>A different comment</Comment>
   <Enabled>true</Enabled>
</DistributionConfig>

Sample Response

200 OK
ETag: E9LHASXUMDPRTF

Related Actions
• Get a Distribution's Configuration (p. 56)

• Delete a Distribution (p. 61)
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Delete a Distribution

Description
This action deletes a distribution. You must follow a particular process when deleting a distribution. For
more information, see Deleting a Distribution (p. 28).

To delete a disabled distribution, you do a DELETE on the 2008-06-30/
distribution/<distribution ID> resource. If you haven't disabled the distribution, Amazon
CloudFront returns a DistributionNotDisabled error.

Requests

Syntax

DELETE /2008-06-30/distribution/<distribution ID> HTTP/1.1
Host: cloudfront.amazonaws.com
If-Match: [value from ETag header in previous GET or PUT response]
Authorization: [AWS authentication string]
Date: [time stamp]
[Other required headers] 

Headers

The following table lists the special request header the action uses in addition to the common request
headers all actions use (for more information, see Request Headers (p. 31)).

Name Description Required

If-Match The value of the ETag header you received when you disabled the
distribution. For example: E2QWRUHAPOMQZL

Type: String

Yes

Responses

Syntax

204 No Content

Special Errors
The following table lists the special errors returned in addition to the common errors all actions return
(for more information, see Errors (p. 40)).

Error Description HTTP
Status
Code

DistributionNotDisabled The distribution you are trying to delete has
not been disabled.

409

InvalidIfMatchVersion The If-Match version is missing or not valid
for the distribution.

400

NoSuchDistribution The specified distribution does not exist. 404
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Error Description HTTP
Status
Code

PreconditionFailed The precondition given in one or more of the
request-header fields evaluated to false.

412

Examples
The following example request deletes the PDFDVBD632BHDS5 distribution.

Sample Request

DELETE /2008-06-30/distribution/PDFDVBD632BHDS5 HTTP 1.1
Host: cloudfront.amazonaws.com
If-Match: E2QWRUHAPOMQZL
Authorization: AWS O39F6A430S6FJNPPGDR2:frJIUN8DYpKDtOLEXAMPLE=
[Other required headers]

Sample Response

204 No Content

Related Actions
• Create a Distribution (p. 47)

• List Your Distributions (p. 51)

• Get a Distribution's Information (p. 54)

• Set a Distribution's Configuration (p. 58)
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Glossary

Access Key ID An identifier associated with your Secret Access Key. Used for
request authentication.

bucket A container for objects stored in Amazon S3.

distribution The representation of the relationship between an origin server
and the corresponding domain name, and associated configuration
information.

edge location One of the sites Amazon CloudFront uses to cache copies of your
content for faster delivery to end users.

eviction When Amazon CloudFront deletes an object from an edge location
before its expiration time.

expiration When Amazon CloudFront stops serving an object from an edge
location. The next time the edge location needs to serve that object,
CloudFront goes to the origin server to get a new copy.

object A file stored in Amazon S3.

origin server The Amazon S3 bucket containing the definitive original version of
the content you're making available through Amazon CloudFront.

range GET An end user GET request that downloads part of an object (a
particular byte range) instead of the entire object.

Secret Access Key A key that Amazon Web Services (AWS) assigns to you when you
sign up for an AWS account. Used for request authentication.
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Document Conventions

This section lists the common typographical and symbol use conventions for AWS technical
publications.

Typographical Conventions
This section describes common typographical use conventions.

Convention Description/Example

Call-outs A call-out is a number in the body text to give you a visual reference. The
reference point is for further discussion elsewhere.

You can use this resource regularly.

Code in text Inline code samples (including XML) and commands are identified with a
special font.

You can use the command java -version.

Code blocks Blocks of sample code are set apart from the body and marked
accordingly.

# ls -l /var/www/html/index.html
-rw-rw-r--  1 root root 1872 Jun 21 09:33 /var/www/html/
index.html
# date
Wed Jun 21 09:33:42 EDT 2006

Emphasis Unusual or important words and phrases are marked with a special font.

You must sign up for an account before you can use the service.

Internal cross
references

References to a section in the same document are marked.

See Document Conventions (p. 64).

Logical values,
constants, and regular
expressions, abstracta

A special font is used for expressions that are important to identify, but are
not code.

If the value is null, the returned response will be false.
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Convention Description/Example

Product and feature
names

Named AWS products and features are identified on first use.

Create an Amazon Machine Image (AMI).

Operations In-text references to operations.

Use the GetHITResponse operation.

Parameters In-text references to parameters.

The operation accepts the parameter AccountID.

Response elements In-text references to responses.

A container for one CollectionParent and one or more
CollectionItems.

Technical publication
references

References to other AWS publications. If the reference is hyperlinked, it is
also underscored.

For detailed conceptual information, see the Amazon Mechanical Turk
Developer Guide.

User entered values A special font marks text that the user types.

At the password prompt, type MyPassword.

User interface controls
and labels

Denotes named items on the UI for easy identification.

On the File menu, click Properties.

Variables When you see this style, you must change the value of the content when
you copy the text of a sample to a command line.

% ec2-register <your-s3-bucket>/image.manifest

See also the following symbol convention.
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Symbol Conventions
This section describes the common use of symbols.

Convention Symbol Description/Example

Mutually
exclusive
parameters

(Parentheses | and
| vertical | bars)

Within a code description, bar separators denote options from
which one must be chosen.

% data = hdfread (start | stride | edge)

Optional
parameters

XML variable
text

[square brackets] Within a code description, square brackets denote completely
optional commands or parameters.

% sed [-n, -quiet]

Use square brackets in XML examples to differentiate them
from tags.

<CustomerId>[ID]</CustomerId>

Variables <arrow brackets> Within a code sample, arrow brackets denote a variable that
must be replaced with a valid value.

% ec2-register <your-s3-bucket>/image.manifest
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CloudFront, 10
object storage, 10

Pragma header, 18

R
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replacing objects in the cache, 18
reports, 28
requests

for objects, 17
range GETs, 18
to the control API, 31

responses (control API), 33
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updating
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versioning objects, 18

X
x-amz-date header, 35
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