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Digital health is revolutionizing allergology, with the increasing adoption of mobile 
devices and applications in allergy practices. The European Academy of Allergy 
and Clinical Immunology (EAACI) has taken a leading role in developing guide-
lines and position papers on digital health in allergology. This emerging field is 
transforming the management of allergic conditions by harnessing technologies 
such as mobile apps, telemedicine, and electronic health records. One of the main 
advantages is personalized care, where digital tools enable tailored diagnostic and 
therapeutic approaches. This improves patient stratification and treatment out-
comes, allowing for precision medicine in allergology. For instance, digital plat-
forms can analyze individual patient data to create customized treatment plans and 
follow up of treatments and side effects in a personalized fashion.

Digital health is transforming allergology, with mobile devices and apps becom-
ing increasingly prevalent in allergy practices. The European Academy of Allergy 
and Clinical Immunology (EAACI) has been at the forefront of developing guide-
lines and position papers on digital health in allergology. A 2017 EAACI Task Force 
meeting in Berlin, leading to a position paper on digital health in allergy was a front 
leader in the area. This book, Digital Health for Allergology: From Theory to 
Practice, provides a comprehensive overview of mHealth in allergy across various 
diseases.

Remote monitoring is an important significant benefit of digital health. Apps like 
MASK-Air and AllergyMonitor help patients track their symptoms and exposure to 
allergens, facilitating self-management and informed decision-making. Real-time 
tracking of environmental factors can be enabled in these tools that affect allergies, 
providing important data for the analysis of long-term trends. Telemedicine is 
another area where digital health excels. Video consultations enhance patient-doctor 
communication, particularly during regular follow-ups for treatments such as aller-
gen immunotherapy. This increases accessibility to specialist care, especially in 
remote areas, and reduces travel time and costs for patients.

However, with these advancements comes the need for a major problem, namely 
better data protection and regulation. There is a pressing requirement for robust data 
protection measures, certification programs for digital health tools, and appropriate 
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reimbursement systems. Ensuring compliance with evolving healthcare regulations 
is also crucial. Digital health solutions significantly enhance patient engagement by 
encouraging active participation in health management. They improve health liter-
acy through educational content and facilitate better communication between 
patients and healthcare providers. Additionally, digital platforms boost treatment 
adherence by providing reminders and tracking tools, which can visually demon-
strate treatment progress and motivate patients.

The integration of big data and AI further supports clinical decision-making by 
analyzing large-scale data to identify patterns and trends. AI algorithms can predict 
allergy flare-ups based on various factors, offering valuable insights for healthcare 
providers. Wearable technology also plays a role by integrating with smartwatches 
and other devices for continuous monitoring. These tools track vital signs and envi-
ronmental factors in real-time, providing early warning systems for potential aller-
gic reactions. Moreover, digital therapeutics offer cognitive behavioral therapy for 
managing anxiety related to allergies. They provide guided relaxation techniques to 
help manage symptoms and incorporate gamification elements to encourage consis-
tent self-care practices. Digital health solutions may also streamline and improve 
clinical trials by facilitating patient recruitment and data collection for research. 
They enable remote participation in clinical trials, increasing diversity and provid-
ing more comprehensive and continuous data for study analysis. Finally, digital 
health enhances interdisciplinary care coordination by improving communication 
between different specialists involved in allergy care. It facilitates seamless sharing 
of patient data across healthcare teams, enhancing continuity of care for patients 
with multiple allergic conditions.

To implement digital health solutions for allergic diseases, several significant 
challenges will have to be endured. The main challenges in implementing digital 
health solutions for allergic diseases can be listed as follows. Data Privacy and 
Security: Keeping patient information safe and secure is a big challenge. 
Interoperability and Standardization: Different healthcare systems don’t always 
work well together, making it hard to share data between them. There’s a need for a 
common language so that different platforms can communicate easily. Clinical 
Validation and Regulatory Approval: Digital health tools need to be proven safe and 
effective, just like any other medical treatment. Getting approval from regulatory 
bodies can be complex and should be based on clear rules. User Adoption and 
Digital Literacy: Some healthcare providers and patients might not be comfortable 
using new technology. An important hurdle is to make sure everyone can use easily 
these tools. Cost and Reimbursement: Developing digital health solutions can be 
expensive, and it’s not always clear how these costs will be covered by insurance or 
healthcare systems. Data Quality and Reliability: Making sure the information col-
lected is accurate and useful is important. This includes managing a lot of data and 
using them effectively. Integration into Clinical Workflow: Digital tools need to fit 
smoothly into how healthcare providers already work. This means avoiding too 
much extra work and balancing interaction with digital tools for personal care. 
There is no chance to overloading the healthcare systems by digital tools.
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Overall, digital health in allergology not only enhances patient engagement, 
adherence to treatment plans, and quality of life for those with allergic conditions, 
but also revolutionizes the way allergic diseases are diagnosed, monitored, and 
treated. It empowers both patients and healthcare providers with tools that were 
previously unavailable, leading to more efficient management of allergic diseases. 
However, an extensive collaboration is required between healthcare providers, tech-
nology developers, policymakers, and patients to address key challenges to create 
effective and sustainable digital health solutions. These challenges need to be 
addressed so that digital health solutions can be effective and helpful for people 
with allergies. Addressing these challenges requires collaboration between health-
care providers, technology developers, policymakers, and patients to create effec-
tive and sustainable digital health solutions for allergic diseases.

I sincerely congratulate the authors for this very useful and easily readable book.

Davos, Switzerland� Cezmi Akdis
April 2025
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Preface

Worldwide, a billion people experience an allergic reaction at least once in their life.
Pollen, mites, animal epithelia, fungi, any sort of food, insect venom, drugs and 

occupational agents, innocuous for most humans, can be dangerous to those who 
develop an allergic reaction to them. Luckily, the biotechnology revolution remark-
ably improved diagnostic precision and new therapeutic options emerge steadily. 
However, the gap between a declining number of allergists offering highly special-
ized care and an increasing number of patients with complex allergic diseases is 
widening. Given this scenario, even the best solutions for diagnostics and therapy 
reach only a tiny minority of the vast population of allergic patients.

Digital health is defined by the World Health Organization (WHO) as “a field of 
knowledge and practice associated with the development and use of digital tech-
nologies to improve health”. The comprehensive WHO definition also addresses the 
universe of smart devices and connected equipment, as well as related areas, such as 
artificial intelligence, big data, block chain, interoperability of health data systems, 
the internet of things, and telemedicine. Based on this great diversity of flexible 
opportunities, digital health is considered to have immense potential when it comes 
to reducing the above-mentioned gap between a growing need for and declining 
offer of personalized healthcare in all areas of medicine, including allergology.

“Digital Allergology: From Theory to Practice” is a first attempt to define the 
new area of Digital Allergology and collate theoretical background with reports of 
pragmatic experiences in one single book. Being Digital Allergology still in its 
infancy, this book is neither a textbook, nor a systematic report of every project 
related to digital health and allergology in the world. It is rather aimed at initiating 
the scientific community into this new, yet rapidly moving field, where opinion 
leaders and researchers share their knowledge and visions. Another aim of ours is to 
promote further research in this area by inspiring scientists, clinicians, engineers, 
public health experts, and many other stakeholders to join efforts for new develop-
ments in this highly multi-disciplinary field.

The first section of the book includes an introductory overview of all chapters, as 
well as comprehensive summaries of definitions, general concepts, and the regula-
tory framework of digital tools in healthcare. Building up on this general 
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knowledge, a second section compiles reports on how digital health technologies 
have been recently implemented for the most prevalent allergic diseases, including 
allergic rhino-conjunctivitis, with a focus on pollen allergies, asthma, pre-school 
wheezing, chronic urticaria, atopic dermatitis, and drug allergies. A third section 
then focuses on tools and methodologies like wearables, sensors, clinical decision 
support systems, databanks, expert systems, machine learning approaches and 
finally social media. Finally, the book is concluded by three chapters offering a 
detailed depiction of the implementation of digital allergy care in three prototype 
countries, namely Germany, Spain, and Australia.

After 12 months of intense and exciting work, the Editors wish to express their 
warm gratitude to all the outstanding experts who enthusiastically accepted their 
invitation to contribute to this common enterprise. A special acknowledgement to 
the Springer book editorial team for their continuous, scrupulous and patient sup-
port. Last but not least, we also thank in advance all readers for sharing their impres-
sions, comments, criticism and suggestions with us. Our wish is that “Digital 
Allergology”, now just a newborn, will quickly become a vital, strong adolescent, 
so that very soon new books will be published to disseminate knowledge and help 
decisionmakers in healthcare systems to provide digitally aided care to their allergic 
citizens.

Berlin, Germany� Paolo Maria Matricardi  
Berlin, Germany � Stephanie Dramburg  
May 2024
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Abstract  The enormous expansion of digital health will increasingly impact 
allergy practice and its scientific background. This development is so substantial 
that it generated a new area of interest, defined “Digital Allergology” and was first 
described with a position paper of the European Academy of Allergy and Clinical 
Immunology (EAACI). After describing pioneering initiatives, this introductory 
chapter continues as an extended summary of the book “Digital Allergology: from 
theory to practice.” The state of the art of digital allergology is described in terms of 
definitions and regulatory issues, e-Diaries for allergic rhinitis, allergic asthma, and 
wheezing disorders, chronic urticaria and atopic dermatitis, as well as drug aller-
gies. Sections are also dedicated to wearables and social media, omics science, big 
data, and artificial intelligence. A description of how digital technologies are imple-
mented in real life scenarios in large countries is also given, with a focus on Spain, 
Germany, and Australia.

Abbreviations

A&AA	 Allergy and Anaphylaxis Australia
ADFS	 Allergen Database for Food Safety
ADHA	 Australian Digital Health Agency
AI	 Artificial Intelligence
AIT	 Allergen Immunotherapy
AR	 Allergic Rhinitis
ASCIA	 Australasian Society of Clinical Immunology and Allergy
ASD	 Allergy Study Directory
ANN	 Artificial Neural Networks
ARIA	 Allergic Rhinitis and its Impact on Asthma
ANZCTR	 Australian and New Zealand Clinical Trials registry
AusCAR	 Australasian Registry of Severe Cutaneous Adverse Reactions
CARAT	 Control of Allergic Rhinitis and Asthma Test
CDSS	 Clinical Decision Support Systems
COMPARE	 Comprehensive Protein Allergen Resource
CRUSE	 Chronic Urticaria Self-evaluation
CURE	 Chronic Urticaria Registry
EAACI	 European Academy of Allergy and Clinical Immunology
ePROMs	 Electronic Patient-Reported Outcomes
DHS	 Digital Health Strategy
GDPR	 General Data Protection Regulation
HCP	 Health Care Providers
HER	 Electronic Health Records
IUS	 International Union of Immunological Societies
iNAAN	 International Network of Antibiotic Allergy Nations
LCA	 Latent Class Analysis
ML	 Machine Learning
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MDA	 Multi-dimensional Analyses
MDR	 Medical Device Regulation
mHealth	 mobile Health
NACE	 National Allergy Centre of Excellence
NHS	 National Health Survey
PCC	 Person-Centered Care
SCORAD	 SCORing Atopic Dermatitis
TF	 Task Force
UCARE	 Urticaria Centers of Reference and Excellence
UCARE 4 U	 Chronic Urticaria Comprehensive Patient Care
WHO	 World Health Organization

1.1  �Introduction to Digital Health in Allergology 
and to an EAACI Position Paper

Principles of digital mobile Health have increasingly been identified for optimizing 
therapeutic care in all areas of medicine [1]. Consequently, the Organization for 
Economic Coordination and Development (OECD) has recently underlined the 
impact and potential of using, e.g., mHealth digital tools and health information 
system approaches for the optimized management of chronic diseases aiming to 
alert key strategic priorities to policy makers [2]. A first attempt to summarize digi-
tal health knowledge and experiences in allergology was completed by the European 
Academy of Allergy and Clinical Immunology (EAACI) as an expert Task Force 
(TF) project. As the largest specialist society in the field of allergy, the EAACI has 
elaborated and still develops many guidelines, position papers, and consensus 
reports in a variety of topics aimed to provide evidence-based recommendations for 
clinical care in allergology.

The EAACI-TF “Digital Health” met in Berlin in April 2017, and the fruitful 
debate between experts gave rise to a position paper published the following year in 
the journal Allergy [3]. At that time, mobile communication devices, including 
smartphones, tablet computers, and sensors, were already widely used in allergy 
practices and by allergic patients with several different targets, but neither valida-
tion studies nor guidelines were available to support doctors and patients in their 
proper use. Nevertheless, it was clear that mobile devices were going to support and, 
in some cases, hopefully improve allergy-related health services, to facilitate the 
flow of data and information, reinforce patient self-management, disease surveil-
lance and monitoring, and improve adherence to disease management guidelines in 
allergy diagnosis, prevention, and therapy. By endorsing the general orientation 
promoted by the World Health Organization’s (WHO) initiative “Be He@lthy, Be 
Mobile,” the Task Force discussed in depth the quality, usability, efficiency, advan-
tages, limitations, and risks of several categories of mobile devices for allergic 
patients and their caregivers. Starting with an analysis of the, at that time recently 
introduced, GDPR (“General Data Protection Regulation”) and of other Medical 
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Directives of the European Community, the Task Force evaluated the scopes, design, 
patient’s participation, medical and scientific content, efficiency and impact, credi-
bility and accountability, and privacy of several mHealth products. Conclusions of 
that document focused also on the need to continuously update position papers and 
didactic material to minimize the gap between specific training of the healthcare 
professionals and the rapidly evolving world of digital health, producing innovation 
at a very quick pace [3].

In the light of the importance of person-centered care (PCC), especially in the 
field of allergy, e.g., by optimizing therapeutic strategies, EAACI supported subse-
quent TF-projects together with the global Allergic Rhinitis and its Impact on 
Asthma (ARIA)-initiative [4]. A most recent position paper focuses on the potential 
role of mHealth apps as “digital biomarkers” for improving PCC in allergen immu-
notherapy (AIT) [5]. EAACI experts highlighted the current applicability of apps, 
their advantages in the clinical and study-related setting and current limitations, and 
elaborated recommendations for further development and impact in the field [5].

This introductory chapter aims to meet the challenge posed by the EAACI 
Position Papers and presents a state of the art regarding the theoretical background 
and the practical application of digital health technologies in allergy care, based on 
a recent article collection under the title “Digital Health for Allergology: from the-
ory to practice” [6]. The collection combines contributions from 58 experts and 
provides a state of the art overview on the field of mHealth in allergy in 22 chapters, 
ranging from definitions and regulatory issues, digital health innovation for several 
allergic diseases, including allergic rhinitis, asthma and preschool wheezing disor-
ders, chronic urticaria, atopic dermatitis and drug allergies, databanks, artificial 
intelligence, and their use in clinical decision support systems (CDSS), wearables, 
social media, telemedicine, and current examples of digital allergology implemen-
tation in three countries: Spain, Germany, and Australia [6].

1.2  �Definition and Regulatory Issues

“Digital Health” has acquired a long list of definitions and encompasses several dif-
ferent scientific and informatic technological areas. This list includes also e-Health, 
telehealth, telemedicine, telemonitoring, mHealth, social media, artificial intelli-
gence, machine learning, deep learning, big data, omic science, and others. In her 
chapter [7], Esther Metting provides definitions not only for most of these words, 
but also informs about the complex interplay among these knowledge areas. She 
describes how in the last few decades, home computers and internet are progres-
sively liberating medical offices, clinical records, and medical science itself from 
paper. A model based on paper archives with a priviliged access limited to the doc-
tors and scientists, is transforming into a paper-free, digitalized network offering 
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every stakeholder easy access to medical science and information to individual 
patients, demolishing barriers of knowledge, and facilitating a more active and 
aware participation of the patients in their own disease management process. The 
communication between patients and their health-care providers, once limited by 
space and time, is becoming more efficient through digitalization, allowing remote 
assistance (telemedicine) and asynchronous exchange of information and advice 
(telemonitoring). If properly used, patient training through digital meetings, consul-
tations, and platforms is strongly supporting adherence to treatment instructions and 
guidelines, while reducing stress, time, and costs due to transportation. Overall, this 
digital revolution in medicine will allow the progressive integration of most recent 
and effective technologies, reduce costs, and make innovative healthcare affordable 
and accessible for all.

Artificial intelligence is a great opportunity, and its unpreceded power is a chal-
lenge for humanity. Big players in the world are developing more and more power-
ful AI systems to exponentially gain global influence in most areas of life, from 
economy to war systems, from research and innovation to population control. 
Meanwhile, the European Union is elaborating more and more complex regulations, 
in the hope that a juristic approach to this matter will protect Europeans’ freedom, 
sinking economy, and privileged lifestyle. AI is closely related to digital health 
issues and deals also with personal health data, i.e., the most sensititive ones. In his 
comprehensive chapter on legal and regulatory challenges for digital health tech-
nologies [8], Sebastian Dramburg first introduces this discipline and then describes 
in detail, with a European perspective, many topics concerning DH systems certifi-
cation, liability issues, data protection and security aspects, and legal and ethical 
challenges concerning digital health and artificial intelligence [8]. Mobile health 
applications are medical devices and must follow, in Europe, the Medical Device 
Regulation (MDR) in the attempt to guarantee safety, functionality, and public trust 
of medical devices [9]. This is obtained with complex registration systems including 
a thorough evaluation of adherence to regulatory requirements. Legislation is also 
identifying liability for damages or fines and harm of reputation for failure to com-
ply with the European regulations, violation of intellectual property rights, defama-
tion, or unlawful activities [8]. Data protection and safety are fundamental and 
complex areas for healthcare providers and their institutions. The General Data 
Protection Regulation (GDPR) [10] is the European legislative response to the 
needs of European citizens. GDPR regulates fundamental principles of ethical data 
handling and security, focusing on purpose limitation, data minimisation, standard 
contractual clauses, and binding corporate rules [8]. GDPR is still marginally con-
sidering the novel legal implications posed by AI on the production and use of medi-
cal devices and applications. For example, it is not immediately clear who is 
responsible in case of malfunctioning of an AI-based medical device (programmer, 
manufacturer, supplier or distributor, operator or user). An initiative has been 
recently taken by the EU Commission to face this additional challenge [8].
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1.3  �E-Diaries for Allergic Rhinitis

Perhaps the most popular digital tool for allergic diseases is the so-called e-Diary 
for allergic rhinitis (AR). Pollen is a major trigger of symptoms in most patients 
with AR, whose symptoms tend to be seasonal. Monitoring the concentration of 
pollen grains in the air is therefore important for diagnosis, prediction, and preven-
tion of seasonal allergic rhinitis. Pollen monitoring is also instrumental in evaluat-
ing the impact of drug therapy and allergen immunotherapy during the pollen 
season. Daily monitoring of pollen grain concentration in the atmosphere is almost 
as old as the concept of pollinosis. A first pollen trap producing data to draw trajec-
tories of grass pollen counts was produced and used by Sir Charles Blackley already 
in the second half of the nineteenth century [11]. The use of computer-based clinical 
diaries, registering trajectories of symptoms is dating back to the 1970s of the twen-
tieth century [12]. However, this diagnostic tool has never been popular until 
recently when digital apps for smartphones and tablets made almost real-time infor-
mation on the concentration of pollen in the atmosphere available to patients with 
pollen allergy [13].

First, in a chapter on automated pollen monitoring and exposure prediction for 
pollen allergic patients [14], Mariel Suarez-Suarez et al. illustrate how pollen cap-
ture and registration systems are becoming automatic thanks to reading devices 
based on deep learning. Pollen monitoring stations are spread in some areas only, 
such as Europe [15], where they are organized in networks. Pollen data are dissemi-
nated through networks organizing pollen stations and made available through the 
media, websites, and smartphone apps [16]. However, many apps are providing 
pollen forecast information in the absence of any scientific validation or certifica-
tion of their monitoring and prediction systems. However, networks based on auto-
mated pollen stations, molecular measures of pollen allergenicity and co-exposure 
to microbial products or pollutants, and new AI algorithms will probably overcome 
this problem [16]. Most pollen stations are based on manual methods, with a delay 
in delivery of the data. By contrast, automatic pollen monitors can provide (near)-
real-time data, relevant for diagnosing, monitoring, and forecasting symptoms trig-
gered by exposure to the culprit pollen [17]. Several automated pollen monitors are 
commercially available, and comparative studies (including also some traditional 
Hirst-type traps) have shown that different devices produce heterogeneous results 
[18]. The chapter also presents the “allergic nose as pollen biosensor” concept [19], 
proposing that data provided by monosensitized index patients, when acquired 
through e-Diaries and with a citizen science approach, may reflect pollen concentra-
tions and trends in the future [20–22] or may work as a valuable proxy of it in geo-
graphic areas where no pollen station is available [19]. On the other hand, also 
social media posts on allergy symptoms may help measuring pollen exposure, as 
observed in several cohorts [23, 24].

A widely popular e-Diary dedicated to the patient with pollen allergy has been 
produced and used since 2009 by the Austrian pollen information service of the 
Medical University of Vienna. In their chapter [25], Uwe Berger et al. summarize 
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over a decade of experience and scientific studies based on their App. With “Pollen,” 
users can follow daily not only the current trends, but also the short-term forecasts 
of the concentration of most relevant allergenic pollen grains all over their country. 
Patients can also enter personal symptom data, thus allowing the app to produce 
their own symptom report. This report can be used by patients and healthcare pro-
viders to visualize clinically significant correlations between personal symptoms 
and certain pollen types. Finally, the system can guide patients in their prevention 
strategies, aimed in general at avoiding exposure during critical days in specific 
areas characterized by very high pollen exposure. The field experience with the 
“Pollen” app is accompanied by a series of solid scientific studies, dedicated to 
design or use allergic rhinitis symptom scores [26], define pollen seasons [27], com-
paratively analyze pollen levels, allergen content, phenological data [28–30], and 
outdoor air pollution [31]. Similar mHealth applications have been implemented in 
daily practice in Germany (Husteblume) [32] or are planned to be implemented in 
other European countries (EU project PASYFO) [25]; moreover, “Pollen” is now 
integrating new features (Ragweed Finder) aimed at monitoring, through a citizen 
science approach, the rapid expansion of ragweed and ragweed allergy in some 
European geographic areas [25].

Also in 2009 started the long-lasting experience of AllergyMonitor®, an e-Diary 
for smartphones and tablets. In their chapter [33], Salvatore Tripodi et al. highlight 
major characteristics of the APP and its peculiar back-office enabling doctors to 
adapt the App’s front-end according to the needs of their patient [34]. Moreover, 
patients can record their medication, immunotherapy intake and possible side 
effects, so the app also allows to monitor the adherence to treatment. As in the case 
of “Pollen,” results can be viewed by both the patient and the health caregiver and 
reports for specific pre-selected monitoring periods are produced. AllergyMonitor® 
has been the basis for a series of scientific studies on pollen allergy diagnosis [35], 
allergen immunotherapy prescription [36], adherence and compliance to e-Diary 
compilation [37], medication [38], sublingual immunotherapy [39], disease severity 
score investigation [40], and epidemiological surveys [41].

1.4  �Digital Health for Wheezing Disorders 
and Allergic Asthma

One of the respiratory and allergic diseases with the most advanced use of mobile 
medical devices and smartphone Apps is asthma. In their chapter [42], João Fonseca 
et al. review how digital solutions, including Apps, electronic patient-reported out-
comes (ePROMs), clinical decision support systems (CDSS), and real-world data 
(e.g., asthma registries) contribute to improving unmet needs on asthma surveil-
lance, diagnosis, and management [43]. The combined use of infodemiology data, 
including Google Trends and social media data [44], and of electronic health records 
(EHR) [45] will help improving digital surveillance-supporting tools in asthma and 
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alert services forecasting exacerbations [42]. Mostly based on daily collection of 
patient’s symptoms and medication data, disease severity scores for asthma have 
been developed, useful to measure and monitor its severity, identify disease clusters, 
and control patterns [46]. Digital health interventions with short message service 
(SMS)-based dose reminders [47], telemedicine intervention [48], and mobile apps 
[49] seem to be accepted [50] and efficient [51–54] in improving asthma manage-
ment. An impressive series of digitalized medical devices, including smart inhalers, 
digital spirometers, digital oximeters, physical activity trackers, and air quality sen-
sors, communicate with apps and complete the information provided directly by the 
patient [42]. Even the smartphone microphone is used to record and reproduce 
sounds produced by breathing and coughing, thus objectively monitoring the 
patient’s monitoring status [42]. This information can be combined with ePROMS 
data collected with asthma apps, which generate disease severity scores—like the 
recent eDASTHMA [55] measuring short-term asthma control and the well-
established Control of Allergic Rhinitis and Asthma Test (CARAT) [42] and mea-
suring long-term asthma control. These tools are being integrated in CDSS for 
asthma diagnosis, monitoring and management, an area of investigation requiring 
further development and still understudied [56–58]. The chapter also reviews how 
registries for severe asthma, a valuable example of which is active in Portugal [59] 
can be interconnected with apps, thus allowing a broader view of the disease trends 
at population level, and facilitating classification and stratification studies [42]. 
Last, all the above-mentioned tools are going to be combined in a platform aiming 
at a complex digital health integrated asthma care pathway, targeted for diagnosis, 
surveillance, personalization and stratification, management, and shared decision 
medicine [42]. In another chapter on the same topic [60], Cefaloni et al. add further 
knowledge around digital applications, smarthalers, and asthma apps. Among other 
devices also mentioned in the above-listed chapters, the chapter focuses on digital 
devices monitoring exhaled nitric oxide, a key marker of eosinophilic airway inflam-
mation [61], on regulatory and registration aspects conditioning this area of medi-
cine, and on initiatives integrating digital data with remote care [60].

The development of digital health tools for wheezing disorders at preschool age, 
perhaps the most frequent and relevant pathology in pediatrics in high income coun-
tries, reflects the peculiar characteristic of this condition, quite different from asthma 
in adulthood. In their chapter [62], Do et al. summarize available information on 
Digital Health technologies for young children with wheeze and their potential role 
in the disease management of these pediatric conditions. Different categories of 
digital health interventions have been reviewed, including the use of deep learning-
trained automatic wheeze-detectors, telemedicine strategies, wheeze monitoring 
apps, asthma gamification tools, and multicomponent digital interventions [62]. A 
special focus is dedicated to smart devices aimed at detection of pathological airway 
sounds in preschool children. These devices aim at helping parents in discriminat-
ing wheezing from other sounds, better modulate anti-symptomatic therapy, reduce 
family stress and needless doctor’s consultations, and facilitate early diagnosis by at 
home monitoring [62]. Other sections are dedicated to smart nebulizers and smart-
halers, alerting the doctor of patients’ poor adherence to regular medication [62], 
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smart devices promoting physical activity at home [63], multifunctional remote 
examination devices, recording and transmitting lung sounds [64], and pediatric 
mobile health clinic, drastically reducing the no-show-rate [65]. Asthma education 
also takes advantage from the digital world through gamification, which is obtained 
by software aimed at young children, combining informative sessions with games 
testing the acquired knowledge concerning disease and its self-management [66]. 
Last, an example of a multicomponent platform is discussed, which combines 
smartwatch applications with a commercially available wireless dust-sensor and a 
smart spirometer to forecast with confidence asthma exacerbation risk [67].

1.5  �Digital Health for Chronic Urticaria, Atopic Dermatitis, 
and Drug Allergies

Among chronic allergic diseases, chronic urticaria and angioedema belong to those 
with highest impact on the patients’ quality of life. In their chapter [68], Maurer 
et al. report on several digital tools and platforms targeted to improvement of patient 
and physician education, to monitoring disease activity, symptoms control, and 
response to treatment. They review the nature and first results obtained by apps for 
chronic urticaria self-evaluation (CRUSE), patient–physician communication, 
chronic urticaria comprehensive patient care (UCARE 4  U), and by a Chronic 
Urticaria Registry (CURE). Activation of the patient with chronic urticaria is pro-
moted through digital care pathways adopting digital technologies aimed at shared 
decision-making intervention [69, 70]. A network of Urticaria Centers of Reference 
and Excellence (UCARE) provides lists of experts acting locally, many of which 
also offer teleconsultation and provide digital questionnaires rapidly evaluated for 
diagnosis and disease severity evaluation. In parallel, online webinars and publica-
tions with real-world evidence produced by the patient’s registries (CURE, CARE) 
help doctors’ education [71], also thanks to a UCARE LevelUp program based on 
regular webinars, podcasts, websites, journal clubs, grand rounds, and newsletter. 
With the recently launched CRUSE app, patients can monitor their disease activity 
and control, based on several disease severity indexes while being educated to a 
more successful outcome [68]. Importantly, the chapter informs “that through digi-
tal patient-physician communication, education, and disease monitoring, CU 
patients and their treating physicians share a common sense of empowerment” [68]. 
Moreover, digital tools save time and allow a more equal flow of information and a 
balanced interaction among patients and their caregivers [68]. It is also noted that 
the expansion of digital health in chronic urticaria will generate large databanks 
from geographically different areas, which will allow the use of data analytics and 
machine learning algorithms, thus further expanding the potential of the network in 
generating new knowledge and tailored treatment [68].

Another highly frequent and highly fastidious allergic disease of the skin is 
atopic dermatitis. A first mature software for calculation of the SCORing Atopic 
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Dermatitis (SCORAD) was already scientifically validated in 2002 [72]. 
Nevertheless, digital health tools for the management of patients with atopic derma-
titis are not as advanced as those for chronic urticaria described above. In their 
chapter, Sebastian Sitaru et al. describe digital tools for AD patients as web searches, 
social media platforms, wearables, mobile apps, 3D full body scanners, and optical 
coherence tomography [72]. Unfortunately, the general quality of AD-related infor-
mation online is considered rather low and often misleading. There is still insuffi-
cient data validating the clinical use of apps in AD. Similarly, although a plethora of 
Apps for AD is available in app stores, clinical validation of their use is scarce or 
missing [73]. Wearables, such as scratch measurement by wrist-worn non-invasive 
sensors [74], or trackers of the disease activity have been produced and require fur-
ther clinical investigation [72]. As in other dermatological diseases, 2D and 3D 
image data are nowadays read, analyzed, and interpreted by automatic systems 
adopting deep learning procedures [75]. While studies suggest that it will be possi-
ble to predict persistence of AD beyond infancy with AI procedures, the implemen-
tation of this and similar approach in clinical practice is still only foreseen [76].

Digital health is also changing the approach to drug allergy diagnosis, monitor-
ing, and management. In their chapter [77], Shuayb Elkhalifa et al. show how digital 
health improves patient safety, healthcare efficiency, accurate data management, 
interoperability, and continuity of care for patients with drug allergies. Electronic 
Health Records (EHRs) include nowadays comprehensive drug allergy profiles for 
patients, so that vital allergy information is promptly available to any doctor having 
access to the patient’s EHR. At individual level, this allows alert messages to pop-
up and prevent prescription of drugs that are dangerous for the patient, while at 
community level this allows monitoring trends of drug allergies and even identify-
ing new, unpredicted drug allergies. On the one hand, oversimplification in codifica-
tion is still a problem; on the other hand, not all doctors are educated to deal with 
similar information, therefore new systems should be accompanied by a parallel 
educational program to be properly used by all involved parties. Another problem 
lays with the poor standard definitions, overreporting and underreporting of drug 
allergies, which is adding confusion to the interpretation of the acquired informa-
tion. Mobile applications give patients alerts and reminders if they enter drug aller-
gies, and they also inform on drug interactions. Some apps are dedicated to drug 
allergy de-labeling, a very important issue for patients [78]. They help doctors cor-
rectly diagnose allergy to penicillin, and, conversely, help them in de-labeling, if 
they have received a wrong diagnosis. They may include clinical decision support 
systems not only for allergists, but also for non-allergist doctors [78].

1.6  �Wearables and Social Media

Wearable technology will revolutionize healthcare services by empowering remote 
patient monitoring and expand a new form of medicine based more on objective 
patient’s data than on reported and subjective impressions. In their chapter [79], 
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Justin Greiwe et al. start with describing Apple Watch, whose promises as a reliable 
health device were disattended by some hardware problems. In a few years, how-
ever, a vast and differentiated production of wearables opened the avenue to both 
active and passive data collection in many areas of medicine. The chapter reviews 
wearables for asthma, primary immunodeficiency, and atopic dermatitis. In asth-
matic patients, wereables have been used to monitor sleep in adult women [80] and 
in children [81], physical activity [79], and breathing patterns [82, 83]. Other digital 
devices, measuring VO2 max or other lung function parameters, have been pro-
duced and investigated, but their reliability and efficiency is questioned and further 
high-quality studies are needed [79]. Wearables have been also used in immunode-
ficiencies, for immunoglobulin infusion (Wearable Infusor, IFI) [84], in atopic der-
matitis, to measure scratching movements [85], and in food allergy, for food allergen 
detection [86]. Next-generation wearables, smaller, smarter, integrated with cloth-
ing or jewelry are rapidly being developed and released, and their targets and impact 
will be broader and broader, while their accuracy, usability, and concrete use will 
have to be demonstrated [79].

Social media platforms are being increasingly utilized to support allergy patients 
in diverse forms. In their two chapters [87, 88], Florin-Dan Popescu and Stephanie 
Dramburg present the historical background and basic functions of the most rele-
vant social media and discuss how they can improve allergic disease management 
by addressing health education, patient’s awareness, patient engagement as well as 
patient’s support, monitoring of disease, and public health initiatives [89–91]. 
Allergy organizations and advocacy groups are linked with patients, receive and 
send information, educational material and support, not only through Facebook but 
also with many other social channels. Moreover, many doctors and health services 
also promote their activities through Facebook. Groups of patient support use social 
networks to exchange experiences, resources, and information on their diseases 
[89]. In parallel, allergies and asthma are commonly discussed on “X” by clinicians, 
patients and their organizations. Hashtags related to allergy topics guide users in 
finding information of their own interest [92]. Many Instagram accounts focus on 
allergies, and users can find information about so-called allergy-friendly foods and 
about products and lifestyle tips for allergic patients. Visual information is also cir-
culated through Instagram and other social media by allergy associations, advocacy 
groups, health care providers (HCPs), companies, and allergy journals. An unsolved 
major problem, common to all social media, is that discrimination of true from false 
or inaccurate information can be very difficult for social media users, and the advan-
tages of this development are balanced by this intrinsic risk [93]. Similarly, YouTube 
[94] and Tik-Tok [95] can become a source of valuable medical information for 
allergy patients, but the dangers of obtaining nonscientific, misleading, or even 
harmful information are not negligible [96]. To meet this challenge, allergists must 
increase their engagement in online networking and tackle medical misinformation 
related to allergy practice; they should also educate their patients in selecting proper 
sources of information in social media and consider the specialist as their reference 
counterpart [97].
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1.7  �Omics Science, Big Data, and Artificial Intelligence

Health electronic record forms and disease register generate databases concerning 
the patients. Allergic diseases and allergic symptoms are, by definition, caused and 
triggered by patient’s exposure to allergens acquired from the external environment. 
In his chapter [98], Ronald Van Ree starts with mentioning the first, official World 
Health Organization (WHO) and International Union of Immunological Societies 
(IUIS) Allergen Nomenclature Subcommittee database [99] and describes existing 
allergen databases, their characteristics, and the way they can serve for scientific 
and clinical purposes. Allergen Online (AOL) [100], Allergen Database for Food 
Safety (ADFS) [101, 102], and Comprehensive Protein Allergen Resource 
(COMPARE) [103] contain basic information useful to compare primary sequences, 
predict or explain allergenicity, and investigate risk assessment. The first category 
of databanks feed training datasets of machine learning systems aimed at extracting 
from the primary sequence of the allergenic protein probabilistic information of de-
novo allergenicity or cross-reactivity with already characterized allergens [98]. This 
is particularly useful for the food industry, whose goal in this area is to prevent, with 
a bioinformatic approach, the generation or use of molecules with high food aller-
genic potential [98]. Algorithms developed by bioinformaticians (e/g/ EVALLER) 
[104], aller-Stat [105], and others are improving in their efficiency, but 100% accu-
racy in prediction, given the complexity of allergenicity, cannot be reached so the 
criteria used by regulatory authorities for evaluation and selection are debated [98]. 
All Fam [106], the Structural Database of Allergenic Proteins (SDAP) [107], the 
Immune Epitope database (IEDB) [108], and the AllerBase database [109] focus 
more on allergen structure and investigate the inter-relationship of allergen mole-
cules within structurally and functionally homogeneous families, as defined by the 
Protein Family database (Pfam) [110]. Last, ALLERGOME [111] is a very complex 
web-based platform providing broader information on allergens’ taxonomical, bio-
chemical, structural, functional, immunological, clinical, and epidemiological data. 
Allergome reaches a broader and differentiated stakeholder audience, spanning 
from molecular biologists to biochemists, from clinicians to epidemiologists, from 
regulators to laboratory doctors, and is instrumental to get a comprehensive State of 
the Art knowledge not only on the allergen molecules themselves, but also on the 
current use they serve in different areas of allergology [98].

Nowadays big databases are analyzed with methodologies of artificial intelli-
gence, particularly machine learning (ML). In their chapter [112], Adnan Custovic 
and colleagues summarize the most recent development of the use of machine learn-
ing for the management of allergies and asthma in childhood. Unsupervised ML, 
such as clustering, is targeted to identify patterns or clusters in the database that may 
be totally hidden to the human eye or to the most sophisticated, but traditional sta-
tistical methods [113]. Supervised ML, such as classical regression models, support 
vector machines, and deep learning based on artificial neural networks (ANN), is 
targeted to predict output variables from input variables [113]. Given this distinc-
tion, ML has been used in attempts to generate prediction models for childhood 
asthma [114], latent class analysis (LCA) has been targeted to understand wheezing 
phenotypes [115], and new homogeneous and stable wheeze phenotypes have been 
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discovered using multi-dimensional analyses (MDAs) [116]. Similarly, ML has 
been applied to the analysis of big datasets of allergic IgE sensitization generated by 
serological testing with allergen microarrays [112]. In this case, unsupervised anal-
yses have been used to test whether sensitization trajectories are associated with 
different temporal patterns of wheezing, eczema, or allergic multimorbidity [112]. 
ML also suggested the existence of several different clusters of IgE sensitization 
and allowed discovering one of them, characterized by multiple, early IgE response 
to a broad set of allergenic molecules, as strongly associated with asthma diagnosis 
[117, 118]. Similarly, microarray data examined with ML disclosed that early, but 
not late-onset grass pollen sensitization was associated with allergic asthma [119]. 
Network analysis was applied to investigate interactions and connectivity patterns 
between IgE and molecules within a CRD array and relate them to a diagnosis of 
asthma [120]. Remarkable consistencies in the connectivity structure among IgE 
responses emerged from studies in populations from different countries, which may 
open avenues to novel diagnostic algorithms [112].

CDSSs are «information systems designed to improve clinical decision making». 
In their chapter [121], Paolo Maria Matricardi and Jean Bousquet review the bene-
fits, challenges, and barriers to the use of CDSS in clinical allergology. CDSSs are 
extremely heterogeneous digital diagnostic tools, with algorithms, targets, timing, 
integration with existing systems, users, and other characteristics defining their cat-
egory [121]. While their number, diffusion, and users are increasing in allergology, 
their effectiveness, limitations, and appropriateness are hotly debated [121]. MASK-
Air® [122] and @IT-2020 [123] are two examples of electronic CDSS for allergic 
rhinitis supported by scientific publications, the first is targeted to support the day-
by-day disease self-management and drug modulation [122], the second aims at 
supporting etiological diagnosis and identification of the culprit allergen in seasonal 
allergic rhinitis [36, 123]. Many other CDSS are mentioned, concerning (a) target-
ing early identification of severe asthma [124], asthma self-management improve-
ment [125–128], proper use of SABA [127]; (b) monitoring and self-management 
of chronic urticaria [129]; (c) preventing drug allergies [130]. Some of these CDSSs 
are also presented in different chapters of this book. While some CDSSs are based 
on Bayesian algorithms, other adopt AI approaches (mostly ML). A long list of 
limitations of CDSS is discussed, and trials have shown only in some cases clinical 
usefulness and impact. However, this area of investigation is rapidly developing 
and, in general, the more CDSSs are used, the larger is the dataset they can analyze, 
and the more accurate they become [121].

1.8  �Digital Allergology in Countries: Spain, 
Germany, Australia

The implementation of digital allergology in the real world is not only a free initia-
tive of patients and doctors, but also part of the policy and plans of many govern-
ments and national health systems. The European next-generation plan incorporates 
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digital health as one of its priorities, aiming at reducing costs and improving quality 
and equalness in assistance.

In their chapter [131], Antolin-Amerigo et al. describe how digital allergology is 
being implemented in Spain. The digital transformation of the public administration 
has received strong attention in Spain, and a Digital Health Strategy (DHS), articu-
lated in 10 axes, is also involving the health sector. Within this framework, the new 
Spanish Strategy for Science, Technology, and Innovation, 2021–2027 is opening 
avenues to innovation in several aspects, including reimbursement structures, 
mobile health developments, telemedicine, remote care access, and integration of 
digital health tools in daily practice. Galicia, the Basque Country, Cataluña, and 
Andalusia have established tele-dermatology services, with Galicia playing a pio-
neer role also in conducting teleconsultations for pneumology [132]. COVID-19 
heavily affected Spain in 2020, and most allergy practices implemented in a few 
weeks’ telemedicine consultations [133], with reports registering high patient satis-
faction [134]. Telemedicine for asthma and allergic rhinitis works well in Spain, and 
many asthmatic patients use digital devices to monitor their lung function and share 
their own data online with healthcare providers, thus facilitating early detection of 
asthma exacerbations and timely intervention [131]. Improved accessibility to care, 
remote monitoring, cost-effective intervention, enhanced allergy education, better 
disease management, rapid response during emergencies, flexibility and conve-
nience, and timely medical advice are considered the main benefits that telemedi-
cine is producing in Spain within the allergy practice [131]. Many Allergy apps have 
been developed in Spain or translated in Spanish, at least seven of which covering 
the area of pollen control, five dedicated to food allergy and anaphylaxis, and others 
to asthma, mastocytosis, atopic dermatitis, hereditary angioedema, and urticaria 
[131]. However, research in this area is still sporadic.

COVID-19 has had a great impact on the development of telemedicine initiatives 
also in Germany. In their chapter [135], Ludger Klimek et al. report that the rapid 
adoption of telemedicine and remote ambulatory healthcare during the COVID-19 
pandemic has accelerated the use of digital health applications in allergology. This 
chapter explores the implementation and potential of digital technologies in aller-
gen immunotherapy (AIT) in Germany and highlights the advantages and chal-
lenges they present. In addition, it provides an overview of e-health and its various 
terms, such as digital health, mHealth, and healthtech, and their role in the conver-
gence of the internet and medicine in Germany. The potential cost savings and ben-
efits of mobile applications in healthcare are explored, along with the concept of 
blended care. The chapter also emphasizes the need to leverage the positive experi-
ences and lessons learned from the pandemic to improve patient care in the future.

The unmet needs related to prevention, diagnosis, and treatment of allergic dis-
eases are challenges in many world countries. In her comprehensive, detailed, and 
very informative chapter [136], Janet Davies describes challenges, successes, and 
defeats of digital health strategies and tools in Australia in general, and in the field 
of Allergology in particular. This large country has established a sophisticated digi-
tal health ecosystem, with focus on electronic health records, mobile health applica-
tions, and potential for large data analytics in context characterized by cyber security 
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and proper privacy legislation [137, 138] and dedicated national institutions, such as 
the Australian Digital Health Agency (ADHA) [136]. Notwithstanding, data are 
skewed to inpatients with more severe allergies, as patients with milder disease are 
not directly captured in national datasets [136]. Allergy or adverse reactions and 
their triggers can be reported by patients or their clinicians within each Australian 
citizen’s “MyHealth Record” [139, 140], but the scope and completeness of compi-
lation of these tools are still quite limited [141]. To meet this challenge, national 
scientific societies, such as the Australasian Society of Clinical Immunology and 
Allergy (ASCIA), and patient associations, such as the Allergy and Anaphylaxis 
Australia (A&AA) joined the National Allergy Council in an effort of educating 
patients, general practitioners, and nurses on the proper use of the existing digital 
health tools, including the patient’s MyHealth record, also in the area of allergy 
[142, 143]. On this basis, nationwide datasets including information on allergic 
diseases are emerging and becoming available within the Allergy Study Directory 
(ASD) [144], The National Health Survey [145], and the Australian and New 
Zealand Clinical Trials registry (ANZCTR) [146]. In parallel, among 56 Investigator 
initiated studies for allergy and anaphylaxis registered by the National Allergy 
Centre of Excellence (NACE) [147], two are registries using digital health tools for 
drug allergies, i.e., the Australasian Registry of Severe Cutaneous Adverse Reactions 
(AusCAR) [148] and the International Network of Antibiotic Allergy Nations 
(iNAAN) de-labeling study (ANZCTR) [149]. Digital tools are also used in studies 
on food, insect, and respiratory allergies, the latter focusing on digital asthma 
inhaler [150], a citizen science Grass Gazers project on sources of airborne pollen 
[151], and an app to track allergic respiratory symptoms [152]. Other IIS and regis-
tries producing broad epidemiological information on allergic diseases and adopt-
ing digital tools in Australia are not captured by the NACE ASD. These studies are 
based on data generated by the National Health Survey (NHS) conducted in 2022 by 
the Australian Bureau of Statistics [145]. Given the national scenario, a major chal-
lenge for the future of Digital Allergology in Australia is understanding the associ-
ated digital health landscape [153] and how initiatives from government agencies 
and non-governmental initiative may interact in the future to influence, enable, and 
accelerate advancement of digital health capabilities for allergic patients.

1.9  �Outlook in the Future

The enormous expansion of digital health will increasingly impact allergy practice 
and its scientific background. While some areas, such as allergic rhinitis, asthma, 
chronic urticaria, and others (food allergies, venom allergies, drug allergies) are less 
penetrated by digital technologies. However, it is easy to predict that allergists, PHC 
doctors, and the allergic patients themselves will be increasingly using digital tech-
nologies in allergic disease management. Considering that laws and regulations will 
presumably minimally affect this trend, and that countries have barriers in properly 
integrating these new technologies in their national health systems, the balance 
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between advantages and disadvantages of this digital revolution in allergology will 
be mostly based on proper divulgation of sound scientific information and educa-
tion of all the stakeholders.
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Abstract  Healthcare changed tremendously over the past decades due to the avail-
ability and use of technical innovations. The technical support options for diagnos-
ing and managing patients increase by the day and are partly driven by several 
factors, including the availability of good Internet connection in most Western 
European regions, storage of all medical data in electronic patient records, and 
accessibility of most patients to a smartphone, tablet, or computer. Current chal-
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lenges in healthcare, such as an increase in chronic patients caused by aging of the 
population, lack of staff, and increasing costs also speed up these technical develop-
ments because they are expected to reduce the negative impact of these challenges. 
Terms such as eHealth, digital health, telehealth, telemedicine, and telemonitoring 
are often used, and for healthcare professionals it can be difficult to see the forest 
through the trees. In this paragraph, a pragmatic overview of these concepts will be 
provided with an explanation. These will be illustrated with examples from scien-
tific literature.

2.1  �From Paper Health to Electronic Health

A typical medical practice in the 1980s consisted of large cabinets with health 
records in paper folders. Computers were not used at that time and therefore all 
information collected during the assessment was written down by the physician. 
Assistants used a typewriter to transfer the physician’s handwriting into typed docu-
ments. Communication between healthcare professionals, e.g., about a clinical case, 
took place via fax, phone, or regular mail. Documentation activities were time-
consuming as electronic health records and e-mail did not exist [1], and medical 
information or scientific literature could only be found in bookstores or libraries. 
Dr. Google had not entered the consulting room yet. The role of the physician was 
more patronizing, and patients were less involved in their own treatment. The way 
physicians worked is quite different from current clinical practice where patients are 
expected to take an active role in their disease management process. The role of the 
clinician is no longer merely patronizing, as shared decision-making has entered the 
room, placing the patient at the center of care [2].

The use of technology in healthcare changed medical practice enormously over 
the past decades. Innovative technologies became available, such as the wide avail-
ability of personal computers and the introduction of Internet in the nineties. 
Nowadays, most of the European citizens have an Internet connection at home and 
are in possession of a smartphone, tablet, computer, or laptop. This enhanced easy 
access of citizens to health information, and this impacted the way people cope with 
their personal health. According to data collected by the European Union, in 2019, 
55% of all European citizens use Internet to search for health information [3] and 
24% use a wearable or other Internet connected health device to gain insights in 
their health [4]. Dr. Google now entered the consulting rooms, led to more patient 
empowerment, and made healthcare less patronizing. Moreover, healthcare patient 
data are stored in electronic patient records (EPDs) and are in most countries also 
accessible for patients. Above that, an increasing number of medical devices and 
applications have been developed to improve patients’ self-management, leading to 
new and exciting possibilities for patient care with more emphasis on patient 
involvement. Innovations also changed the working processes for healthcare 
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professionals. Information on, for example, guidelines or scientific evidence became 
easily accessible online, and exchange of data with colleagues was made easier and 
quicker. The role of healthcare professionals is now slowly changing toward a more 
coaching position with emphasis on shared decision-making.

These changes are important: rising costs, lack of staff, and an increasing num-
ber of complex chronic ill patients force healthcare organizations to implement 
innovative changes to maintain good quality healthcare that is accessible for all. 
EHealth offers the potential to make this transition, for example, by improving 
patients’ self-management skills, which can reduce healthcare visits. EHealth con-
tributes to the shift from the traditional model of the physician–patient relationship 
to the patient becoming a fully integrated member of the health care team by 
enabling the patient to improve self-management skills [5]. An example of this is 
the home monitoring of patients’ symptoms, which can help to plan medical 
appointments at the right time. Another example is collecting questionnaire data 
before consultation, making medical appointments more effective. In short, there is 
a need to incorporate innovative technology applications in healthcare. During the 
COVID-19 pandemic, many healthcare organizations implemented technology 
applications in healthcare which was highly stimulated by the European Union and 
local governments [6]. We need to make use of this momentum to embrace the 
available effective technologies to make future healthcare affordable and accessible. 
The use of technology in healthcare is also called eHealth, digital health, or tele-
health. In the next paragraph, an explanation of these concepts will be provided.

2.2  �EHealth and Digital Health: How to See the Forest 
Through the Trees?

The terms eHealth and digital health are used interchangeably in scientific papers 
and policy reports on technology in healthcare. It is difficult to find clear distinc-
tions between the two concepts because publications on the topic are inconsistent. 
Moreover, there are many different definitions available, e.g., only for digital health 
there are ninety-five unique definitions available [7]. In this paragraph, a pragmatic 
approach is used, starting with a semantic comparison between eHealth and digital 
health. The “e” in eHealth stands for electronic. Therefore, electronic and digital are 
compared in Box 2.1.

Box 2.1 Definitions According to the Oxford Languages Dictionary

Electronic: accessed by means of a computer or other electronic device especially over a 
network

Digital: involving or relating to the use of computer technology, using, or storing 
data/information in the form of digital signals
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According to the information in Box 2.1, digital health can be seen as broad 
umbrella term for all use of computer technology or storage of data in healthcare, 
whereas eHealth includes the use of a network, such as Internet. “Digital” comes 
from the Latin word “digitus,” which means “finger” and refers to counting with 
fingers. It is often used to label tools that use numbers (e.g., an analogous clock with 
hands versus a digital clock with numbers) or to describe binary coding used by 
computers (0 and 1). The distinction between digital health and eHealth is vague, 
but in general one can say that digital health is a broader concept than eHealth [8]. 
Health applications are always a form of digital health, but if they do not interact 
with the user, they are not considered to be eHealth. Examples of these are 
Blockchain, a collection of health data, smart home systems, and artificial intelli-
gence. This difference is also reflected by their definitions in Table 2.1 from the 
World Health Organization showing that communication is an essential aspect of 
eHealth but not of digital health [9, 10]

In many publications, the eHealth definition of Eysenbach is used; therefore, it is 
also mentioned in this paragraph. This definition also shows that communication 
and sharing of information are essential aspects in eHealth:

eHealth is an emerging field in the intersection of medical Informatics, public health, and 
business, referring to health services and information delivered or enhanced through the 
Internet and related technologies. In a broader sense, the term characterises not only a 
technical development, but also a state of mind, a way of thinking, an attitude, and commit-
ments for networked global thinking, to improve healthcare locally, regionally, and world-
wide by using information and communication technology [11].

The definitions of eHealth and digital health show that the concepts are very 
broad, and both cover many different applications. Figure 2.1 summarizes the rela-
tionship and overlap between the different concepts including those on telehealth, 
social media, artificial intelligence, and big data. It is important to realize that digi-
tal health is also applicable outside of healthcare practices, e.g., to improve well-
being and lifestyle by using a wearable or app such as Fitbit, Apple Watch, online 
Weight Watchers app, or food packages scanning apps. In the following paragraphs, 
more in-depth information will be provided on the other concepts.

Table 2.1  The World Health Organization (WHO) developed separate definitions for eHealth and 
digital health that reflect the difference between the communication-related aspects of eHealth and 
the broad focus of digital health, see Table 2.1

Definition of eHealth Definition of digital health

The cost-effective and secure use of 
information and communications 
technologies in support of health 
and health-related fields, including 
health-related services, health 
surveillance, health literature and 
health education, knowledge and 
research [9]

Digital health is a field of knowledge and practice 
associated with the development and use of digital 
technologies to improve health. Digital health expands 
the concept of eHealth to include digital consumers, with 
a wide range of smart devices and connected equipment. 
It also encompasses other uses of digital technologies for 
health such as the Internet of Things, advanced computing, 
big data analytics, artificial intelligence including machine 
learning, and robotics [10]
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2.3  �Remote Healthcare: Telemedicine, Telehealth, 
and mHealth

During the COVID-19 pandemic, many healthcare organizations learned how to 
provide remote healthcare to avoid infections [12]. This was stimulated by reim-
bursement programs and governmental subsidies. The umbrella term for remote 
healthcare is telehealth and can be considered as a type of eHealth. Telemedicine, 
telemonitoring, and mHealth are forms of telehealth, and the latter three are all 
specifically related to healthcare. Telehealth applications address also nonclinical 
applications (e.g., smartphone reminders for an appointment, or online courses for 
healthcare professionals).

The term telemedicine is often used in healthcare and is a type of telehealth that 
consists of remote medical diagnostic and/or treatment using telecommunication 
such as the Internet [13]. An example of telemedicine is the asthma/COPD-service 
in the Netherlands where GPs can refer patients with respiratory complaints to a 
diagnostic center close to patients’ home. There patients receive a standardized 

Fig. 2.1  Schematic overview of the concepts discussed in this chapter
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assessment according to current guidelines by a trained laboratory assistant. The 
data from the assessment is transferred via the Internet to a pulmonologist for diag-
nosis and treatment advice. The advice from the pulmonologist is transferred 
directly in the electronic patient record of the GP, and the patients stay under super-
vision in primary care. In this way, patients do not have to travel, the GP stays in 
charge, and the patient receives an suitable spirometry and an expert diagnosis [14].

Telemonitoring is the monitoring and tracking of symptoms, treatment adher-
ence, or other parameters over a certain time. It can be defined as “the use of infor-
mation and communication technologies to monitor and transmit items related to 
patient health status between geographically separated individuals” [15]. See for an 
example of an electronic symptom- and drug intake diary Box 2.2. Typically, the 
monitoring data is transferred from patients to their healthcare professional. The 
most used transfer options are via Internet or text messaging or phone calls. The 
difference between mHealth and telemonitoring is that telemonitoring can also be 
done with non-mobile devices. An example of this is home ventilation of COPD 
patients where values are sent to the hospital via Internet.

The use of mobile devices or tools in medicine is called mHealth and is strongly 
related to telemonitoring. The “m” of mHealth stands for mobile and is used to 
describe digital health applications with mobile devices, mobile phones, wearables, 
or other monitoring devices [16]. Examples of these monitoring devices are regular 
smartphones, wearables such as a Fitbit, blood glucose measuring patches, home 
blood-pressure devices, or smart slippers (used to assess risks of falling [14]). Home 
monitoring is feasible and can be cost-effective as shown by the Safe@Home proj-
ect where pregnant women with tension-related risk factors measure their blood 
pressure at home which saves hospital visits and assessments [17]. Sensors become 
increasingly accurate and smaller which leads to new and exciting mHealth possi-
bilities for the future. It remains however a challenge to determine where the col-
lected data needs to be stored in the Electronic Patient Records (EPRs) and how 
these data need to be processed. How do you determine whether the data of the 
patient are reliable? How many measurements need to be stored in the EPR? Above 
that, clear agreements need to be made with patients and professionals to determine 
who needs to act on the results of the monitoring and how fast.

Box 2.2 The Impact of Telemonitoring on Adherence to Nasal 
Corticosteroid Treatment in Children with Seasonal Allergic 
Rhinoconjunctivitis, Based on Pizulli et al. [18]
To improve adherence in children with allergic rhinoconjunctivitis, a random-
ized controlled trial was performed to compare an Internet-based telemonitor-
ing program with care as usual. The study was executed during the grass 
pollen season (n = 63, age 5–18 years). Patients were prescribed with a daily 
dose of nasal corticosteroids and were randomized to intervention or care as 
usual group. Patients in the intervention group received access to an online 
electronic diary for daily registration of symptoms and drug intake. The 
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2.4  �Other Forms of eHealth: Online Information, Patient 
Web Portals, and Social Media

With the use of Internet, information on health and disease is easily assessable. 
There are numerous websites available for patients, but the challenge is to find those 
who are safe and reliable. The role of patient organizations is essential to provide 
this information. These organizations can also help patients to get in touch in online 
peer sessions or via social media (e.g., Facebook). One example of this is the web-
site patientslikeme.com with more than 850,000 members worldwide who can find 
online information about their disease and share experiences with peers. On this 
website, patients can see opinions of peers regarding effectiveness and side-effects 
of specific medication which can help them to make decisions regarding their treat-
ment. Providing reliable online patient information can also help to reduce work 
pressure of healthcare professionals. The launch of the freely available patient infor-
mation website developed by the Dutch College of Primary Care led to a 12% 
decrease in primary care usage nationwide. This website contains information 
regarding symptoms, diseases and provides advice when to contact your general 
practitioner or call the emergency department [19]. Nowadays, patients are more 
involved in their treatment and sufficient knowledge regarding their disease is the 
keystone for good self-management.

Compared to the 1980s and 1990s, both patients’ demand and actual access to 
their medical records have increased, driven by two primary factors. First, the shift 
from paper-based records to electronic health records has made it easier for patients 
to access their health information. Second, the growing need for patient autonomy 
and empowerment has initiated a more patient-centered healthcare model, in which 
access to medical data is no longer seen as unnecessary. Technology developments 
along with increased patient empowerment and more focus on self-management 
changed the general opinion regarding accessibility of patients’ medical records. 
Technically, it is now feasible to provide patients’ direct access to their own medi-
cal records, although this is not available in every country or healthcare organiza-
tion. Typically, electronic data of patients is accessible via patient web portals linked 
to healthcare organizations. These are websites or applications that provide secured 
access to patients’ medical data and often also to other applications. Examples of 
these applications are monitoring of symptoms via questionnaires or wearables, 
sending messages to healthcare professionals, having insights in the communication 
between physicians, and more. The effect of accessibility to electronic health 
records health outcomes is limited. And although it might lead to feelings of 

follow-up period was 5 weeks. The diary consisted of daily questions regard-
ing the disease, pollen counts, and a chat option with the physician. Patients 
received an alert if they did not enter their data. After 5 weeks, patients in the 
intervention group had a higher daily consumption of nasal corticosteroids 
compared to patients in the control group.
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empowerment, it also can lead to confusion or anxiety. Unfortunately, studies on 
this topic are difficult to compare, due to large heterogeneity of study design [20], 
therefore it is difficult to draw hard conclusions. There are indications that patient 
training might lead to more positive results [21].

Communication between healthcare professionals and patients changed tremen-
dously due to the implementation of eHealth. An important reinforcer for digital com-
munication was the COVID-19 pandemic which led to a worldwide increase of video 
consultations and digital meetings [22]. Online meetings reduce travel time and envi-
ronmental impact transportation, but it can also make communication with different 
healthcare professionals from distinct locations at the same time easier. Communication 
can also take place via messaging platforms, which are offered by electronic patient 
records or are stand-alone secured messaging programs. Patients can use this to ask 
short and simple questions that are non-urgent. This saves patients waiting time at the 
phone, and healthcare professionals can answer questions at a convenient time [23]. 
Sending messages such as an SMS to patients can also be very practical. This can be 
used to send reminders regarding upcoming medical visits to avoid no-shows. EHealth 
communication also provides the opportunity to treat patients remotely [24].

2.5  �Social Media, Good for Your Health?

Social media, including Twitter, Facebook, YouTube, LinkedIn, and Instagram, are 
used by healthcare professionals and patients to share opinions, updates, or to con-
tact peers. Scientists sometimes use social media to recruit patients for their studies 
[25, 26]. Social media can also be helpful for organizations or healthcare organiza-
tions to share information regarding information of the clinical practice such as 
opening times, staff, announcements, and other relevant news. For example, the 
European Academy of allergy and clinical immunology (EAACI) is active on 
Facebook and shares information on allergy on different topics telemedicine, air 
pollution, or allergy education. An example of the content EEACI shares is pre-
sented in Box 2.3. During international conferences, many delegates and presenters 
share their experiences at professional platforms such as LinkedIn or on Twitter. 
This can lead to interesting discussions with colleagues that are visible for all users 
of that platform. Unfortunately, there is also a downside to social media, it can be 
complicated to make sure that your messages and posts remain up-to-date, privacy 
and confidentiality of patients and colleagues should be maintained and the bound-
aries between professionalism and personal life can become blurry [26].

Box 2.3 Social Media and EAACI
EAACI is active at social media on Twitter, LinkedIn, and on Facebook. The 
organization has several Facebook pages: information page, EAACI patients, 
EAACI junior members, and EAACI Zurich. All these pages provide relevant 
up-to-date information for professionals and patients regarding allergy and 
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2.6  �Big Data and Artificial Intelligence

The use of Electronic Patient Records (EPRs) has consequences for patients and 
healthcare organizations. On the one hand, patient records lead to the availability of 
large databases, which can be used for research and evaluation purposes. Data from 
ERPs of large healthcare organizations can be seen as big data. According to the 
IBM, big data can be defined as “data sets whose size or type is beyond the ability 
of traditional relational databases to capture, manage and process the data with low 
latency” [29]. Big data can be used to develop prediction models based on patient 
characteristics, risk factors, chosen treatments, and disease outcomes. These models 
can be implemented in clinical decision support systems (CDSS) that help to make 
clinical choices. An example of a prediction model based on data is presented in 
Box 2.4. Artificial Intelligence (AI) is already widely used in imaging, where it 
can help radiologists to interpret visual data. Types of AI can help to distinguish 
benign tumors from malignant and thereby improving diagnostics [30]. EPRs can 
provide extensive data, for which AI can be used to perform a cluster analysis to 
discover different patient phenotypes. This can be relevant to predict the efficacy of 
certain treatment-specific types of patients. In this way, unnecessary and ineffective 
treatments can be prevented, and it improves personalized medicine [31]. Big data 

asthma. LinkedIn is used to communicate with professionals and regularly 
provides more in-depth information regarding, for example, publications, 
conference presentations, or topics for discussion. Short messages can be 
shared with Tweed on Twitter, and this is extremely popular during confer-
ences to share pictures, announcements, or news items. During the EAACI 
conference in 2022, the hashtag #EAACI2022 was used to post Tweets regard-
ing the conference. Below a Facebook and Twitter post are shown [27, 28].
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and AI are related to digital health because they make use of digital databases and 
the models that are built upon big data can be used by eHealth applications to create 
personalized advice based on specific demographic and medical risk factors.

2.7  �Conclusion

The introduction of the personal computer and later the use of Internet changed the 
organization of healthcare importantly. Computers and other technology are inevi-
table in current clinical practice. Technology keeps evolving and leads to new inno-
vations that will impact the way patients are treated in the coming decades. Patients 
are more actively involved in their own disease management, and the availability of 
huge databases with anonymous patient records can be used to improve personalized 
care. The self-management of patients becomes easier with the help of smart appli-
cations, e.g., to scan food packages or to provide pollen warnings. These innovations 
are expected to reduce the negative impact of the aging population, workload, lack 
of staff, and increasing costs. Different health technology concepts are used incon-
sistently in literature and guidelines, and there is a need for a clear and pragmatic 
explanation. This chapter provided a brief overview of the most used concepts in 
digital health research along with some practical examples from allergy management.
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In the current healthcare context, medical applications, including apps, software 
solutions, smart devices, wearables, artificial intelligence (AI), digital decision sup-
port systems, telemedicine, remote monitoring, and patient training have revolu-
tionized the provision and administration of healthcare services.

Medical applications now function as potent tools for managing and monitoring 
health and harnessing smart devices and wearables to obtain real-time data on vital 
signs, activity levels, and other health indicators. These applications play a crucial 
part in preventative healthcare by enabling individuals to take charge of their health 
maintenance. Through fostering a proactive approach, they encourage active 
engagement in well-being.

The integration of artificial intelligence has significantly enhanced the diagnostic 
and decision-making capacities of medical applications. AI algorithms can analyze 
vast datasets, aiding in the interpretation of medical images, identifying patterns, 
and providing valuable insights to healthcare professionals. This not only expedites 
the diagnostic process but also contributes to more personalized and efficient treat-
ment strategies.
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Digital decision support systems have become integral to clinical workflows, 
offering evidence-based guidance to healthcare practitioners in areas such as diag-
nosis, treatment planning, and medication management. These tools augment clini-
cal expertise, fostering more informed and standardized decision-making across 
healthcare settings.

Telemedicine has emerged as a transformative force, enabling remote consulta-
tions between patients and healthcare providers. This not only facilitates timely 
access to healthcare services but also extends medical expertise to underserved or 
remote areas. The advent of telemedicine has been particularly impactful in improv-
ing healthcare accessibility and reducing barriers to timely medical interventions.

Remote monitoring, facilitated by medical apps and connected devices, allows 
healthcare providers to track patients' health parameters outside traditional clinical 
settings. This is particularly beneficial for individuals managing chronic conditions, 
as it enables continuous monitoring and early detection of potential health issues, 
leading to more proactive and personalized interventions.

Patient training applications have evolved to provide accessible and personalized 
educational resources to individuals seeking to better understand and manage their 
health conditions. These tools empower patients to actively participate in their care, 
fostering health literacy and promoting self-management.

In essence, the contemporary array of medical applications represents a para-
digm shift in healthcare delivery, leveraging technology to enhance preventive care, 
diagnostics, treatment personalization, and patient engagement. As these technolo-
gies continue to advance, they hold the promise of further optimizing healthcare 
outcomes and fostering a more patient-centric and data-driven approach to medicine.

3.1  �What Makes an App a Health App?

In the dynamic landscape of mobile health applications, it has become increasingly 
vital to discern the nuanced differences between applications that confer genuine 
medical benefits and those that predominantly cater to lifestyle preferences. The 
prolific emergence of health-related apps spans a broad spectrum, encompassing 
tools dedicated to the management of chronic conditions, diagnostic support, treat-
ment adherence, and those focusing on general fitness tracking and well-being.

A quintessential characteristic that distinguishes a medical application is its 
capacity to deliver evidence-based and clinically validated benefits, directly contrib-
uting to the diagnosis, treatment, or ongoing monitoring of health conditions. Such 
applications typically undergo rigorous testing and validation processes and adhere 
to established regulatory standards to ensure not only their efficacy but also their 
safety in diverse clinical scenarios. This level of scrutiny is fundamental to instil 
confidence among healthcare practitioners, regulators, and users regarding the reli-
ability and utility of the application in the realm of medical decision-making.
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Conversely, lifestyle-oriented applications primarily target personal preferences 
and lifestyle choices. While they may incorporate features that contribute to general 
wellness, fitness tracking, or nutrition management, they often lack the comprehen-
sive validation necessary for integration into clinical practices. These applications 
are designed to enhance aspects of daily life rather than providing the substantiated, 
medically validated benefits required for making critical healthcare decisions.

Therefore, the critical differentiator lies in the depth of medical validation and 
the application's adherence to stringent regulatory standards. A truly medical appli-
cation goes beyond merely enhancing lifestyle aspects and ensures that its features 
are underpinned by robust scientific evidence, meeting the high standards necessary 
for genuine medical utility and contributing meaningfully to the broader healthcare 
ecosystem.

3.2  �Which Certification Process Must a Health 
App Undergo?

Certifications and legal restrictions for medical applications are essential safe-
guards. They ensure patient safety by validating adherence to rigorous standards, 
confirming clinical validity, and promoting interoperability and data security. 
Additionally, these measures standardize quality, establish legal compliance, and 
mitigate liability. By providing market access and facilitating global trade, certifica-
tions contribute to a trustworthy and accountable integration of technology into 
healthcare, aligning innovation with patient well-being and system integrity.

The Medical Device Regulation (MDR) is an all-encompassing and revised reg-
ulatory system of the European Union pertaining to medical devices, which became 
effective on 26 May 2021.1 It is a modernized version of the Medical Devices 
Directive (MDD). The rationale for the MDR lies in the imperative to adjust regula-
tory protocols in response to the constant advancements in technology and the 
growing intricacy of medical devices. The foremost goal is to guarantee the safety 
and functionality of medical devices, while concurrently augmenting public trust in 
these items.

The MDR sets out stricter protocols for assessing conformity, clinically evaluat-
ing, and monitoring medical devices. It also prioritizes transparency concerning the 
efficiency and safety of these products, providing superior information for patients 

1 Regulation (EU) 2017/745 of the European Parliament and of the Council of 5 April 2017 on 
medical devices, amending Directive 2001/83/EC, Regulation (EC) No 178/2002 and Regulation 
(EC) No 1223/2009 and repealing Council Directives 90/385/EEC and 93/42/EEC.
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and healthcare providers alike. It also prioritizes transparency concerning the effi-
ciency and safety of these products, providing superior information for patients and 
healthcare providers alike. The regulation emphasizes the importance of manufac-
turers implementing quality management systems and enforces rigorous standards 
for documentation and traceability of medical devices. The MDR aims to establish 
a regulatory framework that is both comprehensive and current, guaranteeing that 
medical devices meet the highest standards while conforming to safety and effec-
tiveness requirements.

The MDR mandates the CE marking for digital healthcare equipment as a pri-
mary outcome.2 This marking is a crucial regulatory requirement for mobile health 
devices in the European Union. It indicates compliance with EU safety and perfor-
mance standards, allowing legal marketing and sales within the EU. Mobile health 
developers must ensure that their devices comply with the relevant directives and 
regulations, such as the Medical Devices Regulation (MDR) or In Vitro Diagnostic 
Regulation (IVDR),3 depending on the nature of the device. For digital medical 
applications, obtaining the CE marking involves a comprehensive conformity 
assessment process that evaluates aspects such as the application's safety, perfor-
mance, and intended purpose. The responsibility of compiling technical documen-
tation, including risk assessments, clinical evaluations, and details regarding the 
application’s design and functionality, lies with the manufacturer.

Notably, the CE marking for medical applications is not only about the product 
itself but also extends to the quality management system of the manufacturer. 
Compliance with ISO 13485, an international standard for medical device quality 
management systems, is often a prerequisite for obtaining and maintaining the CE 
marking.4 The standard specifies requirements for a quality management system 
(QMS) for organizations involved in the design, development, production, installa-
tion, and servicing of medical devices and related services.5

In addition, certain digital health applications may fall under the category of 
medical devices without an intended medical purpose. These products still need to 
adhere to applicable regulations and may require CE marking.

In summary, obtaining the CE marking for digital medical applications involves 
a thorough evaluation of their safety, performance, and adherence to regulatory 
requirements. It not only ensures compliance with EU directives but also 

2 The “CE marking” is a symbol affixed to products to indicate compliance with EU directives and 
approval for sale within the European Economic Area.
3 European Commission. “Regulation (EU) 2017/746 of the European Parliament and of the 
Council of 5 April 2017 on in vitro diagnostic medical devices and repealing Directive 98/79/EC 
and Commission Decision 2010/227/EU.” Available online: https://eur-lex.europa.eu/eli/
reg/2017/746/oj.
4 The “ISO” (International Organization for Standardization) is a globally recognized body that 
develops and publishes international standards for various industries and sectors to ensure quality, 
safety, and efficiency in products, services, and systems worldwide.
5 International Organization for Standardization provides detailed information about the content 
and application of ISO 13485, as well as access to the full text of the standard and related resources: 
www.iso.org/standard/59752.html.

S. Dramburg

https://eur-lex.europa.eu/eli/reg/2017/746/oj
https://eur-lex.europa.eu/eli/reg/2017/746/oj
http://www.iso.org/standard/59752.html


43

underscores the commitment to delivering safe and effective healthcare solutions in 
the European market.

3.3  �Who Is Liable for Damages Caused by Health Apps 
and Other Digital Medical Devices?

The legal obligations of a publisher of mobile software applications and electronic 
devices include ensuring compliance with a range of regulations and protecting the 
interests of users. A crucial aspect involves following data protection laws by imple-
menting strong privacy policies and obtaining explicit user consent for the collec-
tion, processing, and storage of personal information. Failure to comply with these 
regulations can result in significant fines6 and harm to reputation.

Digital medical products may be subject to medical product regulations, such as 
the EU's Medical Device Regulation (MDR). Under MDR, manufacturers of medi-
cal devices have clear responsibilities regarding liability. They are liable for dam-
ages caused by their products, including those related to design, production, or 
instructions for use. It is therefore essential to comply with these regulations, as 
non-compliance may result in legal repercussions.

Moreover, the publisher is responsible for the content that the platform hosts. It 
is crucial to be diligent in monitoring user-generated content to avoid violations of 
intellectual property rights, defamation, or unlawful activities. The incorporation of 
appropriate content moderation procedures and the formulation of unambiguous 
guidelines for user behavior are crucial in fulfilling legal obligations. Regular 
updates to the terms of service, together with transparent communication of any 
alterations to users, assist in maintaining legal compliance and reducing potential 
risks linked to the mobile application.

With the implementation of sales law reforms that extend consumer rights when 
purchasing digital products, application providers are obligated to provide updates 
that maintain product functionality, data processing procedures, and data security. 
The product provider is responsible for offering regular updates throughout the con-
tractual relationship or for a period of time that is reasonably expected by the con-
sumer upon purchasing the app. This ensures that the consumer receives the 
necessary updates.

The participation of “Notified Bodies” is also a key facet of the 
MDR. Manufacturers are obligated to collaborate with these bodies to evaluate and 
confirm the conformity of their products with regulatory requirements.

Manufacturers are required to report any serious incidents associated with their 
medical devices that could cause harm. This mandatory reporting is vital for uphold-
ing transparency and facilitating swift action in response to potential issues.

6 The website www.enforcementtracker.com provides a Europe-wide overview of fines imposed by 
data protection authorities for corresponding violations.
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The precise requirements regarding liability regulations may depend on the spe-
cific context and the nature of the medical device. Manufacturers must be thor-
oughly informed about the specific requirements of the MDR and guarantee that 
their products comply with these rules to mitigate liability risks.

When using digital health technology, the conventional doctor–patient relation-
ship may be disrupted. It is essential to establish clear agreements and employ trans-
parent communication to clarify potential liability issues and prevent liability risks. 
The involvement of multiple organizations can escalate the likelihood of liability, 
even triggering liability for third parties under your responsibility.

3.4  �Data Protection and Data Security: Basics for Health 
Care Professionals Using Digital Technologies

In modern medicine, the intersection of privacy and healthcare presents unique 
challenges. The ever-increasing digitization of patient records, diagnostic tools, and 
treatment modalities has led to an unprecedented accumulation of sensitive medical 
information. Ensuring the privacy and security of this data is paramount given the 
potential consequences of unauthorized access or misuse.

Patients entrust healthcare providers with intimate details about their health, so it 
is imperative that robust safeguards are in place to protect against breaches. Striking 
a balance between the seamless exchange of medical data for research and treatment 
purposes and the protection of individual privacy rights is a complex task. The intri-
cacies of navigating this delicate balance make privacy a central and complicated 
challenge in the landscape of modern medicine.

In the rapidly changing world of digital medical devices, it is crucial to prioritize 
user privacy and comply with data protection regulations, especially the General 
Data Protection Regulation (GDPR). One of the main challenges in data protection 
law for digital medical products is the categorization of health-related data as spe-
cial personal data.7 The classification as special data reflects the need for stringent 
regulation and heightened protection mechanisms, given the potential implications 
of unauthorized access or misuse on individuals' privacy, autonomy, and well-being. 
Consequently, companies that process health data must comply with additional 
legal and ethical obligations. They must adhere to strict data protection require-
ments, obtain explicit consent, ensure robust data security measures, and promptly 
report any breaches. Regular risk assessments and privacy impact assessments are 
essential. Non-compliance can result in substantial fines and damage to the com-
pany's reputation. Proper handling of health data is crucial to maintain integrity and 
legality.

7 Art. 9 Nr. 1 GDPR.
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Ethical data handling is guided by two fundamental principles: purpose limita-
tion8 and data minimization.9 These principles promote the careful gathering of rel-
evant information that is directly related to a device's intended purpose. This 
approach aims to strike a balance between technological advancement and the need 
to safeguard individuals' privacy rights. A thorough comprehension and application 
of data minimization and purpose limitation not only ensures compliance with regu-
lations but also enhances transparency and trust in the creation and use of digital 
health technologies.

Another important aspect of privacy law is the informed consent from affected 
users. Developers must prioritize obtaining explicit and informed consent from 
users before collecting and processing their health data. This involves transparently 
communicating the purpose, scope, and duration of data processing, ensuring that 
users fully comprehend how their information will be utilized.10 The consent pro-
cess should be clear, easily accessible, and provide users with the option to grant or 
deny consent freely. Upholding the principles of informed consent is not only a 
legal obligation but also establishes a foundation of trust between users and devel-
opers. This promotes ethical data practices in the dynamic landscape of digi-
tal health.

Cross-border processing presents a unique challenge in terms of data protection 
law. When navigating the global landscape of digital medical devices, it is important 
to carefully consider international data transfers, particularly in the context of the 
GDPR. If health data is transmitted across borders, developers must ensure compli-
ance with the GDPR's strict requirements for such transfers. To safeguard the pri-
vacy and security of the data during its journey, it is recommended to implement 
mechanisms such as Standard Contractual Clauses11 or Binding Corporate Rules.12 
It is essential to communicate transparently about the international nature of data 

8 Art. 5 No. 1 (c) GDPR: “Personal data shall be […] collected for specified, explicit and legitimate 
purposes and not further processed in a manner that is incompatible with those purposes; further 
processing for archiving purposes in the public interest, scientific or historical research purposes 
or statistical purposes shall, in accordance with Article 89(1), not be considered to be incompatible 
with the initial purposes (‘purpose limitation’); […].
9 Art. 5 No. 1 (c) GDPR: “Personal data shall be […] adequate, relevant and limited to what is 
necessary in relation to the purposes for which they are processed (‘data minimisation’); […]”.
10 Art. 13 GDPR provides an overview of the scope of the minimum content of the privacy policy.
11 “Standard Contractual Clauses” (SCCs) are standardized contractual terms provided by the 
European Commission. They serve as a mechanism for ensuring the lawful transfer of personal 
data from the European Union to countries outside the EU that may not have an adequate level of 
data protection. Organizations use SCCs as a legal framework to establish safeguards and protect 
the privacy rights of individuals when engaging in international data transfers. These clauses set 
out obligations for both the data exporter and the data importer, providing a standardized and rec-
ognized approach to meeting the requirements of data protection laws.
12 “Binding Corporate Rules” (BCRs) are internal privacy policies adopted by multinational com-
panies to facilitate secure cross-border data transfers. They serve as a framework for consistent 
data protection practices within the organization, ensuring compliance with privacy regulations, 
especially in the absence of adequate safeguards in certain countries. BCRs are legally binding and 
approved by relevant data protection authorities under the GDPR.
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processing and the safeguards in place to obtain informed consent from users. By 
addressing the complexities of international data transfers, developers not only fulfil 
their legal obligations but also demonstrate a commitment to protecting user data on 
a global scale. This fosters trust and compliance with the evolving standards of data 
protection.

These points are the foundation of a data protection-compliant application, but 
they are only a part of the many requirements that publishers of digital medical 
devices must adhere to. By considering these aspects, developers of digital medical 
devices can enhance compliance with data protection regulations and contribute to 
the responsible and ethical use of health data.

3.5  �The Use of Artificial Intelligence in Healthcare: Legal 
and Ethical Considerations

In the case of AI-based medical applications, data protection must meet even more 
stringent legal requirements, even if the applicable data protection law does not 
contain specific provisions for the processing of personal data by AI.13,14

Due to this specificity of AI-based software, the data subject must be informed in 
advance of the proposed processing in a transparent and comprehensible manner. 
Providers face the problem that AI-based processing, in particular, requires exten-
sive explanation of the algorithm used; after all, the health data is usually used to 
train the AI model.

The federated learning method is therefore used to fulfil the principle of data 
minimisation.15 Instead of centralizing all available data for training a unified algo-
rithm, a version of the algorithm is deployed on individual devices, undergoing 
training exclusively with locally available data. At predefined intervals, the locally 
trained data is transmitted to the service provider, where it is amalgamated into an 
aggregated model. This design ensures that the trained algorithm inherently lacks 
any personal data, thereby exempting its transfer and subsequent processing from 
the purview of GDPR regulations. However, it is essential to acknowledge a draw-
back associated with this methodology—it results in a more intricate algorithm and 
incurs substantially higher development costs.

In the context of potential liability for an AI medical device, the primary question 
that arises pertains to the responsible parties for a defective AI within the medical 
sector. Generally, numerous parties are involved in the life cycle of an AI.  For 
instance, if an AI medical device were to malfunction, the programmer, the 

13 van den Hoven van Genderen, European Data Protection Law Review, 2017;338(346).
14 Only the prohibition of automated decision making in Art. 22 GDPR addresses the functional 
basis of AI to a certain extent.
15 See Footnote 5.
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manufacturer, the supplier/distributor, the operator/user (i.e., the doctor or hospital), 
and the notified body may all face liability.

Liability issues are a significant concern for AI app providers, in addition to their 
general obligations. All providers must address the challenge of organizing liability 
and warranty frameworks.

Malfunctioning AI results may result in severe harm to consumers, with medical 
AI apps being of particular concern. If a user were to rely on a diagnosis issued by 
the app and fail to seek timely further treatment, causal attribution of health damage 
to the app may arise. It is important to note that the AI itself cannot be held liable, 
and therefore the manufacturer remains liable in such cases.

The issue’s relevance is highlighted by the EU Commission’s initiative to “adapt 
liability laws to the digital age, circular economy and global value chains.” The 
initiative offers various evidentiary rule options, including a complete reversal of 
the burden of proof, which could pose a challenge for manufacturers seeking to 
evade liability. To minimize any potential risks, manufacturers must provide com-
prehensive and precise definitions of their product’s capabilities and usage guide-
lines. It is imperative that apps serve solely as sources of information, and the user 
or their doctor should make all decisions regarding the product’s use.
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Abstract  Experiences with the services of the Austrian Pollen Information Service 
formerly located at the Medical University of Vienna show the multiple benefits of 
digital health. The pollen diary supports patients/users and/or practitioners in pollen 
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allergy diagnosis. The symptom report generated by the pollen diary shows all the 
significant positive correlations between personal symptoms and certain pollen 
types resulting in further indications for pollen allergy diagnosis. The Pollen+ app 
unites information, forecasts, the pollen diary, and different maps under one roof to 
empower patients/users to make informed decisions and to support them in allergen 
avoidance. In addition, pollen forecasts are personalized for those who use the pol-
len diary. The Ragweed Finder collects reports all over Austria and distributes the 
ones verified by experts to local and regional authorities to curb the spread of rag-
weed and thus limit the burden of concerned pollen allergy sufferers and to raise the 
awareness for ragweed. All services are free of charge, grant easy access (Internet 
and mobile device/computer required) and comply with the latest General Data 
Protection Regulation (GDPR). The digital health benefits addressed encompass 
personalization, (self-) management, cost-effectiveness, affordability, confidential-
ity, and equity. While the benefits from digital health as illustrated by the experi-
ences described herein are evident, the transformation of digital health continues, 
and ethical issues should be kept in view.

Abbreviations

API	 Application programming interface
EU	 European Union
PHD	 Patients Hayfever Diary
REST	 Representational state transfer
SQL	 Structured Query Language

This chapter summarizes hands-on experiences with the digital health services of the 
Austrian Pollen Information Service formerly located at the Medical University of 
Vienna (www.pollenwarndienst.at). As typical digital health services, they improve 
access to information, reduce costs, increase quality, and personalize forecasts. We 
present herein the pollen diary (www.pollendiary.com or in the Pollen+ App), the 
symptom report, the Pollen+ App, and the Ragweed Finder (App; www.ragweed-
finder.at) and show how they can empower patients and/or practitioners to make 
better-informed decisions, to manage their pollen allergies, to facilitate allergy diag-
nosis and to help curb the spread of ragweed (Ambrosia artemisiifolia) in Austria.

4.1  �Short History of the Austrian Pollen Information Service 
on Its Road to Digital Health

The development and innovations of the Austrian pollen information service can be 
taken as an object lesson for the road to digital health. One of the first pollen traps 
in Austria was installed in Vienna, the capital of Austria, in 1977. In the 1980s, first 
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pollen forecasts were recorded on tape which were accessible by phone followed by 
pollen information distribution to practitioners in the 1990s. Finally, pollen informa-
tion was presented online in the late 1990s. The pollen diary was developed in 2009 
as an online platform for symptom documentation, followed by the first version of 
the Pollen App (now Pollen+ App) in 2012. This was the first step toward digital 
health. An app distributing pollen information and including the pollen diary as well 
was an innovation. The first personalized pollen information was made available in 
2013 [1]. The Ragweed Finder was developed in 2017, and the symptom report was 
developed in 2022 [2]. A key aim of the digital health services should be “easy 
access.” Therefore, only Internet access via a PC or a smartphone is a prerequisite to 
use the services provided by the Austrian Pollen Information Service. The services 
are free of charge for the same reason and to ensure affordability. This approach 
grants that health inequalities within the population play a minor role. Free and 
continuous access to high-quality pollen information is a major pillar for allergen 
avoidance and nowadays can only be achieved with digital solutions.

4.2  �The Pollen Diary Experience

The Pollen Diary referred to herein is the one available via www.pollendiary.com 
and is also called “Patient’s Hayfever Diary” (PHD). It is online since 2009 and 
grew in terms of countries and languages until it was well spread over Europe [3]. 
Later it was included in the Pollen App (now Pollen+ App) available to an even 
wider public [1]. It is a pool for crowdsourced symptom data—managing nearly 
230.000 users (status in March 2023) in 13 different European countries—as well 
as a tool for patients/users with a suspected pollen allergy and for practitioners if 
patients/users make their data available. The generated symptom data was and is a 
treasure to in-depth studies on the calculation of symptom scores [3], the pattern of 
allergies [4], the formulation of pollen season definitions [5, 6] and as comparison 
to pollen data [7], allergen data [8], phenological data [9], or air pollution parame-
ters [10]. Those studies would not have been possible without the symptom data of 
the pollen diary. It should be noted that the symptom data generated is gained from 
users and not from initially diagnosed patients (although users can be patients), 
because of privacy and data protection issues. Anonymity is granted to every user 
including complete deletion of all data if requested. The pollen diary fulfills the 
European Union (EU) regulation on data privacy (regulation EU 2016/679). This 
includes that it collects only a minimum of personal data (e.g., email address) and 
adheres to the General Data Protection Regulation, Directive 95/46/EC, and Council 
of the EU for data protection. The symptom data can be filtered with certain mea-
sures to allow a high quality of the data [3].

The pollen diary is composed of symptom documentation and symptom visual-
ization: it starts with a simple questionnaire of eleven questions and the possibility 
to document additional notes of personal interest (other symptoms like headache or 
skin itching, or activities on that day like cycling). The questions address the general 
well-being on that day, the location time was spent most on that day, organ specific 
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burden (from none to severe), organ specific symptoms, the medication intake, the 
time frame of experienced symptoms on that day (e.g., in the morning, during the 
night, the whole day), and how the performance was impaired on that day (from no 
impaired performance to strong impaired performance). The organs asked for are 
eyes, nose, and lungs, which are typically involved in a pollen allergy. It should be 
noted that other organ specific symptoms might also occur, and that allergy should 
be also seen as a systemic disease [11]. There is a calendar function to help users to 
have an overview on which days they already entered their data. It is important to 
use the pollen diary continuously in order to receive significant results. The pollen 
diary therefore offers a reminder service that can be activated in the personal 
settings.

Every user has the possibility to view his/her data via the visualization option 
(Fig. 4.1). There, the personal symptom data is viewed together with the regional 
pollen data of the locations chosen for the selected time period. Those graphs are 
comparison graphs and inform the patient/user about a possible uniform or heterog-
enous occurrence of symptoms with a specific selected pollen type. A uniform 
occurrence might be a first step toward the suspicion of a specific pollen allergy. 
This feature is helpful for bringing persons concerned by health problems to practi-
tioners, but also when the patient is already in professional care to promote pollen 
allergy diagnosis. Therefore, also practitioners benefit from the pollen diary. The 
data (if made available from the patient) gives indications and helps to isolate the 
possible cause of the pollen allergy. This option should not be underestimated since 
a wide range of pollen types are included for selection: alder, ash, birch, cultivated 
rye, the cypress family, elm, grasses, hazel, mugwort, the nettle family, oak, olive 
tree, plane tree, ragweed, and willow. The symptom report goes one step further in 
supporting the diagnosis (see below).

In addition, practitioners and patients may use the documentation and visualiza-
tion of symptoms to track the success of a therapy. Is the new medication adequate? 
Is the immunotherapy already showing relief? Such questions can be answered with 
personal symptom data because it is more objective than the memory of the patient 
especially when comparing different years and pollen seasons. Pollen seasons can 

Country Downloads
Austria 282,830
Germany 204,691
France 122,263
Sweden 103,796
Switzerland 31,786
Spain 23,765
United Kingdom 23,326
Italy 15,219
Belgium 14,775
The Netherlands 10,037
Total 832,488

Fig. 4.1  Visualization of personal symptoms 
together with regional pollination from alder 
and birch in 2019 (anonymized user from the 
region Vienna)
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be very different from each other with “mast years” (= a year in which an unusually 
high amount of flowers, thus pollen and seeds, is produced) of certain plants or less 
intense blooms depending on various factors like allergen production, climate, 
geography, and air pollution [12]. Therefore, to our experience, the pollen diary 
empowers patients/users to make more informed decisions together with their prac-
titioner on allergy diagnosis, medication intake, and therapy success.

4.3  �The Symptom Report Experience

The symptom report is an automatic and user-friendly summary and visualization of 
the most important symptom data from the pollen diary. It compares the entered 
symptom data with the pollen data of the chosen year and shows only significant 
positive correlations that might be an indication for an allergic reaction. It does not 
contain any personal data. It is an additional tool for patient/user and practitioner, 
but not a pollen allergy diagnosis itself. It can be requested either via the website of 
the pollen diary (www.pollendiary.com) or via the Pollen App. The symptom report 
describes the start date, end date, and the duration of entered symptoms and shows 
the pattern of symptom severity together with the regional pollination of one or 
more significant positive correlated pollen type(s). This report therefore does not 
show all comparisons with all pollen types, only the significant positive ones. A 
significant positive correlation can be a hint for the source of the pollen allergy. The 
results are therefore established mathematically using a correlation factor and visu-
ally using a comparison graph that is easy to interpret. All other (irrelevant) data are 
not shown to minimize confusion. However, there might occur other pollen type(s) 
simultaneously, that falsify the situation or cross-reactions may interfere. Therefore, 
the symptom report should be discussed with the practitioner in order to attain an 
appropriate pollen allergy diagnosis (including the indispensable skin and 
blood tests).

4.4  �The Pollen App Experience

The Pollen App was developed and first distributed in 2012. It was designed for 
Apple iOS and Android operating systems. Since 2023 it is named “Pollen+,” but 
referred to herein as “Pollen App.” This new version includes weather-related 
asthma and a weather alert to help avoid thunderstorm asthma besides the previous 
functions as listed below:

–– The allergy risk (calculated based on the intensity of pollination, weather param-
eters, and atmospheric chemical forecast data).

–– The pollen forecast information.
–– The pollen diary.
–– The load map (anonymized symptom data from the pollen diary displayed 

on a map).
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–– Forecast maps (derived from different pollen forecast models).
–– A search for practitioners.
–– An encyclopedia for various allergenic plants.
–– The settings.

Not all options or services may be available for the selectable countries (depend-
ing on the access to data of certain countries). Total download numbers and down-
load numbers by individual country are shown in Fig. 4.2. The allergy risk and the 
pollen forecast information are automatically personalized if the user/patient is 
logged in and uses the pollen diary. The pollen forecast information can be selected 
via cities, postal code, regions, or the current location (if GPS is enabled). The cal-
culation of the personalized pollen information compares the most recent personal 
symptom data with the regional anonymized symptom data and then adjusts the 
pollen forecast information accordingly (e.g., load is decreased or raised). More 
precise and put in statistical terms, this regional anonymized symptom data is 
defined as the median symptom level and its interquartile range of all users who 
entered symptom data on a corresponding day [1]. A screen window of 5 days is 
used so that the changes of the symptom levels can be tracked accurately and 
renewed for each day [1].

The quality of the pollen forecasts is important since the forecasts are the core of 
the app and as such directly influence the measures taken by persons concerned and 
consequently their success in allergen avoidance. Not many scientific evaluations 
were undertaken to study the accurateness and reliability of pollen forecasts. The 
hitherto information points to the need for improvement and quality control for pol-
len forecasts [13]. Most pollen forecasts failed to reach a hit rate (=the rate of cor-
rect forecasts) of 60%, even when a higher tolerance was calculated [13]. The 
forecasts of the Pollen App performed significantly better and achieved 80% accu-
racy. Thus, it is possible to distribute high quality pollen forecasts, although they are 
based on many sources and must be tailored by well-trained personnel [14]. Pollen 
allergy sufferers strongly rely on the forecasts and deserve the most accurate infor-
mation possible. The Pollen App cooperates with the country pollen information 
services and provides their forecasts for their country to grant the most accurate 
information, since models alone do not perform well enough. Patients/users per-
sonal symptom data is integrated in certain forecast models (the personalized pollen 
information). The diversity of information made available via the Pollen App 
empowers patients to make informed decisions concerning their allergen avoidance.

The Pollen App is one of the few apps that was reviewed in scientific literature 
[15]. It was the blueprint for a similar app in Germany, the “Husteblume,” also one 
of the few apps reviewed for validation [15]. Furthermore, the Pollen App was the 
template for the app of the EU project PASYFO. So, the pioneering role, the trans-
ferability and impact of the Pollen App on the scientific field are significant.

The Pollen App provides a date for the readiness to flower for the most important 
allergenic plants [13]. Such “countdowns” are important when planning the medica-
tion intake timely before the start of the season. The Pollen App may also support 
patients in adherence of an immunotherapy by providing information, symptom 
documentation, and medical assistance under one roof. However, the patient must 
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share his/her data of the pollen diary with the practitioner for this purpose to allow 
better interpretation and monitoring of the therapy. The first noticeable relief should 
motivate the patient to continue and complete the therapy with the practitioner. In 
conclusion, there is still unused potential of the App and the pollen diary. Strategies 
need to be developed to encourage patients to make use of these possibilities. The 
Pollen App was attested to be one of the few apps that are of interest in diagnosis, 
management, and cost-effectiveness in allergic rhinitis [15].

4.5  �The Ragweed Finder Experience

The Ragweed Finder was made available in 2017 via www.ragweedfinder.at. It is a 
Citizen Science project with the aim to curb the distribution of the neophyte rag-
weed (Ambrosia artemisiifolia) in Austria. Later it was distributed as an App 
(“Ragweed Finder”) for Apples operating system iOS and Android in 2019. It uses 
GPS data (if granted by the user) once for the report of the location of the ragweed 
plant(s). The Ragweed Finder provides the following components: a map displaying 
all verified reports of a given season (Fig. 4.3), historical reports, information about 
ragweed, a tutorial how to identify ragweed correctly and best practice tips.

Attention was paid especially to the education of users and to support them in 
correct identification with a detailed and easy to follow description and photos for 
comparison combined with a checklist prior to submission of a report. In addition, 
every submitted report is reviewed by an expert. A photo is required for every report 
for this purpose. The user is contacted in either case if the report was falsified or 
verified. If the report was verified, it is forwarded to the regional authorities who 
may use this data to take suitable measures to eradicate ragweed or to improve the 
situation. It is evident that not every report can lead to an eradication. However, the 
reports help to find hot spots and to prioritize certain spots and/or measures (eradi-
cation, mowing, etc.).

The Ragweed Finder was immediately accepted by the Austrian population and 
soon the numbers of submitted reports changed from hundreds to thousands 
(Table 4.1). It is noteworthy, that the rate of correct identification was high through 
the whole time period (Table 4.1). However, the positivity rate improved most after 
the implementation of the previously mentioned checklist that is displayed before a 
report can be submitted. The Ragweed Finder is therefore one of the few Citizen 
Science projects on nature observations that works with reports verified by experts.

A scientific evaluation of the data from the Ragweed Finder is on its way [16]. 
First results show that reported ragweed is mostly located in fields, followed by 
roadside. Most verified reports concern the federal state Burgenland, followed by 
Lower Austria and Styria [16]. This is not surprising when considering that ragweed 
is a major problem in the East of Austria, while the West of Austria is much less 
affected (although ragweed has arrived there as well). Results to which degree the 
Ragweed Finder leads to a decrease of the ragweed population need to be awaited.
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The Ragweed Finder is a tool that helps to reduce or curb the ragweed population 
in Austria and therefore helps ragweed pollen allergy sufferers to recognize the 
plant and causally contribute to limit its distribution. In addition, it raises the aware-
ness in the general population for this invasive neophyte.

4.6  �Technical Background of the Services

The technical background for the pollen diary includes state-of-the-art security rou-
tines [3] which are described in the following:

	1.	 Pollen Diary
The system runs a Java-based app on a server located in an ISO-certified data 

center of Hetzner Finland Oy. Data are stored in a Structured Query Language 
(SQL) database, and a daily encrypted backup is stored off-site. Interaction with 
the pollen diary follows via a multilingual web user interface that can be used 
with any modern web browser. A representational state transfer (REST)-based 
application programming interface (API) is used by the Pollen App to provide 
the same functionality as the web user interface. In addition, the pollen diary 
gathers information via APIs from the European Aeroallergen Network (EAN) 
database for regional pollen data and an internal data exchange platform for 
providing personalized forecasts in the Pollen App. Communication is secured 
via HTTP secure/transport layer security (Web user interface and REST API) 
and where possible, access to the REST API is restricted by an Internet protocol 
address.

	2.	 Pollen App
The smartphone app is built using the JavaScript Framework vue.js and 

Apache Cordova for using native Smartphone functions. The app is available for 
the operating systems Apple iOS and Android. As the app is based on web tech-
nologies, there is only one code base for both platforms. The smartphone app 
communicates with the pollen diary using a dedicated REST-API.

	3.	 Ragweed Finder
The Ragweed Finder is a website and companion smartphone app and pro-

vides a backend system for administrative users to view and manage ragweed 

Table 4.1  Total submitted reports, verified reports, and rate of correct identification of ragweed 
via the Ragweed Finder from the years 2017 until 2023

Year Total reports Verified reports Correct identification rate

2022 2432 2343 96%
2021 1552 1458 93%
2020 931 853 92%
2019 1643 1468 89%
2018 635 579 91%
2017 410 324 79%
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findings. It is built using the latest .NET technologies on the server side. The 
smartphone app is built using the JavaScript Framework vue.js and Apache 
Cordova for using native Smartphone functions. The Ragweed Finder app is 
based on web technologies, there is only one code base for both platforms. It 
communicates with the server using a dedicated REST-API.  The Ragweed 
Finder is hosted in professional cloud datacenters in the European Union.

4.7  �Pollen Allergy and Digital Health services: State-of-the-
Art and Future Milestones

Ethics in digital health is a separate topic but must be debated for services like the 
ones presented herein and included in all developments for services alike. The prin-
ciples of equity, privacy, confidentiality, ownership, personal respect, responsibility, 
accountability, and informed consent are essential. However, there are several con-
cerns that need to be addressed for every service, among them affordability, educa-
tion, safety, and security in data exchange and use or access to data. The scientific 
and medical responsibility of a pollen information service and its handling of data 
has been discussed and proposed to at best fulfill the following requirements [14]:

–– Inclusion of high-quality pollen data (from regional/country pollen information 
services).

–– Inclusion of phenological data inclusion of forecast models especially those that 
can estimate long range transport of pollen.

–– Medical and allergological expertise.
–– Access to symptom data such as the pollen diary.
–– Co-operations with acknowledged meteorological institutions.
–– Expertise in forecasting the pollen load.

Therefore, only independent, nonprofit institutions with the required expertise 
should disseminate pollen information in order to provide accurate and reliable 
forecasts.

The focus of the Austrian Pollen Information Service, namely the herein dis-
cussed pollen diary, the Pollen App, and the Ragweed Finder, lie on responsibility, 
privacy, equity, affordability, personalization, and reducing costs in the health care 
sector caused by pollen allergies such as prolonged times of suffering (until diagno-
sis or treatment), reduced work force/performance in school, sick leaves, or medica-
tion costs. All services ensure an easy access and provide benefits typical for digital 
health (Table 4.2).

The future will hold transformations in digital health for pollen allergy sufferers 
for certain. The impact of mobile technologies and big data is already visible [17]. 
The next milestones will probably address a higher degree of personalization. 
Institutions involved in the care for persons concerned by pollen allergies should be 
ready to accompany them on the road to digitalization and take all measures possi-
ble to ensure to keep the ethical principles in digital health.
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5.1  �Is Pollen Important?

Millions of people are familiar with runny noses, red and watery eyes, sneezing dur-
ing spring and summer, and allergic symptoms caused by seasonal pollen allergens, 
thus allergies are a major global public health concern [1, 2]. Airborne allergens are 
the major cause of allergies and can lead to rhinoconjunctivitis, eosinophilic bron-
chitis, or allergic asthma [3]. The situation for patients is worsening because climate 
change is increasing pollen concentrations of the most allergic taxa in Europe, with 
a longer pollen season, and earlier start of the season [4–7].

Allergens from pollen are proteins that induce immunoglobulin E (IgE) responses 
in humans. Pollen is released from male flowers like catkins and easily transported 
by wind. Upon contact to wet surfaces, pollen rapidly releases several compounds 
(proteins, lipids, etc.), including allergens [8]. As a result, allergic symptoms can 
arise in sensitized individuals and there is a need to find tools to support allergic 
individuals in coping with their disease. To do so, these individuals need to know 
their exposure, as this information enables them to optimally plan daily activities 
and medication intake. Also dose-finding studies with provocation tests as primary 
endpoints are conducted to establish a dose–response relationship for clinical effects 
of airborne allergens [9].

5.2  �How to Measure Pollen Exposure?

Airborne pollen concentration data are being regularly obtained using manual meth-
odologies since the 1950s. Figure 5.1 shows the most common manual pollen traps, 
including the Hirst-type pollen trap, which is the worldwide most widely used man-
ual device. The advantage of this method is that it allows identification of different 
pollen taxa and spores [10] with an established and certified methodology [11]. 
Although well-established and commonly used, manual methods have several 
drawbacks, limiting their efficacy to help patients avoid allergen exposure or take 
preventive measures regarding their symptoms. Some of these disadvantages are: a 
time delay of up to 10 days after sample collection due to the manual counting, a 
time resolution of mostly one value per 24 h [12], and sampling flow errors [13–15]. 
A variability in manual accuracy within pollen monitoring networks of about 30% 
is common and thus accepted [16].
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The available pollen data is mostly organized in national networks or single sta-
tions, with little contact between the stations. Thus, whether somebody was measur-
ing pollen in a location was often known only to a few people. To improve contact 
between stations, the interactive pollen monitoring “map of the world” app was 
created after conducting a review on pollen and spores monitoring stations world-
wide in 2018 (Fig. 5.2). As a result, more than 879 active pollen monitoring stations 
in the world were identified, with more than 500 being located in Europe [17]. This 
map is currently able to discriminate between manual and automatic devices, it can 
be modified by the user according to his needs and was recently updated (URL 
https://www.zaum-online.de/pollen/pollen-monitoring-map-of-the-world.html). 
The map does not contain pollen data but contains links to the individual stations 
supplying the data. It enables stakeholders to access worldwide pollen data.

a b c

d e

Fig. 5.1  Depictions of the most common manual pollen traps according to (a) Blackley, (b) 
Durham, (c) Cour, (d) a Rotorod (especially used in the USA), (e) Hirst-type pollen and spore trap 
with a detailed image of the inside: a sticky tape on a rotation drum. The Hirst-type trap is the 
worldwide most used trap
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5.3  �Automatic Pollen Monitoring

Automatic pollen monitors have the potential to provide (near)-real-time data to 
support the management of seasonal allergic diseases [12]. Different types of auto-
matic devices emerged in the last decade, with the latest technologies exploiting two 
main techniques: (1) image recognition and (2) airflow cytometry [18]. Both pro-
vide real-time data within 1–3  h of the measurement and a resolution of 3  h or 
less [12].

5.3.1  �Pros and Cons of Different Automatic Instruments

A summary of the evolution and breakthroughs of automated pollen monitoring 
technologies was published [19]. Further, a comparison between nine automatic 
pollen monitors and four manual Hirst-type traps under the same conditions yielded 
heterogeneous results [20]. In short, some devices were able to reliably identify 
birch pollen concentrations in different time periods (1 hour, 3 hours, or 24 hours) 
while the recognition of grass pollen seemed to be more challenging. Currently, the 
most common pollen monitors are the manual Hirst-type traps, followed by the 
automatic monitor Hund BAA500 (Hund GmbH, Germany) and the automatic 
monitor Poleno (Swisens, Emmen, Switzerland). Automatic monitors of these types 

Fig. 5.2  Map of pollen monitoring station in the world (accessible at https://www.zaum-online.
de/pollen/pollen-monitoring-map-of-the-world.html, access in March 2025)
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together make up about 10% of all monitors in Europe. As depicted in the pollen 
monitoring map of the world, most manual and automatic pollen monitors can be 
found in Central and Northern Europe. In the USA, the most common automatic 
monitor is the Pollensense, which in Europe, when  compared to the other monitors, 
did not perform well yet. The most used automatic pollen monitor in Asia is the 
Yamatronics KH3000 (Yamatronics, Kanagawa, Japan) (see below). Below, we 
present short summaries on instruments which are frequently used.

5.3.2  �KH-3000 (Yamatronics, Kanagawa, Japan)

Yamatronics KH-3000 is an automatic pollen monitor based on an optical system 
that uses a semiconductor laser with a wavelength of 780 nm and an output power 
of 3 mW. The scattered light from the particle in the ribbon beam is detected by 
forward and sideways scattering signal at a flow of 4.1 L/min. This instrument has 
been used in Japan since 2002 across the “Hanakosan” network to monitor espe-
cially the dominant allergic pollen of the Japanese cedar, Cryptomeria japonica and 
Cupressaceae [21, 22]. The system is not able to (sufficiently) discriminate between 
other pollen types [20]. This is of little concern in Japan as the major allergenic pol-
len is from Japanese cedar [23].

5.3.3  �BAA500 (Hund GmbH, Wetzlar, Germany)

The Helmut Hund BAA500 (Bio Aerosol Analyzer) is an automated device based 
on image recognition, which essentially automates the current standard manual 
Hirst-type process [12]. Figure 5.3a shows the design of the Hund BAA500. The 
instrument samples ambient air intermittently with a virtual 3-stage impactor. The 
sampling flow is 1120  L/min (high volume sampling), sampled for 1  min every 
10 min (adjustable). This cycle of 1 out of 10 min is run for 3 h but can also be 
adjusted between 1 (minimum) and 24 h. Common is the 3 h interval. The pollen is 
deposited on gel-covered sample carriers, moved to a heating station where the gel 
is liquefied, thus hydrating the pollen grains. Then, the sample is transferred to a 
digital microscope equipped with a camera that photographs about 144 different 
areas of the carrier, which is about 33% of the surface area, and a stack of images is 
generated from each area. Every image stack consists of approximately 210 images 
at different positions along the z-axis and is used to produce one synthetic 2D image. 
The constructed 2D image is then compared with a library of validated images from 
known pollen. The algorithms of this device are constantly being improved, but a 
sufficiently high accuracy was already obtained [24]. The instrument can identify 
35 pollen classes [20, 25] and Alternaria spores [26], although not all with the same 
accuracy.
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5.3.4  �Poleno (Swisens, Emmen, Switzerland)

Swisens Poleno is an automated pollen monitoring system based on airflow cytom-
etry. It identifies pollen particles by using digital holography and may also use fluo-
rescence (and hypothetically also light polarization). Figure  5.3b shows the 
schematic structure of the instrument: it samples ambient air at a rate of 40 L/min 
and uses a virtual impactor to concentrate particles larger than 10 μm, thereby 
including most clinically relevant pollen types. A laser light scattering triggers the 
measurement providing a first estimation of particle size, velocity, and alignment. 
Then two holography cameras focused at 90° to each other are triggered to obtain 
the hologram of the particle. Additionally, UV-induced fluorescence of the same 
particle provides information on particle composition, which is measured at three 
different excitation wavelengths (405, 365, and 280  nm) and five measurement 
emission windows from 320 to 750 nm [22, 27]. The hologram and optionally also 
the fluorescence results (currently not used) are then analyzed by AI algorithms, 
and pollen concentrations are delivered. A challenge of this system is that it needs 
to be calibrated to a manual Hirst-type pollen trap, which has accuracy problems 
itself (see above). These uncertainties are then partly transferred to the auto-
matic device.

a b

Fig. 5.3  Image of the most common comprehensive automatic pollen monitors: (a) The Hund 
BAA502 (with permission). (b) The Swisens Poleno (copyright Swisens AG, with permission)
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5.4  �Crowd-Sourcing or the “Allergic Nose as Pollen 
Biosensor” Concept

The usual scientific and clinical approach to pollen allergy is to monitor pollen con-
centrations for short-term prediction of allergy symptoms in individual patients or 
an examined population. A somewhat contra-intuitive possibility to assess and pre-
dict pollen exposure based on the collection of daily symptom information from 
pollen allergic patients was recently proposed [28]. This “allergic nose as pollen 
biosensor” concept (Fig. 5.4) is based on short daily symptom questionnaires col-
lected via e-Diary apps to produce daily symptom-medication scores, time trajecto-
ries, and descriptive reports of the severity of allergic rhinitis in pollen allergic 
patients [32]. In line with the crowd-sensing concept, proposed by Bernd Resch in 
2013 [33], the allergic nose is proposed as a “pollen detector” whose outcome can 
be integrated into data obtained by pollen monitoring stations, thus contributing 
individual measurements and symptoms perception [28]. If this hypothesis is vali-
dated by prospective studies, monitoring of seasonal allergic rhinoconjunctivitis 
could be easily and cost-effectively expanded to geographic areas lacking pollen 
monitoring stations.

A scientific basis to this approach has been already given by studies showing that 
pollen forecasts improve when pollen data are integrated with information on 
patients’ symptoms, based on a citizen science approach [30, 31, 34]. Moreover, the 
respiratory symptoms of pollen allergic patients have been used to validate criteria 
for pollen season definitions [35] and to cluster patients by disease severity [36]. 
Last, by activating GPS geolocation on e-Diaries apps, it is possible to produce a 
map of the territory based on real-time patients’ symptoms reporting in an approach 
defined Volunteered Geographic Information (VGI) [37], thus adding spatial distri-
bution to the time trends of pollen dispersion [28].

As the collection of intentionally patient-generated data may be challenging, 
particularly among heterogeneous populations and over longer time periods, infor-
mation from Google Trends, a web-based surveillance tool, has been proposed, to 
monitor individuals searching for specific topics on Google when suffering from 
pollen allergy symptoms [38]. However, the obtained results had limited granular-
ity, and more research is needed before prediction models based on search term 
analyses will yield reliable results. By contrast, a high correlation between social 
media posts on allergy symptoms and the spatial and temporal distribution of pollen 
has been observed in several cohorts [39, 40]. After removing confounders, such as 
bot-generated accounts, re-postings, and irrelevant content, AI may allow the pre-
diction of pollen exposure based on social sensing data in the future [41]. This does 
not eliminate the need for measurements, as human noses could react to concomi-
tant exposures (many exposures, one nose), and it might not always be possible to 
discriminate which exposure does what. Having measured single exposures (pollen, 
molds, pollution, etc.) might then resolve the mayor allergic symptoms provoking 
factor. Having both symptoms and measurements is the optimal situation.
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a b c

Fig. 5.4  The “allergic nose as pollen-biosensor” concept. Monitoring environment and/or sentinel 
patients for diagnosis and short-term prediction of seasonal allergic rhinitis. (a) Diagnosis and 
short-term prediction of seasonal allergic rhinitis are supported for decades by networks of pollen 
stations monitoring the concentration of allergenic pollen grains dispersed in the local outdoor air. 
Pollen data, collected through manual or automated pollen traps, are analyzed to produce not only 
retrospective pollen calendars but also prospective time trajectories whose shape changes by geo-
graphic area and year of registration. These data are useful for etiological diagnosis and short-term 
prediction of seasonal allergic rhinoconjunctivitis and asthma. (b) The allergenicity and clinical 
impact of pollen grains are greatly influenced by several co-factors, including meteorologic, pollu-
tion, allergen content, and patient’s sensitivity. Therefore, for about 10 years, mathematical models 
have been used to integrate both pollen (and meteo−/pollution) data and patients’ symptoms data, 
to provide more accurate prospective information on the trends of clinically relevant exposure 
[29–31]. (c) The “allergic nose as pollen detector” concept proposes that only data collected with 
e-Diaries from groups of well-characterized, mono-sensitized, sentinel patients may be efficient 
enough to support etiological diagnosis and prediction of seasonal allergic rhinoconjunctivitis. If 
this hypothesis will be validated by prospective studies, monitoring of seasonal allergic rhinocon-
junctivitis could be easily and cost-effectively expanded to geographic areas deprived of pollen 
monitoring stations (reproduced from [28], permission to be asked)
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5.5  �Pollen Data and Their Dissemination

5.5.1  �Dissemination of Pollen Data

How to obtain the correct and timely pollen data is a major concern, as discussed 
above. However, the task of getting these data to the individuals who need them 
is equally important. Around the world, there are several pollen monitoring 
networks.

	(a)	 Pollen networks based on Hirst-type pollen traps.The European data obtained 
with manual procedures (mainly Hirst-type pollen traps) are, with exceptions, 
centrally stored at the EAN Database in Vienna, Austria. However, as manual 
traps are mostly privately owned, the data are not publicly available, but often 
at a cost. The data are not used to generate pollen exposure predictions, but only 
used to calibrate numerical prediction models retrospectively. These numerical 
models for future exposure predictions then run independently of the current 
Hirst-trap measurements.

	(b)	 Pollen networks based on automatic pollen monitors New developments are the 
networks of automatic pollen monitors. These include MeteoSwiss using 
Poleno as main automatic pollen monitor in Switzerland, or www.pollen-
science.eu and www.ePIN.bayern.de using the Hund BAA500  in Bavaria 
(Germany). In Japan, a network is composed by KH-3000, in Serbia two auto-
matic instruments are installed [42].

	(c)	 A new way to disseminate pollen information is in development. The EU-
funded environmental data base EBAS is currently being adjusted to accom-
modate pollen values. This platform allows free access to all public data on 
pollen (and other parameters) in Europe.

5.5.2  �Networks

MeteoSwiss (Switzerland). Meteo Swiss operates the national pollen monitoring 
network, collecting data of different monitoring stations covering Switzerland’s 
most important climatic and vegetation regions. This network is composed by 
mostly manual pollen traps and 14 additional automatic devices, in this case Swisens 
Poleno instruments. More information about the network can be found at www.
meteoswiss.admin.ch.

Pollen Science (Bavaria, Germany). Pollen science displays near real-time pol-
len concentrations (Fig. 5.5) via a graphical interface showing the data collected at 
different pollen measurement stations. It contains data of the Hund BAA500 
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automatic devices as well as from manual Hirst-type pollen traps. The aim is to 
gradually add data from many more pollen measuring stations in Europe. More 
information can be found at https://pollenscience.eu/.

ePIN (Bavaria, Germany). ePIN was the first automatic pollen monitoring net-
work worldwide that offered a real-time species specific pollen information to the 
public [43]. More information can be found at https://epin.lgl.bayern.de/.

Hanakosan network (Japan). The Hanakosan network includes more than 120 
sites using the laser optic KH-3000 [44], and it is monitored by the Ministry of the 
Environment, Government of Japan (http://kafun.taiki.go.jp/ (currently offline). In 
Japan, the major allergenic pollen is from Japanese Cedar, which produces rather 
large pollen (32–35 μm, in comparison birch pollen are 21 μm) [45]. The network 
mainly can detect large particles, which by default are then pollen. The system is not 
good at discriminating between different pollen taxa (see above).

EBAS (Norway) is a database with atmospheric measurement data. The infra-
structure is operated by NILU-Norwegian Institute for Air Research. The aim of this 
platform is to handle, store, and disseminate atmospheric composition data gener-
ated by international and national frameworks. The database has been adapted to 
accommodate pollen concentrations, especially from automatic pollen monitors, 
but is currently showing only 5 of automatic stations. This number is expected to 
grow in the near future.

Fig. 5.5  Graphical interface webpage www.PollenScience.eu. The website (in 5 different lan-
guages) is interactive, i.e., the location, date and pollen type can be picked up by the user
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5.6  �Pollen Prediction

Some research groups in charge of pollen monitoring provide a forecast for the fol-
lowing days (between 1 and 7 days), based on regression models developed with the 
time series of pollen records in their cities [46–48]. Also, some groups have used 
artificial intelligence (AI) algorithms to make predictions [47, 49–51]. Nevertheless, 
these forecasts are provided with data from several days before due to the delay on 
sampling analysis [34].

The appearance of automatic monitors opens the possibility to produce more 
accurate forecasts based on almost real-time data [12]. In the future, the automatic 
pollen data will be incorporated online into the pollen forecasts which may greatly 
improve pollen flight prediction [52].

5.6.1  �Many Forecasting Apps, No Data

The digitization of everyday life has given access to an enormous amount of data, 
and instantaneously, especially to anyone with a smartphone at hand. This accessi-
bility is beneficial for a wide variety of uses in many different fields, also for people 
suffering from allergies [53]. For example, many phone apps that have been devel-
oped provide information about pollen counts and/or exposure risk levels.

However, the vast amount of information available on the Internet has also some 
drawbacks, especially the lack of validation of the data sources [34]. Some Pollen 
Apps have been developed by official surveillance institutions, i.e., “Pollen+ App” 
from the European Aeroallergen Network (EAN) (https://www.polleninfo.org/FR/
fr/gratis-pollen-app.html). But for many other apps, it is difficult to identify the 
source of pollen data and information.

Hence, despite offering very practical information for patients, the lack of source 
information for the forecasted data should alarm users. While some services use 
historical data to predict future pollen flights, the sources of others remain unclear. 
However, in times of changing climate conditions and biodiversity, even historical 
data might not represent the most accurate basis to predict the future situation. It is 
expected that (near) real-time measurements will improve the accuracy of predic-
tion models and forecasts with these measurements are currently being developed.

Although manual and automatic pollen monitors are important data sources, hav-
ing a tightly knit automatic monitoring network is not affordable. In addition, the 
manual system also faces the lack of experienced personnel to analyze so many air 
samples, thus a tightly knit network of cheaper manual systems is not likely either. 
For an allergic individual living in an area with pollen monitors the question arises, 
which pollen monitoring station is the right station representing his situation. One 
solution is to calculate pollen levels with interpolation methodologies, enabling 
allergic individuals to know their exposure in their hometowns, therefore avoiding 
the problem of not knowing which monitoring station is representative for their 
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area. Different statistical interpolation methods exist, such as kriging [54], inverse 
distance weighting [55], or splines [56]. These techniques will soon be available in 
areas with automatic pollen monitors.

Whatever the model, the availability of (near) real-time data of real-world mea-
surements is a great advantage to allergic individuals. Patients can check online 
what the actual pollen flight is right now (see websites above).

5.6.2  �Including Automatic Pollen Monitors in Predictions

It is a great advantage to have real-time data to inform allergy sufferers, but it is 
even better to have a prediction to advise patients to minimize their future exposure. 
Numerical models that can forecast pollen flight in Europe are COSMO-ART [57], 
SILAM (System for Integrated modeLling of Atmospheric coMposition) [58], and 
Google https://storage.googleapis.com/gmp-maps-demos/pollen/index.
html#heatmap among others. These prediction models are based on the use of 
weather variables relevant for pollen and fungal spore seasons [12]. However, these 
current models rely on historical climatology to produce the pollen flight predic-
tions, they do not use actual pollen or spore concentration data, so the quality of the 
forecast could be affected [19, 59]. It is to be expected that (near) real-time data will 
improve this situation by including a correction to the model with current pollen 
information.

Tests were performed with assimilating (near) real-time pollen concentration 
data into the models, but assimilation showed little effect on the forecast due to 
relaxation time of the systems, meaning that the assimilation is forgotten within a 
few hours of prediction [52]. Based on this experience, another approach was made 
to calibrate the pollen forecast model [59]. In both cases, the pollen concentration 
data were from manual equipment (Hirst-type trap). It will be an advance to intro-
duce data generated by automatic pollen monitors as input to the model.

5.7  �Future Fields in Aeroallergen Exposure

5.7.1  �Allergenicity

Humans do not react to the whole pollen but to the allergens released by pollen [60]. 
This means that the concentration of airborne pollen is an indirect indicator, a proxy 
of exposure [61]. Monitoring the airborne allergens (mostly pollen) and determin-
ing their concentrations have been done worldwide for decades. The amount of 
allergen released by one pollen is not constant, but varies according to the year of 
observation, day of release, temperature, location, and humidity [61–64].
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Indeed, depending on the day of sampling or origin of pollen, birch pollen differ 
ten-fold in allergen (Bet v 1)-release [61], 12-fold for Ole e 1 release from olive 
pollen [63], and 10 to 20-fold in Phl p 5 release from grass pollen, the major grass 
pollen allergen [62]. Similar effects were reported for Art v 1 from Artemisia pollen 
[64]. Like any natural product, pollens vary in ripening. Pollen grains ripen in male 
flowers like catkins, and, for instance, birch pollen dramatically increases their Bet 
v 1 content one week before being released from the catkin. The catkin can release 
the pollen whenever the weather is good for pollination. Depending on the day of 
release, (birch) pollen contains more allergen than the same pollen that would have 
been released earlier [65].

Over the last two decades, the correlation of allergen exposure with symptoms 
has been studied; the reaction of human immune cells (mast cells and basophils) 
correlated better with allergen Phl p 5 release from grass [62] or Bet v 1-release 
from birch pollen [61] than with pollen count. The same was true for symptoms in 
allergic individuals [60]: patients react more tightly regulated to the allergen in 
ambient air than to the pollen carrying these allergens. The pollen potency (the 
amount of allergen released by one pollen) may be different depending on geo-
graphical location [61]. The pollen potency also can vary from year to year, during 
the mean pollen season, and from location to location [61–63, 66]. Drivers affecting 
pollen potency were detected and modeled [67]. Levels of the major grass pollen 
allergen, Phl p 5, were positively associated with reported allergy symptoms and 
medication intake and much better correlated than with daily pollen counts [60]. 
Thus, it would be wise to monitor airborne allergen instead of airborne pollen. Still, 
monitoring released allergen by pollen is tedious and expensive. Because the air-
borne allergens stem exclusively from pollen, airborne pollen counts are currently 
the best proxy for allergen exposure.

5.7.2  �New Algorithms

Most automatic pollen monitors rely on AI algorithms to detect and analyze pollen 
types. New algorithms are constantly being developed for existing instruments. To 
measure the accuracy of the algorithm, each new algorithm is being tested against 
Hirst-type traps, showing a good correlation so far [67]. As there are several differ-
ent new instruments and many new algorithms, an app was developed in order to 
compare and test the accuracy of new algorithms. This app is an update of the 
EUMETNET-Autopollen campaign [20]. With this app, it is possible to compare 
between algorithms from different devices. The app can be found here:

https://autopollen.shinyapps.io/APP_AUTOPOLLEN_COMPARE/.
Until now the current algorithms of the different instrument are showing at least 

equal results identifying different pollen types as Hirst-type traps. With time AI and 
computational resources will improve, thus in the near future the automatic pollen 
monitors will give better results than Hirst-type traps. It is highly recommended to 
enable re-analysis of the pollen already counted with the old algorithm, in order to 
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avoid blaming climate change for a changed pollen exposure, when a change in 
algorithm was the underlying culprit (climate change by algorithm change).

5.7.3  �Co-exposure

Generally, people are exposed to different components of the atmosphere on a daily 
basis, so it is unlikely that a person is exposed to a pure allergen alone. As a result, 
the patients’ symptoms may be different depending on co-exposure to non-pollen 
components of ambient air, like air pollution, bacteria, and ozone, among others.

For example, the combination of pollen with certain bacteria can influence the 
allergic sensitization, as was the case for endotoxin released from gram-negative 
bacteria in combination with artemisia pollen. Artemisia pollen has the highest 
capacity among pollen to carry certain bacteria. Without these bacteria, the Artemisia 
pollen was less allergenic, i.e., it did not sensitize experimental animals to the Art v 
1 allergen. However, the same pollen was quite effective in inducing a Th2 sensiti-
zation when associated with certain bacteria [68]. Also, organic pollutants, like die-
sel emission (polycyclic aromatic hydrocarbons), can interact with pollen and/or the 
human immune system, aggravating allergic diseases. For example, diesel particle 
extracts induced proallergic effects on basophils from birch pollen allergic individu-
als [69] and were shown to enhance allergic sensitizations [70].

Another study found that pollen-associated lipid mediators shift the human 
immune system toward a Th2-dominated response [71]. Evidence also shows that 
chemical pollutants may facilitate pollen allergen release, thereby modify pollen 
potency, or act as adjuvants to stimulate IgE-mediated responses: for example, 
urban residents who are more exposed to environmental pollution tend to experi-
ence more respiratory allergies than rural individuals [72].

5.8  �Conclusions

The public focus on airborne allergen exposure is still rudimentary as until now the 
focus in ambient air quality is toward man-made pollution (i.e., diesel particles, 
ozone, nitrogen oxides). The understanding that also the biological components of 
ambient air are important for the health of a population, and that a large part of the 
population needs this information on biological components like pollen, is slowly 
increasing. At the same time, a revolution on ambient biological particle monitoring 
is taking place: instead of good but time-consuming pollen data depending on 
human labor, data of reliable automatic instruments are now available. The combi-
nation of the awareness that air quality is not only affected by chemical man-made 
components but also contains important biological particles, and new reliable ways 
to measure and disseminate this information will make air quality monitoring much 
better in the near future.
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Abstract  Digital healthcare technologies, particularly given the fast developments 
in artificial intelligence, can assist doctors in making well-informed diagnostic and 
therapeutic choices. In the treatment of allergies, electronic clinical diaries have 
recently been used to prospectively collect patient data and improve diagnostic 
accuracy.
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This review summarizes the clinical and scientific experience gathered with a 
digital platform for patients with pollen allergies. The AllergyMonitor® (AM) 
mobile application and back-office enable patients to record their daily allergy 
symptoms, as well as the intake of symptomatic medication and immunotherapy 
and possible side effects. Results can be viewed by both the patient and the treating 
physician in concise reports via smartphone or computer.

Many clinical studies and routine experience have shown that (A) the etiological 
diagnosis of seasonal allergic rhinitis (SAR) is often challenging in polysensitized 
patients living in areas with high levels and diversity of pollen exposure; (B) the 
diagnostic work-up of these patients can be aided by matching prospectively 
recorded symptom and pollen data in a Clinical Decision Support System (CDSS), 
(C) adherence to daily symptom monitoring can remain high (>80%) for several 
weeks if prescribed and carefully explained by the treating physician, in a blended 
care approach; (D) the use of mobile technology can improve adherence to symp-
tomatic drugs and allergen-specific immunotherapy.

Trials and clinical practice based on the use of AM have demonstrated the reli-
ability and positive impact of a digital platform that includes an electronic diary 
(e-Diary) on allergic rhinitis patient care.

6.1  �Introduction

6.1.1  �Allergy to Pollen

Allergic rhinitis (AR) is, along with asthma, one of the most common manifesta-
tions of pollen allergy, a highly prevalent condition affecting approximately 20% of 
the global population, including children and adolescents, with an increasing inci-
dence over the last few decades [1–3].

Pollen allergy can manifest as seasonal allergy rhinitis (SAR), in which the aller-
gic reaction occurs during the plant flowering season, or as perennial allergy, in 
which the allergic reaction occurs throughout the year due to constant exposure to 
inhalant allergens.

Patients are affected by nasal and ocular symptoms (e.g., sneezing, rhinorrhea, 
nasal congestion, itching, tearing), systemic symptoms (e.g., fatigue, irritability, 
headache), and treatment side effects (e.g., sedation from antihistamines). Pollen 
allergy can have a significant economic and social burden, as it can affect the quality 
of life of individuals and their daily activities. People with pollen allergy may miss 
work or school due to symptoms and may be forced to limit outdoor activities dur-
ing the plant flowering season, and often, AR coexists with asthma and other comor-
bidities. In addition, the management of pollen allergy can entail significant costs 
for patients and the healthcare system, for example, for diagnosis, medication, and 
immunotherapy interventions [3, 4].
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6.2  �Allergen-Specific Immunotherapy

The only causal treatment option for AR and allergic asthma is allergen-specific 
immunotherapy (AIT), which is mostly administered as repeated subcutaneous 
injections or daily intake of sublingual tablets/drops.

AIT should be considered in the presence of:

•	 Evidence of IgE sensitization (positive skin prick tests and/or specific IgE) to 
one or more clinically relevant allergens.

•	 Moderate to severe symptoms that interfere with regular daily activities or sleep 
despite regular and appropriate pharmacotherapy and/or avoidance strategies.

To be effective with a medium- to long-term perspective, AIT must be performed 
on a regular basis for at least 3 years [4].

6.2.1  �Digital Solutions for Allergic Rhinitis

Many apps are widely used for AR and chronic rhinosinusitis (CRS). They can help 
better understand these diseases and their management, but among the over 1,500 
apps available on Google Play and Apple App stores, only six apps for AR (AirRater, 
AllergyMonitor, AllerSearch, Husteblume, MASK-air, and Pollen App) are vali-
dated by rigorous scientific publications [5, 6].

6.2.2  �AllergyMonitor® Description: App for the Patient 
and Back-Office for the Physician

AM (TPS software production, Rome, Italy) is an online service developed in 2009 
with the aim of allowing the registration of clinical symptoms, medication intake, 
and adherence to allergen-specific sublingual immunotherapy (SLIT), as well as 
monitoring the effectiveness and side effects of SLIT or subcutaneous immuno-
therapy (SCIT) in patients with allergic rhinoconjunctivitis and/or asthma. The sys-
tem, which is available to everyone and easy to use, consists of two parts: a patient 
app (front-end) and a website for the treating physician (back-office), which is a 
unique feature compared to other validated apps. The app, which patients can freely 
download from Google Play and Apple App Store, is available in several languages. 
Every day, users are asked to complete a short and graphically supported question-
naire (using emoticons in a categorical visual analogue scale) on their symptoms of 
eyes, nose and lungs, as well as a visual analog scale on their general allergic condi-
tions. Once activated by the physician through the back-office, the app user can also 
record daily medication intake, adherence to sublingual immunotherapy, and poten-
tially detectable side effects. To provide a summary and feedback to the user, all 
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entered data can be easily viewed within the app in summary graphs that show the 
evolution of symptoms over time.

Through their back-office, physicians can access all registered data of indi-
vidual patients, which can be viewed as different internationally validated graphs 
of symptoms and medications (Rhinoconjunctivitis Total Symptom Score (RTSS), 
Adjusted Mean Symptom Score (AdSS), Rescue Medication Score (RMS), and 
Adjusted Combined Score (ACS)) [7, 8]. These graphs can be combined with 
local pollen monitoring data, which are automatically imported into the back-
office by retrieving them from the databases of the Italian Aerobiological 
Monitoring Network “POLLnet,” ISPRA (Istituto per la Protezione e la Ricerca 
Ambientale). From a telemedicine perspective, the back-office allows physicians 
to individually configure the front-end of each patient, for example, by adding 
symptomatic drugs or adding sublingual immunotherapy and monitoring side 
effects.

A messaging system between physician and patient based on e-mail, chat, or 
short message service (SMS) facilitates direct communication, and an automatic 
alert system reports missed registration days to both front-end and back-office users. 
This blended approach has allowed for better adherence to patient recordings, sig-
nificantly higher than that of other apps downloaded independently by patients 
[9, 10].

6.2.3  �Etiological Diagnosis for AIT in SAR

The efficacy of AIT depends not only on the standardization and quality of the prod-
ucts used for this therapy but also on the selection of clinically relevant allergens for 
the patient [11].

Selecting appropriate treatment becomes challenging for individuals with mul-
tiple sensitivities, a growing occurrence, especially in regions like the Mediterranean. 
The complexity arises due to the simultaneous presence of various pollens in the air. 
This was highlighted in the @IT.2020 multicenter observational study, involving 
348 pediatric patients and 467 adults with Seasonal Allergic Rhinitis (SAR). The 
study encompassed nine urban centers across seven Southern European/
Mediterranean countries: Porto, Portugal; Valencia, Spain; Marseille, France; Rome 
and Messina, Italy; Tirana, Albania; Athens, Greece; Istanbul and Izmir, Turkey. 
Polysensitization, even for the allergens’ major molecules, was present in 71.3% of 
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all cases. The pediatric cohort from Rome was found to be the most polysensitized, 
with an average number of 3.8 sIgE to major allergenic molecules per patient [12].

In such cases, the etiological diagnosis based on retrospective clinical history, 
which is inevitably affected by recall bias, and on sensitization to whole extracts, 
both through skin prick tests and specific serum IgE assays, often leads to equivocal 
results. Component resolved diagnosis (CRD) has certainly simplified the selection 
by allowing the detection of IgE sensitization to the specific molecules, and there-
fore allowing modification of the etiological diagnosis, based only on clinical his-
tory and skin prick test (SPT), in about 47% of cases [13]. However, sometimes 
even CRD fails to identify the clinically relevant allergens for a given patient and 
therefore which ones to choose for AIT.

Monitoring the patient’s symptoms recorded during exposure to airborne aller-
gens (pollens and alternaria) with AM and correlating them with pollen curves has 
been shown to be fundamental, both confirming the severity of symptoms not ade-
quately controlled by pharmacological therapy, and allowing the selection of which 
allergens to choose for the most appropriate AIT [14].

Figure 6.1 shows a paradigmatic case of a 17-year-old boy at the time of study 
inclusion, who lives in Rome, with a history of persistent moderate-severe SAR 
since the age of 5 years (ARIA criteria [15]) which has worsened in recent years 
mainly in the months from January to June. The patient is part of the multicenter 
study @IT2020 [12] an observational clinical study on the impact of CRD and 
digital symptoms recording for the diagnosis of pollen allergy. The figure shows 
that RTSS and SPT demonstrate polysensitization, particularly to Alternaria, 
Cypress, Timothy and Bermuda Grass, and Pellitory. All allergens, based on the 
local pollen calendar, were compatible with the patient’s rhinitis symptoms. The 
assay of specific IgE toward extracts and molecules was performed with the mul-
tiplex ESEP (Euroline Southern European Profile) test (EUROIMMUN AG, 
Lübeck, Germany, [16, 17]), which confirmed the patient’s polysensitization to the 
same allergens even at the molecular level. The patient performed symptom moni-
toring with AM, demonstrating high adherence from February to September, 
which clearly showed that the only clinically relevant allergen was only grass pollen.
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6.3  �Clinical Decision Support System (CDSS)

This mismatch between patients' symptoms and their specific pollen sensitivities 
prompted the development of a computerized tool (CDSS) that helps doctors better 
diagnose allergies. This is crucial for effective treatment, as allergen immunothera-
py's success depends on identifying the exact allergen triggering the allergic reac-
tion [13, 18]. An algorithm for a CDSS (@IT2020-CDSS) [16, 19] was developed 
for seasonal allergic rhinitis and its diagnostic phases (anamnesis, skin prick test or 
serum sIgE, CRD diagnosis, and real-time and prospective symptom recording via 
AM), and this approach was evaluated in a study assessing the accuracy of physi-
cians´ decisions on AIT prescription [16]. The @IT2020-CDSS algorithm (Fig. 6.2) 
is based on clinical data progressively considered in three phases: phase 1—clinical 
history and sensitization to whole extracts (SWE) [i.e., SPT and/or serum sIgE to a 
panel of allergens that includes timothy grass, cypress, birch, olive, ragweed, mug-
wort, pellitory, alternaria]; phase 2—addition of specific IgE dosages to molecular 
allergen components (CRD); phase 3—addition of data on symptoms recorded 
through AM with comparison to pollen trajectories [16].

After training on the @IT2020-CDSS algorithm, 46 physicians (18 allergists 
(AS) and 28 general practitioners (GP)) proposed a hypothetical AIT prescription 
for 10 index clinical cases. The decisions were repeatedly recorded at different 

Fig. 6.2  @IT2020: Algorithm for a potential Clinical Decision Support System (CDSS) for sea-
sonal allergy, “Pyramid model”. The successive steps of the diagnostic algorithm of @IT2020-
CDSS develop vertically as a “pyramid”. In most clinical cases, excluding step by step more and 
more seasonal allergens, the ‘pyramid’ algorithm proceeds from a large basis toward a narrow top, 
allowing the recognition of only one or a few relevant allergen(s) among the many putative consid-
ered by the traditional diagnostic approach. Modified from Matricardi PM et al. [19]
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phases of the algorithm. The prescription of AIT for pollen and alternaria allergy 
based on anamnesis and SWE was heterogeneous but converging toward a consen-
sus after the integration of CRD and e-Diary information. The combined use of 
CRD and AM increased the number and the accuracy of hypothetical AIT prescrip-
tions in both groups (p < .01). The participating physicians in the study rated the 
algorithm as useful to optimize the classical diagnostic work-up. In conclusion, the 
implementation of CRD and e-Diary in the @IT2020-CDSS algorithm improved 
consensus on AIT prescription for SAR between AS and GP [16].

The same analysis was repeated in the multicenter @IT-2020 study [20, 21], and 
data are being processed and published, but preliminary results are in line with those 
of the pilot study [S. Dramburg, personal communication].

Trajectories of daily symptom scores (dSS) collected from 100 polysensitized 
patients with seasonal allergic rhinitis during 2018  in Rome (Italy) and matched 
with the concentration of pollen grains (Cypress, Timothy and Bermuda Grass, 
Pellitory), and Alternaria spores in the air were analyzed (Fig. 6.3). Observing the 
graphs of each patient and following internally developed and shared guidelines, 
three independent experts evaluated, with a score class ranging from 0 (null) to 4 
(maximum): (1) data completeness, (2) average symptom severity, (3) overall symp-
tom impact, (4) allergen priority, and (5) overall clinical relevance, referred to each 
patient for each allergen. Consensus was considered achieved when scores attrib-
uted by different experts to the same item fell into two contiguous classes [22].

Full consensus on data completeness by the three experts was achieved in 
531/600 (88.5%) evaluations, of which 495 met the criteria for subsequent analysis. 
Among these, full consensus was found in 439 (90.1%) for average symptom sever-
ity, 467 (94.3%) for overall symptom impact, 381 (77.0%) for allergen priority, and 
381 (77.0%) for allergen clinical relevance.

In conclusion, visual analysis and interpretation of graphs generated by elec-
tronic diaries of patients with SAR and pollen curves, supported by specific guide-
lines, allow for correct data interpretation in most cases; however, it is not possible 
to eliminate a certain degree of heterogeneity in subjective interpretation by experts. 
This visual analysis, which is demanding and time-consuming, could be replaced by 
mathematical algorithms and machine-learning techniques, making reading and 
interpretation of electronic diaries reliable, standardized, fast, and user-friendly 
even in everyday practice.

Further phases of development of the @IT2020-CDSS are ongoing and include 
subsequent implementation of various steps of the algorithm (SWE>CRD>AM and 
pollen curves), first with a visual mode similar to the previously described one but 
applied to the entire case series of the multicenter study @IT2020 [20, 21], and then 
through statistical algorithms and AI techniques, in order to make the system user-
friendly for both patients and physicians.
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None of the mentioned technologies aim to replace healthcare providers. Their 
goal is to support collaborative decision-making and ensure timely access to spe-
cialist healthcare.

6.3.1  �Adherence to Pharmacological Therapy and Sublingual 
Immunotherapy (SLIT)

It is widely demonstrated that adherence to therapy in chronic conditions such as 
AR and asthma is poor [23, 24], and digital technologies, particularly mHealth, 
while facilitating the collection of large amounts of data independent of geographi-
cal location and social differences, have not always been able to improve adherence, 
not only to therapies, but also to electronic diaries, which sometimes have fallen 
below 10% after only 2 weeks [10]. A positive influence on such aspects is certainly 
a blended care approach [25], as demonstrated in a study with the AM app, in which 
67 patients were adequately instructed on the use of AM and received personalized 
reminders via phone, in addition to automatic warning messages in case of non-
registration, adherence to daily symptom monitoring remained high (>80%) for sev-
eral weeks [9].

In another study, the impact of telemonitoring via AM on adherence to daily topi-
cal corticosteroid treatment in children with severe hay fever was analyzed. The 
study showed an improvement in both adherence to daily pharmacological treat-
ment and knowledge of the disease [26].

One of the most significant problems related to long-term daily administration of 
sublingual immunotherapy (SLIT) is poor compliance and a high dropout rate. Only 
50% and 20% of patients who start treatment with SLIT continue daily administra-
tion in the second and third year of treatment, respectively [27]. In a pilot study, the 
long-term adherence of a small group of patients undergoing SLIT with usual care 
support was compared with a group of patients receiving SLIT plus digital adher-
ence monitoring via AM, and a marked reduction in the dropout rate was observed 
in the second year of therapy among the 28 patients using the app [28].

6.4  �Conclusions and Perspectives

Studies and clinical practice based on the use of AM have demonstrated the reli-
ability of prospective collection of digital data via an e-Diary and its impact on 
patient adherence to both pharmacological treatment and allergen immunotherapy. 
The role of the attending physician is fundamental, not only for optimal adherence 
to digital technologies, but also in a collaborative context of blended care. Over 
time, the interaction between doctors and patients will progressively change with 
the increasing use of digital opportunities. Exploring the potential of using 
e-Diaries and mobile health platforms, along with CDSS, can enhance diagnostic 
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accuracy, particularly for patients with multiple sensitivities. This approach can 
also predict and prevent exposure to adverse conditions like high pollen levels, 
increased air pollution, and the use of symptomatic drugs for individual patients. 
Surely, the new AI technologies will play a fundamental role, promising to revolu-
tionize many sectors of human life, including healthcare. To implement these tech-
nologies in clinical practice to improve patient participation and care, clinical 
studies are needed to demonstrate positive impact, especially on clinical outcomes, 
but also regulatory infrastructures, as recognized by international organizations 
such as the World Health Organization (WHO), and adequate training for 
physicians.
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Abstract  Clinical Decision Support Systems (CDSS) are “information systems 
designed to improve clinical decision making”. We review here the benefits, chal-
lenges, and barriers to the use of CDSS in medicine and in particular clinical aller-
gology. CDSS can be described and classified according to the nature of the CDSS 
information and algorithms, targets, timing, integration with existing systems, users, 
and other characteristics. Effectiveness, risks, and limitations of the use of CDSS 
must be always considered, and guidelines for use and adopters are essential to 
maximize benefits. MASK-Air® and AllergyMonitor®-@IT2020, two examples of 
electronic CDSS for allergic rhinitis, and many other CDSS dedicated to the man-
agement of patients with asthma, chronic urticaria, atopic dermatitis, and other 
allergic diseases are presented. Lastly, the perspectives of this rapidly evolving and 
expanding area of digital health for allergology are discussed.

7.1  �Definitions and Historical Background

Many definitions have been formulated for Clinical Decision Support Systems 
(CDSS), albeit none is considered universally accepted, and more will probably 
come. However, the Agency for Healthcare Research and Quality, Rockville, MD 
proposed in 2010: “Clinical decision support (CDS) provides timely information, 
usually at the point of care, to help inform decisions about a patient’s care. CDS 
tools and systems help clinical teams by taking over some routine tasks, warning of 
potential problems, or providing suggestions for the clinical team and patient to 
consider” [1]. “CDS can be used on a variety of platforms (such as the Internet, 
personal computers, electronic medical record networks, handheld devices, or writ-
ten materials)”. A very popular and concise definition states that “CDSS are infor-
mation systems designed to improve clinical decision making” [2]. A longer and 
more pragmatic definition proposed that “a traditional CDSS is comprised of soft-
ware designed to be a direct aid to clinical-decision making, in which the charac-
teristics of an individual patient are matched to a computerized clinical knowledge 
base and patient-specific assessments or recommendations are then presented to the 
clinician for a decision” [3].

While definitions differ, most experts agree that CDSS roots are at least half a 
century old [4]. The first attempts of the use of a computer to assist clinician were 
academic exercises, blamed by most clinicians as a threat to the doctor’s freedom 
and autonomy and inferior to the doctor’s competence, or welcomed by clinical 
scientists as seminal experiments to transform and improve disease management 
[5]. In a second phase, they slowly started to spread in hospitals and clinics, taking 
advantage of the introduction of computer systems in clinical care, and data acquisi-
tion from electronic clinical record forms [6]. Today, in the era of smartphones, 
tablets, wearables, and biometric monitoring devices, CDSS are progressively 
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spreading across the general population, occasionally bypassing health systems and 
doctors to directly reach and target the patient [7].

The terminology CDSS coexists with that of computer-assisted diagnosis and 
treatment (CAD/CAT), contributing to the rapidly growing field of medicine using 
computer technology and telehealth to aid in the diagnosis and treatment of various 
diseases [8, 9].

7.2  �Benefits, Challenges, and Barriers

CDSS offer many potential benefits. They can increase adherence to evidence-based 
medicine and reduce variation in clinical practice. Misdiagnosis may affect 800,000 
patients annually in the USA [10]. They can also assist with information manage-
ment to support clinicians’ decision-making abilities, reduce their mental workload, 
and improve clinical workflows [11]. When well designed and implemented, CDSS 
can improve health care quality to increase efficiency and reduce health care 
costs [11].

However, many barriers to CDSS development and implementation exist. (i) The 
medical knowledge base is incomplete partly due to insufficient clinical evidence. 
(ii) Methodologies are still being developed. (iii) Often, their acceptance and use are 
tied to electronic medical records (EMRs), which are now becoming widely used. 
(iv) Low clinician demand for CDSS is another important barrier. (v) Clinicians 
may feel that they reduce their autonomy. (vi) Alert fatigue may reduce the impact 
after prolonged use. (vii) Reimbursement strategies do not usually exist and the use 
of some CDSS may be time consuming. (vii) Legal problems always need to be 
included.

7.3  �Basic Structure and Classification

In most CDSS, information obtained from an individual patient is matched with the 
information already computerized to be used by software algorithms producing 
patient-specific outputs such as reports or recommendations. Information is acquired 
either manually or preferably imported from electronic clinical record forms, and 
the output is produced either electronically and/or on paper for traditional archivia-
tion [12].

Software algorithms may follow rules (e.g., in the IF_THEN format) pro-
grammed by the developer, or their suggested decision is modeled through artificial 
intelligence (AI) supervised and unsupervised procedures, such as machine learning 
(ML). Whatever the approach, algorithms are applied to the clinical information of 
the individual patient and generate an output given to the end user through a com-
munication tool (e.g., mobile application, front-end of electronic health records 
[EHRs], websites) [13]. In some CDSS, additional information (e.g., epidemiologi-
cal, environmental) can also be provided to reinforce the knowledge base and the 
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context surrounding and influencing the value of the information coming from the 
individual patient (Fig. 7.1).

This topic is still not a chapter in most textbooks of medicine, and the attempts 
of classifying CDSS’ complex and highly diversified galaxy are in their infancy. 
The following paragraphs, partially based on the outstanding work of experts [6, 
12], offer just some examples of features diversity within an incomplete list of 
domains. An extended description of characteristics, advantages, and limitations of 
individual types of CDSS listed here falls beyond the scope of the present text and 
have been thoroughly illustrated elsewhere [6].

	(a)	 Nature of the information and algorithms—The way background informa-
tion is acquired and elaborated is being used to divide CDSS in “knowledge-
based” and “non-knowledge-based” [6].

	 (i)	 In the knowledge-based type, the available information is a set of available 
data acquired from literature, practice, or patient-directed evidence, and 
then it is interconnected with associations and rules or algorithms.

	 (ii)	 The non-knowledge-based category, while having a similar structure as 
the knowledge-based one, takes advantage of machine learning approaches, 
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Fig. 7.1  General concepts of a clinical decision support system. Three elements compose a CDSS: 
(a) data—from the patient and also from the environment (to which the patient is exposed and from 
the community in which he/she is living); (b) algorithm-mathematical formulas (simple or com-
plex) that take the data and generate reports; and (c) reports—can be delivered as a written report, 
a suggestion of further diagnostic examinations, a therapeutic plan to the operator (i.e., the doctor) 
as a suggestion to be considered for his/her actual diagnostic or therapeutic decision. [From Ref. 
73, with permission]
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i.e., software who can learn from acquired data and generate mathematical 
algorithms that can be applied to the patient’s data to generate outcomes. 
Machine learning can adopt many different strategies, ranging from artifi-
cial neural networks, support vector machines, and others.

	 (iii)	 Interestingly, some CDSS can use both knowledge and not-knowledge 
based approaches.

	(b)	 Target—The primary goal of CDSS is to improve healthcare delivery by help-
ing doctors taking clinical real-time decisions directly at the point of care [7]. 
These decisions are normally based on the information acquired by the doctor 
during training, continuing education, and own routine clinical practice. In addi-
tion, doctors can spend time to acquire additional information, specific for the 
case, from the literature, databanks, and other web-based sources. However, the 
amount of retrieved information is almost invariably a small proportion of the 
one available, the latter being constantly growing in our technological world. In 
addition, health data obtained by the health care systems per individual patients 
are also rapidly growing, a trend reinforced by -omics approaches, genetic tests, 
mobile health (mHealth) apps and electronic diaries (e-Diaries) [14], complex 
diagnostics (e.g., protein microarrays), remote patient monitoring via wear-
ables, and so on [15]. In other words, the amount of data that a single doctor 
should examine in a few minutes is increasing, up to a point that a hallmark of 
personalized precision medicine is so invasive and overwhelming to become in 
extreme cases a counterproductive cause of “imprecision medicine.”

With this shared background, CDSS differ in the way they aim at improving 
healthcare delivery improvement, by helping doctor’s adherence to interna-
tional or national guidelines and evidence-based procedures [16], supporting 
early diagnosis, reducing errors, facilitating screening procedures in primary 
healthcare (PHC) [17], contributing to quick and right decision making in acute 
situations in the emergency room [18], assisting self-management in patients 
with chronic conditions [19], improving workflow in the clinical setting [20], 
alerting when critical values are reached and risks are raised beyond a pre-
established threshold so that intervention is needed [21], reminding when pre-
ventive health tasks are overdue [22], and providing advice for drug prescription 
[23] and cost reduction [24].

	(c)	 Timing—CDSS can operate before, during, or after a diagnosis is done. They 
can be useful to elaborate a diagnostic strategy requiring a rational sequence of 
interconnected diagnostic steps, each one being influenced by the outcome of 
the previous one [25]. For example, as point-of-care devices, they can be help-
ful in the emergency room to quickly evaluate the patient and make a diagnosis 
[18]. Alternatively, CDSS can be useful in interpreting data acquired through an 
e-Diary after the diagnosis is done and the response to therapy is examined 
[12, 26].

	(d)	 Integration with existing systems—CDSS differ in the way the patient’s data 
are acquired. While some require direct input from the patient or health care 
personnel [27], most interact with the electronic health record [28]. The second 
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scenario is the preferred one as it is time-saving, less redundant and preventing 
errors deriving by data manually imputed.

	(e)	 User—CDSS users may be very heterogeneous, including the PHC doctor [17, 
29], the emergency room doctor [18], the health care allied personnel [30], the 
laboratory [31], the pharmacist [32], or the patient themselves [33].

7.4  �Effectiveness, Risks, and Limitations

The effectiveness of CDSS has been examined by several trials, and a certain num-
ber of meta-analyses have been published. Trials are so heterogenous in their nature, 
target, population, and design that effectiveness can be, in our opinion, measured 
only on a case-by-case basis.

However, some characteristics of CDSS seem to be associated with a certain 
degree of effectiveness, including automatic electronic prompts versus user activa-
tion of the system [34], integration into the clinical workflow versus a separate 
application or software, synchronous support at the point of care versus prior to or 
after the patient encounter, and production of recommendations for care as opposite 
to assessments only [35]. It has therefore been suggested that an effective system 
should be above all user-friendly so to minimize clinicians’ effort to receive and act 
on system recommendations. Moreover, it seems that the involvement of the local 
health care professional in the design of support tools is also factor relevant for suc-
cess [35].

Nevertheless, a few systematic reviews have also concluded that a beneficial 
impact and cost-effectiveness of CDSS have still to be demonstrated [36].

Similarly, a more recent meta-analysis, retrieving 5340 articles and recruiting 
only eight studies on CDSS embedded in electronic clinical health records, found 
inconclusive evidence in support of this methodology, mostly due to methodologi-
cal biases and study heterogeneity [37]. A conclusion by the authors of this study 
was that further research is needed to provide evidence on the intervention effect 
and concerning the interaction of healthcare setting features and the characteristics 
and implementation processes of CDSS in clinical practice [37].

Interestingly, systematic reviews of randomized controlled trials have thoroughly 
assessed the effectiveness of CDSS in different areas and found that, while a benefi-
cial impact on the process of medical care was shown in 52–64% of the studies, 
patient outcomes were improving in only 15–31% of trials investigating also this 
essential target [2]. The six metanalyses focused on trials (i) informing the ordering 
of diagnostic tests [38], (ii) prescription and management of drugs [39], (iii) moni-
toring and dosing of narrow therapeutic index drugs [40], (iv) guiding primary pre-
vention and screening [41], (v) managing chronic disease [42], and (vi) providing 
acute care [43].

This lack of evidence about clinical efficacy of CDSS may be due to their intrin-
sic limitations that may affect the design, implementation, and even their use in the 
routine clinical practice. Weaknesses, disadvantages, risks, and limitations may 
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concern privacy and data protection, user-friendliness, data acquisition and accu-
racy, algorithms precision and their generalizability, patient or user’s acceptance, 
clarity of reporting, and readiness to consider suggestions. In addition, stand-alone 
CDSS can disrupt clinician’s workflow, their alert systems may generate the so-
called alert fatigue, their routine use may induce excess reliance and trust, reducing 
diagnostic skills and generating a sort of “CDSS addiction or dependence” [6].

7.5  �Guidelines for Users, and Adopters

As illustrated above, CDSS are tools also targeted to better implement evidence-
based guidelines, whose effectiveness should be evaluated and validated with a rig-
orous scientific approach in trials and metanalyses. Before that, the validation 
process should include iterative qualitative and quantitative assessment early in the 
software development cycle [3]. It is also essential that their validation is not only 
produced by the developers, but also by third parties with independent studies [2]. 
Validation is, however, not sufficient to guarantee correct implementation by users. 
The users’ level of understanding, preparation, awareness, training, and experience 
around CDSS methodology are important factors for successful implementation. 
Although physicians are slowly developing tolerance and interest in the use of 
CDSS, the skepticisms and resistance of the earliest times are still predominant 
today, especially when the non-knowledge based category is considered [12]. It 
seems that doctor’s digital literacy is a condition for earlier and proper use of CDSS, 
and direct participation of the general practitioners (GP) and other users in their 
development should be always considered [44]. End user participation, reliability, 
and accountability are relevant points to be considered when targeting a widespread 
adoption of any digital solution [45]. The effectiveness of CDSS must be tested by 
using its informatic version in a real-life scenario. In addition, an interesting 
approach to preliminary validation tests may involve specialists and GPs, through a 
step-by-step procedure [14].

7.6  �Examples of Electronic CDSS in Rhinitis

7.6.1  �MASK-Air®: A CDSS for Therapeutic Control 
of Allergic Rhinitis

In 2015, a first e-CDSS was proposed for AR diagnosis using intradermal skin tests 
[46]. Since then, although many digital devices are dedicated to allergic rhinitis, 
only few have been used in studies published in peer-reviewed international jour-
nals [47]. A very large collaborative network is focused on rhinitis and its treatment, 
accumulating evidence through the worldwide use of MASK-Air (MASK stands for 
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Mobile Airways Sentinel Network). Nowadays, MASK-Air® is by far the world-
wide most used digital platform for the management of allergic rhinitis (AR) [48, 
49] (Fig. 7.2). The unmet need targeted by MASK-Air® is quite simple; although 
pollen-induced allergic rhinitis affects worldwide many hundreds million people, 
the connection between a physician’s prescriptions and the patient’s behavior for its 
treatment is poor [50]. Drugs are prescribed for the entire season independently 
from the presence of absence of exposure to the culprit pollen and the consequent 
allergic symptoms. Not surprisingly, most patients take their drugs just on-demand 
and guidelines are not followed [50]. Astonishingly, when allergists are patients 
themselves, they tend to self-medication procedures and do not follow the very 
same prescriptions they usually recommend to their patients [51]. Shared decision-
making helps patients to take on own responsibilities and transform them into active 
participant in their health preservation and management [52].

Generated by the Allergy and its Impact on Asthma (ARIA) consortium, MASK-
Air® is a CDSS supporting screening, diagnostic precision, early optimization of 
therapy, and user-friendly monitoring of AR [53]. The development process of 
MASK-Air® involved a key opinion leader consensus on specific treatment recom-
mendations [54] and relied upon profound expertise in symptom data collection 
through mobile health technology integrating the CDSS [55].

In parallel with MASK-Air®, the ARIA consortium is planning the production of 
a CDSS targeted to the integration in the care pathways of AR of community phar-
macies, crucial players in the above-mentioned self-management approach to this 
disease [56, 57]. CDSS use demonstrated that German pharmacists don’t acquire 
the information required to diagnose AR, so that the self-medication process often 
leads to wrong medication [58]. The implementation of a CDSS targeted to the 
pharmacist successfully addressed this gap in the pharmacist’s diagnostic role and 
effectively improved selectivity and appropriateness in drug delivery to the patient 
[59]. Next step will be facilitating the monitoring of patient’s symptom control and 
adjusting symptomatic treatment accordingly [59]. This innovative approach 
deserves evaluation and validation in real-life scenarios.

7.6.2  �@llergyMonitor and @IT-2020: e-Diary and CDSS 
for seasonal AR and AIT Prescription

Seasonal Allergic Rhinitis (SAR) is mostly provoked by pollen and sometimes by 
fungal spores seasonally dispersed in the outdoor air [60]. This disease is very het-
erogeneous in terms of sensitization profiles and clinical manifestations, being sim-
ple in cold climates and very complex in temperate zones. Accordingly, while, for 
example, in Sweden birch is the dominating, almost exclusive cause of pollen 
allergy, in Southern European countries a long list of pollen species may be involved 
[61]. This geographical diversity in pollen allergic patients imposes localized diag-
nostic guidelines and makes a correct diagnosis very difficult in polysensitized 
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Fig. 7.2  Decision processes underlying treatment recommendations for (a) patients not currently 
on any AR medication, (b) patients with well-controlled AR (i.e., VAS score < 2/10 cm), AR, 
allergic rhinitis; VAS, visual analogue scale; M1, module 1; M2, module 2; M3, module 3; Ti, class 
of current treatment (in case of polypharmacy, Ti = maximum class). Tj, Tk and Tl, medications 
added to Ti, order of class l < k < j < i. T1, antihistamine (oral, intranasal, and eye drops), leukot-
riene receptor antagonist, cromone (intranasal and eye drops); T2, intranasal corticosteroid (INCS); 
T3, INCS + Azelastine; T4 add short course of oral corticosteroids; T5, consider referral and 
allergen-specific immunotherapy [49]
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patients living in temperate climatic zones [62]. Several apps on pollen exposure 
and seasonal allergic rhinitis have been developed, and only three of them have been 
the object of several scientific studies in many countries in Europe [45]: Pollen [63], 
MASK-Air [48], and AllergyMonitor [64]. Among different tools, these apps con-
tain e-Diaries facilitating monitoring of allergic symptoms (nasal, ocular, bronchial) 
typical of respiratory allergies. Through internationally standardized questions, 
patients record symptoms and medication intake on a daily basis, while information 
on local pollen concentrations is also acquired from aerobiological pollen stations 
[63, 64]. Patient’s adherence to daily compilation of these type of e-Diaries was 
quite high in the context of a blended approach, with a valuable interaction between 
the prescribing doctor and the patient [65]. AllergyMonitor aims at multiple targets, 
including improving disease awareness and adherence to daily therapy with nasal 
corticosteroids in children with grass pollen allergy [66], prospectively measuring 
disease severity [67], discriminating the culprit allergen in polysensitized patients 
[68], and predicting a positive nasal allergen provocation test [69].

The @IT-2020 project started in 2015 and aimed at developing a CDSS facilitat-
ing correct diagnosis of pollen allergy, which must be based on a thorough clinical 
history and the definition of the patient’s sensitization profile, completed in most 
polysensitized patients by component resolved diagnosis, i.e., IgE assays for aller-
genic molecules [65, 70, 71]. Importantly, diagnostic procedures are based on inter-
national guidelines including ARIA, GINA (Global Initiative for Asthma), and 
EAACI (European Academy of Allergy and Clinical Immunology) guidelines for 
SPT, molecular IgE assays, and pollen season definitions [64]. A correct identifica-
tion of the culprit pollen in polysensitized patients is a diagnostic goal essential for 
the precise prescription of allergen immunotherapy [71, 72]. Accordingly, within 
the @IT-2020 concept, a CDSS aiming at supporting precise AIT prescription for 
SAR should not only incorporate and elaborate information from these preliminary 
diagnostic steps (clinical history, skin tests, molecular tests), but also integrate them 
with prospective information acquired by the e-Diaries [73] (Fig. 7.3). The MASK-
Air further expanded this concept, proposing the use of e-Diaries not only for a 
correct stratification of the patients to be treated with allergen immunotherapy, but 
also to decide its cessation [74].

The usability and impact of @IT2020-CDSS for SAR on doctor’s AIT prescrip-
tion decisions have been preliminarily tested in a theoretical experiment performed 
with allergists and other doctors [14]. After educational training on the @IT2020-
CDSS algorithm, 46 doctors (18 allergy specialists, AS, and 28 GP in Rome and in 
Pordenone, Italy) expressed their hypothetical AIT prescription for 10 clinical index 
cases. Decisions based on different stages of the algorithm were recorded step-by-
step. The usability and perceived impact of the algorithm were also evaluated. The 
combined use of CRD (Component Resolved Diagnosis) and an e-Diary increased 
the hypothetical AIT prescriptions, both among AS and GP. AIT prescription for 
pollen and alternaria allergy, based on anamnesis and SPT was heterogeneous but 
converged toward a consensus by integrating CRD and e-Diary information. Doctors 
considered the algorithm useful and recognized its potential in enhancing traditional 
diagnostics. The implementation of CRD and e-Diary in the @IT2020-CDSS 
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algorithm improved consensus on AIT prescription for SAR among AS and GP. The 
potential usefulness of such a system for etiological diagnosis of SAR and AIT 
prescription in real-world clinical practice deserves further investigation [45, 75] 
(Fig. 7.4).

7.7  �Examples of Electronic CDSS in Asthma

Asthma is a chronic condition, so heterogeneous in its clinical manifestations and 
mechanisms to be considered a syndrome, rather than a single disease entity [76]. 
Accordingly, diagnostic procedures, classification, and therapeutic approaches are 
equally complex and diversified [77]. Not surprisingly, many patient needs are still 
unmet [78] and guidelines implementation is far from being optimal in the clinical 
routine [79]. Given this situation, digital tools aimed at guiding asthma management 
are growing both in number and attention [80]. Among them, studies focusing on 
CDSS for asthma management have already been the object of a few systematic 
reviews [81–83].

One of the first CDSS studies in asthma management evaluated its accuracy to 
support assessment and management of pediatric asthma in a subspecialty clinic 
[84]. The system performed quite accurately compared to clinicians in assessing 
asthma control, but was inaccurate in suggesting treatment. One systemic review 
[81], performed in 2014, screened 5787 articles to find only eight eligible trials, six 
of which at risk of bias. Outcomes were rather discouraging, showing low usage of 
the implemented systems due to poor workflow integration or to negative end user 
beliefs, low compliance with the advice offered, and increased prescription of 
inhaled steroid [81]. Authors stated that “current generation of CDSS is unlikely to 
result in improvements of outcomes for patients with asthma” [81]. Another, more 
recent systematic review found evidence of an impact of electronic alerts in reduc-
ing excessive prescription of SABA (Short Acting Beta Agonists), a category of 
drugs whose abuse is linked to asthma severity and death [82]. Three studies had 
low risk of bias: one reported a positive effect on the primary outcome of interest, 
excessive SABA prescribing; another reported positive effects on the ratio of inhaled 
corticosteroid (ICS)-SABA prescribing, and asthma control; a third reported no 
effect on outcomes of interest [82]. A review showed poor quality of the four trials 
examined and suggested a need for increased focus on the methods of conducting 
and reporting RCT trials of different decision support systems in asthma care, as 
well as in other conditions [83]. A more recent, broad systematic review aimed to 
evaluate the impact of CDSS on assessment and disease-specific management of 
breathlessness and associated diseases in real-world clinical settings [85]. In 18 
studies focusing on asthma, those with children reported a positive impact on the 
proportion diagnosed with asthma but a mixed impact on exacerbations, symptom 
days, and influenza vaccination rates post-implementation. Other positive outcomes 
included an improved adherence to guidelines on spirometry, asthma action plans, 
peak-flow measurements, and oxygen saturation measurement. In adults, a poor 
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specificity in diagnosing asthma in one study was compensated by improved guide-
line adherence, peak-flow measurements, ICS prescription, and use of asthma action 
plans in other studies. Last, improved symptoms, Asthma Quality of Life 
Questionnaire (AQLQ) score, forced expiratory volume one second (FEV-1) value, 
airway hyperresponsiveness, and reduced exacerbations were also observed, while 
the outcomes regarding hospitalization rates were mixed [85].

Some additional sketches on individual studies may provide a few examples of 
CDSS strategies currently pursued in asthma management and proposed reasons for 
their success or failure. The initial impact of implementing CDSS software in the 
form of a computer-guided consultation in PHC has been recently investigated in 
deprived areas of Greater Manchester [86]. This study encouragingly concluded 
that an end-to-end digital service solution not only is feasible for asthma within 
primary care but also that its adoption increases implementation of guideline-level 
management, impacts on healthcare inequality, helps identifying “high risk” asthma 
patients, and guiding proper therapy escalation and de-escalation [86]. Another 
study showed low use of a CDSS for asthma by 490 patients visited over one year 
by 121 Canadian clinicians, with the system opened only in 205 of 1033 (19.8%) 
visits and an asthma action plan created in 121 of 1033 (11.7%) visits [87]. 
According to the authors, workflows and cultures across clinics, physician beliefs 
regarding asthma diagnosis, and relevance of the clinical complaint influenced 
uptake [87]. “AsthmaTuner”, a self-management system collecting lung function 
and symptom data via Bluetooth spirometer and patient app, respectively, provides 
automated treatment recommendations for patients and an interface for health pro-
fessionals and, compared to usual care, improved symptom control among patients 
with uncontrolled asthma [88].

This mixed scenario of lights and shadows on the effectiveness of CDSS for 
asthma care has been recently thoroughly reviewed [89]. While lack of use and poor 
documentation of objective measures of lung function seem to be the major barriers 
to their effectiveness, future initiatives should focus on digital asthma surveillance 
systems, aimed not only at supporting adherence to best-practice guidelines of 
asthma diagnosis but also at prompting use of objective methods to confirm an 
asthma diagnosis within the electronic health records [89].

7.8  �CDSS for Chronic Urticaria, Atopic Dermatitis, Food, 
and Drug Allergies, and for Allergy Screening 
in Primary Care

Unlike respiratory allergies, skin, venom, food, and drug allergies have rarely been 
the focus of CDSS. However, large projects have produced interesting outcomes 
and will likely pave the way for further promising developments.
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7.8.1  Dermatology

Allergy is a relevant area in dermatology, given the high and growing burden of 
chronic urticaria (CU) and atopic dermatitis (AD). Over 20 years ago, a Korean 
group had developed a knowledge model for chronic urticaria assessment and inte-
grated it into a CDSS for clinical practice [90]. However, this project has not pro-
duced further publications in the following years. More recently, a self-evaluation 
digital platform for patients with CU has been developed by the worldwide network 
UCARE [91]. This CRUSE app (Chronic Urticaria Self Evaluation) [92] supports 
CU patients to monitor their own disease thanks to the wide adoption of patient-
reported outcomes measures (PROMs) and assist in the attempts of controlling dis-
ease exacerbations. Interestingly, CU patients were involved in the development of 
the platform and have shown a significant interest in its use [93], further confirming 
that this digital tool is matching an unmet need [94]. Several digital health tools, 
including web searches and social media platforms, wearable biosensors, mobile 
apps, 3D full body scanners, and optical coherence tomography have been devel-
oped to help diagnosis and monitoring of patients with atopic dermatitis [95]. 
However, to our knowledge, none of these tools have been so far integrated in a 
CDSS. Similarly, a practical algorithm to assist management of AD patients at point 
of care has been elaborated [96], but no information on its integration in a CDSS is 
retrievable. Recently, a mixed reality interactive shared decision-making game has 
been developed and successfully used by a small group of pediatric patients with 
AD as a tool to improve awareness and self-management [97].

7.8.2  Food allergy

The literature on CDSS for food allergy is scarce. In the USA, guidelines for the 
management of food allergy in childhood have been consolidated in five steps to 
create a CDSS for the PHC setting. A pilot testing in four practices highlighted the 
need of educating the health care provider in using such a novel tool [98].

7.8.3  Drug allergy

A recent systematic review identified 17 drug allergy alert systems (DAAS), of 
which 9 commercially available, that have been developed so far to reduce prevent-
able adverse drug events [99]. The overall outcome of this review was quite discour-
aging, being the DAAS very heterogeneous and failing their target in most cases, 
mainly because of non-exact match at drug prescribing and a high override rate 
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(patients had already tolerated the drug or taken without allergic reactions). 
Interestingly, opioids, monoclonal antibodies, non-antibiotic sulfonamides, statins, 
and NSAIDs had higher override, while contrast media, salicylate analgesics, and 
antibiotics override were lower [99]. Indeed, alert “overrides” is a well-known and 
recognized problem in this area of digital allergology [100]. Recently, machine 
learning has been applied to hospital HERs to identify, classify, and alert of allergy 
to anesthetic drugs before surgery [101]. In that preliminary study, developers con-
clude that their CDSS was able to support physicians’ decision-making and 
increased safety for patients undergoing surgery [101]. Similarly, apps have been 
successfully used in a hospital setting [102] and in PHC [103] to de-label allergy to 
penicillin or other antibiotics.

7.8.4  Primary care

CDSS have been developed for allergy screening and early diagnosis in a PHC set-
ting. One of these was not very precise in predicting the recommendations of aller-
gists, however, it was useful to improve the allergy diagnostic precision of GPs 
regarding allergies, who also positively judged their impact in daily clinical prac-
tice, although their decision-making on medication and referral remained unaf-
fected [104].

7.9  �Perspectives

The growing interest and initiatives in digital health are producing a growing num-
ber of attempts to develop and use CDSS in the management of allergic diseases. 
While some projects seem to be quite slow, but broad and solid enough in their 
scientific premises, others are faster but more exposed to failure. A general, clear 
conclusion is that allergists, PHC doctors, and the patients themselves must be 
involved in the developing process of support tools in order to increase chances of 
acceptance by the end users. Validation studies of developed CDSS are frequently 
lacking or, when performed, either biased being performed by the developers them-
selves or failing to meet their expectations. Overall, the way to successful imple-
mentation of a Clincial Decision Support System in the daily practice is still long 
and users exposed to available tools should be protected by regulatory agencies and 
a proper application of certification procedures.
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Abstract  Existing allergen databases serve several different purposes. Some are 
primarily designed to facilitate bioinformatics sequence comparisons of novel food 
proteins with established allergens, in the frame of allergenicity risk assessment. 
Others are more comprehensive repositories that provide broader information about 
allergens, including biochemical and structural data, B- and T-cell epitope data, and 
clinical and epidemiological data. Various bioinformatic and machine learning tools 
are being provided to address allergenicity, both for predicting potential cross-
reactivity of novel proteins with existing allergens and for predicting their de novo 
sensitizing potential, i.e., whether they may become new allergens. This chapter 
provides an overview of the most important allergen databases and discusses the 
opportunities they provide to service various stakeholders with interest in allergen 
molecules and allergic diseases. Overall, bringing comprehensive multifaceted 
allergen information together and applying machine learning and artificial intelli-
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gence approaches may in the future refine the process of allergenicity risk assess-
ment and provide better insights into the molecular basis of cross-reactivity. Whether 
these developments will also help to answer what turns proteins into allergens 
remains to be seen, but it is very likely that this cannot be answered with molecular 
information on proteins only, knowing that exogenous factors play an important role 
in the process of sensitization.

Databases with information on allergens exist in many flavors, differing in format 
depending on the applications they intend to service (Fig. 8.1) [1, 2]. The aims of 
the various databases range from regulating conformity in allergen nomenclature, 
providing a resource for allergenicity risk assessment of genetically modified crops, 
novel food proteins, and novel foods, to databases that aim to provide comprehen-
sive scientific information on allergens for interested stakeholders, ranging from 
clinicians and patients to basic and translational scientists from academia and indus-
try. In this chapter, we will discuss the most important databases along these lines.

8.1  �Allergen Nomenclature Database

One could say that the mother of allergen databases is the one established under the 
auspices of the World Health Organization (WHO) and the International Union of 
Immunological Societies (IUIS), the Allergen Nomenclature database [3]. This 
database lists all proteins that have received an official allergen name recognized by 
the WHO/IUIS Allergen Nomenclature Subcommittee [4–7]. This committee, a 
panel of academic allergen experts, evaluates applications for possible new 

Fig. 8.1  Logos and internet addresses of the most important allergen databases
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allergens, brought to its attention by means of a (now online) application form sub-
mitted by researchers. An accepted new allergen will receive its official name fol-
lowing a nomenclature system that was developed in the early eighties, adopted by 
the WHO in 1986 [8] and revised in 1994 [9]. The system, based on Linnaean 
binominal nomenclature, was originally proposed by a group of prominent allergy 
researchers, David Marsh, Henning Löwenstein, Thomas Platts-Mills, Te Piao 
King, and Larry Goodfriend. The main function of this database is to make sure that 
only proteins with a minimal sound degree of evidence supporting their IgE binding 
properties receive an official allergen name, and that the whole allergy field uses the 
same name for such IgE binding proteins. Overall, the system functions quite well, 
especially since journals in the field (are supposed to) demand proof that a new 
allergen name is indeed recognized by the committee. This prevents different pro-
teins from entering the public domain under the same allergen name. Since designa-
tions are frequently also given out without the committee getting access to a full 
draft paper, the peer review of the soundness of the claim is suboptimal. Although 
the database receives some financial support from non-profit organizations IUIS, 
the European Academy of Allergy and Clinical Immunology (EAACI), and the 
American Academy of Allergy Asthma and Immunology (AAAAI), its continuity is 
largely dependent on the voluntary efforts of the members of the WHO/IUIS 
Allergen Nomenclature Subcommittee.

8.2  �Allergome

In 2003, the Allergome database was released [10]. The driving force behind 
Allergome was (and is) Adriano Mari who maintains the database via a company he 
founded, Allergen Data Laboratories. Allergome is by far the most comprehensive 
allergen database around. It provides information on allergen sources, offers links to 
the WHO/IUIS database, to taxonomic databases, to UniProt and PDB, and it pro-
vides allergological and epidemiological data. Moreover, Allergome also provides a 
quite comprehensive list of literature references associated with each listed mole-
cule. In addition, several different bioinformatic tools are available, including 
sequence alignment and reference search tools. Its comprehensiveness and user-
friendly design have made Allergome a database that is widely used by different 
stakeholders. On the other hand, it is important to realize that the database also lists 
homologs of allergens that are likely or possibly allergens but that have not been 
identified as such, including some from sources that are not known to be allergenic. 
Although these entries can be recognized by a label “in silico,” this practice has 
been criticized. The same is true for the fact that Allergome has sometimes provided 
WHO/IUIS-like names to entries that have not (yet) been listed in the WHO/IUIS 
Allergen Nomenclature Database. Despite these criticisms, Allergome remains a 
very informative and versatile resource for people with interest in allergens.

8  Databanks and Expert Systems in Allergomics: Scientific and Clinical Implications



122

8.3  �Allergenicity Risk Assessment: AOL, COMPARE, ADFS

An important driver behind the creation of allergen databases has been the allerge-
nicity risk assessment of potential transgenes to be introduced into crops, resulting 
in genetically modified (GM) crops and GM foods [11]. Ideally, allergenicity risk 
assessment would include both aspects of allergenicity of proteins, i.e., their capac-
ity to induce IgE de novo (sensitization), and their capacity to bind already existing 
IgE based on cross-reactivity, possibly leading to symptoms (elicitation). Predicting 
sensitization potential of proteins that lack structural homology with established 
allergens was very difficult, if not impossible. In other words, we do not (yet?) have 
tools to predict whether a novel protein can “start a new allergen family.” Databases 
created for allergenicity risk assessment have therefore focused on evaluating the 
risk of cross-reactivity with established allergens. The database pioneering in this 
field has been Allergen Online (AOL), established in 2005 and hosted by the Food 
Allergy Research and Resource Program at the University of Nebraska, under the 
leadership of Rick Goodman [12]. Its main function was (and still is) to offer a 
resource where mainly agricultural biotech (AgBiotech) companies can perform 
bioinformatic searches comparing a candidate transgene against all the sequences of 
allergens in the database. The aim is to evaluate whether there is a relevant risk that 
a protein resembles an existing allergen sufficiently enough to be recognized by 
specific IgE based on cross-reactivity, and consequently may cause allergic reac-
tions in patients sensitive to the existing allergen. As for the nomenclature database, 
the process of updating is performed by an independent academic expert panel, but 
the maintenance of the AOL database has always been financially supported by 
commercial parties that are dependent on the database for their allergenicity risk 
assessment, mainly AgBiotech companies. More recently, non-AgBiotech compa-
nies such as novel food companies and enzyme producers for food industry increas-
ingly turn to using the database for their allergenicity risk assessment as well. In 
parallel with AOL, also in 2005, a Japanese allergen database for allergenicity risk 
assessment, the Allergen Database for Food Safety (ADFS), was established [13, 
14]. It uses AOL as its resource for allergens, supplemented with literature search, 
but it is not clear how potential new allergens from literature are exactly being 
evaluated. In 2016, a new initiative led to the creation of a third allergen database 
for bioinformatic allergenicity risk assessment, the Comprehensive Protein Allergen 
Resource (COMPARE) [15]. The COMPARE database also took the AOL list of 
allergens (version 16) as its starting point, to then independently further develop 
their own algorithms to update on a yearly basis. Like AOL, COMPARE has an 
independent academic expert panel that evaluates new candidate sequences on a 
yearly basis. The database is hosted by the Health and Environmental Sciences 
Institute in Washington DC, a tripartite (academia, industry, and regulators) non-
profit organization that receives financial support from industry to maintain and 
yearly update the database.

Although no comprehensive data is available on database use, AOL has long 
been to be the most used allergen database for allergenicity risk assessment and 
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dossiers submitted to regulatory authorities around the world. Since its introduction 
in 2017, COMPARE is now increasingly being used as well. AOL and COMPARE 
largely contain the same list of allergens but differences do exist. Some can simply 
be explained by the time window used for annual updates, but the exact algorithms 
used for searching potential new allergens also differ. The COMPARE website is 
quite transparent concerning the algorithms used, and the evaluation reports of the 
expert panel are publicly accessible. For AOL, the publicly available information on 
the algorithms is perhaps less detailed and the evaluation reports are not accessible. 
In recent years, mass spectrometry (MS) based proteomic approaches to character-
ize allergen sources have resulted in a high number of publications that report new 
allergens but with only partial evidence-based sequence information. This has led to 
another difference between COMPARE and AOL. COMPARE decided to only list 
the peptides (of ≥10 amino acids) identified by MS as new entries, because the full 
sequence is usually not covered by the combined peptides and therefore strictly 
speaking not supported by experimental evidence. Since the latest update in 2023, 
COMPARE now groups peptides from the same allergen together with a link to the 
full sequence for convenience of the user. AOL lists the full sequence, originating 
from a protein database like UniProt that matches the combined peptides. This 
explains why the number of entries in COMPARE is increasingly becoming higher 
than those in AOL.

AOL, ADFS, and COMPARE have primarily been established for facilitating 
bioinformatic searches as an integral part of the weight-of-evidence approach for 
allergenicity risk assessment, according to the guidelines of FAO/WHO and 
CODEX Alimentarius Commission [11, 16]. Apart from the bioinformatic search, 
the weight-of-evidence approach includes among other an evaluation of susceptibil-
ity to pepsin digestion and the source of the protein and its history of safe use (or 
not). The requirements for the bioinformatics part of the assessment have been the 
topic of a lot of discussion [17–24]. Currently, in the regulatory environment most 
emphasis is given to performing a search using an 80-mer sliding window to scan 
the whole sequence of a candidate transgene against the allergen database. Any hit 
of ≥35% identity is considered a potential risk, and regulatory authorities may ask 
for serum screening with sera that contain IgE against the source with which the hit 
was found, preferably but not necessarily against the actual allergen. The latter may 
prove very difficult if it concerns a (sometimes very) minor allergen. The 35% 
threshold is very conservative anyway, knowing that cross-reactivity is rarely seen 
below 50% full sequence identity [25]. Consequently, quite a high number of false-
positive hits may occur [19, 21, 22]. Some authorities even require an 8-mer search, 
with any 100% 8-mer identity hit being considered a potential risk. It has been well 
established that 8-mer searches result in very high numbers of false-positive hits 
[20, 23], and therefore most authorities stick to the 80-mer sliding window. It has 
been proposed that using 1:1 FASTA and E-values on top of that can filter out false-
positives from the 80-mer sliding window screen [19, 22, 24].

On top of the discussion about the methods and criteria used in bioinformatics 
searches, other ideas for further refinement are being considered. In the food allergy 
arena, it is well accepted that some allergens are more risky than other ones. For 
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example, food allergens belonging to the PR-10 protein family are associated almost 
exclusively with mild or no symptoms, whereas legume, seed, and nut 2S albumins 
are an established risk factor for severe symptoms [26–32]. Although it is not fully 
clear what the explanation of the difference in clinical relevance is, resistance to 
gastro-intestinal digestion and abundance in the food are likely major contributors. 
From a risk assessment point of view, all of this is of course very relevant informa-
tion, but it is not considered in the current system at all. A bioinformatics hit with a 
2S albumin is certainly more of a red flag than a hit with a PR-10 allergen.

We also know much more about thresholds for reactions to major allergenic 
foods at a total protein level but have not translated that to a molecular level [33, 
34]. Such translation could provide a threshold of exposure at molecular level that 
creates a risk. Obviously, expression of a transgene at trace amounts or at high levels 
will make a difference.

Apart from knowing more and more about the clinical relevance of individual 
food allergens, we are also gaining increasing insight into the 3D structure of aller-
gens and the location of epitopes that are important for IgE recognition [35, 36]. It 
is not far-fetched to state that identity of a transgene concentrated around a known 
surface exposed major IgE epitope is of more relevance than identity with a more 
hidden sequence to which no IgE binding has been reported.

It will be a challenge to integrate all these elements into algorithms for risk 
assessment, but databases are available that host information about allergen struc-
ture and IgE epitopes [37, 38]. It is worthwhile to explore how information from 
these different databases can be linked. Developments in the field of machine learn-
ing and artificial intelligence may in the future facilitate their integration and refine 
the risk assessment process.

8.4  �Allergen Structure and IgE Epitopes: AllFam, SDAP, 
IEDB, AllerBase

Two allergen databases focus on allergen structure, the AllFam database [39] and 
the Structural Database of Allergenic Proteins (SDAP) [37, 40]. The former one 
classifies allergens from the WHO/IUIS Allergen Nomenclature database into pro-
tein families, based on protein family definitions from the Protein Family database 
(Pfam) [41]. The SDAP database hosts available structural (i.e., crystal structures 
and NMR structures) as well as epitope data of allergens, mostly from those listed 
in the WHO/IUIS Allergen Nomenclature database. For both databases, the fre-
quency of updating is quite unclear and irregular. The most comprehensive database 
with IgE epitopes is the Immune Epitope Database (IEDB) [42–45]. This database 
also contains a list of T-cell epitopes of allergens. IEDB entries are identified by 
biweekly PubMed literature and Protein Database (PDB) searches, reviewed by 
immunology experts, aiming at inclusion within eight weeks after publication. The 
information contained in AllFam, SDAP and IEDB, and their bioinformatics tools, 
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offer promising opportunities to bring bioinformatics strategies for allergenicity 
risk assessment carried out via comprehensive allergen sequence databases like 
AOL and COMPARE to the next level.

In 2017, the establishment of another allergen database was reported, the 
AllerBase database [38]. AllerBase takes the WHO/IUIS Nomenclature database as 
starting point and is updated weekly based on literature searches, but it is not com-
pletely clear how new candidate sequences are evaluated before acceptance for 
entry into the database. Besides listing allergen sequences, where available, 
AllerBase also includes information about IgE epitopes, cross-reactivity, 3D struc-
tures, and IgE antibodies.

8.5  �Novel Foods: Whole Genome Screening

There is growing interest in novel foods that can replace (mammalian and avian) 
meat and seafood as a dietary source of protein. Essentially, novel foods are foods 
that have not been consumed on a regular basis before and therefore have no history 
of safe consumption. This can of course vary in different parts of the world. 
Examples of novel foods are insects, fungal protein-based and algae-based foods, 
and in vitro cultured meat. Not unexpectedly, insects have been shown to contain 
proteins that are homologous with known invertebrate allergens such as tropomyo-
sins and arginine kinases, acknowledged as major allergens in crustaceans and mol-
lusks [46]. In the European Union (EU), insect-based foods therefore now need to 
be labeled with a warning for patients with allergy to such sea foods. In general, 
regulatory authorities in the EU request that novel foods undergo an allergenicity 
risk assessment very much like GM crops. Where GM crops are foods with a long 
history of consumption (e.g., soy and corn) containing one novel (transgenic) pro-
tein, novel foods are whole new foods. In the EU, the consequence is that essentially 
the whole genome of a novel food needs to be screened against allergen databases 
like AOL or COMPARE. It comes as no surprise that this can result in quite signifi-
cant lists of hits using the conservative (false-positive prone) 80-mer sliding win-
dow search, due to the presence of evolutionary conserved proteins that have been 
identified as allergens in some organisms [17]. These hits frequently also display a 
high degree of identity to human homologs, making a significant allergenicity risk 
unlikely. Moreover, such bioinformatics hits often relate to minor allergens for 
which evidence of allergenicity is weak, and suitable sera for cross-reactivity 
screening are very hard to find. The regulatory approach of whole genome screening 
therefore is a significant hurdle that complicates market admission of novel foods. 
One could argue that only significant homology of proteins in novel foods to food 
allergens with established convincing clinical relevance, such as seed storage pro-
teins like 2S albumins and 7S and 11S globulins, invertebrate tropomyosins, fish 
parvalbumins, fruit and nut lipid transfer proteins, and gibberellin-regulated pro-
teins, is to be considered a potential risk that needs to be further assessed and that 
may require labeling of the novel food. On the other hand, the presence of proteins 
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in a novel food with homology to highly conserved allergens, either associated with 
mild local symptoms only, such as PR-10 proteins and profilins, or for which very 
weak evidence for clinical relevance is available, may then be judged to be of lim-
ited immediate risk for allergic patients and not require labeling of the novel food. 
A categorization of allergens in databases like AOL and COMPARE according to 
their clinical relevance would facilitate such an approach.

8.6  �Allergen Databases: What Makes a Protein an Allergen?

A question that has fascinated allergy researchers already for a long time is whether 
allergenic proteins share common properties that explain why they became aller-
gens. Because allergens have only been identified in a limited number of protein 
families [3, 39, 47], the thought that specific biochemical and/or biophysical char-
acteristics drive allergenicity may sound logical at first sight. On the other hand, it 
is hard to imagine overarching properties for a very diverse spectrum of allergenic 
protein families such as allergenic enzymes (e.g., cysteine and serine proteases), 
allergenic lipid binding proteins (e.g., lipocalins and lipid transfer proteins), aller-
genic calcium-binding proteins (e.g., parvalbumins and calmodulins), and aller-
genic seed storage proteins (e.g., 2S albumins and 7S and 11S globulins). Despite 
this obvious diversity, a variety of strategies has been put forward to develop algo-
rithms that can predict allergenicity based on sequence information, especially 
since the onset of machine learning and artificial intelligence [48–60]. Before going 
into that, it is important to reflect a bit more on how allergenicity is defined. As 
already indicated in the paragraph on databases used for allergenicity risk assess-
ment, there is the broader definition which says that any protein binding IgE is an 
allergen. This is the definition that is used for most, if not all allergen databases. If 
a sound demonstration of IgE binding to a protein is reported, its sequence is 
accepted for being added to the dataset. If a novel protein exhibits significant 
sequence identity to a listed allergen, cross-reactivity is possible. A more stringent 
definition of allergenicity is that an allergen is a protein that can de novo induce IgE 
antibodies, i.e., act as primary sensitizer. Probably the most prevalent food allergen 
belongs to the pathogenesis-related proteins of class 10 (PR-10). The primary sen-
sitizer within this family of proteins is the PR-10 protein from birch pollen, Bet v 1 
[61, 62]. The broad spectrum of cross-reactive food homologs such as Mal d 1 in 
apple, Pru p  1  in peach, Api g 1  in celery, and Ara h 8  in peanut are generally 
acknowledged to be incapable of acting as primary sensitizers. On the other hand, 
storage proteins in tree nuts (e.g., Cor a 9 and Cor a 14 in hazelnut, and Jug r 1 in 
walnut), legumes (e.g., Ara h 1, Ara h 2, and Ara h 3 in peanut), seeds (e.g., Ses i 
1 in sesame seed), or lipid transfer protein in peach (Pru p 3) are each considered 
primary sensitizers [29, 63]. It is justified to assume that possible properties driving 
allergenicity differ between these two categories of allergenic proteins. Along the 
same lines, one could also question whether respiratory allergens and food aller-
gens, with a different route of sensitization, are likely to have overlapping 
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characteristics that would turn them into allergens. Sequences for all these proteins, 
primary and cross-reactive allergens, respiratory and food allergens, are combined 
in allergen databases. When attempting to predict allergenicity of novel proteins 
using algorithms developed by machine learning approaches on sequences of all 
allergens present in allergen databases, this heterogeneity should be considered. For 
such predictions, it is of course furthermore essential to have sequences of (likely) 
non-allergenic comparators. Different approaches have been applied for selection of 
the non-allergenic control dataset.

A tool called EVALLER aims to predict allergenicity based on a comparison of 
overlapping peptides of variable length, covering sequences of allergens and non-
allergens, using a machine learning approach [54, 58]. Very simplified, the assump-
tion is that peptides found in allergenic proteins but not in the related proteins from 
the non-allergenic dataset are the determinants for allergenicity. The allergen data-
set was a mix of protein sequences selected from the WHO/IUIS Allergen 
Nomenclature database, AOL, SDAP, Protall (later renamed InformAll), and 
Allergome, after evaluating the quality of published proof for allergenicity. For the 
control dataset, the EVALLER developers chose a selection of proteins from the 
human proteome and that of three allergenic sources (two fungi, Aspergillus fumig-
atus and Candida albicans, and house dust mite, Dermatophagoides pteronyssinus) 
from which they removed all known allergen sequences. The choice of the human 
proteome appears to be sound because allergy human proteins is expected to be 
extremely rare because all proteins are being seen as “own, not foreign.” One could 
however argue that the reason for not developing an (allergic) immune response is 
because the default is to develop tolerance / ignorance for non-foreign proteins, not 
their biochemical protein family characteristics. The proteome of allergenic sources 
can for another reason be criticized. Since 2007, when the EVALLER approach was 
published, e.g., 15 new allergens have been identified in Dermatophagoides ptero-
nyssinus house dust mite, among which a major allergen Der p 23 [64], so the pro-
teome used as non-allergenic dataset certainly was not devoid of allergens.

Another machine learning approach [52], focusing on molecular motifs repre-
senting IgE epitopes, used an allergen dataset derived from a combination of WHO/
IUIS, Swiss-Prot, AOL and SDAP, and a non-allergen dataset derived from Swiss-
Prot, using sequences from three organisms (tomato, celery, and pear), excluding 
any entries listing the word allergen or allergy, lipid transfer protein, cupin, chitin-
ase, or profilin. This non-allergenic dataset can be criticized as well because there 
are many more allergenic protein families with representatives in these three foods 
which would have remained in the selection if they were not designated as allergen 
in Swiss-Prot.

J. Westerhout et al. reported on a Random Forest algorithm to predict allergenic-
ity of novel proteins, based on their physicochemical and biochemical properties 
[60]. As allergen dataset, the COMPARE database was used. For the non-allergenic 
dataset, these authors took all sequences from UniProt, removing all human pro-
teins, and all proteins listed as allergens that were not in COMPARE.

Recently, Japanese researchers reported a machine learning method, allerStat, 
that searches for amino acid subsequences that are statistically significantly 
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over-represented in allergenic proteins [50]. They also used full-length sequences 
from the COMPARE database, complemented with unique sequences from the 
ADSF database, as allergenic dataset. As non-allergenic dataset, the authors chose 
the proteome of 20 common allergenic foods from which they removed known 
allergens, thereby assuming that the knowledge on their allergen spectrum is virtu-
ally complete. Knowing that with every yearly update, new allergens from one of 
more of these 20 foods are added, it is justified to have some doubt about the strength 
of this approach.

Overall, the different approaches in search for the ultimate algorithm to predict 
allergenicity use different datasets and different machine learning approaches. 
Whether any of these approaches will prove to be useful for allergenicity risk assess-
ment, but also for better understanding of the process of sensitization, remains to 
be seen.

8.7  �Can Sequence-Based Predictions Really Answer 
the Question of What Makes a Protein an Allergen?

Undoubtedly, the continuously growing datasets of protein and allergen sequences 
(“big data”), together with developments in machine learning and artificial intel-
ligence, provide opportunities to search for answers to the enigma of allergenicity. 
Having said that, it may also turn out to be a mission impossible to predict whether 
a protein will become an allergen, i.e., will be capable of de novo induction of IgE 
antibodies, purely based on its amino acid sequence. The process of sensitization 
is complex and influenced by many factors other than just the patterns in the amino 
acid sequence and/or physicochemical and biochemical properties of the protein 
(Fig. 8.2). First, there is the route of exposure, i.e., the inhalant, the oral or the 
dermal route. The oral route involves exposure to digestive enzymes, which is 
absent for the other two routes. In general, the oral route is more skewed toward 
tolerance (we all must eat and tolerate foreign food protein), whereas the inhalant 
and dermal routes are more dedicated to preventing pathogens from successfully 
invading the host. Oral exposure to food proteins is orders of magnitude higher 
than to inhaled indoor or outdoor allergen sources. For food protein, it is now quite 
established that the skin is an important route of exposure [65], whereas compared 
to consumption, exposure is again orders of magnitude lower. The importance of 
the level of exposure is further illustrated by the observation that most major aller-
gens are major protein components within aqueous allergen extracts, like seed, 
legume, and nut storage proteins, the major birch pollen allergen Bet v 1, the major 
house dust mite allergens Der p 1 and Der p 2, and so on. There are exceptions like 
the lipid transfer protein in peach, but here its concentrated presence in the peel of 
the fruit may facilitate sensitization via the skin. Exposure to allergenic proteins 
never happens in isolation. In food, allergens are usually consumed in the context 
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of composite and/or processed foods. Some food allergens have been shown to 
become more allergenic upon processing, others less [46, 66–70]. Boiled peanuts 
are less allergenic than roasted peanuts, although they contain the same primary 
sequences of their storage proteins [71]. On the other hand, PR-10 food allergens 
lose their allergenicity upon processing. Also, environmental allergens are not 
inhaled in pure form but as part of complex structures such as pollen or house dust 
mite fecal particles. Moreover, other co-factors, not part of the allergenic source 
organism, have been shown to stimulate (e.g., diesel exhaust particles) [72] or 
prevent (e.g., bacterial/fungal components in farmer’s environment) sensitization 
[73]. Some inhaled or skin-exposed proteins only behave as allergens if exposure 
is high or frequent, like for occupational allergens [74]. Timing of exposure also 
matters. High exposure at a very young age can prevent sensitization to e.g., pea-
nut and egg [75]. Taking all this together, it seems very unlikely that algorithms 
purely based on amino acid sequences of proteins will be able to reliably predict 
whether a novel protein will become an allergen. A stronger case can probably be 
made for reliably predicting cross-reactivity between acknowledged allergens and 
novel proteins, using sequence-based prediction tools, machine learning, and com-
puter modeling.

Protein
Structure
Function

composition of
vehicle of exposure 

environmental
co-factors:

pollution / farm
processing steps

route of exposure:
skin, GI-tract,

respiratory tract 

level of exposure:
age and frequency

timing of exposure:
age and frequency

Fig. 8.2  The multifactorial process of sensitizationThe process of sensitization is a function of 
endogenous structural and functional properties of the (potentially allergenic) protein and a series 
of interplaying exogenous factors that influence the interaction of the protein with the immune 
system. The complexity makes it unlikely that algorithms based on the primary structure of a pro-
tein alone can predict allergenicity.
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8.8  �Conclusion

Allergen databases are a rich source of information that can assist with allergenicity 
risk assessment of novel foods, and the study of the process of sensitization, but also 
with the development of molecular approaches for allergy diagnostics and allergen 
immunotherapy. Increasing the variety of information stored in allergen databases, 
beyond listing allergen names with their amino acid sequences, and complementing it 
with structural and epitope information, and with data on clinical relevance and expo-
sure thresholds leading to symptoms, may enhance their predictive potential, with 
respect to grading the risk of cross-reactivity in already sensitized patients. The com-
plex process of sensitization is influenced by many protein-associated factors (amino 
acid sequence, biochemical function, physicochemical properties, exposure timing, 
route and level, type of processing) and exogenous protein-independent factors (envi-
ronmental co-factors). This makes the prediction of new allergens very difficult if not 
impossible, even with state-of-the-art machine learning and artificial intelligence.
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Abstract  This chapter starts by introducing the current unmet needs in asthma care 
and the potential role of digital health in revolutionizing how patients with asthma 
are managed. We will specifically approach the use of digital solutions in asthma to 
(i) improve surveillance at a population level, (ii) improve diagnosis and stratifica-
tion at an individual level, and (iii) promote better management, namely through the 
use of mHealth, electronic patient-reported outcome measures (ePROMs), clinical 
decision support system (CDSS), and disease registries. In the end, we propose a 
digital health-integrated asthma care pathway aiming to achieve better patient-
centered outcomes and reduce healthcare access inequalities.

9.1  �Introduction

Asthma is one of the most common non-communicable diseases worldwide, affect-
ing 262 million people [1]. The variable intensity of symptoms and airflow obstruc-
tion are key features of asthma [2]. This intra-individual variability demonstrates 
the crucial role of regular monitoring to identify the “window of opportunity,” a 
period of symptoms worsening that can promptly activate interventions and adjust-
ments in treatment plans to prevent deterioration [3–6]. Adding to the intra-
individual variability, asthma also has considerable inter-individual heterogeneity in 
its presentation, severity, and response to treatment [7, 8]. All these asthma speci-
ficities contribute to the complexity of asthma diagnosis and management in clinical 
practice.

Long-term goals for asthma management are to achieve good control, maintain 
normal lung function, reduce exacerbations, and minimize the impact on daily 
activities and quality of life [2]. Although asthma care has substantially improved 
over the years, inadequate asthma control remains a reality [9]. This is of great con-
cern for all patients, but mainly for those with difficult-to-control and severe asthma. 
This minority group largely contributes to poor outcomes, including frequent emer-
gency room visits, hospitalizations, and higher healthcare costs.

Multiple factors can cause the lack of asthma control. Among the most relevant 
are the overestimation of the level of asthma control by patients, poor assessment of 
asthma control by physicians, low adherence to treatment (including poor inhaler 
technique), the existence of complex multimorbidity patterns, and co-occurrence of 
different phenotypes (Table 9.1).

These unmet health needs can no longer be accepted and require novel care path-
ways to tackle them. Such pathways may benefit from digital health, which refers to 
the convergence of health care, informatics, and data science. Digital health is driv-
ing a revolution in asthma healthcare delivery [12]. It has a broad scope, including 
mobile health (mHealth), health information technologies (IT), wearable devices, 
telehealth and telemedicine, and personalized medicine through the use of  
algorithms, clinical decision support systems (CDSS), and digital biomarkers [12]. 
In asthma, it may be used to support disease identification, classification, and 
personalized care to ensure more adequate therapeutic management and patient 
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follow-up [11]. Moreover, it can be used to tackle the difficulties associated with 
dealing with the diverse aspects of asthma multimorbidity [13, 14]. Areas in rapid 
transformation include asthma diagnosis and stratification, remote monitoring and 
early warning tools, prediction of treatment response/decision support, and medica-
tion adherence. Advances are being driven by clinical research and real-world data 
(infodemiology methods, patient-generated data, disease registries) [15, 16], boost-
ing multi-disciplinarity and personalization.

In this chapter, we will describe and provide examples of digital solutions con-
tributing to revolutionizing how patients with asthma are managed. We will discuss 
the use of digital health tools in asthma to (i) improve surveillance at a population 
level, (ii) improve diagnosis and stratification at an individual level, and (iii) pro-
mote better, personalized asthma management. Finally, we will propose a digital 
health-integrated asthma care pathway including these innovative solutions.

9.2  �Digital Health to Improve Asthma Surveillance  
at a Population Level

Digital health tools can provide information regarding asthma incidence, preva-
lence, burden, and exacerbation forecasts [15, 16]. “Classic” surveillance approaches 
can be complemented with data from other sources, such as those coming from 
internet users’ activity measured with tools such as Google Trends (GTs) and analy-
sis of social media data [16, 17]. This use of internet data, including the assessment 
of what is published online and what users search on the internet, with the ultimate 
aim of informing public health and public policy, is called infodemiology. [17] GTs 
are frequently used in infodemiology studies [18], informing on the relative volume 
of searches concerning a keyword (or set of keywords) entered into the Google 
search engine. The volume of online searches is expected to reflect the interest of 

Table 9.1  Summary of current unmet needs in asthma care [10, 11]

Under- and misdiagnosis
Unsatisfactory disease awareness and overestimation of the level of asthma control by patients
Poor assessment of asthma control by the physician/healthcare providers
Management of comorbidities that vary across the life cycle with increasing complexity
Physician’s noncompliance with guidelines and lack of action plans
Poor adherence of patients to treatments
Poor inhaler technique
Inadequate knowledge about self-management
Not matching treatment to the phenotypes
Insufficient capacity of randomized clinical trials to account for asthma heterogeneity and to 
represent real life
Incapacity of controlling some patients despite optimal pharmacotherapy and biologics 
(especially non-T2 phenotypes)
Inequalities in access to specialized asthma care
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internet users on a particular topic. In some cases, the volume of searches may, at 
least partially, reflect the incidence or burden of such disease [19]. However, GTs 
for the search term “asthma” appear to have limited usefulness as the available data 
suggests that it is strongly influenced by media coverage [16, 19]. Nevertheless, the 
weekly volume of online searches on “common cold”—a major risk factor for 
asthma exacerbations—was strongly correlated with English primary care surveil-
lance data on asthma [16]. Moreover, it was correlated with the frequency of asthma 
hospitalizations in Portugal, Spain, Brazil, Norway, and Finland [20]. Models built 
to predict the weekly number of asthma exacerbations for one year based on hospi-
talizations and GTs data from the three previous years presented good forecasting 
capability [20]. These results suggest that the volume of online searches on “com-
mon cold” may be helpful as a tool to forecast increases in asthma exacerbations 
and health services use, particularly if complemented with other data, such as pollen 
and air quality levels (both from outdoor and indoor spaces, if available) and sur-
veillance data on viral infections. More traditional data, such as those coming from 
electronic health records (EHR), can also be used complementarily, as already done 
to forecast influenza outbreaks [21]. Combining data from different sources and 
technologies may help develop digital surveillance-supporting tools in asthma, 
including those targeting early warning for exacerbations.

9.3  �Digital Health to Improve Asthma Diagnosis 
and Stratification at an Individual Level

Asthma over- and underdiagnosis is frequent and is associated with inappropriate 
treatment and potential harm to the patient [22]. Performing a correct and timely 
diagnosis of asthma when no objective tests are readily available, either in a clinical 
or research setting, is challenging. To tackle this difficulty, several scores and pre-
diction tools have been developed to identify patients with possible/probable 
asthma (e.g., A2 and GALEN scores for adults [23], Asthma Predictive Index for 
preschoolers) [24, 25]. These tools can be included in digital solutions to support 
more accurate identification of patients with possible undiagnosed asthma. As an 
example, the A2 and GALEN scores were implemented in the AIRDOC app [26]. 
The A2/GALEN scores can be answered spontaneously by the patient or be sug-
gested based on the presence of specific characteristics, such as allergic rhinitis, 
which is an indication for asthma screening [27]. In the case of a positive screening, 
the patient is advised to contact the physician and, if necessary, proceed with further 
diagnostic assessment. The effectiveness of this approach is still to be validated in 
clinical studies.

These occasional reporting approaches are prone to information bias, [28] which 
might limit their usefulness. Making use of the increasing computational power, 
ease of use, and widespread penetration of smartphones, several mobile apps have 
been designed to collect patient data on a daily basis (e.g., MASK-air [29], 
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InspirerMundi) [30]. Although this daily direct patient data is usually collected as 
part of a monitoring strategy for individuals who already have an asthma diagnosis, 
a recent study has shown that it has the potential to give valuable information 
regarding asthma under- or overdiagnosis. In this study, MASK-air data was used to 
identify clusters of asthma patients and respective control patterns based on the 
presence of self-reported asthma, asthma medication use, and asthma symptoms 
[31]. The cluster related to possible asthma underdiagnosis accounted for around 
10% of the app users [31]. These results suggest that the prospective collection of 
symptoms and medication use through an app can help clarify asthma diagnosis. 
Future implementation of clustering algorithms could be used to identify the patients 
that most benefit from a clinical evaluation targeting asthma diagnosis.

9.4  �Digital Health for a Better, Personalized 
Asthma Management

Several digital health tools are available to improve the care of patients with asthma. 
These tools go from short message service (SMS)-based dose reminders [32] to 
telemedicine interventions [33] and multidimensional interactive mobile apps [26, 
34, 35]. A review found that all these digital health interventions were well-received 
and accepted by patients, caregivers, and clinicians [36]. Nevertheless, they had 
varying degrees of success. The authors suggested that to be successful, digital tools 
for asthma monitoring and treatment personalization should combine accurate and 
objective measurement of adherence and of other clinical parameters with careful 
consideration of ease of use, clear communication of measured data, personaliza-
tion, and patient engagement aspects [36]. Moreover, tools including CDSS should 
be based on the best available scientific evidence [37, 38]. In the following subsec-
tions, we will describe several tools, either currently available or under active devel-
opment, that aim to promote a better management of patients with asthma while 
trying to answer those current challenges.

9.4.1  �Patient Objective Monitoring Using mHealth

mHealth tools can be used to record, track, report, and share health data, deliver 
individually tailored disease education, promote positive health-related behaviors, 
and facilitate evidence-based care [35, 39]. Preliminary studies have shown the 
potential of mHealth tools to compare patients’ reported symptoms associated with 
different medication schemes, to clarify patients’ behaviors toward medication use/
adherence, and to assess the impact on work productivity [40–43]. In asthma, their 
use is supported by the fact that around two-thirds of patients report being interested 
in using apps as part of their care [44].
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Asthma mHealth includes not only standalone apps to be used in smartphones/
tablets but also connected external devices. External devices can help assess adher-
ence to treatments (e.g., smart inhalers), monitor lung function (e.g., digital spirom-
eters), and evaluate other physiological, health, and environmental measures that 
might be relevant in asthma care (e.g., oxygen saturation with digital oximeters, 
physical activity with activity trackers, air quality with indoor particulate sensors) 
[35]. However, the wide usage of external devices is bothersome, costly, and relies 
on the manufacturer’s proprietary systems. The smartphone’s embedded sensors 
may be a suitable alternative for many of the usages of external devices [45]. The 
smartphone’s camera allows adherence measurement (objective verification of 
inhaler usage) based on real-time video capture of the inhaler’s dosage counter, 
image processing techniques, and machine learning tools [46]. The Inspirers Inhaler 
Dosage Counter Detection Tool (available in the InspirerMundi app) was consid-
ered feasible and acceptable to monitor inhaler adherence in 107 real-world patients 
with asthma [30]. A tool to monitor pill intake using digital image processing, which 
analyzes blister images to detect missing and remaining pills, was developed and is 
being integrated into mHealth solutions [47].

Another embedded sensor, the smartphone’s microphone, can be used to record 
cough, voice, breathing, and lung auscultation sounds that can be automatically ana-
lyzed to give information on a patient’s respiratory status. Several studies targeting 
asthma and other respiratory disorders have described the use of apps to detect 
cough [48, 49], to support specific respiratory disease diagnoses based on cough 
patterns [48, 50], and to monitor clinical evolution and disease deterioration [51, 52] 
using changes in cough frequency and characteristics. The ResAppDx app, includ-
ing an automated cough analysis algorithm, has shown good diagnostic accuracy 
(vs. clinical diagnosis) for asthma, pneumonia, lower respiratory tract disease, 
croup, and bronchiolitis in a study including 585 pediatric patients [50]. Another 
study, including 79 adults with asthma, found that nocturnal cough could detect 
weeks with asthma control deterioration and may have prognostic value for the early 
detection of asthma attacks [52]. Besides cough, analyzing voice, breathing, and 
forced expiratory maneuver sounds have been used to estimate lung function, show-
ing promising results [53–55]. We tested the feasibility of smartphone auscultation 
in both children (n = 92) and adults (n = 42) during medical appointments, also with 
promising results. The auscultation with different smartphone built-in microphones 
was able to record lung sounds with quality and capture adventitious sounds [56].

Ultimately, sensor-collected data can be combined with data from other sources, 
such as georeferenced environmental factors and self-reported data (e.g., patient-
reported outcome measures (PROM) and questionnaires).

9.4.2  �The Path from PROMs to Digital Biomarkers

There are several PROMs assessing asthma control, such as the Asthma Control 
Test (ACT) [57], the Asthma Control Questionnaire (ACQ) [58], and the Control of 
Allergic Rhinitis and Asthma Test (CARAT) [59, 60]. These PROMs differ, among 
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others, in their scope, recall period, and development and validation processes. 
CARAT’s measurement properties were recently evaluated in a first-of-its-kind 
meta-analysis, confirming good internal consistency, reliability, construct validity, 
and responsiveness. This meta-analysis of measurement properties has set a higher 
level of evidence for asthma and/or allergic rhinitis control questionnaires, as the 
remaining PROMs have not been assessed using such an approach [61].

Some of the aforementioned PROMs have been implemented in digital tools. 
CARAT, which has been validated for digital use [62], is available in MASK-air 
(among other apps), where, even though assessing different timeframes, it has been 
shown to display moderate correlation with the visual analogue scale (VAS) evalu-
ating daily asthma symptoms and with the percent of work/activities impairment 
due to allergies [63]. Besides these “traditional” PROMs, digital apps may also 
include specific tools to assess asthma symptoms or control, and they can also be 
used to develop new tools. A new score, e-DASTHMA, has recently been devel-
oped using MASK-air data [64]. It is a data-driven digital biomarker assessing daily 
asthma control and considering both symptoms and medication use [64]. It has been 
validated using MASK-air and INSPIRERS data and displayed moderate-high 
validity, high reliability, and moderate responsiveness [64].

The digital implementation of these PROMs, scales, and scores makes them 
more readily available for patients, allowing easier reporting and sharing with their 
physicians with automatic processing and enhanced data visualization. In asthma, 
they can be used in a strategy similar to the one used in diabetes (where daily gly-
cemia data is complemented with periodic glycated hemoglobin assessment), with 
e-DASTHMA assessing short-term control and CARAT long-term control [64, 65]. 
This strategy has also been proposed for allergic rhinitis [65, 66]. These digital bio-
markers can potentially improve patient monitoring, outcome prediction, and rapid 
assessment of exacerbations. Moreover, this digital biomarker-based strategy is 
being proposed to help monitor treatments effectiveness, with a particular relevance 
in severe asthma, where it can be used for deciding on biologics initiation/change, 
the definition of early stopping rules, and patient follow-up [65]. Finally, electronic 
PROMs (ePROMs) and digital biomarkers can, and should be, used as part of 
CDSS to support asthma management.

9.4.3  �CDSS and Digital Prediction Tools to Further Support 
Patient Self-management

CDSS aid clinical decision-making by matching the characteristics of an individual 
patient with a computerized clinical knowledge base to provide patient-specific 
assessments or recommendations that are then presented to the clinician and/or the 
patient for a decision [38]. An effective CDSS should use the best scientific evi-
dence to provide personalized information, adequately filtered and presented at 
appropriate times, ultimately leading to enhanced healthcare delivery [37, 38, 67]. 
In allergic diseases diagnosis, the possibility of implementing and using CDSS has 
been identified as a strength of mHealth, and the increasing amount of available 
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scientific information, together with the increasing complexity of care personaliza-
tion, is further raising the need for such systems [68]. In asthma, however, their 
relevance and impact are still to be thoroughly demonstrated. A systematic review 
on CDSS for healthcare professionals (HCP) managing asthma patients concluded 
that the current generation of CDSS was rarely used and that advice was not fol-
lowed, making it unlikely that CDSS may lead to improved outcomes for asthma 
patients [69]. Another review on CDSS for HCP and/or asthma patients found that 
CDSS can improve asthma management processes and clinical outcomes, espe-
cially if it comprises multiple components (e.g., reminders and education) and pro-
motes collaborative care (i.e., targeting both patients and physicians) [70]. 
Nevertheless, the effects of the CDSS on user workload, patient safety, costs, and 
patient and provider satisfaction remain understudied [70–72].

Recently, the increasing imbalance between healthcare capacity and demand, 
alongside the challenges posed by the COVID-19 pandemic, has created new oppor-
tunities for CDSS development in asthma care [73]. Some promising concepts have 
been described. MyAirCoach system combines an inhaler adapter, an indoor air-
quality monitor, a physical activity tracker, a portable spirometer, a fraction exhaled 
nitric oxide device, and an app [74]. The CDSS architecture and outcomes of the 
first prototype implementation have been published [75]. A pragmatic randomized 
controlled trial showed improved asthma control and quality of life and fewer severe 
exacerbations in the group using MyAirCoach [74]. Nevertheless, it was only tested 
in a small number of patients, and there is a lack of long-term data. Another CDSS 
is the LungHealth asthma computer-guided consultation (CGC), which supports 
accurate guideline-based staging of asthma treatment and control with software 
prompting guideline-standard asthma management. Its use in primary care was 
associated with a change in treatment in over 40% of asthma patients, with 82% 
escalating therapy. Although this increase in the implementation of guideline-based 
asthma treatment might improve patient outcomes while addressing healthcare 
inequalities, there is still no data regarding the real clinical consequences of imple-
menting these changes [73]. The AIRDOC app also integrates a CDSS to support 
self-management of patients with chronic obstructive respiratory disease, using 
self-reported data and objective monitoring tools (e.g., smartphone auscultation and 
respiratory function) to provide coaching and individualized management recom-
mendations [26]. The app architecture [26], privacy and security features [76], the 
CDSS knowledge base development [77], and the design of the clinical portal that 
will allow sharing of data with HCP [78] have been described. The structured pro-
cess of knowledge base development, based on guideline recommendations and 
performed by a team of healthcare, data science, and IT professionals, intends to 
assure that this CDSS is based on the best available evidence [77], strengthening its 
potential effectiveness [37, 38]. This approach was initially validated using anony-
mized data from previous studies but still needs to be tested in real-life settings [77]. 
Finally, digital prediction tools with the potential to identify the risk of asthma 
exacerbations and issuing warnings are being developed (e.g., MASK-POLLAR 
approach [79], ProAir Digihaler-based predictive Machine Learning Tool) [80].
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9.4.4  �Disease Registries to Gather Relevant Data 
from Asthma Patients

Patient disease registries are organized systems that use observational methods to 
collect uniform data for a population defined by a particular disease [81]. They are 
powerful tools to evaluate disease outcomes in real-life settings and are considered 
one of the most cost-effective ways of collecting patient information and longitudi-
nal follow-up data, especially in low-prevalence diseases [81, 82]. They can be used 
for several purposes, like describing the natural history of a disease, determining the 
clinical and cost-effectiveness of different management approaches, assessing the 
safety or harm of treatments, measuring or improving the quality of care, and sup-
porting public health surveillance and disease control [81].

The prevalence of asthma worldwide is estimated to be around 5% [83] (ranging 
between 1% and 29% in different countries [2]), with only about 5% to 10% of the 
total population with asthma [84] presenting a severe form of the disease. 
Nevertheless, this subset of patients presents high treatment, psychological, and 
socioeconomic burdens and is responsible for more than 60% of asthma-related 
healthcare costs [85]. This makes the study of patients with severe asthma strikingly 
relevant. However, as severe asthma is present in only a small portion of the patients 
with asthma, and considering its high heterogeneity, only extensive collaborations 
(e.g., severe asthma registries) can provide robust evidence to advance severe 
asthma care. Reflecting the importance given to collecting data from sufficient par-
ticipants to perform pooled analyses that may contribute to improving disease phe-
notyping and patient management, GINA recommends including severe asthma 
patients in disease registries as an intrinsic component of asthma care [2].

There are several severe asthma registries worldwide. For example, the 
Portuguese Severe Asthma Registry (Registo de Asma Grave, RAG; asmagrave.
pt) is open to all physicians treating severe asthma patients [86]. RAG includes 
features such as an automatic assessment of patients’ eligibility and security and 
interoperability features to enable data sharing while preserving patient confidenti-
ality. It allows prospective clinical data collection, promotes standardized care and 
collaborative clinical research, and aims to inform evidence-based healthcare poli-
cies for severe asthma [86]. Recently, it was linked with CARATm, an app for 
patients with difficult-to-control/severe asthma [87]. The app allows for collecting 
self-reported clinical data, including asthma symptoms, medication use and side 
effects, exacerbations, and absenteeism. App data integration in RAG helps reduce 
healthcare professional burden, as the physician will only need to confirm the data 
already in the registry.

RAG collaborates and shares data with the International Severe Asthma Registry 
(ISAR) and the Severe Heterogeneous Asthma Research collaboration, Patient-
centered (SHARP). ISAR is a global initiative where national registries share their 
data for research purposes [88]. It collects patient-level, anonymous, longitudinal, 
real-life, standardized, high-quality data from more than 25 countries worldwide. 
SHARP is a Pan-European network of registries and severe asthma centers that 
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work together to perform registry-based real-world research [89]. The model of the 
SHARP Central Registry has been harmonized with the international Observational 
Medical Outcomes Partnership (OMOP) [90] common data model that allows fed-
erated analyses with other OMOP-harmonized severe asthma registries. ISAR and 
SHARP are currently performing over 30 research projects, most of which include 
data from RAG and several other national severe asthma registries.

9.5  �A Digital Health-Integrated Asthma Care Pathway

The previous sections described how digital health can have a relevant role through-
out the whole journey of the patient with asthma and explored some of its potentiali-
ties: helping in the correct asthma diagnosis [26, 31], measuring medication 
adherence [30, 35, 47], estimating lung function and respiratory status with smart-
phone sensors [52–56], allowing the application of digital biomarker-based strate-
gies (including through CDSS) in patient monitoring and management [64, 65], 
improving the assessment of the risk of exacerbations and issuing warnings [79, 
91], and gathering relevant data from asthma patients in disease registries [86, 88, 
89]. Moreover, it can support phenotypic characterization and treatment personal-
ization, including severe asthma [31, 42, 65], can ease the identification and help 
minimize short-acting β-agonist (SABA)/oral corticosteroid (OCS) overuse [92, 
93], and promote shared-decision-making [94, 95].

Considering all these potential advantages of digital health tools for asthma diag-
nosis and management, an integrated asthma care pathway combining technological 
and organizational solutions may contribute to overcoming some of the limitations 
of current healthcare models [96]. In fact, healthcare systems struggle with the 
imbalance between capacity and demand, which appears to be associated with geo-
graphical/regional inequities. That is, traditional healthcare models appear to be 
particularly failing in more remote areas, where there is a lower offer of health ser-
vices. As an example, a preliminary study performed in Portugal and Spain observed 
the frequency of asthma hospitalizations to be particularly high in some of the 
regions with the lowest population density and highest aging index [97].

In this context, we propose a digital health-integrated pathway (Fig. 9.1) aim-
ing to (i) achieve better asthma control and quality of life, (ii) improve healthcare 
sustainability by reducing the need for unplanned outpatient visits, emergency 
department visits, and hospitalizations, and (iii) tackle existing inequities in 
asthma care. The proposed integrated pathway requires a network of institutions 
involved in supporting and treating asthma patients, including not only primary 
care and hospital care institutions but also community pharmacies, social care, and 
other community organizations. This network should be capable of (i) identifying 
more critically ill patients, (ii) providing closer/intensive care to these patients, 
and (iii) integrating digital solutions centered on the patient and their 
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Fig. 9.1  Proposed approach for a digital health-integrated asthma care pathway that will target 
both better patient care and improved population and health policies, supported by the best evi-
dence from different types of research. mHealth apps, using internal and external smartphone 
sensors (including wearables), applying ePROMS/digital biomarkers, and implementing CDSS 
will be central in patient care, contributing to improved asthma diagnosis, promotion of shared 
decision-making, and personalized medicine. Disease registries will support individual patient 
care while informing clinical research and policies. Infodemiology will be essential to asthma 
surveillance but can also be used to support patient management and personalized care, namely 
through exacerbation forecasts. Indoor sensors (e.g., for allergen and air quality) can be used by 
individual patients or at public places (e.g., schools or public buildings) to promote personalized 
patient management further and improve disease surveillance (for example, informing exacerba-
tion forecasts)CDSS clinical decision support system, ePROMS electronic patient-reported out-
come measures, RWD real-world data
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empowerment in managing the disease in close collaboration with HCP.  Such 
solutions include the (i) routine use of electronic records and disease registries 
capable of identifying patients with a potentially greater need for healthcare ser-
vices usage (e.g., hospital admissions) and (ii) the inclusion of a mHealth appli-
cation that assesses ePROMS/digital biomarkers and can be used in the patient’s 
daily life to self-monitor and improve their asthma control. An application with 
that profile (such as would be the case of MASK-air [13] or AIRDOC [26]) could 
increase patients’ perceptions of their disease, improve therapeutic adherence, 
constitute a vehicle through which patients would receive personalized messages 
to improve control, help in the early detection of situations of asthma deteriora-
tion, and improve communication with HCP. This app could be linked to internal 
and external sensors and receive data from other sources (e.g., infodemiology-
based data, surveillance on air quality and pollen levels) to further personalize 
care and support guided self-management. On the other hand, the use of specific 
disease registries would allow HCP to collect information on a set of key relevant 
variables (including those needed for the identification of patients most probably 
requiring further assessment and treatment) in a standardized and structured way 
irrespective of their work setting or location. For this pathway, the application and 
the disease registries would need to be adequately integrated with each other and 
with electronic health records (e.g., using interoperability standards such as 
FHIR [98] or openEHR [99] and common data models such as those developed by 
OMOP [90, 100]). Therefore, data entered by the patients in the mobile health 
application could be recorded in real time in the disease registries and electronic 
health records. The provided data would be presented in dashboards, allowing 
HCP to monitor patients’ asthma control between appointments and send alert 
messages if necessary (for example, during periods of poorer disease control or 
less adherence to therapy). When an appointment is needed, telemedicine might 
facilitate access and reduce patient travels and costs. Physicians also seem open to 
using it to recruit and assess patients in clinical research [101]. Finally, this 
approach would pave the way for the integration of (i) artificial intelligence com-
ponents automatically detecting early deteriorations of the daily monitoring data 
reported by the patient in the mHealth application, (ii) CDSS components target-
ing both physicians and patients and strengthening collaborative care and shared 
decision-making.

In short, this strategy proposes adopting integrated digital health tools supported 
by the best evidence with real-world data and health technology assessment studies 
to deploy next-generation care pathways within a care network involving hospital-
based care, community-based care, and social services. Such digital-based strate-
gies should be able to provide data-driven, personalized, efficient, and interconnected 
care to asthma patients, especially to those with more severe disease, and deliver 
better asthma control with minimal need for acute care episodes. Such digital-based 
change management has a high potential to overcome limitations of access to 
healthcare, reducing inequalities in asthma care and ultimately improving the over-
all quality of care and patient experience.
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Abstract  Introduction: Wheezing is a common condition affecting over 50% of 
children prior to their sixth birthday. Wheezing disorders can develop into asthma 
and both conditions, despite treatment, can generate a high disease-related morbid-
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ity (ED visits, hospitalizations). Improved therapy adherence and self-management 
impact patient outcomes positively. While the interest in digital health solutions in 
the everyday life of wheezing and asthmatic children is growing, evidence regarding 
their effectiveness is unclear.

Objective: To summarize available information on digital health technologies for 
young children with wheeze and their potential role in the disease management of 
pediatric conditions.

Methods: A literature search on PubMed database was conducted, as well as an 
additional screening of 4 other publications for fitting reviews. The search terms 
“wheeze OR asthma, infants OR children, mobile OR digital” were used, as well as 
the “last 10 years” filter applied. Studies were included if they focused on a digital 
health intervention tested in children up to 12  years with an asthma or wheeze 
diagnosis.

Results: After full-text screening, 36 studies were included in the review, cover-
ing different categories of digital health interventions such as smart devices, tele-
medicine, Apps, gamification, and multi-component digital interventions in young 
children with wheeze.

Conclusion: Digital health interventions show substantial potential in various 
subcategories and settings of pediatric asthma and wheeze management. Future 
research focused on standardized disease outcomes, larger patient populations, and 
randomization is vital to make a widespread integration into routine clinical asthma 
or wheeze disease management possible.

10.1  �Introduction

Wheezing is a common condition in preschool children [1, 2]. Studies have shown 
that up to 50% of children have had at least one wheezing episode prior to their sixth 
birthday. [3] Wheezing is described as a high-pitched whistle-like sound, caused by 
an expiratory flow limitation [4].

Asthma is a chronic respiratory disease, common in children and adults [5]. 
About 10% of children worldwide are affected by the condition [6]. Though both 
wheeze and asthma can appear in preschool-aged children, wheeze has a temporal 
pattern, with symptoms usually only appearing in discrete episodes and the child 
being well between those episodes. On the other hand, if the wheezing episodes 
start appearing frequently, usually as result of the viral infections and airway inflam-
mation, which needs to be treated by corticosteroids, the child may be diagnosed 
with preschool asthma [7–9]. Since both wheeze and asthma have a highly variable 
clinical spectrum regarding pattern and symptoms, a clinical differentiation is dif-
ficult at times. Therefore, both conditions, common in young children, will be the 
topic of this review.

The management of wheezing and asthma is primarily aimed at respiratory 
symptom control, reduction of exacerbations, and improving quality of life [8]. 
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However, despite treatment, wheezing and asthma are accompanied by a high 
disease-related morbidity, with an increased risk for emergency department visits 
and hospitalizations [3, 6, 7]. Both improved therapy adherence and guided self-
management for respiratory diseases have shown to improve patient outcomes such 
as lung function parameters, hospitalization rates, and the number of unscheduled 
doctor‘s visits [5, 10]. Yet, to date many developed interventions are not broadly 
implemented in everyday practice [11–13]. Therefore, there is growing interest in 
the potential of digital health as a promising, fast-developing research area to enable 
more tailored self-management options and make a widespread adoption of digital 
health solutions into everyday life of children suffering from asthma or preschool 
wheeze possible [5, 6].

Observational studies and intervention trials to test the effectiveness of digital 
health solutions in children with wheeze and asthma are complex and still limited 
in number. Therefore, there are only few published reviews on digital technolo-
gies supporting the self-management of pediatric asthma and wheeze, since the 
highly varying technologies are often difficult to compare and evaluate. 
Consequently, the effectiveness of digital health interventions in the disease man-
agement has remained unclear [5, 14]. In this review, we summarize the pub-
lished literature regarding digital health technologies for young children with 
wheeze and asthma and their potential role in the disease management of the 
pediatric conditions.

10.2  �Methods

A literature search on the PubMed database was conducted on November 12, 2022. 
The following search term was used to perform the database search: “(wheeze OR 
asthma) AND (infants OR children) AND (mobile OR digital).” Additionally, four 
reviews with similar topics were screened for suitable references [5, 6, 14, 15]. 
After the initial search, 540 studies were left to be screened. To be included in the 
analysis, a study had to meet the following criteria: (1) include original research 
papers, clinical trials, case reports, (2) conducted in a study population with chil-
dren up to 12 years, (3) participants having a wheezing or asthma diagnosis and, (4) 
a focus on a digital health intervention applicable among preschool children. After 
removing duplicate articles, titles and abstracts were screened on fulfillment of 
eligibility criteria. Articles not meeting inclusions criteria were excluded, leaving 
49 articles for full-text screening. After full-text screening of the articles based on 
inclusion criteria, 32 studies left were included in the review focusing on digital 
health interventions across a variety of health care, community, and home settings. 
To focus on up-to-date interventions and recent telemedicine advances, the search 
results were limited to studies which have been published within the last 10 years 
(Fig. 10.1).
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10.3  �Smart Devices

10.3.1  �Smart Devices for Younger Children (<6 y)

Detection of pathological airway sounds - Especially for very young children, the 
assessment and treatment of respiratory symptoms are often difficult, since it is 
mainly based on the evaluation by parents/caretakers [4, 16], who may experience 
difficulties in differentiating wheezing from other breath sounds. A potential over- 
or underestimation of the symptom severity may consequently lead to an inadequate 
(non-)use of reliever medication by parents [17, 18]. To tackle this problem, porta-
ble smart devices have been developed to support healthcare professionals and par-
ents in managing wheezing disorders in preschool children based on the recognition 
of abnormal respiratory sounds and cough [19–24].

For healthcare professionals, digital electronic stethoscopes, for example by 
Littman™ (3 M Health Care, USA) and Clinicloud™ (Clinicloud, Australia), have 
been compared to standard auscultation by a pediatrician in 20 children aged 
5–9  years recruited at a children‘s Hospital in Melbourne, Australia [25], with 
results indicating that the digital stethoscopes were more sensitive in detecting 
wheeze in children than the experienced clinician performing classical auscultation. 
While studies on automatic sound recognition are currently advancing in adult 
healthcare [26–28], analyses among preschoolers are still limited in number. 
However, some digital stethoscopes (Clinicloud™ and Littman™) were recently 
specifically trained to detect pathologic pediatric breath sounds using an AI 

Fig. 10.1  Digital health technologies for young children with wheeze or asthma
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algorithm (StethoMe AI) with very high positive and negative percent agreements 
(PPA and NPA, 0.95 and 0.99, respectively) [29, 30]. These results suggest that AI 
can detect abnormal breath sounds with a reasonably high accuracy (Table 10.1).

With a focus on self-management, a portable wheeze detector (WheezeScan, 
OMRON Healthcare Co. Ltd., Japan) has been developed to support parents in the 
recognition of wheeze. The device uses a high-definition microphone to record and 
analyze respiratory sounds and detect wheezing sounds in preschool children [19]. 
After a successful validation with experienced clinicians [31], an exploratory single-
armed pilot study among 20 German families with children aged 4–72 months suf-
fering from doctor’s diagnosed recurrent wheezing resulted in a good overall 
acceptance of the device. Further, the researchers observed an improvement in 
parental self-efficacy regarding the management of their child’s condition [19]. A 
multicentric randomized controlled trial (RCT) is currently ongoing.

In addition to wheeze, cough is a common symptom of lower airway obstruction 
in children [32, 33]. As the objective assessment of cough frequency can be 

Table 10.1  Smart devices developed for children with wheeze or asthma

Smart device Function
Targeted 
age Results Reference

Digital 
stethoscopes by 
Littman and 
Clinicloud

The two digital 
stethoscope devices are 
able to detect 
pathological airway 
sounds such as wheeze 
and cough automatically

5–9 y The digital stethoscope 
devices were able to 
describe the 
audiological 
characteristics of 
pathological airway 
sounds

Kevat et al. 
[25]

WheezeScan™ 
Detector

The Sensor-based 
detection device is able 
to detect wheezing and 
differentiate it from 
other airway sounds

<6 y The detector has shown 
a high usability in 
testing

Dramburg 
et al. [19]

LEOSOUND™ 
Monitor

The device is able to 
detect acoustic airway 
events such as cough, 
over a long period of 
time (for e.g. overnight)

1–17 y The monitor has 
received good general 
acceptance, as well as 
achieving a high 
sensitivity and specifity 
for wheezing and 
cough

Urban et al. 
[35]

Smart nebulizer The smart nebulizer was 
able to connect to a 
mobile application 
through which the 
clinical specialist was 
able to remind the 
parent in case 
medication 
administration has been 
forgotten

<5 y The device was able to 
improve the adherence 
rate to inhaled 
corticosteroids (ICS) 
significantly, reduce 
the number of ED 
visits, respiratory tract 
infections and 
medication usage

Zhou et al. 
[38]

(continued)
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challenging, Kruizinga et  al. developed and validated a smartphone-based algo-
rithm differentiating cough from other ambient sounds with a sensitivity of 47.6% 
and a specificity of 99.8% in a pediatric population. Notwithstanding its relative low 
sensitivity value, the authors conclude that the algorithm is accurate enough to be 
used for a longitudinal follow-up, for example, in clinical care [34].

Another algorithm for cough and wheeze detection is used by the LEOSOUND™ 
system (Löwenstein Medical GmvH & Co, Germany), which allows the objective 
and automated measurement of nighttime symptoms by using a mobile portable 
electronic cough detector [35]. While the sensitivity and specificity of the device for 
cough detection were 89% and 99%, respectively, wheezing was detected even 
more accurately (98% sensitivity and specificity) [35].

Table 10.1  (continued)

Smart device Function
Targeted 
age Results Reference

Smart Inhalers Smart Inhalers have 
integrated or attached 
sensors, which allow the 
recording of 
administered 
medication. They are 
coupled with adherence 
reminders in form of 
text messages (SMS), 
audiovisual reminders, 
etc.

Varying, 
from 
4–17 y

The inhalers had 
varying clinical 
outcomes such as 
increased adherence to 
medication [37, 38], 
improved asthma 
control and reduction 
in SABA-usage, but 
also a higher health 
care use [39]
One smart inhaler [41] 
was able to measure 
inhalation parameters 
such as Peak 
Inspiratory Flow (PIV) 
and Inhaled Volume 
(inhV) in the tested 
children

Chan et al. 
[39], 
Vasbinder 
et al. [40], 
Gupta et al. 
[41], 
Merchant 
et al. [42], 
Chrystyn 
et al. [43]

��– � EMD with 
audiovisual 
reminders

��– � e-MATIC 
study

��– � Sensor-based 
EMD

��– � Propeller 
Health™

��–  Digihaler™

Foxfit™ The system consists of a 
physical activity tracker 
connected to an app and 
a web-based dashboard 
accessible by the 
paediatric consultant

8–12 y In the design study an 
evaluation plan to 
assess usability and 
feasibility of the app 
has been developed

Brons et al. 
[47]

Wearable 
breathing trainer

The wearable breathing 
trainer is able to 
improve dyfunctional 
breathing in children by 
measuring the breathing 
technique via sensors 
attached to the wearable 
trainer

6–12 y In the design study the 
prototype for the 
breathing trainer has 
been developed. A 
validation study is still 
pending

Siering et al. 
[48]

EMD electronic monitoring device, Apps applications, ICS inhaled corticosteroids, PIV peak inspi-
ratory flow, inhV inhaled volume
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Smart nebulizers - Many children suffering from wheezing disorders or asthma 
receive a combined prescription of anti-inflammatory treatment (e.g., inhalative 
corticosteroids) and reliever medication (e.g., short-acting-ß- agonists, SABA) [36, 
37]. To increase the adherence to regular inhalative treatments, a smart nebulizing 
device has been tested by Zhou et al. in an RCT including 65 children under the age 
of 5 ys [38]. This device can wirelessly connect to a smart phone app, allowing the 
pediatrician to remind the parent of necessary nebulization in the case of missed 
administrations. After a study period of 12 weeks, the use of the smart nebulizer in 
the intervention group led to an improvement of various clinical outcomes such as 
wheezing, the number of visits to the emergency department (ED), and need for 
antibiotic therapy compared to standard therapy. In addition, the authors describe a 
significantly increased adherence to treatment in the intervention group (67.33% in 
smart nebulizing group vs 40.00% in conventional nebulizing group; p < 0.05) [38].

10.3.2  �Smart Devices for Older Children (6–14 y)

While passive detectors are particularly useful for infants with limited abilities of 
cooperation, other technologies may prove suitable for older children according to 
the individual level of development and cooperation in performing specific actions 
such as breathing maneuvers. The fact that several devices have not yet been tested 
in children below age 6ys does not necessarily mean that this group of patients will 
not benefit from digital developments in the future. Therefore, we included also 
technologies tested among older age groups.

“Smarthalers”—An inhaler device featuring audiovisual reminders for medica-
tion intake has been tested in an RCT with 220 children aged 6–15 ys, attending a 
hospital‘s ED because of asthma exacerbations [39]. After a study period of 
6 months, the electronic monitoring device not only led to a further reduction of 
asthma morbidity compared to conventional treatment (Δ(intervention-
control) = 0.8; p = 0.008), but also to a significant increase of adherence to inhaled 
corticosteroids in children with asthma (median adherence 84% vs 30%, for chil-
dren with and without digital support, respectively; p < 0.0001).

Similar positive effects have been shown in a 12-month RCT, including 209 chil-
dren aged 4–11 ys using a smarthaler coupled with adherence reminders via a short 
message service (SMS) [40], as well as in a study with 127 children over 12 months 
[41], showing positive effects on asthma control among children (Δ(intervention-
control) = 2.2; p < 0.01) using a digitally supported smarthaler. Interestingly, the 
intervention group of this RCT showed an increased health care use compared to 
control (incidence rate ratio(emergency department) = 2.2; SE = 0.5; p < 0.01; inci-
dence rate ratio(hospital) = 3.4; p < 0.01).

A population health management platform combining a smarthaler, patient app, 
and physician’s back-office (Propeller Health™, ResMed Inc., San Diego, USA) 
was tested in an RCT with 496 patients, including adult and pediatric (approx. 30%) 
patients (aged: 4–17 years) [42]. While the control group was supplied with sensors 
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but had no access to remote feedback from a physician, the intervention group had 
access to the complete platform including remote monitoring and feedback features. 
The results showed a reduction in SABA-use compared to conventional treatment 
(p < 0.001) and consecutively an increase in SABA-free days (increase of 21% for 
the IG vs 17% for routine care, p < 0.01), but no significant reduction in asthma 
control. The authors add that a focus of remote monitoring is set on the precise 
identification of relevant triggers of exacerbations.

Finally, the multidose dry powder inhaler Digihaler™ (Teva Respiratory, USA) 
has been tested in 50 children diagnosed with asthma aged 4-17 years. The study 
group evaluated the device’s capability to assess the effectiveness of the user’s inha-
lation technique based on the Peak Inspiratory Flow (PIF) [43]. To this end, PIV and 
inhaled volume (inhV) were measured by both the Digihaler and an inhalation pro-
file recorder. The results show a strong correlation between both devices (mean 
percentage difference of 0.16% for PIV, mean percentage difference of −6.11 for 
inhV), indicating that the “Digihaler“is not only able to record the time and dose of 
inhaled medication but may also be useful for measuring inhalation parameters such 
as PIV in children with asthma.

Smart devices promoting physical activity at home—While some of recently 
developed smart devices for children suffering from wheeze focus mainly on symp-
tom and adherence monitoring, digital technologies are also suitable to support non-
pharmacological interventions. Training exercises such as cycling, walking, or 
breathing exercises have shown to improve pulmonary function in children suffer-
ing from respiratory symptoms such as wheezing [44–46]. Focusing on this effect, 
digital health programs have endeavored to develop sensor-based smart devices able 
to promote physical activity at home.

An example is the app FoxFit™ (Digital Life, Netherlands), a blended interven-
tion developed by Dutch pediatric pulmonologists in co-creation with children who 
have asthma aged 8–12 ys. The app can monitor physical activity via a sensor worn 
at the waist [47] and allows physician oversight of the activity data via a web-based 
dashboard. A tailored combination of behavior change principles, gamification, and 
attractive design aims to increase the user’s physical activity. However, the clinical 
impact of the platform remains to be tested.

A different design to promote physical activity in children with obstructive air-
way diseases is a wearable breathing trainer, designed as a vest [48]. Its objective is 
to motivate children for breathing exercises to treat dysfunctional breathing. 
Combined with a mobile application, LED lights, and physical activity sensors for 
feedback, the prototype was positively evaluated by test users, but a validation study 
is still pending.

10.4  �Telemedicine

The benefit of remote patient–doctor communication and feedback mechanisms for 
asthma and wheeze care has been shown in several studies mentioned above 
[39–43]. In addition, studies evaluated tools mainly focusing on doctor–parent/
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patient communication over a distance, for example, live video calls, educational 
videos, and speech recognition support systems [49, 50].

Studies have shown that remote examination tools for off-site doctor’s assess-
ment allow the further improvement of treatment compliance and reduce visits to 
the emergency department [5, 8]. Remote clinical devices such as the multifunc-
tional remote examination device (TytoCare Ltd., Israel, HigoSense Sp. z o.o., 
Poland) [51] are useful to obtain the patient’s lung sound data, relevant for assess-
ment of the patient’s lung function [25, 52]. The aforementioned devices have also 
been compared with other stand-alone devices, permitting a higher rate of clinical 
diagnosis devices based on the data acquired from the remote device.

While telemedicine enables remote assessment by the doctor, it can also support 
parents by answering basic questions, reminding them of medication refills, and 
connecting them to a doctor if further assistance is needed. A system using speech 
recognition calls to deliver the functions mentioned above has been tested in an 
RCT with 1187 asthma-diagnosed children aged 3–12 [53]. After an observation 
time of 24 months, the novel telemedicine intervention improved medication adher-
ence in the intervention group significantly compared to the control group (24-
month mean adherence, 44.5% vs 35.5%, respectively, p < 0.001).

Healthcare delivery over a distance has been proposed as a useful intervention to 
provide care in more remote (usually rural) areas. Even though asthma prevalence 
seems similar between rural and urban populations [54, 55], a significantly increased 
disease-related morbidity has been observed in rural regions compared to urban 
areas [56]. Although telemedicine could support healthcare professionals in reach-
ing out to underserved populations, only a few widely adapted telemedicine inter-
ventions enable remote access to doctor’s consultations for asthma care.

Van Houten et al. conducted a study at a pediatric mobile clinic, which had expe-
rienced a high percentage of parents and their children not showing up for their 
appointments (no-show-rate), but with the newly implemented telehealth option 
parents had the possibility to attend the doctor‘s appointment with their child off-
site [57]. After a study period of 10 months, the no-show rate decreased drastically 
from 36% to 7.98–18% per month and the telehealth option received much positive 
feedback, especially for its time efficiency and good usability.

In addition to synchronous remote attention, asynchronous techniques, such as 
the interpretation of video recordings, have been evaluated regarding their poten-
tial to increase adherence to treatment in non-clinical settings such as the home or 
school environment [58, 59]. In a study by Shields et al., healthcare professionals 
evaluated inhalation techniques based on recorded videos of children using inhal-
ers and gave tips for improvement via phone calls [60]. After a study period of 
12 weeks, no significant change in spirometry results could be observed. Still, all 
children had adopted an effective inhaler technique, gave positive feedback on the 
Mobile Direct Observation of Therapy (MDOT)- telehealth option, and showed 
improved Asthma Control Test scores (improved ACT scores from 13.1 to mean 
17.8; p = 0.007).

Several studies have evaluated concepts of healthcare delivery in a school set-
ting with positive results regarding symptom control and risk for ED visits/
hospitalization [61, 62].
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In summary, telehealth options offer a wide variety of support systems and could 
improve health access for children who have asthma by enabling remote doctor 
assessment, therapy control, and asthma education, without a trip to the doctor’s 
office being necessary.

10.5  �Apps

Since smartphones have become daily companions for the majority of the world’s 
population [63], the development, and use of smartphone applications are continu-
ously on the rise [64], tailored health applications for patients who have asthma 
being no exception to that rule [11, 62, 65, 66].

Asthma symptom diaries—Studies have shown that the reliable recording of 
patient self-reported outcomes such as respiratory symptoms and medication intake 
are an important component of monitoring wheeze and asthma control [36]. 
Administering outcome measures electronically via digital asthma diaries has many 
advantages, such as higher response rates and data quality [67].

A recently developed electronic asthma symptom diary has been tested by Clark 
et al. in 44 children aged 6–11 ys and their caregivers [68]. The electronic diary can 
record self-reported measures of the child such as daytime and nighttime asthma 
symptoms, impact on daily activity, nighttime awakening, and rescue medication 
use. Most participants found the ePASD items comprehensive and easy to 
understand.

Another asthma symptom diary app, targeting children between the age of 6 and 
16, offers three distinct, age-related versions of the app, one for younger children 
affected by asthma, one for older children, and one for the caregiver [69]. The fin-
ished product consists of an asthma symptom diary app as well as a corresponding 
online platform, allowing the monitoring of the patient’s symptom by the attending 
pediatrician based on real-time data sent from the mobile application. The app has 
been tested on its usability by 85 children and parents and has achieved a high 
usability in all versions (>93 points on a scale from 0 to 100 points).

Adherence reminders and educational apps—Although the use of inhaled 
corticosteroids in children with obstructive airway diseases has been associated 
with reduced airway inflammation and an improvement of symptoms [70], the regu-
lar administration seems challenging for families with young children [71], a sce-
nario reflected in studies showing an average adherence of ≤50% [72, 73]. To 
address this problem, smartphone applications with a focus on adherence reminders 
have been developed. The AsthmaCare™ app (Nationwide Children’s Hospital, 
USA) features several functions, such as medication reminders, information on trig-
gers of exacerbations, and the individual treatment plan [74]. After 6 months, no 
significant decrease in emergency department utilization, urgent care visits, and 
hospitalizations between both groups could be detected. However, participants 
using the AsthmaCare app had a higher probability of improved asthma manage-
ment (79% vs 64%; p = 0.06).
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Multifunctional apps - When the question arises about which app feature is 
more important for extensive asthma management, several reviews in the field con-
clude that multifunctional smartphone applications have good potential in increas-
ing asthma control [75–77].

An app combining a multitude of functions has been tested in a multicenter RCT 
with 152 children (aged 6–11ys), resulting in a higher adherence and asthma control 
(children (Δ(intervention-control) =1.9 points; p < 0.05), as well as a reduction of 
respiratory tract infections when compared to conventional treatment [78]. Other 
apps combining a multitude of functions are still in the making [79], or feasibility 
tests are ongoing.

Among these, a multifunctional app still in an early test stage has been evaluated 
by Iio et al., in 60 children aged 2–12 ys and their caregivers [80]. Aiming to provide 
asthma education to children in a fun way, participants were encouraged to continue 
taking and recording their medication via digital animals hatching from eggs if they 
continued to enter the medication applied. Caregivers could also improve their 
asthma knowledge with quizzes, and the app allowed feedback messages regarding 
the use of medications to be displayed for the children and their parents. After the 
3-to-6-month study period, the high feasibility of the app could be shown, even 
though the number of access logs to the app decreased over time, identifying pos-
sible app utilization difficulties.

In terms of eHealth solutions, smartphone applications offer a variety of oppor-
tunities, such as recording symptoms, sending medication reminders, and enabling 
an overall support system for managing pediatric asthma and wheezing. Though 
many applications have yet to be further improved and tested, they may potentially 
become a widely adopted digital health intervention for children with asthma and 
wheezing in the future.

10.6  �Gamification of Asthma Education

In the era of smartphones, laptops, and a multitude of gaming devices, children and 
teenagers are increasingly engaging in video game behaviors, with 90% using a 
gaming application irrespective of the device type [81]. Game-based asthma educa-
tion may further motivate children with asthma to gain knowledge, acquire specific 
skills to manage their asthma symptoms, and improve adherence to therapy [82]. 
The concept of “serious games” combining an attractively designed digital platform 
with a scoring system motivating the player and providing them feedback may 
improve acceptance of therapy and promote positive attitudes in children regarding 
asthma therapy [83, 84].

An example for a gamified mobile application aimed at young children and ado-
lescents is ASTHMAXcel Adventures™ (Montefiore Applications, USA), which 
combines short informative video sessions with corresponding interactive games, 
testing the acquired asthma knowledge regarding medication usage, asthma exacer-
bation triggers, and more. The mini-games are imbedded by a 5- level system, 
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displayed on an animated game map with touch-screen functionality [85]. 
Throughout the game, the children are able to complete a total of 11 chapters, train-
ing and testing specific asthma management-related topics such as “How to use an 
inhaler and spacer“ and “How asthma affects your airways.” At the follow-up visits, 
the AsthmaXcel Adventures App has shown to improve asthma control (increase in 
controlled asthma in patients from 30.8% to 59.0%; p  =  0.02), asthma-related 
knowledge, as well as reduce emergency departments visits (0.46 vs 0.02; p = 0.02), 
and medication use (0.49 vs 0.03; p = 0.003). It also resulted in high patient satisfac-
tion [85].

The CHANGE™ Asthma App (Cincinnati Children’s Hospital Medical Center, 
USA) also uses gamified features for asthma education [86]. In an RCT with chil-
dren aged 4 to 11ys with poorly controlled asthma, there was no significant increase 
in overall asthma control scores when compared to the control group, but a dose-
dependent increase in the c-ACT score, depending on the total app usage time score 
could be detected (children-asthma control test; bivariate regression beta = 0.004; 
p = 0.03) [86].

A computer-based serious game is MIRACLE™ (Taipei Medical University, 
Taiwan), which is aiming to increase asthma self-management and train correct 
inhaler usage more in children aged 6–12 years old [87]. The game is tailored spe-
cifically to the cultural preferences of Indonesian children, including story lines 
such as Indonesian children visiting their grandparents in a village during religious 
holidays. It consists of “sessions” covering different aspects of asthma education, 
each session made appealing by colorful visualization and corresponding sounds for 
different gaming formats such as adventures, quizzes, and puzzles [87].

All in all gamification of asthma education has widely received positive feedback 
and likability by children, and may therefore be a promising approach to motivate 
children in the self-management of their respiratory symptoms.

10.7  �Multi-component Digital Asthma Interventions

Among the multitude of digital health interventions featuring smart devices, adher-
ence reminders, gaming applications, and telehealth options for children with 
wheeze and/or asthma [15], several solutions aim at combining different electroni-
cal features in multi-component applications [6].

InSpire™ is a mobile smartphone app (Duke University School of Medicine 
Durham, USA) which motivates children to assess their forced expiratory volume via 
a handheld portable spirometer and integrates it in an interactive game setting [88]. 
The concept of the game relies on role playing based on the world, where the young 
player must join hands with their health care specialist in order to manage their 
asthma symptoms. The data is sent to the physician, who is in turn able to give feed-
back and recommendations to the patients in real time via a messaging system. The 
children testing the app have given positive feedback on the app, and it has received 
a high likability of almost 100% in the children surveyed (aged 7–14 ys) [88].
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Another multi-component digital intervention is the AirBuddy™ App [89] (The 
State University of New Jersey, USA). The mobile app is able to monitor indoor air 
quality, measured by an off-the-shelf air quality sensor and could therefore help 
children to reduce symptom severity and frequency triggered by a substandard 
indoor quality. All children testing the app have given positive feedback regarding 
to the usefulness and usability of Airbuddy [89].

A combination of different interventions to improve asthma self-management 
among children and their caretakers has been evaluated in an RCT in 305 children 
being diagnosed with poorly controlled asthma [90]. The system supports the 
affected child by offering asthma education in a gamified format and establishing 
contact with other children with asthma via a peer discussion platform. In combina-
tion with this, a case manager can make an overall assessment of the child‘s adher-
ence to therapy through monthly phone calls. The summarized data collected by the 
case manager is available to the parents, who are in turn able to receive support 
through helpful links and can directly contact the case manager via phone call. After 
a 12-month study period, the authors concluded that the intervention did not increase 
medication adherence significantly but led to an improved asthma control in the 
children suffering from poorly controlled asthma (Asthma Control Questionnaire: 
d = −0.31, 95% CL-0.88, 1.60; p = 0.01) [90].

A multi-component platform combining a smartwatch application with a com-
mercially available wireless dust-sensor and a smart spirometer was developed to 
evaluate real-time asthma exacerbation risk [91]. The system is able to assess 
asthma risk with 80.10 ± 14.13% accuracy and it has also received positive results 
on its usability according to pre-testing [91].

10.8  �Discussion

In the recent past, diverse digital health interventions have been developed to 
improve the management of preschool wheeze and childhood asthma. While wheeze 
and cough detectors may support parents in recognizing and monitoring wheezing 
and cough in preschool children at home [19, 34, 35], there are also various devices 
tailored for older children with asthma, targeting different aspects of disease man-
agement: smart devices are able to monitor and improve medication adherence, 
correct inhaler technique, measure lung function parameters, and promote a healthy 
disease-related lifestyle [43, 47, 92, 93]. Telemedicine options improve access to 
doctor‘s evaluation and asthma education [60, 62]. Apps are easily available moni-
toring devices to record symptoms and send adherence reminders [68, 94], and 
gamification is a highly attractive option for children to increase motivation for self-
management, adherence and gain disease-related knowledge. [85, 87]

Although several studies have reported positive trends for asthma symptom con-
trol, therapy adherence, as well as reduced visits to the emergency department and 
hospitalization among children, broad evidence of clinical efficacy is still lacking 
for many technologies, specifically considering their use in preschool children [6, 
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95, 96]. Most identified publications focus on user-centered development, feasibil-
ity studies, and small-scale clinical trials, often sharing limitations, such as low 
participant numbers, missing control groups and heterogeneous, non-standardized 
patient outcomes. However, these may be the next steps to come once the develop-
mental stages and exploratory studies have been completed successfully.

Overall, even though digital health interventions show substantial potential in 
various settings of pediatric asthma and wheeze management, future research 
focused on standardized disease outcomes, larger patient populations, and random-
ization is vital to enable a widespread integration into routine clinical care for young 
patients suffering from preschool wheeze or childhood asthma.
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Abstract  Chronic urticaria (CU) is a common chronic inflammatory skin disease 
characterized by recurrent itchy wheals and angioedema for longer than 6 weeks. 
CU significantly impacts patients’ quality of life and needs effective long-term 
treatment aimed at complete control. To achieve this aim, digital resources can help 
in multiple ways. Here, we review digital health measures currently used in urticaria 
management and urticariology. Several digital tools and platforms aim to improve 
patient and physician education on urticaria as well as monitoring of CU activity, 
impact, control, and response to treatment. CRUSE, the chronic urticaria self-
evaluation app and an example of the latter, can also enhance digital patient–physi-
cian communication, another important aim of digital tools used in CU. Leveraging 
digital technologies such as online platforms like UCARE 4 U and LevelUp and 
telemedicine can play a positive role in advancing comprehensive patient care. 
Furthermore, data obtained with digital health measures such as registries, e.g., 
Chronic Urticaria Registry (CURE), can improve CU understanding and aid the 
development of novel treatment approaches and personalized therapy. In the follow-
ing, we summarize the latest knowledge on the use and potential of digital health 
technologies in CU.

11.1  �Unmet Needs in Chronic Urticaria

Chronic urticaria (CU) is a chronic inflammatory skin disease of more than 6 weeks 
duration. The signs and symptoms of CU, i.e., itchy wheals (hives) and angioedema, 
can appear spontaneously (chronic spontaneous urticaria, CSU) or be induced by a 
specific and definite trigger such as cold or pressure (chronic inducible urticaria, 
CIndU). About one-third of CU patients have both, CSU and CIndU [1, 2]. CU is a 
common and debilitating disease with a point prevalence ranging from ≤1.5% to 
3–4% globally. CU lasts for more than 1 year in most patients, longer in CIndU than 
CSU (2–12 years vs. ~1–4 years), and considerably impairs quality of life. Second-
generation antihistamines, the first-line treatment, are not effective in up to half of 
the patients [1].

Many CU patients are seen by primary care physicians [3], but <20% of general 
practitioners (GPs) are familiar with urticaria guideline recommendations [4, 5]. 
About two-thirds of GPs have inadequate knowledge of urticaria, and up to 75% of 
GPs have an urgent learning need regarding urticaria. As demonstrated by a French 
study, many GPs have difficulties with CU diagnosis (19%), differential diagnosis 
(33%), choice of treatment (45%), and access to specialist physicians (55%) [6]. 
Furthermore, many physicians do not use patient-reported outcome measures 
(PROMs), the best available means to assess urticaria activity, impact, and control 
[7]. The consequences are diagnostic and treatment delay (mean time to diagnosis 
is 2 years), considerable decrease in patients’ QoL, and high healthcare as well as 
societal costs [8]. Patients are frustrated with the time it takes to reach a diagnosis 
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and with cycling through different therapies until treatment success is achieved [9]. 
CU requires new and more effective treatments that target its underlying mechanisms.

This highlights many unmet needs, including shortcomings in patient/physician 
communication, patient and physician information and education, and means of 
monitoring disease activity, impact, control, and response to treatment. Moreover, 
we need to understand how and why CU can present differently in different patients, 
to develop individualized treatment approaches that consider the patient’s particular 
symptoms, triggers, and comorbidities. All of that will permit to develop a targeted 
treatment strategy and algorithm as well as global improvements in decision-making 
around initiating, maintaining, modifying, switching, and stopping the treatment of 
CU [10]. Addressing these unmet needs would also facilitate earlier diagnosis, min-
imizing unnecessary investigations, and early identification of patients who may 
benefit from a specialist care.

11.2  �How Can Digital Health Measures Help Address 
the Unmet Needs in CU

Person-centered care (PCC) is an approach that acknowledges patients as experts on 
their own lives and the lived experience with their disease. PCC increases the 
involvement of patients in their own health care across nine themes: empathy, 
respect, engagement, relationship, communication, joint decision-making, holistic 
focus, individualized focus, and coordinated care [11]. Increasingly, politicians and 
policymakers are interested in adopting and implementing PCC.

Patient activation (PA) and engagement in shared decision-making (SDM) are 
important components of PCC and may benefit the patient–physician relationship, 
ease frustration, as well as encourage a more collaborative approach to long-term 
disease management [9]. PA and SDM are linked bidirectionally, and this relation-
ship is driven by baseline PA, i.e., higher PA is associated with greater benefit in 
SDM. Low PA is an important barrier to SDM. Interventions that promote PA such 
as Digital Care Pathways (DCP) should be prioritized, and patients with high activa-
tion should be engaged in SDM interventions [12, 13].

DCPs use digital technologies to support patients through their healthcare jour-
ney and to improve our ability to enhance the delivery of healthcare, empowering 
patients to have more control over their disease and to make better informed deci-
sions about their health [14]. These digital technologies include online platforms, 
programs, and activities for patient information and physician education, telemedi-
cine, and apps.

DCP instruments are in and of use in the management of CU (Fig.  11.1). 
Examples include online listings of urticaria specialists such as Urticaria Centers of 
Reference and Excellence (UCAREs, https://ga2len-ucare.com). The UCARE net-
work is a global GA2LEN consortium of urticaria expert centers dedicated to 
improving the diagnosis, treatment, and management of chronic urticaria with the 
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ultimate aim of improving patient outcomes and quality of life [15]. Many UCAREs 
offer tele-consultation with a urticaria specialist and provide patients, via email, 
with a screening questionnaire and PROMs triggered by the patient’s responses. 
Other urticaria DCP instruments support effective communication and patient edu-
cation outside of the office, e.g., the UCARE 4 U program, mobile applications to 
monitor patients’ disease activity and control, e.g., the CRUSE App, urticaria-
related websites and groups on social media, webinars, and urticaria seminars. 
Similarly, physician education on urticaria can be improved by means of digital 
initiatives including UCARE LevelUp webinars and publications as an outcome of 
the analysis of data from the Chronic Urticaria Registry (CURE) [16] (Fig. 11.2).

11.3  �Digital Patient and Physician Education

The use of digital technology for patient and physician education, particularly 
through mobile platforms, can help to improve the quality of care for patients with 
chronic diseases including urticaria and can be adapted quickly on a large scale at 
low cost. Recently, digital healthcare technologies have undergone a significant leap 
in development, accompanied by an additional increase in implementation due to 
the COVID pandemic [17].

In a recent study, one-to-many information and communication technology 
(ICT), e.g., web browsers, YouTube, Facebook, was used by three of four CU 
patients to obtain information about their disease [18]. Furthermore, more than half 
of the patients who were asked about the quality of information obtained from 

Fig. 11.1  Digital health 
initiatives for chronic 
urticariaAbbreviations: 
PROMs patient-reported 
outcome measures, UCT 
urticaria control test, 
CRUSE chronic urticaria 
self-evaluation app, CURE 
the chronic urticaria 
registry
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one-to-many ICT reported that the information was of good or very good quality. 
This suggests that future efforts to improve patient education and information 
regarding CU should prioritize one-to-many platforms, particularly websites and 
YouTube videos provided by accredited urticaria experts and centers such as 
UCAREs [19].

Digital physician education is an equally important strategy for improving CU 
management. Recent studies have identified major knowledge gaps in physicians 
who treat urticaria [20], and online CME online education has been shown to yield 
significant gains in physicians’ knowledge of diagnosis and management of 
CU. One study reported that 50% of physicians who completed an online education 
activity improved their knowledge related to guideline recommendations for the 
management of CU, with a 62% relative increase in correct responses from pre- to 
post-CME [21] Importantly, incorporating the patient voice into online education 
for physicians can increase competence and confidence in optimizing CU treatment 
and improve physicians’ ability to accurately diagnose and effectively manage 
CU [22].

11.3.1  �Digital Patient Education

Comprehensive disease education and information empower CU patients to make 
well-informed decisions and adhere to their treatment plan. The GA2LEN UCARE 
network recognized this need and launched, in 2021, the UCARE 4 U initiative 

Fig. 11.2  Digital education for patients and physicians: information and communication tech-
nologies tools

11  Digital Health and Chronic Urticaria



176

[23]. It includes four digital formats and activities: patient webinars (https://ucare-
4u.com/en/webinars/), online information on the 4 U website (https://ucare-4u.com/
en/learn-about-urticaria/), social media postings (https://ucare-4u.com/en/social-
media/), and urticaria day activities. With these formats, patients are provided with 
a comprehensive overview of all things urticaria, developed by urticaria specialists. 
The main goal of the UCARE 4 U initiative is to keep patients engaged in learning 
about CU triggers, comorbidities, and treatments and to increase and improve com-
munication with their treating physicians. To this end, the information and educa-
tion provided by UCARE 4 U are continuously updated and developed further, free 
of charge, and made available in various languages. UCARE 4 U also informs CU 
patients how to connect with patient organizations, as well as how to start new ones 
if none exist in their area. Furthermore, patients can keep up to date on ongoing 
research as well as opportunities to engage in research projects and clinical studies.

A new approach to providing digital CU patient information is the use of an app 
such as UCARE’s CRUSE app (Chronic Urticaria Self Evaluation; https://cruse-
control.com). CRUSE is a state-of-the-art digital platform developed specifically 
for patients with CSU. CRUSE allows CSU patients to monitor their disease activity 
and control and also provides them with information on their condition (Fig. 11.3).

11.3.2  �Digital Physician Education

Physician education on CU is in high demand and much needed, as shown by recent 
studies, for example, on the knowledge and use of patient-reported outcomes mea-
sures (PROMs). The use of CU PROMs is generally recommended and aims to 

Fig. 11.3  CRUSE 
control app
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gather information regarding CU disease activity, impact, and control. A recent 
study showed that only 20% of physicians who treat CU patients are aware of these 
PROMs. These [24] results indicate that more physician information and education 
are urgently needed.

Currently, several digital physician education and information platforms for CU 
are operated by medical societies, pharmaceutical industry, digital medical publish-
ing and communication companies, and UCARE. The most comprehensive of these 
platforms is UCARE LevelUp, which was launched with the purpose of developing 
an ongoing teaching program for physicians [25]. The goal of UCARE LevelUp is 
to create an interactive, virtual, and all-encompassing environment in which health-
care professionals from around the world may learn, strengthen their network, and 
share best clinical practices in CU to keep physicians updated on the latest advances 
in the field of urticaria, to optimize treatment of their patients.

The UCARE LevelUp program uses different formats to keep clinicians engaged 
and updated on CU, i.e., webinars, podcasts, websites, journal clubs, grand rounds, 
and newsletters. Across these formats, physicians are educated on a wide range of 
topics, including guideline recommendations, new publications, studies, clinical tri-
als, and UCARE project outcomes; new webinars come online every 8, episode of 
the UCARE podcast “All Things Urticaria” are aired every 2 weeks, with more than 
60 episodes so far [26]. The UCARE LevelUp digital journal club hosts rotating 
presenters of recent urticaria publications, and the grand round format allows physi-
cians to present exceptional cases and receive input from top urticariologists, via 
live online sessions. All activities are announced and summarized in the UCARE 
LevelUp newsletter.

Digital education of physicians who treat CU patients, in family practice, spe-
cialist settings, or at UCAREs plays a crucial role in improving patient outcomes 
and quality of life as well as can improve physician knowledge. Future efforts to 
improve physician education and information on CU should aim to use formats that 
align with the learning profiles and expectations of physicians and to prioritize 
information of high relevance for different health care settings and geographical 
regions.

11.4  �Digital Monitoring of CU Activity, Impact, Control, 
and Response to Treatment

The use of PROMs for assessing CU activity, impact, and control is of key impor-
tance to achieving treatment goals. This includes the use of the urticaria and angio-
edema activity scores, UAS and AAS [27–31] and of the urticaria and angioedema 
control tests, UCT and AECT [29–33]. At present, these tools are not used enough, 
despite their broad and free of charge availability as paper and digital versions 
(MOXIE, Berlin; https://moxie-gmbh.de). Because of this, UCARE developed 
CRUSE, an app that allows CSU patients to monitor their disease with the help of 
PROMs such as the UAS, AAS, UCT, and AECT. The development of CRUSE was 
supported by the finding of the UCARE CURICT project that more than half of CU 
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patients have a significant interest in the use of an app to monitor their condition 
[34] and a subsequent study that showed the lack of suitable apps for CSU [35]. The 
CRUSE app was launched in 2022 and has since served over 4000 patients from 
around the world. CRUSE is available in 13 countries (Germany, Austria, 
Switzerland, Italy, Spain, Portugal, Turkey, France, UK, Ecuador, Argentina, Brazil, 
and Peru) adapted to the local language and medication, and globally, in English 
and Ukrainian.

CRUSE provides patients and their healthcare providers with real-time, data-
driven insights, thus facilitating the implementation of personalized treatment plans. 
CRUSE also strengthens patient–physician communication and active patient 
engagement in their disease management. Furthermore, CRUSE data enable novel 
insights into CSU progression and treatment response, which may be enhanced by 
integrating AI and machine learning algorithms that analyze patient data and may 
help with the identification and characterization of CSU phenotypes, similar to 
allergic respiratory diseases [36].

11.5  �Digital Patient–Physician Communication

High quality and patient-centered healthcare is based on efficient patient–physician 
communication [37]. Digital health is all about bringing a positive and significant 
transformation in the practice and organization of healthcare. This transformation is 
made possible by monitoring patient health and enhancing quality of life through 
digital tools beyond the traditional healthcare environment [38].

As digital patient–physician communication becomes increasingly prevalent in 
healthcare, concerns have arisen regarding its safety and effectiveness. Some experts 
caution that the integration of digital health technologies could fundamentally alter 
the patient–physician relationship. They argue that replacing face-to-face consulta-
tions with virtual interactions could be hazardous and undesirable, as digital tech-
nologies may miss crucial information that doctors would ordinarily observe. 
Additionally, critics warn of the risk of imposing an unseen burden of work on 
patients, who may be required to invest substantial time and effort in actively par-
ticipating in the treatment process. Another concern pertains to the roles and respon-
sibilities of patients, as some fear that patients could be held accountable for tasks 
that traditionally fall under the purview of physicians [38, 39].

The experience with digital tools in urticariology suggests that these concerns 
are unfounded in the case of treating patients with CU. Through digital patient–phy-
sician communication, education, and disease monitoring, CU patients and their 
treating physicians share a common sense of empowerment. Specifically, CU 
patients at our UCAREs report to have gained a more comprehensive grasp of their 
disease and its impact on their quality of life as well as a better understanding of 
treatment responses and how to improve them. At the same time, physicians who 
treat CU patients have developed a new and more positive outlook on the 
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management of this disease. The use of digital tools, from their point of view, saves 
time, streamlines communication, and allows for more efficient CU management. 
As a result, both patients and their physicians have achieved a newfound sense of 
equality, with the exchange of information facilitating their alignment as equal part-
ners in making informed decisions regarding the treatment of CU.

Across the various digital tools and platforms used in CU, the CRUSE app is 
seen as a gamechanger in patient–physician communication. With the help of 
CRUSE, PROMs are used by patients and shared with their physicians before visits, 
allowing physicians to review current UAS and AAS values and UCT and AECT 
scores and prepare for the consultation. This is facilitated by the comprehensive 
report generated by the app generates, which includes patient pictures, medication, 
and a detailed documentation of symptoms and triggering factors. This report accu-
rately reflects the current disease status and its changes over time, forming the foun-
dation for continued and qualified patient–physician collaboration in optimizing 
outcomes.

Online consultations are another digital cornerstone of improved CU manage-
ment. Previous studies have demonstrated that video visits can reduce stress levels 
among physicians, improve their usage and attention to body language, and amplify 
overall satisfaction [40, 41]. Furthermore, when combined with objectively pro-
vided data, such as that obtained through the CRUSE control app, video consulta-
tions have the potential to enhance healthcare sector efficiency and provide mutual 
benefits for both patients and doctors [42].

11.6  �Improving CU Understanding by Data Obtained 
with Digital Health Measures

Data obtained with digital tools and platforms can help to improve the understand-
ing of CU and its treatment and the factors that influence them. Here, digital regis-
tries are of key importance as they capture data from routine care settings [43]. CU 
registries can be national, e.g., the Danish National Patient Registry [44], multina-
tional, e.g., Latin American CU registry [45], and international, e.g., Chronic 
Urticaria Registry (CURE; https://www.urticaria-registry.com) [16].

CURE is an ongoing, prospective, international, multicenter, observational, and 
voluntary registry of patients with CU [16]. The main advantage of CURE over 
national registries is its very large sample size collected from many centers and 
physicians around the world. Its results can thus teach us about similarities and dif-
ferences in different regions of the world. Any physician dealing with CU patients 
can participate in CURE and enter the data of their patients. CURE collects baseline 
and follow-up data on all CU patients including the patient’s demographics, history, 
symptoms, trigger and risk factors, therapies as well as healthcare utilization. As of 
May 2023, 59 centers from 27 countries worldwide have joined the registry and 
have entered baseline data on more than 5000 CU patients.
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The first analyses of CURE data resulted in two publications [7, 16], and there 
are at least three more under development. The first publication shed light on the 
rationale, methods, and initial implementation of CURE [16]. The following study 
analyzed baseline and follow-up data of 2078 CSU patients to assess factors associ-
ated with complete response to CSU treatment [7]. Urticaria Control Test (UCT), 
weekly Urticaria Activity Score (UAS7), and Physician Global Assessment (PhyGA) 
of treatment response were used to evaluate complete response/control to treatment. 
Complete response/control was seen at baseline in 9.8%, 17.9%, and 42.3% of 
patients as assessed by UCT = 16, UAS7 = 0, and PhyGA = CR, respectively, which 
increased at 6 and 12 months. Patients with higher UCT scores or UAS7 had better 
sleep and quality of life. Factors associated with complete control of CSU included 
presence of angioedema without wheals, episodic disease, omalizumab treatment, 
and male sex. Agreement between UCT = 16 and UAS7 = 0 measurements was 
moderate, but poor between UCT = 16 and PhyGA = CR. The results of this study 
support the urticaria guideline recommendation to aim for complete control/
response in CSU treatment [2]. This analysis also revealed that CSU complete con-
trol/response is more accurately measured by using PROMs, i.e., UCT and UAS7, 
than physician global assessment [7], in line with the international urticaria guide-
line [2].

Further CURE-based publications will include comparisons in terms of symp-
tom patterns, risk factors, treatment responses, costs to the health system, and 
deeper analysis of some of the rarer subtypes of CU.

Patient data including the results from the use of PROMs, collected by using 
CRUSE, can be included in the Chronic Urticaria Registry (CURE) using a com-
mon identifier (ID). This allows improving current CU management of a specific 
patient as well as keeping the data for scientific analyses within CURE.

11.7  �Open Questions and Future Developments

The advancement and widespread adoption of digital health measures are poised to 
greatly enhance the management of CU and drive future research in this field. Active 
self-management programs are increasingly recognized as integral to the compre-
hensive management of chronic disease, including CU [46].

Digital health measures for CU, today, encompass various technological plat-
forms and tools, including mobile applications, telemedicine services, and online 
platforms. One class of digital tools that remains largely unexplored in CU are 
wearable devices. Wearables are defined as sensory devices that can be attached to 
clothing or worn as an accessory, which allow the tracking of health information 
through a multitude of onboard sensors of disease-related outcomes [47]. 
Furthermore, wearables enable continuous, real-time monitoring of health status 
[48]. As research and development in wearable technology progress, we expect that 
these devices will play an increasing role in supporting the monitoring of CU, for 
example, heart rate, sleep quality, energy expenditure, and scratching.
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Further research in the field of digital CU tools has the potential to expand the 
range of healthcare-related services available online and lead to increased accessi-
bility, accuracy, trust, and engagement in remote consultations for both patients and 
physicians. At the same time, to assure security and privacy in digital healthcare, it 
will be crucial to develop robust encryption methods, secure data storage, and 
authentication protocols to protect patient information and maintain confidentiality. 
By addressing these challenges, research can contribute to building a trustworthy 
and secure digital health ecosystem, further fostering CU patient–physician 
collaboration.

The expanding digital health landscape holds immense potential for future CU 
research. With the integration of data analytics and machine learning algorithms, 
large-scale datasets generated by digital health measures can be analyzed to uncover 
patterns, identify risk factors, and develop predictive models for CU outcomes [49]. 
Here, artificial intelligence represents a new exciting tool in urticariology. For 
example, it might help in the differential diagnosis of CU and as and educational 
resource for training physicians who treat patients with CU [50].

Additionally, digital platforms can facilitate the recruitment of diverse and geo-
graphically dispersed participants for clinical trials and scientific projects, acceler-
ating the pace of research and enabling more comprehensive investigations into the 
underlying mechanisms, treatment options, and long-term outcomes of CU and its 
comorbidities. Further development of CURE, for example, will contribute to 
improving knowledge of urticaria and angioedema. The latter will be also be aided 
by the Chronic Angioedema Registry (CARE), a CURE twin registry under devel-
opment by the network of angioedema centers of reference and excellence (ACARE; 
https://acare-network.com) [51]. We firmly hold the integration, development, and 
expansion of digital health tools as essential for improving the understanding and 
management of CU.
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Abstract  Atopic dermatitis is a chronic inflammatory skin disease associated with 
allergic diseases and can lead to significant disease burden and loss of quality of life 
despite modern treatments. Digital tools for AD patients include online resources 
such as web searches and social media platforms, wearable biosensors (wearables), 
mobile apps, and new diagnostic tools such as 3D full body scanners and optical 
coherence tomography. While the analysis of online data can provide insights into 
the needs and wants of AD patients, the general quality of AD-related online infor-
mation seems to be low and laced with misinformation. There is still insufficient 
clinical data validating the clinical use of apps in AD. Digital data, especially from 
new diagnostic methods, lends itself to machine learning and artificial intelligence 
analysis. New data is constantly being generated, and algorithms are being created 
and improved, so there are exciting future perspectives especially for this field in 
digital tools in AD.
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Atopic dermatitis (AD) is a prevalent chronic inflammatory skin disease associated 
with allergies [1]. AD leads to the formation of itchy, recurrent rashes which are 
characterized by vesicles and erythematous papules and plaques, as well as fine 
scaling. Although the disease can affect the whole body and all age groups, it is 
predominantly present in children and young adults. Pathophysiologically, genetic 
and environmental factors lead to an inflammation driven by type 2 T helper cells 
[2]. It is still not completely understood what happens upstream of this inflamma-
tion and therefore, AD is currently mostly seen as a heterogeneous inflammatory 
response to a plethora of potential exacerbating factors, including genetic predispo-
sition, microbiome, stress, dryness of the skin (xerosis), and environmental factors 
including exposure to allergens [1]. Even though novel therapies with small mole-
cules and biologics have greatly improved therapeutic outcomes, there are still 
many patients who do not adequately respond to these therapies, so that overall, AD 
still directly and indirectly leads to a severely impaired quality of life [3–6]. One 
major factor contributing to the decrease in quality of life is the intense itch and 
associated sleeplessness [7]. Recently, discussions have opened up regarding differ-
ent endotypes of atopic dermatitis based on the spectrum of observed response to 
systemic treatments and serum biomarkers [8, 9].

In AD, more and more digital data are being generated; this includes biochemical 
data related to the microbiome, clinical parameters such as scores and device mea-
surements, but also patient questionnaire responses and clinical 2D and 3D images 
[10, 11]. For AD, recommendations regarding high-quality biomarkers have been 
established by expert interviews [12]. Together with the fact that AD affects pre-
dominantly younger patients, digital tools are increasingly impacting AD research 
and patient care.

12.1  �Crowd-Sourced Data and Social Media

Many dermatological patients including AD patients use “Dr. Google” and social 
media to inform themselves about their disease and discuss it with others [13]. 
Therefore, crowd-sourced data such as Google web search data and social media 
analyses can provide insights into population level needs and estimates of disease 
burden in correlation to different environmental factors [14–16]. Especially in AD, 
patients are predominantly younger and therefore more likely to use web and social 
media platforms.

An analysis of publicly available AD-related web information in 2020 revealed a 
mixed landscape with a presence of patient support groups, but also businesses, dis-
seminating mostly general information about AD [17]. AD-related online forum 
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posts in France revealed that discussions were mostly about tips to manage AD, 
therapy failure, AD in infants, and quality of life [18]. In general, the quality of 
AD-related online information seems to be mixed to low: 17–48% of AD-related 
videos on YouTube were categorized as misleading and around one-third as poten-
tially harmful [19, 20]. Also on TikTok, in 2020, the quality of information pre-
sented by health care professionals and non-health care professionals alike was 
deemed low [21]. Noted deficiencies, especially in content from health care profes-
sionals, included failure to discuss risks of treatments and to cite sources, which 
could be in part due to the overall short length of the videos being on TikTok.

Indeed, one challenge in chronic inflammatory skin conditions like AD is to 
maintain long-term treatment adherence. Misinformation, such as the scientifically 
largely unfounded topical corticosteroid withdrawal (“steroid addition”) syndrome, 
are discussed on social media and can impact disease control [22–24]. In extreme 
cases, exposure to social media misinformation can trigger complete cessation of all 
AD therapy, resulting in predictable and avoidable flares [25].

Beyond providing passive data for analysis, social media was also used success-
fully to recruit AD participants for a clinical study [26].

Taken together, crowd-sourced data is a powerful tool providing a direct window 
into the publicly (social media) and privately (Google web search data) addressed 
concerns and stories of AD patients and is therefore important to both research and 
direct patient care. Special attention should be paid to AD-related information found 
online since it is mostly of low quality, therefore patients should be educated 
accordingly.

12.2  �Mobile Apps

Mobile apps can help patients by providing educational material and monitoring 
disease severity by patient-reported outcomes [27, 28]. For AD specifically, there is 
clinical data suggesting that mobile apps can boost AD treatment adherence and 
improve quality of life [29–31]. The major challenges and needs of adult patients, 
as well as caregivers of younger patients, regarding mobile apps for AD have been 
identified as a possibility to uncover triggers leading to flare-ups, pipelines to physi-
cians, empowerment to improve disease condition by education, and helping with 
the correct treatment, among others [32, 33]. Even though a plethora of AD-related 
apps can be found in app stores, many of them still lack clinical validation data for 
their efficacy [34, 35]. A recent example of a validated app is the “Atopic App,” 
which addresses many of the needs mentioned above and showed a significant 
reduction of AD severity scores among its users [35]. When combining future apps 

12  Digital Health and Atopic Dermatitis



188

with novel algorithms (see below) to, e.g., automatically determine scores  
from images or to predict flares, even more benefit could be generated for AD 
patients.

12.3  �Wearables

A topic which is gaining traction in dermatological research is digital wearable sen-
sors or wearables [36]. Recent advances in material science lay the groundwork for 
ever smaller and more capable wearables which can provide a plethora of measure-
ments from minimally invasive or non-invasive sensors [37, 38]. For AD, scratch 
measurement by wrist-worn non-invasive sensors was recently established in 
research [39]. Currently, wearables are being researched which track the level of 
skin dryness (xerosis) (Fig. 12.1). Data from transepithelial water loss (TEWL) sen-
sors and electrodermal activity (EDA) sensors, which are patterns of skin conduc-
tance changes, is being collected in a wearable context in the real world. It is 
hypothesized that this data cannot be used only for reactive disease monitoring, but 
also to proactively predict flares. However, even more biosensors already exist, e.g., 
measuring skin resistance, pH, or even cytokines in body fluids [40–42]. Many of 
these sensors have promising validation data, e.g., correct measurements of cyto-
kines compared to traditional methods in healthy volunteers [40]; however, data 
from larger clinical trials in patients with AD or other skin diseases are currently 
still lacking. In the future, we can expect more and more such trials, and ultimately 
wearables providing significant benefit to patients with AD.

Fig. 12.1  Development version of a wearable device for measuring the skin parameters transepi-
thelial water loss (TEWL) and electrodermal activity (EDA). Reproduced with permission by 
Eltroplan GmbH, Endingen, Germany © 2024. All Rights Reserved
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12.4  �Machine Learning and Artificial Intelligence

Once digitalized, data can be processed and analyzed in many ways, including arti-
ficial intelligence (AI) and machine learning (ML) algorithms [43, 44]. ML is a 
subset of artificial intelligence and has recently seen a rise in popularity and research 
output due to the advancement of underlying key technologies such as artificial 
neural networks [44]. Especially in the field of dermatology and for AD, the expan-
sion of possible data sources including new digital biomarkers, 2D and 3D image 
data, and data from novel techniques such as line-field confocal optical coherence 
tomography (LC-OCT) and of course, wearables, opens new possibilities for ML 
and AI analysis.

Already, 2D clinical images can be analyzed for outliers, as well as affected body 
parts with good accuracy using AI algorithms [45].

3D body scanners have been recently introduced to dermatology [11]. They can 
capture almost the whole skin surface using off-the-shelf camera chips in an instant 
and reconstruct the images to a 3D model (Fig. 12.2). By simplifying and standard-
izing image capture, these devices can provide a plethora of benefits for many skin 
diseases including AD. For example, they enable easy store-and-forward models for 
diagnosis or follow-ups and can generate standardized data needed for ML and AI 
analysis [11].

Similarly, data from new non-invasive microscopic imaging tools like LC-OCT 
could be used for ML and AI analysis, e.g., to diagnose or follow-up skin diseases 
including AD [46]. In fact, there is data that LC-OCT can have a similar value to 
conventional histology in the diagnosis of AD [47].

One strength of ML algorithms is their inference abilities on never-before-seen 
data: for example, predicting persistence of AD diagnosed in infancy with good 
accuracy based on clinical variables and serum cytokine levels becomes possible 

a b

Fig. 12.2  3D whole body scanner (a) and its output (b). The 3D whole body scanner simultane-
ously captures almost the whole skin surface using multiple cameras and reconstructs a 3D model 
from the images (b). (Source: [11])
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[48]. Furthermore, biomarkers which can predict quality of life impairment in AD 
are being systematically analyzed [49].

More and more digital data are being generated using traditional and novel tech-
niques, so it can be predicted that the field of ML and AI will offer exciting perspec-
tives in the research and treatment of AD.

12.5  �Summary

In summary, atopic dermatitis is a chronic inflammatory skin disease associated 
with allergic diseases. It affects mostly younger patients and can lead to significant 
disease burden and loss of quality of life despite modern treatments. Digital tools 
are increasingly being researched and used in AD. Patients suffering from AD can 
use online resources including web searches and social media platforms to inform 
themselves about their disease and to discuss relevant topics with others. The analy-
sis of these data can provide insights into the needs and wants of AD patients and 
could be used in future to estimate disease burden. Importantly however, the general 
quality of AD-related information online seems to be low and laced with misinfor-
mation, which can negatively affect treatment adherence. Wearable biosensors 
(wearables) are becoming increasingly smaller and more powerful and might soon 
be clinically used for AD diagnosis and follow-up. A plethora of mobile apps have 
been published in the app stores, and initial studies confirm beneficial effects in AD; 
however, there is still insufficient clinical data validating their widespread use in 
AD. Digital data lends itself to machine learning and artificial intelligence analysis. 
Already today, it is possible to estimate persistence of AD beyond childhood based 
on biomarkers and predict quality of life impairment. Since more and more digital 
data are generated, and new digital diagnostic tools like optical coherence tomogra-
phy and 3D full body scanners are being established in dermatology, we can expect 
many more exciting applications of machine learning algorithms in skin dis-
eases and AD.
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Abstract  Atopic diseases (asthma, eczema, rhinitis) are heterogeneous, both in 
their course (curricular heterogeneity, i.e., differences in the time-course of their 
development) and their cause (aetiological heterogeneity, i.e., differences in the 
underpinning pathological mechanisms). Despite this diversity of mechanisms and 
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later outcomes, at symptom onset, clinical presentation in different subgroups of 
patients (such as transient or persistent wheezers) may be similar. Consequently, it 
is difficult to predict the course of allergies in individual patients, and the mecha-
nisms associated with the persistence and remission of symptoms are poorly 
understood. Collection of vast amounts of longitudinal clinical data and high-
throughput technologies may help us to understand the complexity of the develop-
ment of childhood allergies. However, it is challenging to process, analyze, and 
interpret the large volumes of clinical and biological data. Machine Learning (ML) 
is a fundamental technology which may meaningfully process data that exceed the 
capacity of the human brain to comprehend, and ML models can digest large 
amounts of data quickly and identify underlying patterns within large data sets. 
However, it is important to emphasize that these patterns do not necessarily corre-
spond to underlying biologic pathways. This chapter provides examples on how 
different ML approaches and methodologies (predictive and explanatory) have been 
used in pediatric allergy research, focussing on two specific exemplars: (1) under-
standing heterogeneity of childhood wheezing illness, including prediction models 
for childhood asthma and (2) understanding heterogeneity of childhood allergic 
sensitization and its relationship with asthma.

13.1  �Introduction

Atopic diseases (including asthma, eczema, rhinitis) are heterogeneous, both in the 
time-course of the development and progression of symptoms (curricular heteroge-
neity) and in their underpinning pathological mechanisms (aetiological heterogene-
ity) [1]. The current diagnostic labels are mostly based on “typical” symptoms and/
or medication use (e.g., wheezing is considered a key symptom of asthma) and do 
not map precisely onto underlying disease mechanisms [2]. The burden of allergic 
diseases is considerable for patients, their families, and the society; for example, 
despite considerable improvements in the quality of care, asthma remains a cause of 
death among children and young people [3, 4]. Over recent decades, numerous epi-
demiological studies have demonstrated a close relationship between specific 
immunoglobulin E (sIgE) antibody responses and asthma, rhinitis, and eczema 
[5–7] (thereby justifying the label atopic diseases). However, the data about the 
strength of this association are inconsistent across studies [8–11], and there are no 
reliable and reproducible sensitisation parameters on which clinicians can base 
accurate diagnosis and risk prediction [9, 12, 13].
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13.2  �Curricular Heterogeneity of Preschool Wheezing 
and School-Age Asthma

Approximately half of children in the developed countries experience at least one 
episode of wheezing by school-age, and the majority of hospital admissions for 
acute wheeze attacks occur among preschool children [14]. In many patients, 
wheezing remits by mid-school age, but other children develop persisting symp-
toms, which are often diagnosed as asthma [15–17]. However, despite heterogeneity 
in long-term outcomes, clinically, at the onset of symptoms, patients whose wheeze 
will remit (“transient wheezers”) and those in whom wheeze will persist (“persis-
tent wheezers”) clinically appear very similar, and differentiating those preschool 
wheezers who will stop wheezing from those whose wheezing will persist is diffi-
cult [18]. In addition, mechanisms associated with persistence or remission of 
wheezing are poorly understood [16, 19]. The persistence likely involves numerous 
factors, including immunological [20], genetic [21], environmental [22] and their 
interplay [23] (reviewed in [24]). Some of the key areas of unmet need for both 
patients/families and healthcare professionals are accurate diagnosis and long-term 
prognosis. In addition, identification of factors associated with persistence of 
wheeze may also help identify novel therapeutic and intervention targets.

Over the last decades, substantial effort has been devoted to understanding the 
heterogeneity of childhood wheezing [15, 25–27]. In 1989, Nicola Wilson provided 
an exceptional account of the complexities of wheezing illness in preschool chil-
dren, including the suggestion for the introduction of the term virus-associated 
wheeze, and another clinical observation that shaped our thinking that of the differ-
ences in temporal patterns of wheezing between different patients, including remis-
sion, relapse, and persistence [28]. Martinez et  al probed the natural history of 
wheezing using data collected at ages 3 and 6 years in the Tucson birth cohort and 
described three wheezing phenotypes in preschool age (transient early, late-onset, 
and persistent); different phenotypes were associated with different risk factors 
[29]. These findings were confirmed in several cohorts [30–32].

13.3  �The Big Data Era: Meeting Unmet Needs Using 
Modern Data Approaches (MDAs)

After these early observational studies, the long-term follow-up of birth cohorts and 
recent rapid technological advances resulted in collections of vast amounts of lon-
gitudinal clinical information spanning decades, with associated data from high-
throughput technologies. However, such large volumes of data are challenging to 
process, analyze, and interpret, and underlying patterns within such data sets are 
often impossible for human eye to observe, i.e., they are hidden (latent) [33, 34]. 
The detailed analysis of this sort of “big data” [35] holds the promise for better 
understanding of asthma and atopic diseases. Machine learning (ML) is a 
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technology that allows to meaningfully process data that exceed the capacity of the 
human brain to comprehend, and ML models can digest large amounts of data and 
identify patterns/clusters that humans cannot find. It is important to emphasize that 
although these different clusters are sometimes referred to as “endotypes,” such pat-
terns may [36] or may not [37] correspond to different underlying mechanisms. In 
other words, the scientific discoveries made using ML should be both interpretable 
and verified [37], and clusters identified using data-driven methodologies remain 
hypothetical constructs until their underlying mechanisms confirmed in carefully 
conducted studies [34, 37].

Modern data approaches (MDAs) grounded in artificial intelligence (AI) and ML 
are fundamentally dependent on having large-scale high-quality data sets and the 
computational power and algorithms to analyze that data. The emergence of these 
methods has led to a new approach to doing science, often called the data-driven 
approach, and over the last 15 years, substantial effort has been devoted to under-
standing the heterogeneity of childhood allergic diseases using these modern data 
analysis techniques (reviewed in [1, 15, 25–27]).

13.4  �ML, AI, and Data Science

ML, AI, and data science have had a profound influence on medical research in the 
last few decades. The annual rate of scientific papers on AI increased tenfold from 
2012 to 2021 [38], with a similar pattern in AI/ML for allergic diseases [39, 40]. 
However, in their rapid uptake, the meaning of the various terms that fall under the 
MDA umbrella (multivariable statistics, AI, ML, data science, etc.) have often been 
confused [1, 39].

In general, statistics is concerned with the collection, organization, and interpre-
tation of data. Statistical analysis can be divided into descriptive and inferential, 
with inferential analysis being particularly important to the topic of this chapter. 
Inferential statistics deals with drawing conclusions from data when the observa-
tions are subject to chance variation, i.e., evaluating hypotheses when there is a 
considerable element of uncertainty. To address this, statisticians adopted the math-
ematical tools of probability theory; however, in contrast to mathematics which in 
general answered the question “what data result from this chance process?” the 
statisticians sought to answer “what chance process do the data result from?” [1].

The development of the digital computer marked the beginning of computer sci-
ence, with AI at its heart. Computer science is concerned with the automation of 
calculation, which had historically been a mental work; the takeover of this unique 
human function by mechanical-electrical systems opened the question of whether 
other aspects of natural intelligence could also be emulated in artificial systems 
(e.g., whether we can build a computer system capable of performing a mental task 
better than a human). This is relevant for the application of AI in medicine as an aid 
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to clinical diagnosis, treatment selection, and decision-making, which are tasks tra-
ditionally performed by doctors. A prime example of such application is the use of 
AI in radiology [41].

Machine learning is a branch of AI generally concerned with the development 
and study of algorithms that can learn from data and generalize to unseen data and 
make predictions.

13.5  �Machine Learning: Supervised 
and Unsupervised Approaches

The main objective of supervised ML is to predict output variables from input vari-
ables. The success of the trained model is validated by its ability to correctly predict 
the output variable when given unlabelled inputs [1]. Classical regression models, 
support vector machines, and deep learning (using artificial neural networks) are all 
methods of supervised ML.

The task of unsupervised ML is to find patterns in large data sets. Clustering is 
one example, and statistical models at the heart of unsupervised ML proceed from 
two mathematical definitions, one of the abstract patterns (e.g., clusters) being rec-
ognized in the data set, and the other of what a “close fit” of data to a pattern means 
[1]. The success of a model is measured by its ability to re-establish the same pat-
terns when asked to look at the data multiple times, as well as to reproduce the 
same/similar patterns in similar data sets.

Some AI/ML researchers draw distinction between two classes of objectives 
when using ML in medical research, predictive, and explanatory [42]. Predictive 
ML seeks to make accurate and useful predictions, without requiring an explanation 
of the predictions (for example, when we don’t care what features of the radiologi-
cal image a software is “using” to come to its conclusion, as long as the pathological 
feature is correctly identified). Explanatory ML is done to describe, explain, or 
understand patterns in the data; it is conducted when the processes that give rise to 
the data are of primary interest. Such work is usually model-based; the assumptions 
about the medical problem domain are made explicit and re-expressed in a precise 
mathematical form, from which a bespoke algorithm to answer specific question 
about the problem at hand is determined [42].

In this chapter, we will give examples on how these different approaches and 
methodologies (predictive and explanatory) have been used in pediatric allergy 
research, using two specific exemplars: (1) understanding heterogeneity of child-
hood wheezing illness, including prediction models for childhood asthma and (2) 
Understanding heterogeneity of childhood allergic sensitisation and its relationship 
with asthma.
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13.6  �Prediction Models for Childhood Asthma: Are 
We Trying to Predict the Unpredictable?

ML approaches for the prediction of childhood asthma have been reported to have 
better performance and generalizability over regression-based models (such as the 
Asthma Prediction Index) [43]. For example, ML has been used to develop and 
externally validate a “Childhood Asthma Preschool Prediction” model (CAPP) 
[43], but although promising, this approach is not sufficiently useful for a roll-out to 
clinical practice (with the AUC of 0.82). Subsequent extension of this work aimed 
to establish whether inclusion of large-scale genetic and epigenetic information 
improves the prediction ability [44]. The genomic risk scores per se had modest 
discriminative performance (e.g., AUC, for polygenic risk score was only 0.64), and 
their integration only marginally improved the performance of the ML prediction 
CAPP model (from AUC of 0.82 to AUC of 0.84) [44]. The limited predictive per-
formance of genomic risk scores and their inability to improve upon the perfor-
mance of ML asthma prediction models may suggest that predictors of the highly 
heterogeneous phenotype of “asthma diagnosis” are unlikely to be clinically useful, 
and that studies predicting specific, more homogenous phenotypes (clusters) of 
wheezing are required.

13.7  �Data-Driven Methods to Understand 
Wheezing Phenotypes

Most data-driven analyses to date to understand childhood wheezing phenotypes 
used the latent class analysis (LCA) [45–50], in which repeated information on 
wheeze presence is used to uncover temporal patterns over a specified time interval 
(reviewed in [51]). These analyses revealed structure within the datasets which may 
be viewed as similar, but more granular to the original description of the three phe-
notypes (transient, persistent, and late-onset [29]), suggesting the existence of one 
[52, 53], or two further intermediate phenotypes [48–50]. Of note, although “wheeze 
phenotypes” derived from different analyses often share the same nomenclature, 
they often differ in the age of onset, resolution, prevalence, and associated risk fac-
tors [15, 26]. Some of these inconsistencies are partly due to the sample size, fre-
quency, and timing of data collection, which all influence the number and type of 
phenotypes [54].

Ultimately, the key question is whether different wheeze phenotypes are differ-
ent disease, i.e., whether they are underpinned by different mechanisms [55]. In 
relation to this point, if the genetic associates of these different latent classes/pheno-
types are different, it would suggest that different mechanisms may be at work. 
However, one study suggested that the associations between multiple 17q12–21 
variants were similar for all wheeze phenotypes, indicating a shared genetic origin 
[56]. In contrast, a large study which derived wheeze phenotypes from birth to 
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adolescence in >15,000 individuals recently suggested that genetic associates are 
phenotype-unique [57]. A multivariate genome-wide association study (GWAS) of 
wheezing phenotypes derived using LCA reported subsets of independent single 
nucleotide polymorphisms (SNPs) which were exclusively associated with persis-
tent wheeze, preschool remitting mid-childhood remitting, or late-onset wheeze 
[57], with little evidence of shared genetic architecture between different pheno-
types. The analysis also identified two GWAS-significant loci associated exclu-
sively with persistent wheeze (but not any other wheeze phenotype): 17q12–21, 
p  <  5.5  ×  10−9, and a novel locus on chr9q21.13 close to annexin 1 (ANXA1), 
p < 6.7 × 10−9. Functional studies in a mouse model demonstrated that both ANXA1 
protein and mRNA expression were significantly increased in lung tissue following 
exposure to dust mite allergen, and experiments in ANXA1-/- deficient mice indi-
cated that loss of ANXA1 resulted in increased airway hyperreactivity and T2 
inflammation upon allergen challenge [57]. A further study provided mechanistic 
explanation for how ANXA1 may be associated with persistent wheezing [58]. This 
series of studies suggest that annexin 1 may be important in wheezing persistence, 
and the potential power of data-driven methodologies in deep phenotyping to better 
understand mechanisms underpinning complex traits.

13.8  �Homogeneity and Stability of Wheeze Phenotypes 
Discovered Using MDAs

When using some of the data-driven methods such as LCA, a proportion of children 
may be classified imprecisely [56], and there may be a transition of individual chil-
dren between different phenotypes in different runs of the model (e.g., one study has 
shown that as many as 23% of participants may move into a different phenotype 
when using complete and incomplete data set) [59]. The impact of this on the assess-
ment of mechanisms underpinning different phenotypes is unclear. Recently, we 
developed a novel data-driven method which improves the assignment to wheeze 
phenotypes, at least in terms of internal homogeneity and stability [60]. Through 
clustering of multi-dimensional variables of wheezing spells (including duration, 
temporal sequencing, and extent of persistence/recurrence), we derived wheeze 
clusters which were more homogenous and stable compared to previous methods 
[60]. However, it is not certain that greater internal homogeneity will necessarily 
result in a better classification that maps more closely to underlying pathologic 
mechanisms.

Irrespective of some uncertainties outlined above, one important point needs to 
be emphasized: all phenotypes of preschool wheezing (even the transient ones) are 
associated with impaired lung function in early adulthood [59–62]. Given that 
diminished lung function at the physiological peak in the third decade is associated 
with adverse health outcomes through life course (from COPD to premature death 
of all causes) [63–67], we need to pursue research to understand mechanisms of all 
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childhood wheeze phenotypes. End-organ pathology may be crucial for ascertain-
ing such mechanisms. Recent unsupervised ML analysis of data on lower airway 
inflammation and infection from bronchoalveolar lavage in preschool children with 
severe wheeze who underwent clinically indicated bronchoscopy revealed four 
pathophysiological clusters, which had distinct allergic sensitisation profiles and 
blood eosinophils, and also differed in BAL microbial profiles [68], demonstrating 
the power of MDAs in helping us to move from diagnostic labels to underlying 
mechanisms.

13.9  �Allergic Sensitization and Atopic Diseases

Another important question which needs to be answered is whether different clus-
ters of wheeze/asthma described above, and other allergic diseases (rhinitis [69], 
eczema [70, 71], and allergic multimorbidity [17]) differ in their association with 
allergic sensitization. It is interesting that despite different genetic architecture [57], 
highly concordant longitudinal sensitization patterns were associated with different 
wheeze phenotypes, with sensitization trajectories from infancy to adolescence 
being almost identical in persistent and late-onset wheezing [59, 60]. However, 
wheeze preceded sensitization in persistent cluster, while sensitization preceded 
wheeze in late-onset wheezing [60]. In contrast to these findings, similar unsuper-
vised analysis in South African birth cohort study has shown no association between 
persistent wheeze and sensitisation [72]. Overlapping sensitisation trajectories were 
recently reported also in relation to different lung function trajectories [73].

Consistent with the above data on wheeze phenotypes and sensitization, recent 
study reported very similar association between allergic sensitization and different 
eczema clusters which were derived using data-driven methodologies [70]. All 
eczema clusters were associated with allergic sensitization in early-school age; 
however, eczema preceded sensitization in the persisting clusters, while children 
with late-onset eczema tended to develop sensitization before the onset of symp-
toms [70].

Finally, recent study reported interesting data on the relationship between aller-
gic multimorbidity and sensitization [17]. Children with multimorbidity of eczema, 
wheeze, and rhinitis were more likely to be sensitized, but more than half of subjects 
with persistent multimorbidity of all three “atopic” diseases were not sensitized at 
age 5, and ~30% were not sensitized in adolescence [17].

This relative lack of clarity and consistency on the role of sensitization in child-
hood atopic disease, both among individual patients and at population level, may 
indicate that the term “allergic sensitisation” as used currently in clinical practice 
may compose of several distinct types of sensitization that differ in their association 
with asthma and other atopic diseases [45, 74]. Some of these subtypes of sensitiza-
tion may be “benign” (i.e., not associated with clinical symptoms), and some are 
“pathologic” [75], but we lack tools at the point of care in primary practice to deter-
mine in sensitized individual patients whether sensitization is important, or a chance 
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finding. In a finding consistent with this idea, a pioneering ML analysis which took 
into account the type of allergen, and the timing of onset and remission of IgE 
responses from infancy to school-age, suggested existence of several distinct clus-
ters of sensitization, and identified one of these (described as “Multiple early”) as a 
strong associate of asthma diagnosis, and among patients with asthma, a marker of 
disease severity [45, 74]. However, currently, individuals can be assigned to these 
different sensitization clusters only through modeling of longitudinal data on allergy 
tests collected over many years. What we need for diagnostic and prognostic pur-
poses are biomarkers to differentiate in individual sensitized patients, preferably at 
a single clinical consultation, whether sensitization is important for current or future 
symptoms, or whether it is a chance finding of little or no relevance to the disease. 
Ultimately, knowing which sensitization subtype an individual patient has, and how 
this will develop throughout life course, may help predict whether a sensitized indi-
vidual will have specific clinical symptoms, their severity, and allergic comorbidity.

13.10  �Disaggregating Allergic Sensitization

Traditionally, whole allergen extracts (either in skin prick tests and/or measurement 
of sIgE) are used to diagnose allergic sensitization. However, confirmation of sensi-
tization using these standard diagnostic tests does not confirm that patient’s symp-
toms are caused by an IgE-mediated reaction [5, 76]. Quantification of allergic 
sensitization through IgE titre or size of skin test wheal rather than commonly used 
binary cut-offs can increase the specificity (both in terms of diagnostic accuracy 
[77, 78] and the ability to predict the persistence of symptoms [79]). However, the 
problem of a significant number of false-positive test results remains [5, 6]. 
Consequently, although asthma is closely associated with allergic sensitization, 
most current guidelines do not recommend assessment of sensitization in asthma 
diagnosis or monitoring [22]; in contrast, most individual physicians caring for chil-
dren with asthma considered monitoring of allergy to be of a high priority for moni-
toring childhood asthma [80].

We can now describe sensitization in much greater detail using component-
resolved diagnostics (CRD, also known as molecular allergy tests) that measures 
sIgE to a large number of allergenic molecules or allergen components (component-
specific IgE, c-sIgE). For example, in allergy to peanut [81–83] and other foods [84, 
85], sensitization-specific allergenic proteins in allergen extracts are important for 
making a distinction between true allergy and asymptomatic sensitisation. 
Consequently, CRD is established in clinical practice in food allergy [86, 87], but 
the data to support similar approach in allergic airway diseases is lacking.

The field of molecular allergology is fast-moving, and European Academy of 
Allergy and Clinical Immunology (EAACI) established a Taskforce to summarize 
state-of-the-art information on allergen molecules, their clinical relevance, and their 
application in diagnostic algorithms for clinical practice, which recently published 
The Molecular Allergology User’s Guide 2.0 to provide a comprehensive guidance 
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on CRD [88]. Technological developments have led to products in which c-sIgE to 
hundreds of allergen components can be measured using the multiplex-based assays 
(reviewed in [89, 90]). This has created conditions to test the notion that measuring 
sensitization using CRD multiplex array data may be more informative than stan-
dard tests in respiratory allergy, to allow us to identify clinically relevant sensitiza-
tion more accurately. As an example, several specific c-sIgEs in early life may be 
risk molecules for predicting asthma in school-age and adolescence [91, 92], and 
c-sIgE polysensitization to house dust mite (HDM) components predicts allergic 
disease [93].

13.11  �CRD and Asthma: Application of ML Techniques

CRD arrays produce complex data sets which are ideal for the application of ML 
techniques to interrogate the data [94]. In previous studies, to shed light on the rela-
tionship between allergic sensitization and respiratory diseases, we applied ML 
techniques to the CRD microarrays data [95–98]. Our initial analysis identified 
three patterns of c-sIgE responses measured by a commercial CRD array, with a 
strong association between asthma and sensitisation to a group of 27 components of 
plant, animal, and fungal origin [96]. In further studies, we demonstrated a clear 
association of different longitudinal trajectories of c-sIgE responses with clinical 
outcomes; for example, an early-onset grass trajectory increased the risk of asthma 
substantially [97]; in contrast, a similar pattern starting 2–3 years later (late-onset 
trajectory) was not associated with asthma, but was strongly predictive of rhinitis. 
In a follow-up study that looked at the whole panel of >100 allergenic molecules 
longitudinally, specific component clusters at age 5 years were strong predictors of 
asthma at age 16 years [98], suggesting that it may be possible to develop ML inter-
pretation algorithms for CRD multiplex arrays which practising physicians may use 
to predict the future risk of asthma [98].

It is reassuring that unsupervised ML approaches identified component clusters 
which are biologically plausible, reflecting the sources of allergenic proteins (e.g., 
grass and HDM clusters) [96] or their structural homogeneity within protein fami-
lies (e.g., pathogenesis-related [PR]-10 and profilin clusters [98]). Also of note is 
the finding that almost identical component clusters were uncovered using different 
ML methodologies in studies of children and adults with asthma [99]. These studies 
suggest a remarkable similarity in the structure of the CRD component sensitization 
patterns in the general population [98, 100] and among patients with asthma [99].

Taking into account the findings of previous studies which reduced dimensional-
ity of the multiplex array data using different ML techniques to cluster components 
or patients [95–98], and recently published observation that the number of c-sIgE 
responses within each cluster and their specific within-cluster patterns add further 
information improving the diagnosis and prediction of asthma and rhinitis [101], we 
developed a different ML approach to analysis of the complex CRD data by apply-
ing network analysis to investigate interactions and connectivity patterns between 

A. Custovic et al.



205

c-sIgE on a CRD array and related these to asthma diagnosis [100]. This study has 
shown that in contrast to peanut allergy, in which sensitization to a specific peanut 
protein predicts clinical reactivity, what predicted asthma was not c-sIgE to any 
individual molecule, but the pattern of interaction between c-sIgEs [100]. 
Importantly, underlying structure was very similar to that described in other analy-
ses using different unsupervised techniques [96–98]. Further analyses revealed a 
differential network of pairwise interactions between a limited number of c-sIgEs 
from different component clusters, which predicted asthma with an excellent bal-
ance between sensitivity and specificity [100].

We then applied a similar approach to investigate whether, among sensitized 
patients with asthma, we can differentiate those with severe disease from patients 
with mild/moderate asthma [99]. These studies in the U-BIOPRED severe asthma 
cohort demonstrated that the pattern of connectivity and interactions between c-sIgE 
and multiple allergenic proteins is a potentially important biomarker of asthma 
severity in sensitized asthmatics, both among school-age children and adult patients 
[99]. We have shown that there is higher connectivity among c-sIgEs in severe 
asthma, although these connections were weaker than those in mild asthma. The 
mild asthma c-sIgE network had less co-sensitizations, but these were stronger [99]. 
Of note, although patients were recruited from seven different European countries 
with considerable differences in the pattern of allergen exposure and sensitization, 
we found remarkable consistencies in the connectivity structure among c-sIgEs 
compared to our previous studies at the UK general population level [99]. These 
data suggest that it may be possible to develop algorithms to differentiate clinically 
important sensitization patterns associated with asthma severity.

13.12  �Prospects for Future Work

The acknowledgment that asthma and other atopic diseases, as well as allergic sen-
sitization, are principally diagnostic label, rather than diagnoses pointing to well-
understood pathophysiological mechanisms, raises several prospects for research 
which can be handled by combining different data approaches.

In relation to current clinical diagnoses, ML models are taught to predict the 
diagnostic label from examples; if that label does not map onto any underlying dis-
ease processes and mechanisms, our ability to accurately predict development of 
“disease” within individuals will be limited. To address this, one potential avenue of 
research is to disaggregate childhood atopic diseases using MDAs to better repre-
sent their mechanistic heterogeneity, and to use different disease phenotypes/
classes/clusters as the inputs in supervised ML models. By integrating longitudinal 
clinical data with rich biomarker, biological and -omics data, this could help us 
answer questions about the biological associates of the various disease clusters.

In parallel, we could aim for clinical application by seeking to find a small set of 
features which could be easily obtained in early childhood, and which would 
strongly predict various clusters to aid prognosis, thus enabling clinicians to better 
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manage patients, and help parents with the uncertainty surrounding the disease. 
However, to achieve this will require large international collaborations to guarantee 
validation and generalizability of any findings. Once this is completed, we should 
aim to reform the taxonomy of childhood atopic diseases from traditional symptom/
medication-based criteria toward a mechanism-based framework.
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Abstract  As the healthcare landscape undergoes a digital revolution, new avenues 
are emerging for ensuring patient safety, fostering real-time clinical decision sup-
port, and enhancing personalized medical care. One area of significant impact is in 
the management of drug allergies. Drug allergies, potentially life-threatening 
responses to medications, present a ubiquitous challenge to clinicians and patients 
alike. Accurate diagnosis, documentation, and communication of these reactions are 
vital for preventing adverse events. Digital health, encompassing electronic health 
records (EHRs), mobile health (mHealth) applications, wearable technologies, and 
data analytics, is reshaping the way drug allergies are identified, documented, and 
managed. This chapter delves into the interplay between digital health solutions and 
drug allergy management, highlighting the advancements, current challenges, and 
the future trajectory of integrating technology to enhance patient safety and care 
quality. The intersection of digital health and drug allergies promises not only 
improved patient outcomes but also a paradigm shift in proactive and personalized 
allergy management.

14.1  �Introduction

The management of drug allergies has traditionally relied on manual record-keeping 
and communication among healthcare providers. This approach, however, has 
proven to be error-prone, time-consuming, and sometimes ineffective in preventing 
allergic and adverse reactions. Digitalization offers a solution to these challenges by 
leveraging electronic health records (EHRs), health information exchange (HIE) 
systems, and other technological tools.

In recent years, the integration of digital health technologies has revolutionized 
the healthcare landscape, offering innovative solutions for various medical chal-
lenges. One area where digital health has shown promise is in managing drug 
allergies.

Before delving into the impact of digital health on managing drug allergies, it is 
important to understand what drug allergies are. A drug allergy is an adverse reac-
tion of the immune system to a medication. Unlike side effects, which are often 
predictable and dose-dependent, allergies are unpredictable and can range from 
mild skin rashes to severe anaphylaxis or multi-organ failure in severe delayed cuta-
neous reactions (SCARS). These severe allergic reactions can be fatal if not treated 
promptly. The challenge with drug allergies lies not only in their diverse manifesta-
tions but also in the difficulty of predicting who will experience an allergic reaction 
to a particular medication.
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Digital health technologies, including electronic health records (EHRs), wear-
able devices, and mobile apps, are playing a crucial role in transforming how we 
understand drug allergies.

This chapter explores the intersection of digital health and drug allergies, high-
lighting various applications that enhance drug allergy management, patient educa-
tion, and healthcare provider communication.

14.2  The Role of Digital Health

Digital health encompasses a wide range of technologies designed to improve 
healthcare delivery and patient outcomes using digital, electronic, and mobile tools. 
When it comes to managing drug allergies, digital health solutions offer several 
crucial benefits:

	1.	� Improved Patient Safety
Digitalizing drug allergies significantly improves patient safety by reducing the 
risk of medication errors. With readily accessible allergy information, healthcare 
providers can make more informed decisions about prescribing medications, 
reducing the likelihood of adverse reactions. This is especially critical in emer-
gency situations where quick decisions must be made.

	2.	� Enhanced Healthcare Efficiency
Efficiency in healthcare delivery is another notable benefit of digitalizing drug 
allergies. Rapid access to patient allergy information streamlines the medication 
reconciliation process, enabling healthcare providers to prescribe appropriate 
drugs more efficiently. This can lead to shorter hospital stays, reduced adminis-
trative burdens, and improved patient satisfaction.

	3.	� Accurate Data Management
Digitalization allows for standardized and consistent recording of drug allergy 
information. This contributes to more accurate data management and analysis, 
facilitating research on drug allergies, their prevalence, and patterns. Such 
insights can inform clinical practices and improve patient care strategies.

	4.	� Interoperability and Continuity of Care
Interoperability is a key advantage of digitalizing drug allergies. When integrated 
with EHRs and HIE systems, allergy information can seamlessly travel across 
different healthcare facilities, ensuring continuity of care even when patients 
visit different providers. This is particularly valuable for individuals with com-
plex medical histories.

14  Digital Health and Drug Allergies
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14.3  �Digital Health Solutions for Drug Allergies

14.3.1  �Data Collection and Aggregation: Electronic Health 
Records (EHRs)

Electronic Health Records (EHRs) [1] have revolutionized the way patient informa-
tion is stored and shared across healthcare settings. In recent years, EHR systems 
have evolved to include comprehensive drug allergy profiles for patients. These 
profiles are not only accessible to healthcare providers within a particular institution 
but also facilitate information exchange across different healthcare facilities. This 
interoperability ensures that vital allergy information is available to emergency 
responders and specialists, thereby reducing the risk of adverse reactions due to lack 
of data. Also, this data can be aggregated and analyzed to identify trends and risk 
factors associated with drug allergies. Machine learning algorithms can sift through 
large datasets to find patterns that might not be obvious to human researchers.

While potentially being the perfect solution for recording drug allergy informa-
tion, it also raises several issues. Drug allergies are documented in the allergy sec-
tion in most EHR systems, often together with non-allergic adverse reactions, 
contraindications, environmental allergies, and patient’s preferences, but while 
these are usually clearly described and differentiated inside the subsection, the 
information is often displayed as “allergy” in the shortcut layout, contributing to 
confusion in the users. Most of the EHRs allows recording of both coded and non-
coded information: this can bring in turn to oversimplification or to an excess of 
details. The same category “rash” can be used for a severe cutaneous adverse reac-
tion or for a benign delayed maculopapular rash. On the contrary, the use of “other” 
plus a detailed description of the reaction entered as free text, while being poten-
tially useful for future users, may also cause several issues, like the need to access a 
subsection to get to the actual information or the problematic exportation of data 
while migrating to a different EHR or during data analysis.

Information under the allergy section may be entered by several different health-
care professionals, including physicians, physician assistants, nurses, and pharma-
cists. Interestingly, allergists are responsible only for a small minority of the allergy 
records [1]. Most of non-allergist professionals have a very limited knowledge of 
immune-mediated drug reactions and how to distinguish them from non-immune 
adverse drug reaction reactions or from pharmacological side effects.

Several retrospective studies [1, 2] have shown that the quality of allergy docu-
mentation in EHRs is overall poor or requires active efforts for reconciliation [2]. 
For example, a retrospective study analyzing the quality of documentation of con-
trast media allergy in EHR in the greater Boston area showed that more than two 
thirds of the entries were of low quality, i.e., did not even specify if the contrast was 
iodinated or gadolinium-based [3]. Interestingly, the vast majority of the low-quality 
entries were coded data in which the generic term “contrast medium” was selected 
without any additional information. This again highlights the need of standard defi-
nitions for drug adverse reactions and of providing specific training on adverse drug 
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reaction nomenclature and definition to all the healthcare workers in charge of edit-
ing the allergy section in the EHR.

Drug allergy information recorded in EHR should ideally be able to facilitate 
decision-making by triggering clinical decision support (CDS). CDS is potentially 
a very powerful tool: it prevents ordering medications responsible for previous reac-
tions, it alerts the clinician or pharmacist of possible cross-reactions when prescrib-
ing a new medication by providing an alert message [4]. However, there are few 
potential flaws in the system: over recording of mild and non-immune mediated 
reactions can produce a high number of alerts, causing the well-described phenom-
enon of the “alert fatigue” in the healthcare providers [5]. On the other hand, incor-
rectly entered allergy information (e.g., using free text or generic categories) may 
fail to activate the CDS system.

Considering all these challenges, specific workforces have been created by sci-
entific societies in the allergy filed with the aim of producing agreed definitions, 
promoting good clinical practices, providing education to the healthcare staff 
responsible for drug allergy documentation, and liaising with EHR software compa-
nies to reshape the allergy module in order to improve its effectiveness [6, 7].

14.3.2  �Mobile Applications for Patient Empowerment

Mobile applications [8] have empowered patients to take charge of their health, and 
this trend extends to managing drug allergies. Patients can now utilize smartphone 
apps to input and update their allergy information in real time. These apps often 
come with features like barcode scanning, allowing patients to quickly check 
whether a specific medication contains allergens. Additionally, some apps provide 
personalized alerts and reminders to help users avoid potential allergens in over-the-
counter drugs and supplements.

Apps like “AllergyAlert” and “Medisafe” enable users to input their allergies, 
including drug sensitivities, and receive personalized alerts and reminders. These 
apps often integrate with electronic health records (EHRs) and can notify users 
about potential drug interactions, helping patients and caregivers manage their med-
ications safely.

14.3.3  �Wearable Medical Devices

Wearable devices [9] equipped with sensors and biometric tracking capabilities can 
provide real-time monitoring of physiological parameters, helping to detect early 
signs of allergic reactions. For instance, smartwatches with heart rate monitors and 
skin conductivity sensors can alert users to abnormal changes that might indicate an 
allergic response.
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14.3.4  �Telemedicine and Virtual Consultations

Telemedicine platforms [10] have gained prominence, especially in remote or 
underserved areas, allowing patients to consult allergists and healthcare profession-
als virtually. There are many studies supporting virtual consultation for various 
medical practices. However, the management of penicillin allergy through virtual 
consultation during the COVID-19 pandemic was a unique example, Ghassemian 
et al. [11] addressed the challenges of traditional in-person oral provocation tests, 
which are essential but were disrupted by social distancing measures, the research-
ers implemented a virtually supported platform for penicillin allergy delabeling. 
The process involved initial virtual assessments and subsequent virtual oral amoxi-
cillin challenges under remote supervision by allergists, proving not only feasible 
but also safe, with all 23 participants successfully completing the challenge without 
adverse reactions.

The outcomes of this study highlight the broader applicability of virtual health 
services in allergy management, suggesting that such models could be extended 
beyond the pandemic to offer a cost-effective, accessible, and efficient alternative 
for allergy delabeling. This shift could significantly reduce the strain on healthcare 
facilities while ensuring patient safety and improving access to necessary care, par-
ticularly in remote or underserved areas. This virtual approach aligns with other 
literature that has demonstrated the efficacy of telemedicine in improving patient 
outcomes across various medical fields, thereby supporting the integration of digital 
health strategies into more permanent healthcare practices.

14.3.5  �AI-Powered Decision Support Systems

The integration of artificial intelligence (AI) and machine learning (ML) algorithms 
has given rise to Allergy Decision Support Systems. These systems analyze patient 
data, medical histories, and medication regimens to predict potential drug allergies 
and recommend safer alternatives. By assessing large datasets, these systems can 
identify hidden patterns and correlations that might not be apparent through tradi-
tional methods. Such predictive capabilities empower healthcare professionals to 
make informed decisions and prescribe medications that align with a patient’s 
allergy profile.

Drug allergies documented in the electronic health record (EHR), including pen-
icillin allergies, are common and often inaccuarte [12] with up to 15% of hospital-
ized patients [13, 14] and 10% of the general population [15, 16] reporting a 
penicillin allergy. Of these individuals, more than 90% can tolerate penicillin after 
formal allergy testing, and many of the intolerances during testing are not represen-
tative of serious allergic responses. Incorrect penicillin allergy labels are recognized 
as both a public health concern and a medication safety issue because of the many 
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associated harms which include increased multidrug-resistant infections and 
increased mortality [17–19].

The burden and impact of penicillin and antibiotic allergies have been estab-
lished by many studies (Table 14.1). However, the main challenge is how to imple-
ment a safe clinical decision support tool to delabel patients with inaccurate 
Penicillin allergy label; moreover, given the limited numbers of allergy and immu-
nology services [19]. This huge task cannot be undertaken by immunologists and 
allergists alone; hence, the way forward is to empower non-immunologists and non-
allergists to champion this process.

14.4  �Clinical Decision Support Tool in Practice Across 
the Globe

There have been many successful attempts by non-immunologists and non-allergists 
to delabel penicillin allergy across the globe to establish a risk stratification path-
ways (Table 14.1); approximately 25–30% of patients with penicillin allergy label 
could have been delabeled [20] on the basis of clinical history alone, without the 
need for allergy tests; several studies [21, 22] have explored models of non-specialist 
PenA delabeling. Studies have taken place in emergency department, inpatient 
(pharmacy led), preoperative, and in the outpatient settings. The risk stratification 
processes, inclusion and exclusion criteria have varied [21, 23]. Delabeling has been 
based on history alone in some cases, and others have included skin testing and/or 
direct oral challenge testing. The outcomes have overall been positive with very few 
adverse reactions, all of which would be classified as mild without any cases of 
anaphylaxis or delayed severe hypersensitivity occurring. A recent systematic 
review confirms the safety of direct oral provocation, after risk assessment, in low-
risk non-specialist cohorts. The global experience is strongly supportive of non-
specialist delabeling using risk assessment and/or decision support tools such as our 
proposed Drug Allergy App. The British Society for Allergy and Clinical 
Immunology (BSACI) is encouraging such practice, and there are current plans of 
setting up a national working group to address this issue of inaccurate PenA by 
empowering non-immunologists and non-allergists to champion these initia-
tives [21].

14.5  �Practical Example: The Drug Allergy App

An example of a validated digital tool to support drug allergy delabeling is the drug 
allergy app (Fig. 14.1) [19]. the details of the development and retrospective valida-
tion of the mobile clinical decision support tool for the diagnosis of drug allergy can 
be found in the original publication [19]; it is one of the first of its kind which may 
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Table 14.1  A summary of few published studies and reports that have established the impact of 
penicillin allergy label vs. de-labelling upon patients, clinicians, hospitals and communities

Reference Description Summary and recommendations

(a) The impact of drug allergy label/de-labelling upon healthcare:
Powell et al. 
2020, UK

Multi-variable log-linear 
modelling was used to 
determine associations 
between patients labelled 
as penicillin allergic and 
total antibiotic costs and 
length of stay in 750-bed 
NHS Hospital

Patients with a penicillin allergy record accounted 
for an excess antibiotic spend of £10,637 (2.61% of 
annual antibiotic drug spend) and 3522 excess 
bed-days (3.87% of annual bed-days).
Delabelling 50% of patients with a self-reported 
penicillin allergy record would save an estimated 
£5501 in antibiotic costs and £503,932 through 
reduced excess bed-days

Sousa-Pinto 
et al. 2020, 
Portugal

An economic evaluation 
study. Models were built 
to project the economic 
impact of (1) diagnostic 
testing (drug challenges, 
with or without skin tests) 
vs. (2) no diagnostic 
testing

Penicillin allergy testing was found to be cost-saving 
in all decision models built. Allergy testing resulted 
in average savings of $657 for inpatients (United 
States of America: $1444, Europe: $489) and $2746 
for outpatients (United States of America: $256, 
Europe: $6045). 75% of simulations obtained 
through probabilistic sensitivity analysis identified 
testing as the less costly option. Hence, supporting 
the adoption of policies promoting widespread 
testing of patients with a penicillin allergy label

Blumenthal 
et al. 2020, 
USA

The prevalence and 
impact of a reported 
penicillin allergy in 
high-cost, high-need 
(HCHN) patients using 
multivariable logistic 
regression models

20% (383) of 1870 patients have reported penicillin 
allergy which resulted in fourfold increased odds of 
beta-lactam alternative antibiotic use with all the 
potential associated complications.
A detailed drug allergy evaluation to optimize 
antibiotic use in these high risk patients is 
recommended to reduce cost and improve quality of 
life

Blumenthal 
et al. 2020, 
USA

a multisite prospective 
study of patients seen for 
drug allergy at the first 
sites of the United States 
Drug Allergy Registry 
(USDAR)

Patients with a label of drug or antibiotic allergy 
were concerned about their options for receiving 
medical treatment, new medications, developing an 
allergic reaction; addressing these concerns may 
have great impact on patient journey and engagement 
with drug allergy testing

Chan et al. 
2020, Hong 
Kong

A total of 6081 
rheumatology patients 
were recruited. Prevalence 
and clinical outcomes of 
reported drug allergies 
were calculated and 
compared to control 
cohort

The prevalence of reported drug allergies was found 
to be significantly higher in rheumatology patients, 
which was found to be associated with increased rate 
of infection-related admissions

(continued)
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Table 14.1  (continued)

Reference Description Summary and recommendations

Vyles et al., 
2020, USA

The public health impact 
and safety of de-labelling 
children with reported 
penicillin allergy

Prescription costs are 30 to 40% higher in children 
with suspected penicillin allergy. Estimated savings 
of prescribing amoxicillin instead of cefdinir for 
50% of children with otitis media would result in 
annual savings exceeding $34 million

Shenoy ES 
et al., 2019, 
USA

Literature review of the 
current practice of 
evaluation and 
management of penicillin 
allergy

Consequences of penicillin allergy label were 
concluded as: less effective agent chosen e.g. 
vancomycin for MSSA, more surgical site infections 
when non-Penicillins used for peri-operative 
prophylaxis, more susceptibility to develop 
multi-resistant organisms and increased healthcare 
costs

Moran R et, 
2019, 
Australia

A literature review of the 
current impacts of 
inaccurate antibiotic 
allergy labelling in 
hospitalised and critically 
ill adults

15–25% of the reported inpatients had an antibiotic 
allergy label (evenmore among immunocompromised 
patients); 30–40% did not receive first line 
antibiotics and had a significant delay in time to first 
administration of antimicrobial treatment (50 min). 
For critically ill patients this disbalance worsened; 
often time-critical decisions were delayed whilst 
detailed allergy history was not available

Blumenthal 
et al. 2018, 
USA

Estimated cost of 
penicillin allergy 
evaluation using 
time-driven activity-based 
costing

Lower cost estimates were achieved when only a 
graded drug challenge was performed in comparison 
to the detailed penicillin evaluation. For drug test 
with direct challenge only by nurse the cost was $40. 
For consultant led challenge with skin testing 
beforehand cost was $220. Estimated cost of 
penicillin allergy label during acute admission with 
inaccurate antibiotics allergy label and subsequent 
adverse events, treatment failure, health care 
associated infection $3023–$14,269 per patient

(b) The impact of digital health upon drug allergy delabelling:
Elkhalifa 
et al. 2021 
[19]

Development and 
validation of a mobile 
clinical decision support 
tool for the diagnosis of 
drug allergy in adults: the 
Drug Allergy App

A clinical algorithm based on the NICE classification 
of drug allergy to make the delabeling easier and 
safer for non-immunologists and non-allergists 
through the Drug Allergy App. The algorithm has the 
lowest risk for misclassification of outcomes 
compared with reference standard drug allergy 
investigations in allergy and dermatology clinics. 
The Drug Allergy App may represent a useful 
clinical decision support tool for clinicians to 
diagnose drug allergy correctly and support 
appropriate antibiotic prescribing

(continued)
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represent a useful clinical decision support tool for non-allergists to diagnose drug 
allergy correctly and support appropriate antibiotic prescribing as an attempt to 
address antimicrobial stewardship. Correct identification of drug allergy may reduce 
costs by preventing further reactions, some of which could be severe or fatal. In 
addition, fewer people would be prescribed inappropriate treatments that are some-
times at higher cost due to a false recording of drug allergy (see Table 14.1).

For example, in a patient with inaccurate Penicillin Allergy Label and frequent 
requirement for antibiotic therapy (e.g., due to diabetic foot infection), the cost of a 
specialist allergy outpatient appointment to undertake the gold-standard testing 
(skin and/or intradermal drug allergy testing followed by drug challenges) might be 
lower than the cost of alternative more expensive and less effective antimicrobial 
options that can result in increased toxicity and prolonged hospitalization.

We are proposing a clinical flow chart incorporating the Drug Allergy App as a 
useful clinical decision support tool for non-allergists to diagnose drug allergy cor-
rectly and encourage referrals to drug allergy services as appropriate in order to 
support appropriate antibiotic prescribing as an attempt to address antimicrobial 
stewardship [19].

Table 14.1  (continued)

Reference Description Summary and recommendations

Ghassemian 
et al. 2023 
[11]

Virtually supported 
penicillin allergy 
de-labelling during 
COVID-19

Addressed the challenges of traditional in-person 
oral provocation tests, which are essential but were 
disrupted by social distancing measures, the 
researchers implemented a virtually supported 
platform for penicillin allergy de-labeling. The 
process involved initial virtual assessments and 
subsequent virtual oral amoxicillin challenges under 
remote supervision by allergists, proving not only 
feasible but also safe, with all 23 participants 
successfully completing the challenge without 
adverse reactions

Guyer et al. 
[6]

Allergy electronic health 
record documentation: a 
2022 work group report 
of the AAAAI adverse 
reactions to drugs, 
biologicals, and latex 
committee

This document includes a proposal for the creation, 
education, and implementation of a drug allergy 
labeling system that may allow for more accurate 
EHR documentation for improved patient safety the 
main recommendation is that, allergy and 
immunology specialists with training and 
understanding of complex drug reactions can lead 
allergy reconciliation, which includes new 
documentation, edits to existing documentation, and 
removal of inaccurate, erroneous, or inconsequential 
entries. However, a multidisciplinary approach with 
training and improved tech-nologies from EHR 
vendors is needed for optimal use of EHR allergy 
modules

MSSA methicillin sensitive Staphylococcus aureus; C diff clostridium difficile; MRSA methicillin 
resistant Staphylococcus aureus; VRE vancomycin-resistant enterococcus
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Moreover, this drug Allergy App can be a platform that enhances visual presenta-
tion and user interaction which could be further improved by including VR/AR 
technology (Virtual reality/Augmented reality). This would not only facilitate learn-
ing through 3D representations of potential allergy symptoms, but also improve 
accuracy for intuitively recognizing allergies and various skin manifestations in 
such patients. Recent work in innovative research is using machine learning algo-
rithms to automate and improve medical investigation and diagnosis such as histo-
logical images of human colorectal cancer, digital mammograms, and COVID19 
chest X-ray images.

14.6  �Challenges and Considerations

While digital health presents numerous opportunities, it also comes with challenges:

	1.	 Data Privacy and Security
One of the foremost challenges is ensuring the privacy and security of sensitive 
patient information. Digitalizing drug allergies requires robust cybersecurity 
measures to protect against data breaches and unauthorized access. Striking a 
balance between data accessibility and protection is essential to maintain patient 
trust. Compliance with regulations such as the Health Insurance Portability and 
Accountability Act (HIPAA) is paramount.

	2.	� Accessibility
Not all patients have access to the necessary technology, such as smartphones or 
wearable devices. Ensuring equitable access to digital health tools is crucial to 
avoid exacerbating healthcare disparities.

	3.	� Data Accuracy and Updating

Fig. 14.1  The Drug Allergy App: developed by Dr. Elkhalifa et al. [19]
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The accuracy and reliability of digital health tools must be rigorously validated 
to ensure they provide trustworthy information and recommendations. Regulatory 
bodies need to adapt to the evolving landscape of digital health to ensure patient 
safety. Maintaining accurate and up-to-date allergy information is crucial. 
Patients, healthcare providers, and EHR systems must collaborate to ensure that 
changes in allergy status are promptly recorded and reflected in the digital 
records. Inaccurate or outdated information could lead to adverse events.

	4.	� Technological Infrastructure
Widespread digitalization requires a robust technological infrastructure across 
healthcare facilities. This includes adopting compatible EHR systems, training 

Accurate assessment of clinical drug allergy history, ideally using a 
validated clinical decision support tool e.g. Drug Allergy App  

Classification and interpretation based on clinical symptoms during past reaction(s)

Patient with a drug allergy label e.g. Penicillin allergy  

Type I 
Allergy 

avoid the 
suspected 
drug 

Refer to drug 
allergy service 

Delayed, 
severe reaction  

Avoid the 
suspected drug 

Refer to drug 
allergy service 

Delayed, non-
severe 

Discuss risks and 
benefits with 
patient* 

Consult with drug 
allergy service if 
required

Unable to classify 

Avoid  the 
suspected drug 

Refer to drug 
allergy service*** 

History not 
suggestive of 
allergy  

Remove the label 
of drug allergy**.  

Ensure 
communication to 
treating GP 

* In case of penicillin allergy, use of 2nd or 3rd generation cephalosporins with low risk of 
cross reactivity (e.g. cefuroxime & ceftriaxone) or carbapenems is unlikely to result in 
serious allergic reactions. 

** For example gastrointestinal intolerance, such as diarrhoea or nausea. If the suspected 
drug is indicated the same medication can be given following discussion with patient. 
Delabelling of drug allergy can take place at this stage of clinical consultation.  

*** In case of penicillin allergy, use of alternative �-lactam antibiotics should be discussed 
with drug allergy or infection specialists on a case by case basis. Discussing the risks and 
benefits with patient is recommended. 

Fig. 14.2  A proposed clinical flow chart incorporating the Drug Allergy App as a clinical decision 
support tool for non-allergists to accurately diagnose drug allergy and encourage referrals as 
appropriate; Concrete examples for penicillin allergy are indicated by *,**,***; GP general 
practitioner
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healthcare professionals, and addressing potential technical glitches that might 
arise during implementation.

	5.	 Patient Education
Using digital health tools effectively requires a certain level of digital literacy. 
Patients need to be educated about how to use these tools, interpret the informa-
tion they provide, and collaborate effectively with healthcare professionals.

14.6.1  Online Resources and Educational Platforms

Numerous websites, forums, and educational platforms provide information about 
drug allergies, including common allergens, symptoms, and management strategies. 
These resources can potentially be confusing or misleading for patients and health-
care professionals who are not specialized in drug allergy.

14.6.2  Social Media Support Groups

Social media platforms host support groups where individuals with drug allergies 
share their experiences, exchange advice, and offer emotional support. These groups 
foster a sense of community and enable members to learn from others’ journeys. 
However, social media can play both positive and negative roles, for example:

–– Misinformation: Social media platforms are filled with information, but not all of 
it is accurate or reliable. Individuals with drug allergies might come across mis-
leading advice or incorrect information regarding their allergies, which can lead 
to potentially harmful decisions. It’s crucial for users to verify information from 
credible sources.

–– Self-Diagnosis: Social media can sometimes encourage self-diagnosis, where 
individuals rely on information from others to determine if they have a drug 
allergy. This can lead to misinterpretation of symptoms and unnecessary avoid-
ance of medications, affecting their health management.

–– Anecdotal Experiences: While personal anecdotes shared on social media can 
provide insights into others’ experiences with drug allergies, they might not be 
applicable to everyone. Allergies can manifest differently in each individual, and 
what works for one person might not work for another.

–– Sharing Medical Information: Some individuals might share their detailed medi-
cal histories and allergic reactions on social media platforms. While this can 
create a sense of community and support, it also poses privacy concerns as sensi-
tive health information becomes publicly accessible.

–– Promotion of Alternative Treatments: Social media can promote unverified alter-
native treatments for drug allergies, which might lack scientific evidence or even 
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be dangerous. Individuals should be cautious when considering alternative thera-
pies and consult medical professionals.

–– Fear and Anxiety: Overexposure to negative or sensationalized information about 
drug allergies on social media can amplify fear and anxiety among individuals. 
It’s important to strike a balance between staying informed and avoiding 
undue stress.

–– Lack of Professional Guidance: While social media can provide general informa-
tion and emotional support, it cannot replace advice from healthcare profession-
als. Seeking proper medical guidance is crucial for accurate diagnosis, treatment, 
and management of drug allergies.

–– Reporting Adverse Reactions: Social media can be a platform for reporting 
adverse reactions to medications, potentially leading to more comprehensive 
data collection for regulatory agencies. However, such reports should also be 
validated and reported through official channels for accurate documentation.

14.7  �What Is an Ideal Platform for Digitalizing 
Drug Allergy?

The gold-standard of drug allergy information in electronic medical records requires 
the creation, networking, and management of newer forms of individual patient data 
programs such as mobile applications and multi-location software programs. 
Currently, in many hospitals around the world, patient records are only immediately 
accessible at the patient’s main medical center or local network. Although this helps 
to ensure the privacy of patient data behind strong electronic data protection soft-
ware programs, this more isolated system produces difficulties for which a singu-
larly networked system would not have. Should a patient need to transfer to another 
location or see a specialist elsewhere for any multitude of reasons, these records 
need to move from one confidential software enclave to another. This creates addi-
tional administration burdens and costs on both the sending and receiving struc-
tures. In a wider, more uniform patient record system, this process would be 
redundant. Furthermore, utilizing this type of record management produces both a 
safer and more beneficial medical environment for patients because it ensures higher 
levels of data accuracy. For instance, if a patient is first demonstrated to be allergic 
to penicillin at the emergency room of one hospital, both their general practitioner 
in another center and local pharmacist would immediately be able to access this 
information. Inverse information pathways would also be true and medically sig-
nificant details and terminology would be handled by qualified medical profession-
als removing the need for patients or unqualified personnel to potentially introduce 
misinformation.

To maximize the benefit of a wider networked patient record system, individual 
hospitals should strengthen their local data management protocols. Explicitly, hos-
pitals should review current electronic data records to ensure now-tolerated 
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medicines from the allergy list have been removed or inactivated. Along the same 
lines, patients who have demonstrated through allergy challenges to not have sus-
pected allergies must have their electronic health records reconcile accurately to 
reflect test results. Also critically important to maintaining accurate records is the 
appropriate training of the many possible healthcare professionals who have access 
to these software systems and possess various levels of allergy-specific knowledge. 
Most pertinently, staff should be trained in the correct terminology including defini-
tions and types of adverse reactions, as well as the standardization of recording 
expectations to ensure uniform practices.

Patient education and empowerment is the ultimate aim in digitalizing drug 
allergy [24, 25]. The power and security of current mobile devices allow patients the 
opportunity to create and maintain their own electronic records. For instance, in a 
patient’s daily life they may take an ibuprofen tablet to relieve a headache and then 
develop a skin rash. In a gold-standard data management system, this patient could 
upload high-quality photos to their medical record which could be quickly reviewed 
by pertinent medical professionals to determine which follow-up steps need to be 
implemented.

14.8  �The Future Direction

In summary, the field of digital health and drug allergy management continues to 
evolve, with ongoing technological advancements and innovations. Some potential 
future directions include [24–28]:

•	 Artificial Intelligence and Machine Learning: AI-driven algorithms can analyze 
vast amounts of medical data to predict and prevent adverse reactions, improving 
drug allergy management.

•	 Blockchain for Data Integrity: Blockchain technology holds promise in ensuring 
the integrity and security of patient data, enhancing trust in digital health systems.

•	 Interoperability: Efforts to improve the interoperability of different digital health 
tools and systems will enable seamless sharing of allergy information across 
various healthcare settings.

The future of digitalizing drug allergies holds exciting possibilities. As tech-
nology continues to evolve, several trends are likely to shape this domain such as 
AI algorithms can help identify complex patterns within patient data, leading to 
more accurate allergy predictions and personalized treatment recommendations. 
This can aid healthcare providers in avoiding potentially allergenic medications; 
empowering patients to manage their own allergy profiles through secure digital 
platforms that could enhance patient engagement and reduce errors resulting from 
miscommunication. Patients could easily share allergy information with different 
healthcare providers as needed in a secure and tamper-proof method of storing 
and sharing allergy data which would build a trust among patients and healthcare 
providers.
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The creation of comprehensive global databases could provide insights into 
regional and global trends in drug allergies. Such databases could aid researchers in 
understanding the factors contributing to allergies and developing preventive 
measures.

14.9  �Conclusion

The integration of digital health technologies has substantially improved the man-
agement of drug allergies by offering innovative solutions for tracking, monitoring, 
and education. Wearable devices, AI-powered decision support systems, and tele-
medicine platforms empower patients to actively participate in their healthcare jour-
ney, while allergy tracking apps and online educational resources provide critical 
information and alerts. As technology continues to advance, the intersection of digi-
tal health and drug allergies holds great promise for enhancing patient outcomes 
and safety.

Declaration of All Sources of Funding  SE is chairing the Scientific Committee of the 3rd 
Emirate Allergy and Clinical Immunology Conference, none of the funds received related to this 
article.
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Smart Devices and Digital Therapeutics 
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Abstract  Mobile health technologies, remote care, and digital therapeutics are find-
ing their way into clinical care for patients with chronic respiratory diseases like 
asthma. A trend that gained momentum during preventative contact restrictions due 
to the COVID-19 pandemic, has shown its potential to continuously improve (home) 
care for patients, particularly in underserved or remote areas also afterward. However, 
many solutions like smart inhalers, connective spirometers, apps, and comprehen-
sive monitoring platforms haven’t found their way into clinical routines yet, despite 
their potential to improve symptom control, quality of life, treatment adherence, and 
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patient satisfaction in the field of asthma and allergies. This may be in part due to the 
current lack of standardization across different countries. As more and more apps 
and devices are being developed, regulatory guidance, and standardized quality cri-
teria become essential. The present manuscript aims to summarize current knowl-
edge and challenges related to the process of digital health device standardization 
and data integration. It further provides an update on ongoing research projects 
designed to optimize home care solutions for asthmatic and atopic patients.

Abbreviations

RCT	 Randomized Clinical Trial
WHO	 World Health Organization
EAACI	 European Academy of Allergy and Clinical Immunology
PROM	 Patient-Reported Outcome Measure
DHT	 Digital Health Technology
ACT	 Asthma Control Test
ACQ	 Asthma Control Questionnaire
AQLQ	 Asthma Quality of Life Questionnaire
ATS	 American Association of Thoracic Society
ERS	 European Respiratory Academy
FeNO	 Fractional exhaled Nitric Oxide
ICS	 Inhaled corticosteroids
pMDI	 Pressurized Metered-Dose Inhaler
FDA	 Food and Drug Administration
ACM	 Asthma Control Measure
ACQ5	 5-items Asthma Control Questionnaire
MASK	 Mobile Airways Sentinel networK
VAS	 Visual analog scale
CARAT	 Control of Allergic Rhinitis and Asthma Test
e-DASTHMA	 Electronic DAily control Score for aSTHMA
INCA	 INhaler Compliance Assessment
WAO	 World Allergy Organization
GDPR	 General Data Protection Regulation
IMPACT	 Improving Asthma Care Together

15.1  �Smart Devices for Remote Monitoring 
of Respiratory Diseases

Over the past years, with a particular boost during the COVID-19 pandemic, the use 
of telemedicine has exponentially increased, leading to the need of keeping health-
care systems and professionals up to date on this matter [1]. In both adults and 
children, mobile phones and electronic devices allow 24/7 real-time connectivity 
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[2]. Hence, digital health devices have assumed a crucial role in monitoring and 
treating acute and chronic diseases [3]. Despite the lack of consistent data, digital 
health might offer a great opportunity for facing the challenge of improving patient 
care by making it more efficient, tailored, and cost-effective. Indeed, the World 
Health Organization (WHO) [4], the European Union [5], national governments [6, 
7], and medical associations [8] are particularly attracted by this exciting opportu-
nity [2]. WHO has made important steps in that direction by promoting the “Be 
He@lthy, Be Mobile” initiative for several chronic noncommunicable diseases like 
cancer, diabetes, and cardiovascular diseases, as well as for the prevention and con-
trol of respiratory diseases, such as asthma and chronic obstructive pulmonary dis-
ease (COPD).  Also, WHO implemented a mobile Health (mHealth) Technical 
Evidence Review Group, including a panel of external experts to improve and stan-
dardize digital health approaches [9].

As an example of the abovementioned entities, asthma represents a relevant bur-
den, in terms of quality of life, productivity, morbidity, and mortality. Considering 
the variability in symptom frequency and severity, digital health technology (DHT) 
may have a pivotal role in improving disease control, treatment adherence, and sat-
isfaction of patients over time [10]. Teleassistance in asthma bares great potential in 
quickly detecting disease deterioration via patient-reported outcome measures 
(PROM, i.e., Asthma Control Test (ACT) [11], the Asthma Control Questionnaire 
(ACQ) The Asthma Quality of Life Questionnaire (AQLQ) [12]), together with 
clinical and functional data, such as pulmonary function parameters, or markers of 
eosinophilic airway inflammation.

15.2  �Remote Lung Function Assessment

Home spirometers and peak expiratory flow (PEF) meters represent the key tools for 
detecting early modifications of functional parameters in asthmatic patients. Digital 
home spirometers aim to ameliorate disease awareness and Quality of Life (QoL), 
also by providing technical maneuver performance feedback. When necessary, clin-
ical suggestions are provided to patients in simple and comprehensible terms, as 
well as more accurate information is sent to attending healthcare professionals. 
Ideally, spirometers for home testing should meet ATS/ERS criteria and should not 
require frequent calibrations. To optimally match these requirements, the use of 
ultrasonic or vertical turbine systems has been suggested [13].

15.3  �Home Oximetry for Remote Monitoring

Oximeters to measure peripheral oxygen saturation (spO2) are probably the most 
widely diffused digital health devices in home care settings, particularly since the 
COVID-19 pandemic brought one of these easy-to-use devices to almost every 
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household. Quality controls are performed by manufacturers and are well-defined in 
international regulatory certifications (e.g., ISO 80601-2-61 for FDA in the USA). 
The need for data integration from oximeters is little to none, as self-reported mea-
surements represent a valid, cheap, and time-sparing alternative to data sharing via 
Bluetooth or Wi-Fi connections. The use of oximeters only requires brief training 
(by healthcare professionals and/or audio-visual material) on the correct use, pos-
sible confounders, and result interpretation. Despite their handiness, oximetry 
results can be tricky to interpret in some individuals: while the results of current 
smokers could be slightly overestimated, the presence of a reduced cardiac output 
or peripheral arteriopathies can lead to an underestimation of the peripheral oxygen-
ation [14]. To be noted, oximeters overestimate SpO2 by a 5–10% factor in people 
with darker skin tones (phototypes 5–6) [15].

15.4  �Remote Monitoring of Exhaled Nitric Oxide

The FeNO evaluation represents a valid and helpful marker of eosinophilic airway 
inflammation. Some studies tested the reliability of FeNO measurement devices 
(e.g., NIOX Vero) in a home setting. Data provided by measurements are useful but 
not quite ready to be integrated into clinical practice yet. Poor adherence to correct 
usage technique and wide variability of results, influenced by patient conditions 
(i.e., fasting status, smoking habit, chewing-gum use) currently make solid evidence 
for a domiciliary setting impossible [16]. Given the intrinsic variability of the test, 
several studies highlighted that neither the mean nor the absolute value of FeNO 
(parts per billion; ppb) are useful in evaluating asthma control or exacerbation risk. 
However, greater potential has been attributed to the fluctuation over time, for 
example, measured twice daily, daily [17] or even randomly [18]. By note, FeNO 
measurement in children seems to be more sensitive than home spirometry in 
assessing response to ICS, application which led the authors to propose the titration 
of ICS in this setting. Another limitation to the application of at home FeNO mea-
surements in the real world are the relatively high costs of the devices [19].

15.5  �Sensor Technology and Wearables 
for Asthma Monitoring

Further remote tools in asthma care include cough frequency detectors, breath com-
position analysis, lung sound, and sleep monitors. In the field of wearable technolo-
gies, smartwatches, fitness trackers, smart rings, and smart clothing are designed to 
identify clinical deterioration at an early stage, but currently without consistent 
standardized cut-offs [20]. In a cohort study of children with controlled asthma, the 
recording of lung sounds allowed investigators to better identify nocturnal 
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wheezing in the majority of subjects, differently from the traditional respiratory 
function tests [21]. For example, skin contact microphones can detect the flow and 
respiratory rates, tidal volumes, wheezing, and cough [22]. In addition, several 
smartwatches include the possibility of the self-triggered oximetry, which are usu-
ally prompted in relation to alarms for tachycardia or arrhythmias. Independently 
from their monitoring functions, smartwatches and their reminder functions could 
be useful to motivate patients to take their therapy [23].

15.6  �Digital Therapeutics in Asthma Care

Low treatment adherence and incorrect inhaler technique are a significant challenge 
for asthma management. The amount of emerging digital tools addressing these top-
ics demonstrates the effort to improve inhaler technique and adherence support to 
improve disease control.

Digital inhalers (smart inhalers, smarthalers) are electronic sensors attached to or 
integrated into traditional inhalers, with the potential of improving medication 
adherence and, consequently, asthma control [24]. They have been available since 
the early 2000s but remain variably diffused in clinical practice. Most available 
tools are based on the following key features:

	1.	 logging of performed inhalations.
	2.	 reminders to ensure patients adhere to their therapeutic regimen.
	3.	 quality feedback about the inhalation technique.
	4.	 sensors quantifying the delivered dose, ensuring that patients receive the correct 

dose of medication.
	5.	 remote monitoring of real-life asthma control, accessible even by healthcare pro-

viders and allowing a proactive intervention.

Unfortunately, despite several innovative approaches based on machine learning 
and neural networks, there is great heterogeneity regarding clinical outcomes in 
clinical studies [25, 26].

A valid example is Teva’s Digihaler™, approved by the FDA for the combined 
use with the inhalers ProAir® (albuterol sulfate 117 mcg), AirDuo® (fluticasone pro-
pionate and salmeterol), and ArmonAir® (fluticasone propionate). Teva’s Digihaler™ 
relies on a sensor that allows checking the timing of use. With this information on 
reliever medication use, it was possible to predict asthma exacerbations within 
12  weeks. The Hailie™ solution (previously known as the SmartInhaler™ plat-
form) allows recording the number of dispensed inhaled doses and the time at which 
they are taken. This system has been shown to improve adherence to therapy com-
pared to traditional methods [25, 26]. Smart inhalers provide real-time data on med-
ication adherence to both patients and healthcare professionals, supporting clinical 
decision-making. They can be connected to other devices, such as smartphones, 
combining them with an application (app) and therefore increasing the possibility of 
self-management of asthma [27]. The overall satisfaction of patients with eHealth 
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tools appears to be very high in young people though more studies are needed to 
understand which population could benefit more from the use of smart inhalers [28].

Smart spacers are also available for pMDI inhalers; they have been developed to 
provide feedback on the quality of inhalation, reducing up to 30% of errors in inha-
lation techniques. These devices, which are particularly relevant when treating chil-
dren, evaluate the quality of inhalations through a flow sensor [29].

Another area of digital therapeutics is covered by apps which can be installed 
directly on patients’ smartphones (Table  15.1) [30]. Following a comprehensive 
review of interactive mobile allergy and asthma apps available within the USA in 
2018, they should be: easy to use; reliable; technically supported; no time consum-
ing (short questionnaires); no too low costs; validated [31]. For instance, the ACM 
is a 5-item questionnaire developed for being suitable in asthma digital health 
symptom monitoring with a weekly lookback (a shorter period than commonly con-
sidered in RCTs) and promoting a fast recognition of clinical modifications. 
Compared with the ACQ5 questionnaire, it demonstrated a sensitivity of 0.99  in 
identifying uncontrolled asthma [32]. The Mobile Airways Sentinel networK 
(MASK) of Allergic Rhinitis and its Impact on Asthma (ARIA) initiative (MASK-
air) app is available in 29 countries and 20 languages and collects information about 
allergic rhinitis and asthma symptoms addressing unmet needs in the field of digital 
health [33]. The validated PROMs used in the program (i.e., VAS, self-reported 
asthma medication, CARAT score) assess clinical asthma control over a week or 
more. However, a recent data-driven electronic daily control score for asthma 
(e-DASTHMA) has been validated using the MASK-air app, with the potential to 
assess disease control in patients with fluctuating symptoms. The results, retrospec-
tively derived from the validated scores, offer a new tool to assess patient conditions 
in a shorter timeframe [34]. The “Inhaler Compliance Assessment (INCA)” study 
matched clinical digital data with digital PROMs resulting in an improvement in 
medication adherence of the asthmatic patients and a reduction of the treatment 
burden [35]. Similarly, the MyAirCoach project proposed an innovative monitoring 

Table 15.1  The most downloaded asthma apps available on the App Store and Play Store [30]

APP
Symptoms 
monitoring

Parameter 
recording (i.e., 
vital signs or 
PEF)

Environmental 
notices Education

Medication 
tracker or 
management

AsthmaTrack® √ √ √ × ×
Asthma-
Diary®

√ √ × × √

Asthma 
Manager®

√ × × √ √

Propeller 
Health®

√ × √ √ √

SaniQ 
Asthma®

√ × √ √ √

FindAir® √ √ × √ √
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system aimed at predicting clinical deterioration or asthma exacerbations by using 
proprietary devices [36, 37].

As health applications deliver data and/or recommendations directly related to 
decisions and actions on the user’s health, it is essential for the apps to meet stan-
dards in quality and usability. Therefore, several quality measures have been 
proposed:

•	 “The Mobile Application Rating Scale (MARS)”: a comprehensive way to evalu-
ate an mHealth app considering four domains: engagement, functionality, esthet-
ics, and information. All users are invited to use the app for at least 10 min daily 
and encouraged to give an overall subjective evaluation [38].

•	 “The patient empowerment index through mobile technology”: an endpoint 
entirely based on the concept of patient empowerment. Three key elements have 
been used to evaluate the apps: self-monitoring, personalized feedback, and 
patient education [39].

•	 “The WAO Upper Airway Diseases Committee proposal”: a quality assurance 
flow-chart for allergy and asthma apps, including a total of 16 criteria, divided 
into four different domains. This proposal could be considered a guide for the 
future development of digital health tools (Fig. 15.1) [4].

15.7  �Gamification to Improve Adherence 
and Disease-Related Knowledge

Gamification, defined as “the craft of deriving all the fun and addicting elements 
found in games and applying them to the real-world or productive activities” [40], 
is an increasingly hot topic in health management thanks to the high 

Fig. 15.1  Quality criteria for e-health in allergy and respiratory care from WAO proposal [4]
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cost-effectiveness and the ability to maintain compliance and focus through patient 
empowerment. The aim of gamification is to build a habit through progressive 
reward and positive feedback. This support of self-management has been proposed 
particularly for chronic diseases with a strong bond between daily compliance to 
therapy and acute symptoms, like asthma [41]. Key features of gamification, found 
in applications for asthma care, are:

•	 Incentives: the collection of points, and badges, as well as the completion of 
challenges and achievement of goals: these should be individually set and may 
be shared with the attending physician. Another incentive may be the chance to 
unlock new features of the app after a noticeable improvement or achievement. 
It is mandatory to provide a variety and short-medium term renewals to keep 
focus and compliance high.

•	 Level up: this feature to increase understanding of the disease and empower-
ment, educational modules and pieces of information are related to tests and 
challenges to enhance problem-solving related to asthma self-care. This feature 
increases knowledge in a playful way and could be a game changer in pediatric 
care. Customizable avatars may increase personal identification.

•	 Constraints: time dependency for completing tasks, goals, challenges, etc. may 
increase the feeling of challenge and competition.

•	 Teamwork: forming groups with similar objectives and characteristics. This fea-
ture should be carefully managed in healthcare settings due to healthcare-related 
privacy.

•	 Positive feedback: giving clear proof of improvement is a key component of 
gamification. In digital asthma care, this feedback could be achieved using 
PROMs and other instruments, such as spirometers or smart inhalers, tracking 
daily or weekly variations or stability (Fig. 15.2) [41].

Fig. 15.2  Key features of 
gamification
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Other key features, like leaderboards and competition, may be included, but they 
should be carefully managed, due to their potential to demotivate the patient to keep 
on improving [41].

A valid example of gamification designed for digital asthma care is the Cohero® 
health mobile platform, by Aptar Digital Health (New York, US—Suresnes, France). 
The Cohero® connects an mHealth app (BreatheSMART), a spirometer (mSpirom-
eter™), and a smart inhaler and provide users with daily logs of inhalation tech-
nique, spirometry values modifications, allowing clinicians to access data through a 
cloud-based platform [42]. Overall, studies showed that gamification is well-
tolerated and appreciated by patients [43, 44].

15.8  �Quality Criteria and Regulatory Aspects

The development of digital health is incredibly fast and dynamic. However, the 
clinical validation of a telehealth approach requires standardized outcome evalua-
tion systems. For this reason, establishing criteria that guarantee the efficiency of 
remote monitoring is essential. To be available for purchase, digital inhalers must 
respect the Medical Device Regulation, EU 2017/745-746 for EU countries and 
should undergo FDA approval for the USA. The Health Insurance Portability and 
Accountability Act indicates that data from digital health should be shared only for 
health-related purposes; any other actor, such as insurance companies or market-
ing agencies, should be authorized by the patient [45]. The US Department of 
Health and Human Services further provides indications for health app developers, 
and the Federal Trade Commission enlists in the Mobile Health App Interactive 
Tool [46] the respective laws and regulations, such as the FTC’s Health Breach 
Notification Rule and Children’s Online Privacy Protection Act. All societies legit-
imately involved in data and personal information use, for health-related reasons, 
should respect the HIPAA and respond legally in cases of violations. In Europe, 
the same role is covered by the GDPR EU regulation 2016/679 on April 27th, 2016 
[47–49].

In the field of archiving data, the preferred digital platforms for storage and ser-
vice delivery are cloud services. Their use is controversial as some authors believe 
in their usefulness, while others consider the risk of exposure to cyberattacks and 
privacy violations too high [50]. Consequently, no available databases are com-
pletely capable of guaranteeing privacy and data security protection. However, four 
pillars which make it possible to safeguard data privacy and accessibility have been 
identified in literature:

•	 Open source code.
•	 Zero Knowledge-STARK: a cryptographic solution aimed at resolving the poten-

tial conflict between personal privacy and institutional integrity.
•	 Federated learning, to send computational models instead of data.
•	 Use of differential privacy algorithms when sensitive data are aggregated [51, 52].
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15.9  �Integration of Patient-Generated Data in Remote Care

Digital health in atopy and asthma includes the detection of acute symptoms which 
could request clinical advice in specific situations (e.g., environmental exposure to 
pollen or pollutants detected by GPS), the adherence assessment to therapy, and the 
re-training of inhalator technique when needed [53, 54]. The aim of digital health is 
not only to support patients in self-monitoring but also to offer a novel assessment 
method of adherence to therapy (including push notification reminders) and to eval-
uate the need for a reliever therapy [10]. This approach may be tailored by identify-
ing the most suitable monitoring tool for each asthmatic patient. For these reasons, 
the availability of platforms aimed at clinical practice such as call visits as well as 
for data storage is crucial [55]. Data should always be transmitted with a minimum 
level of encryption (i.e., the operation which translates data into code nearly impos-
sible to understand, unless the reader possesses a “key” to translate them back) and 
can be managed through:

•	 Apps, which allow patients to choose which information to share with individu-
ally selected physicians or third parties.

•	 Cloud networks, which constitute the best option for research purposes by sup-
porting a robust data analysis (nonetheless, they require anonymization and a 
major cost in data storage).

•	 Clinician reserved portal dashboards [35, 36].

Once the data has been collected via platforms, there are different possibilities to 
integrate them into the workflow of patient care. For example, the first level of 
response could involve allied healthcare professionals (e.g., pharmacists/nurses) 
capable of assessing symptoms and/or other tests to classify the severity of symp-
toms and address relevant cases to a medical evaluation. The medical management 
could include video call visits, as in the “IMPACT” study, where children (7–11 year-
old) perform weekly video calls (integrated with their parents through the IMPACT 
app) with healthcare to assess their asthma control. As the study is ongoing, results 
have not been shared yet [56]. The teleassistance approach, requires, more than 
traditional face-to-face visits, constant patient collaboration, and a strong relation-
ship between healthcare and patients, to guarantee the achievement of the shared 
clinical goals [30, 57].

15.10  �Future Potential

Alongside the increased use of digital devices, the awareness of remote healthcare 
in the management of respiratory and allergic diseases is rising. In this light, it is 
essential to ensure the quality, usability, and safety of digital health technologies. 
Regulatory authorities are providing and increasing guidance for this matter. 
However, widespread use may also be limited by legal constraints. As the regulation 
and implementation of remote care is still heterogeneous at national levels, 
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international standardization seems currently not achievable. Despite that, clinical 
studies and real-life experience have shown encouraging outcomes for digital health 
technologies in remote asthma management, reducing geographical barriers and 
burden of disease. In the future, a more routine integration of validated virtual care 
and digital therapeutics into asthma care could enhance patient engagement, 
improve medication adherence, and ultimately lead to better outcomes and reduced 
healthcare costs.
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Abstract  The increasing adoption of smart, wearable technology and remote 
patient monitoring (RPM) has the potential to revolutionize the way healthcare is 
provided, giving personal insights into various health metrics including heart rate, 
VO2 max, sleep, glucose levels, calorie expenditure, and step tracking just to name 
a few. Most commercial applications of this technology appeal to fastidious athletes 
and health-conscious consumers, but with continually improving sensors, real-time 
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health monitoring of vitals in sick patients and earlier detection of insidious disease 
in patients suffering from chronic illnesses are just some of the many possibilities 
this technology can offer. Wearables like the Apple Watch introduced in 2015 popu-
larized health tracking, but initial poor battery life and limited functions hampered 
their use as a reliable health device. Now wearables can collect both active and 
passive data more accurately, enabling digital phenotyping and artificial intelligence 
(AI)-based risk prediction for various health conditions. As wearable technology 
and RPM improves, these devices have expanded their reach and are now being 
utilized in the asthma space with limited applications in patients suffering from 
rhinitis, primary immunodeficiency, and atopic dermatitis as well. These metrics are 
giving consumers and their physicians an increasingly nuanced awareness of gen-
eral health and well-being, compelling users to make wearables an integral part of 
their everyday lives.

16.1  �Transformational Potential of Wearable and Sensor 
Technology in Healthcare

By harnessing this technology, healthcare professionals have a growing opportunity 
to extend their reach outside of the office and connect with patients in their homes 
and workplaces. Capturing individual health metrics in real-time over extended 
periods can provide a wealth of previously inaccessible data that can influence clini-
cal decision-making, especially in those suffering from chronic diseases like asthma. 
Prior to wearables and other RPM devices, an asthmatic might suffer from untreated 
symptoms at home before requiring emergency room treatment for an acute attack. 
With wearable sensors, acute changes such as forced expiratory volume in 1  s 
(FEV1) can be recognized right away by an informed patient and physician, allow-
ing preventative steps to be taken to treat the flare effectively at home and reduce 
reliance on emergency services. RPM models have been shown to improve patient 
outcomes, reduce healthcare costs, and increase profitability for practices as these 
services qualify for reimbursements [1, 2]. According to a study evaluating the cost-
effectiveness of an RPM program that included lifestyle education software for 
Type 2 diabetes, the telemonitoring group trended to a 21% cost decrease for the 
patient over 1 and 2 years of follow-up [3].

The COVID-19 pandemic uncovered weaknesses in the US healthcare system 
forcing many private practices and large hospital systems to quickly adopt new 
technologies including RPM and telemedicine to accommodate the growing demand 
for remote services. Medicare visits conducted through telehealth in 2020, for 
example, increased 63-fold, from approximately 840,000 in 2019 to 52.7 million 
[4]. RPM has been widely used in patients with cardiovascular diseases, hyperten-
sion, and diabetes but when it comes to allergic disease, the use of RPM remains 
negligible. Asthma stands out as the main condition in the allergy space that seems 
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best suited for this technology, with some studies suggesting RPM reduces asthma 
morbidity and improves treatment outcomes, although these effects might be small 
and are not well described [5, 6]. To meet the needs of an aging and increasingly 
unhealthy population, RPM and wearable devices should play a more prominent 
role in preventative care, providing real-time data to objectively monitor patients 
with various chronic medical conditions, including those who suffer from asthma 
and allergies.

16.2  �Wearables and Sensor Technology 
for Asthmatic Conditions

As mentioned previously, of all the allergic diseases, asthma has been the main 
disease of focus in the wearable tech space. The study populations of focus have 
been mainly in children with asthma, but two studies have used wearables in women 
with asthma. Castner et al. used the Fitbit Charge™ to validate sleep measures in 
women with asthma [7]. The Fitbit sleep measures were compared to a validated 
device (i.e., Actigraph GT3X +) and found that the Fitbit device overestimated sleep 
efficiency [8, 9]. Additionally, the Fitbit underestimated wake counts compared to 
actigraphy. Nyenhuis and colleagues used Fitbit Charge™ as an intervention tool to 
promote physical activity as part of a lifestyle intervention for Black women with 
asthma [10]. They found that women in the intervention group were able to increase 
moderate physical activity and saw clinically significant improvements in asthma 
quality of life.

In children, wearables have been used to correlate Fitbit-derived sleep measures 
to asthma control and asthma impact [11, 12]. Bian and colleagues assessed the 
association between self-reported asthma impact and Fitbit-derived sleep quality 
(the ratio of minutes asleep to minutes in bed) and physical activity measures (daily 
minutes of moderate and vigorous activity) in adolescents with asthma [11]. Fitbit-
derived sleep quality was moderately correlated with Patient-Reported Outcomes 
Measurement Information System (PROMIS) sleep disturbance score (r = −0.31, 
P = 0.01) and had a weak but significant correlation with the PROMIS pediatric 
asthma impact score (average r = −0.18, P = 0.02). Fitbit-derived physical activity 
levels were not associated with PROMIS pediatric asthma impact (r  =  0.04, 
P = 0.62). These findings suggest that measurement of sleep quality, using the Fitbit 
device, may help develop personalized asthma management strategies for children 
and their caregivers in real time.

Another study, measured several mobile metrics of asthma such as Fitbits to 
measure physical activity and sleep, FEV1 and peak expiratory flow, an indoor air 
quality monitor using Foobot (https://foobot.io/), and a mobile app that collected 
information on asthma control (symptoms, physical limitations due to asthma, 
nighttime awakenings, and medication intake). These metrics were used together to 
digitally phenotype children with asthma and provide a better measure of the 

16  Wearables and Sensor Technology for Allergy Care

https://foobot.io/


246

patient’s asthma control to their clinician when compared with the Asthma Control 
Test scores taken infrequently during clinic visits. Additional work using this eco-
logical metric of asthma control is needed and may be used in the future to generate 
insights on the relationship between a patient’s asthma symptoms and triggers 
across different seasons [13]. Other mobile health technologies to improve self-
management of asthma have been investigated including the myAirCoach support 
system. This self-management tool consisted of an inhaler adapter, an indoor air-
quality monitor, a physical activity tracker, a portable spirometer, a fraction exhaled 
nitric oxide device, and an app that was used in addition to standard of care for 
asthma in 42 patients. Using the myAirCoach support system improved both asthma 
control and quality of life, with a reduction in severe asthma exacerbations. Based 
on these findings, it seems that well-validated mobile health technologies should be 
further studied [14].

As symptoms of asthma (e.g., wheezing, cough) may be audible, acoustic moni-
toring has been studied in asthma. Breathing sounds are measured by microphones 
over human skin and can detect breathing patterns (i.e., respiratory rate, flow rate, 
tidal volume) and symptoms that may be due to asthma. One such device was tested 
on 374 children with a history of asthma and was found to identify wheeze remotely 
with high accuracy. The sensitivity, specificity, positive predictive value, and nega-
tive predictive value of the wheeze recognition algorithm device was 96.6%, 98.5%, 
98.3%, and 97.0%, respectively [15]. In addition to wheeze, chest movement sig-
nals can be acquired using an accelerometer or belt-shaped device [16, 17]. One 
study, measured the nocturnal wheeze in children with asthma using an acoustic 
respiratory monitor and found that among children with apparently well-controlled 
asthma, 57% had considerable amounts of night wheezing that was unrelated to 
conventional measures of lung function [18]. More recently, an AI-powered wear-
able stethoscope, AeviceMD, was developed and recently approved for use in 
Singapore (March 2023) [19]. The device is worn on the chest, continuously detects 
and records abnormal breath sounds, such as wheezing, and monitors vital signs 
including heart rate and respiratory rate. As this area of wearable is still developing, 
future research needs to examine the clinical impact of these devices in asthma 
populations across the lifespan.

16.3  �Wearables and Sensor Technology 
for Non-asthmatic Conditions

Newer technologies for allergic rhinitis include wearable devices, short message 
service (SMS) reminders, and mobile applications [20]. Mobile health technologies 
for rhinitis have included smartphones applications, social media messengers, and 
web-based applications [21]. These have been used to improve adherence to nasal 
corticosteroids, with improved symptoms and quality of life [21]. The POPET (phy-
sician on call engagement trial) assessed mobile applications on reminding patients 
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to use intranasal corticosteroids and enabled them to communicate directly with 
their physicians, leading to improved rhinitis symptom scores [21, 22]. The WeChat 
mobile application was used to educate patients on chronic rhinosinusitis and nasal 
spray techniques, with improved adherence rates in the WeChat group [21, 23]. The 
Allergy Monitor (AM) internet web-based application recorded rhinitis symptoms 
and nasal steroid adherence as well as pollen counts in a pediatrics study with 
improved adherence to nasal corticosteroids [21, 24]. Another study evaluated 
adherence to nasal corticosteroid treatment after a short message service reminders 
(SMS) by mobile phone with improved medication adherence [25]. Wearable 
devices are being developed which can classify common allergic rhinitis gestures, 
including nose, eye, and ear movements [26].

Wearable technologies have been used for other allergy and immunology condi-
tions also. For patients with primary immunodeficiency and on immunoglobulin 
replacement therapy, a new investigational wearable infusor (IWI) was compared 
with an infusion pump for subcutaneous therapy [27]. The wearable infusor therapy 
allowed similar levels of immunoglobulin to be administered [27]. Another study 
looked at a wearable sensor on the hand for evaluating scratching movements in 
adult patients with atopic dermatitis [28]. This study quantified scratching move-
ments and other sleep metrics accurately in these patients [28]. For food allergy, 
affecting about 2–5% of adults and 6–8% of children worldwide, electrochemical 
sensors have been developed for food allergen detection, including the Allergy 
Amulet and the integrated exogenous antigen testing (iEAT) device [29, 30].

While multiple asthma wearable technologies, as discussed previously, have 
been devised, measuring inhalations, timing of inhalations, and medication adher-
ence [31], there is a substantial gap in innovations in the rhinitis space. Feasibility 
and difficulty in measuring rhinitis symptoms including nasal congestion likely 
make developing sensor technology in this space more challenging.

16.4  �Integration of Wearables and Sensor Technology 
in Clinical Practice

While we have highlighted the nascent state of wearable research in asthma and 
allergies, it is important to understand how data from wearables might be integrated 
into practice and used to improve healthcare delivery. Wearable data may be most 
useful in its ability to inform individuals or caregivers of the effects of patient 
actions or treatments or underlying clinical status [32]. The data could then be used 
to offer decision support for clinicians and/or patients and even offer built-in thera-
pies. Despite, the potential to transform patient care, issues such as patient privacy, 
system interoperability, and the immense amount of patient data pose a challenge to 
the adoption of wearables by healthcare professionals [33, 34].

While users have instant access to the health data gleaned from their wearable 
devices, physicians interested in reviewing this information have a much more 
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difficult time gaining access. Barriers including HIPAA compliance, incompatibil-
ity with electronic health records (EHR), as well as concerns about privacy and data 
sharing continue to be an issue hampering efforts for these devices to be truly inter-
active and sharable. First and foremost, if wearable data is being used in a health-
care setting the privacy and security of that health information must be addressed to 
meet HIPAA standards [35]. Hospitals and private practices must ensure that devices 
are connected to a secure network and there should be protections in place to moni-
tor network data continuously to protect against potential cybersecurity attacks and 
missing or stolen patient records [36]. To prioritize data privacy, health systems are 
likely to be required to set up another secure network for wearable devices, separate 
from the main network [37]. Additionally, wearable device and EHR vendors use a 
range of methods that include distinct, proprietary, and closed communication 
methods to integrate wearable data into EHR [38, 39]. These differences in methods 
make it difficult for various devices and EHR systems to communicate and transfer 
data streams, leading to the lack of system interoperability. Finally, to implement 
wearable technology data widely, clinicians need to have an easy way to extract and 
view the data from wearables. As it is, clinicians experience alert fatigue in their 
daily clinical decision support systems. Successful solutions to patient data integra-
tion in EHR should be able to sift through the immense amount of data and auto-
matically deliver meaningful and actionable items to clinicians [40]. Machine 
learning and AI algorithms are potential solutions to this issue. These challenges are 
important to consider for future wearable use to deliver safe and quality care for 
patients. Although there are potential solutions for these implementation issues, 
more innovative work is required for wide-scale adoption of wearable health 
technology.

16.5  �Quality and Reproducibility of Wearables 
and Sensor Technology

When thinking about utilizing wearables or other RPM devices, first it must be 
determined if the proposed device provides value. This will of course depend on the 
quality and reproducibility of the data the device provides. It is also important to 
consider if the information gleaned is actionable and relevant for the condition or 
habit being treated. Real-time, actionable feedback is of vital importance if the 
device is going to lead to symptom improvement or lasting change. Recent studies 
investigating the utility of wearable sensors indicate that the information provided 
by these devices is physiologically meaningful and actionable [41]. Tracking health 
metrics outside of regularly scheduled office visits is rare in the allergy space, and 
physicians are often relying on patients with chronic health conditions to consis-
tently self-report progress and medication compliance which is inefficient and 
unpredictable at best [42]. Self-reported inhaled corticosteroid (ICS) use in asth-
matics, for example, showed significant inconsistencies compared to objective ICS 
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use measured by electronic medication monitoring (EMM). These observations 
suggest that EMM provides clinicians with more accurate information with which 
to base treatment decisions on vs. relying on self-reporting which is notoriously 
inaccurate due to potential recall bias [43]. There are a lot of wearables on the mar-
ket that propose to measure certain parameters, but their accuracy is often question-
able. Take VO2 max testing for example. VO2 max, the maximum amount of oxygen 
that your body can use during intense exercise, was previously something that only 
serious athletes considered measuring. Clinical grade testing is cumbersome and 
involves fastening an oxygen mask over the face along with heart monitors on the 
chest all while running on a treadmill or pedaling on a bike with the goal of gradu-
ally building to maximum effort over 10–20 min. It is a physically demanding test 
that is very different from the way wearables like the Apple Watch and Garmin 
estimate VO2 max. These devices use an algorithm to examine the users’ heart rate 
and movement while walking or running for at least 10 min and tally a score. These 
devices aren’t measuring oxygen intake and therefore aren’t really measuring 
VO2max, it’s just an estimate based on an algorithm. A medical literature search 
revealed very little data on quality control or standardization of many of the wear-
able devices on the market today although efforts have been made by some compa-
nies to compare to standard-of-care testing. For example, the portable Aluna 
spirometer has been shown to be as accurate as the in-office nSpire KoKo spirom-
eter and obtained FDA approval for their asthma management platform in 2020. 
Unfortunately, there is substantial heterogeneity among various wearable device 
studies making comparisons difficult [44]. There are several potential intrinsic data 
quality challenges that can occur when analyzing wearable device data and poor 
data quality can compromise the reliability and accuracy of research results [45]. It 
is apparent that further high-quality studies are needed to address the data quality 
challenges of wearable devices, and these shortcomings should be discussed with 
patients on a case-by-case basis when discussing the utility of wearable devices.

16.6  �The Future of Wearables and Sensor Technology

By leveraging wearable technology and RPM to improve outcomes for patients suf-
fering from chronic disease, the healthcare community has a unique opportunity to 
change the way chronic disease is managed. Instead of reacting to a medical condi-
tion after it already presents, these devices provide early warning signs of disease 
progression allowing physicians to be proactive and to act before symptoms get out 
of control. This has the potential to reduce healthcare costs by decreasing reliance 
on urgent care and emergency room visits and keeping patients out of the hospital 
[46]. The first seeds of this technological medical revolution have already been 
planted, and the COVID-19 pandemic provided fertile ground to test new innova-
tions and drive investment into this burgeoning industry. Next-generation wearables 
are entering the commercial market including epidermal skin technology (wearable 
electronic skin), smart jewelry like the Oura Ring, AI hearing aids, and smart 
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clothing like Google’s Project Jacquard whose threads are composed of electric 
fibers that enable the user to control their devices right from their sleeves. These 
devices are getting smaller, smarter, and more seamlessly integrated into our every-
day lives. Machine learning algorithms are continually improving, transforming 
sensor input into more actionable health data allowing users and prescribers to gain 
a better understanding of how wearables can and will be used in the future. There 
are conflicting views on whether digital technologies can reduce health disparities 
and improve access to care. Some view these devices as transformational giving 
marginal populations access to health information that was previously inaccessible 
[47]. Others point to cost as a barrier to entry, limiting this technology to only those 
that can afford it. As technology improves and competition increases, the hope is 
that price points will continue to drop in the coming years. Clinicians must carefully 
weigh the potential risks and benefits of implementing wearables and RPM in their 
practice, considering various factors including device selection, patient comfort and 
ease of use, data security and privacy, as well as the potential impact on patient 
outcomes and resource utilization. No matter how this topic is discussed with 
patients, it is becoming more and more apparent that wearables and sensor technol-
ogy are here to stay. The only question is how clinicians will utilize this technology 
for the management of chronic disease now and in the future.
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Abstract  Harnessing social media for enhanced patient support in managing aller-
gic diseases has various perspectives and challenges. Healthcare professionals 
(HCPs) have a multifaceted role in leveraging social media platforms to sustain 
allergy patients effectively. The perspectives encompass providing allergy informa-
tion and education, fostering patient engagement, facilitating disease monitoring, 
conducting patient surveys, and implementing public health interventions. 
Additionally, HCPs can function as allies, advocates, or activists for allergy patients. 
Patients can benefit from social media by joining dedicated online communities, 
accessing peer-to-peer support, crowdsourcing information, sharing resources, and 
participating in advocacy and fundraising campaigns. The unprecedented potential 
of artificial intelligence (AI) in enhancing patient support and disease management 
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through social media must be highlighted. It is essential to maximize the benefits of 
social media for patient support in allergy management while mitigating poten-
tial risks.

17.1  �General Perspectives of Which Allergy Patients Benefit 
from Social Media

Allergy management may be improved by optimizing communication, with its 
motivational and behavioral modification components [1, 2]. Although web brows-
ers are still used as conventional information and communication technologies to 
obtain health information [3], easy-to-use social media platforms may offer reliable 
educational content developed by HCPs, patient associations, and medical associa-
tions for patient support. Allergy-related social media content is created or co-
created, accessed, shared or exchanged, endorsed, discussed, or modified by 
allergists or other HCPs, and patients or other users. Compared with traditional 
media, social media platforms are archived, searchable, and interactive [4]. There 
are several fundamental components of social media assistance for allergic patients 
(Fig. 17.1).

Fig. 17.1  The basic elements of social media support for allergic patients
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The perspectives from which HCPs support patients to benefit from social media 
include being an allergy information and education provider and generator of 
patient engagement, acting as an online operator for disease monitoring, patient 
surveys, and public health interventions, and as an ally, advocate or activist for 
allergy patients. While the term “consumers” is sometimes used for people access-
ing healthcare information, it is crucial to acknowledge that the doctor-patient rela-
tionship goes far beyond such a simple transaction, even on social media. Healthcare 
is not a simple commodity to be sold and bought; it embodies the trust, care, and 
expertise that healthcare providers offer to patients in need. In this light, allergists 
play a crucial role in protecting the well-being of individuals and communities, and 
this responsibility transcends the market-driven terminology. Social networks may 
raise awareness about allergies, including triggers, prevention methods, and treat-
ment options, and may be used to monitor and combat all aspects of online informa-
tion disorder. Thus, they reduce the stigma associated with allergies and encourage 
more connections and support. By providing accurate and reliable educational 
information about allergies, HCPs can help patients understand their condition bet-
ter and make informed decisions. Moreover, social networking can empower aller-
gic patients to become more knowledgeable and engaged in disease management. In 
particular, social media can support allyship, advocacy, and activism for better poli-
cies and practices related to allergies, such as improved food labeling or increased 
funding for research [5–8]. Accessing health information via social networks cor-
relates positively with perceived additional benefits, such as promoting telemedi-
cine services for patient triage or second opinions and virtual visits [9, 10].

Crowdsourcing involves a collaborative approach where a collective endeavors 
to tackle a problem, sharing their solutions with a broader audience. This method is 
increasingly leveraged to enrich training by creating educational resources and fos-
tering mentorship opportunities [11]. Using crowdsourcing on social media can 
effectively reach a broad audience and engage patients. Patient support may benefit 
from creating or joining online communities with dedicated support groups and 
peer-to-peer support, crowdsourcing information and resource sharing, assessing 
allergy-associated factors, advocacy and fundraising campaigns, patient recruiting, 
patient-centered research, and obtaining financial aid. Social media communication 
complements traditional strategies and web-based advertising to recruit participants 
in allergy research trials [4, 12, 13].

17.2  �Providing Allergy Information, Education, 
and Engagement on Social Media

The diverse influences of social media on health information, education, and 
engagement are increasingly understood and recognized [14]. HCPs and medical 
organizations use social media platforms to disseminate allergy information, includ-
ing disease prevention strategies, treatment options, and self-care tips, through 

17  Unveiling the Potential of Social Media in Allergology: From Patient Education…



258

high-quality content with validated resources and compressible language, some-
times with the support of influencers. Consequently, along with raising awareness 
about allergic diseases, they empower patients to take more proactive allergy man-
agement and contribute to the fight against misinformation [15, 16]. In addition, 
patients may benefit from selected high-quality instructional visual posts on social 
media for the correct self-administration of medication (intranasal sprays, asthma 
inhalers, epinephrine autoinjectors) [17–19]. Moreover, Facebook groups and 
Twitter chats allow topic-focused, text-based discussions important for allergy 
information, education, and patient engagement [15].

Facebook is a dominant socializing network that HCPs may use for patients’ 
education in many powerful ways, including creating and sharing health-related 
pages and posts, hosting live streams for teaching and engaging with followers 
through comments, likes, and shares [15, 20]. Specific posts may familiarize aller-
gic patients with the office settings, waiting areas, consultation rooms, physicians 
and support personnel, with staff photos on location; release announcements and 
news about the working hours and pollen counts; and raise awareness about allergy 
news and health concerns [15, 16]. To sustain patients using topic-focused text-
based discussions on this platform, HCPs and organizations may create non-
commercial private Facebook groups to support patients by providing a sense of 
community, help, along with educational information and resources. It is essential 
to provide updated educational information, set ground rules for the group to create 
a safe and engaging virtual space, encourage members to participate in discussions 
and monitor feedback. Despite potential patient benefits and tremendous popularity, 
some HCPs often hesitate to take such actions due to privacy concerns when dis-
cussing health issues online. Invitation-only groups with clinicians acting as mod-
erators are preferred to avoid misinformation, offensive content, inappropriate posts 
or concerns regarding potential medical emergencies. Patient support groups for 
several allergic diseases, for example, atopic dermatitis or allergic contact dermati-
tis were identified on this social network. Different Facebook groups, as assessed in 
a few studies, for patients’ education, emotional support, and networking, had posi-
tive results for their care. However, further research is needed to determine the 
impact on quality of life and patient-centered care [21–24].

The famous microblogging platform X (formerly known as Twitter) is an effec-
tive tool for HCPs and organizations to upload instructive and useful posts (previ-
ously named tweets) using relevant hashtags and actively engage followers through 
actions like replies, reposts, and likes. In addition, allergists can use the X network 
to present allergy and asthma care practice, physician on-call information, and pro-
vide medical services, including telemedicine, vaccinations, and allergen immuno-
therapy to improve education and adherence. X posts related to regional weather 
and pollen forecasts may also be useful for patients [15, 16, 20, 25]. X chats (for-
merly known as TweetChats) are meaningful, real-time, topic-focused, text-based 
discussions for patient sustenance on social media. This free network tool recently 
gained widespread for online educational and informative talks using X posts, 
actively engaging patients and caregivers with organizers, including individual 
allergists, patient support, and professional organizations. Chats are designed to be 
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structured as discussions on a predetermined topic or as informal education on 
allergy tips for distinct issues (e.g., specific allergy seasons, holidays or school time 
allergy tips, asthma and air quality). Formats include patient questions and their 
answers, as well as professionally developed posts to engage participants in targeted 
chats created to assess patients’ experiences and needs in an atmosphere of psycho-
logical safety and comfort. Following the introduction of an allergy healthcare pro-
vider moderator, several practical tips are presented following a code of conduct and 
privacy policy, reminding participants to use the X platform chat hashtag in all 
posts. The start and end of the targeted chat (usually 60 min duration) is also com-
municated by the moderator. In addition, some technical tips relate to the use of 
online tools allowing messages to be effectively scheduled ahead, while registration 
of the dedicated hashtag supports the use of social media analytics (e.g., Symplur) 
to assess metrics after the chat and perform even more complex data analysis (e.g., 
Symplur Signals Sentiment Analysis) [15, 26–29].

The popular discussion platform Reddit is a social meta-forum for tracking, min-
ing, and understanding public opinions and reactions to health issues and assessing 
patients’ questions and perspectives. For example, it has been recently utilized to 
analyze patients’ questions on atopic dermatitis and mine adverse events to allergen 
immunotherapy. There are several ways in which Reddit is used for patient educa-
tion, for example, by creating and sharing educational content, participating in pub-
lic subreddits (online communities) and hosting Ask Me Anything (AMA live 
question-and-answer) sessions dedicated to a specific topic. Patients with atopic 
dermatitis, especially younger ones, are known to increasingly engage on Reddit, 
forming subreddits, such as “r/eczema,” an international community seeking emo-
tional and medical support, “eczeMABs” subreddit, a forum dedicated to discussing 
monoclonal antibodies such as dupilumab for this condition, and “eczeJAKs,” a 
group discussing Janus Kinase Inhibitors for Th2 dermatitis. False and inaccurate 
information can quickly be spread, given that healthcare professionals do not verify 
the posts and the presence of allergists, dermatologists, and atopic dermatitis orga-
nizations is extremely limited on this platform. There is also concern that it may 
create mistrust towards conventional medicine, as in topical steroid withdrawal syn-
drome. Moreover, many gaps in patient knowledge are found in such subreddits, 
revealing areas for future improvement [29–32].

Image-based social media such as Instagram or the visual curating platform 
Pinterest can be used for health education by sharing educational pictures and info-
graphics, encouraging visually appealing content and hosting campaigns related to 
specific health topics or events. Such image-based platforms may be specifically 
useful to share and exchange information on diseases with a visible manifestation, 
for example, chronic spontaneous urticaria, atopic dermatitis or allergic contact der-
matitis. Clinical practitioners can improve their engagement with young adults by 
using these networks. For example, hashtags # on Instagram may reveal the online 
presence of specialists, while pins on Pinterest may be used to assess the visual and 
textual medical-related information [33–35]. Although allergists and dermatologists 
maintain an essential but restricted presence on Instagram, it is noteworthy that 
individuals with minimal medical training often share the majority of skin-related 
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content as “skinfluencers.” Additionally, social media involvement poses ethical 
concerns, particularly regarding self-promotion and sponsorship [35]. Instagram 
has recently been considered a valuable social media platform for the online dis-
semination of medical information in the field of allergology. A recent pilot study 
examined the efficacy of allergy and immunology-focused video and audio content 
disseminated through Instagram. As anticipated, the video content outperformed the 
audio content, likely due to its higher engagement potential with the online audi-
ence [36]. Whether allergists opt to participate in such image-based social media or 
prefer to focus solely on clinical practice, it is imperative that they recognize the 
impact of these online networks on patients and acknowledge their inherent limita-
tions [35].

Supporting patients through pre-recorded and live videos on social media repre-
sents a powerful approach to providing educational information, guidance, and 
motivating engagement while always encouraging viewers to consult with HCPs. 
Pre-recorded videos and real-time streaming are popular features on various social 
media platforms, including Facebook, Instagram, and TikTok. Each online network 
has its unique community and features. YouTube may be used to support allergic 
patients by creating educational videos to provide information about health topics in 
the form of tutorials, personal stories, or engaging scientific video content, partner-
ing with organizations and influencers, hosting webinars or live streams, creating 
playlists and using closed captions and subtitles for people with hearing impair-
ments and those speaking different languages. If looking to support patients with 
asthma and allergies using videos on Facebook, Instagram, and TikTok, HCPs must 
plan the content before posting, identify key topics to cover and prepare technical 
materials needed, engage with the audience for a sense of community and support, 
and monitor feedback from patients to understand their needs or concerns. Using 
relevant hashtags makes the online search easier for patients, and collaborations 
with organizations or influencers provide patients with more information and per-
spectives. Using animations, infographics, text overlays, and other visuals captures 
attention and conveys the educational message. Moreover, HCPs may post informa-
tive videos on healthcare services, present the allergy clinic to patients, provide 
tutorials, and provide information on what to expect from an upcoming appoint-
ment. When using Facebook Live, Instagram Live and IGTV (integrated into 
Instagram) or going live to followers on TikTok, HCPs should acknowledge their 
robust real-time engagement and the potential risks of sharing unedited content that 
may not always align with social media guidelines and etiquette [37–39]. Live com-
munication via social media platforms can also support disease surveillance and 
result in new observations. For example, recently, TikTok was used to unveil an 
acrylate allergy epidemic with an analysis of dermatologic findings associated with 
at-home gel nails [40].
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17.3  �Disease Monitoring, Patient Surveys, and Public Health 
Interventions on Social Media

Social media can be used for asthma and allergy monitoring by providing real-time 
information, support, and resources. The diverse online platforms can serve as a 
valuable source of data for monitoring asthma and allergy trends, symptom track-
ing, awareness, education, and community support. Many social media networks 
integrate with mobile apps and wearable devices to track health data. For example, 
asthma and allergy management apps can connect with social media accounts to 
receive support, alerts, updates, and reminders related to disease management. 
Interesting information includes notifications about air quality, pollen forecasts, 
medication reminders, and public health announcements, but all these should not 
substitute professional medical advice in particular situations. In addition, social 
media can engage patients in their disease management through features like moni-
toring devices with sensors and reminders for appointment scheduling, medication 
administration, and refill reminders [15, 41–45]. Patients’ right to have their health 
data protected is an essential issue in the context of patient-generated data from 
social media and wearable devices [4].

Recently, the importance of social media for patients with atopic eczema and 
allergic rhinitis was underlined [44, 45]. Moreover, an intelligent method (TopicS-
ClusterREV) was constructed to identify risk factors of allergic rhinitis based on 
social media comments [46], and patient perspectives on new rhinology devices 
were assessed using social media posts [47].

Targeted data collection via different types of electronic patient surveys (e.g., 
SurveyMonkey) may also be shared on social media to increase the reach. These 
may include patient satisfaction surveys or surveys to evaluate patients’ healthcare 
access, experiences, perspectives, and needs. The data collection may target specific 
patient groups (e.g., teenagers, those living in rural areas or inner cities) or particu-
lar clinical topics such as symptom severity, quality of life [48] and safety habits, 
feedback of adolescents and young adults on translational care [49], feedback 
regarding community outreach programs or healthcare questionnaires for relief 
efforts in case of an epidemic or disaster-affected areas [50]. Several factors influ-
ence the response rates to surveys distributed through social media, including the 
targeted population, questions’ clarity, survey length, and social media reminders. 
The goals of such online questionnaires with patient-focused content are to analyze 
results and create and develop proper ways for allergy patient support, guidance, 
and information.

Social media can be used to investigate public health interventions, including 
disease surveillance (asthma and influenza), outbreak investigation (e.g., early alerts 
for acute disease events such as thunderstorm asthma), and health promotion cam-
paigns [51–53]. In addition, by leveraging social media data, HCPs and public 
health officials can target specific populations with relevant messaging and 
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information [54]. Social platforms are commonly utilized to disseminate informa-
tion on asthma and allergies to increase public awareness and potentially reduce 
healthcare costs by improving disease management at many levels in a patient-
friendly manner, including self-management, medication adherence, and disease 
control [7].

In addition, the ability to identify microblogging data during pregnancy for users 
who reported having a child with health problems, including asthma, suggests that 
social media, such as the X platform, could be a complementary tool for evaluating 
associations between pregnancy exposures and childhood health outcomes, with 
potential clinical implications for informing prenatal care [55].

17.4  �Allyship, Advocacy, and Activism on Social Media 
for Patient Support

Although there are different levels of involvement and commitment in patient sup-
port on social media, it is imperative to mention that the ally-advocate-activist spec-
trum is not a hierarchy but a continuum in a fluid framework. Individuals and groups 
can move along the spectrum over time, and some advocates consider themselves 
activists and vice versa, these terms being intertwined (Fig.  17.2a). The allergy 
community needs all of them to create synergy. Moreover, allyship, advocacy, activ-
ism, and social media are strongly interlinked for successful campaigns to raise 
awareness. In addition, social media ambassadors are users with a robust online 
presence, preferably influencers, selected by professional allergy organizations, and 

a b

Fig. 17.2  (a) The ally-advocate-activist diagram to support allergic patients and the cause of 
allergy. (b) Diversity, equity, and inclusion are essential for a successful use of social media in the 
area of allergy care
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support groups with similar values to represent them on dynamic social networks 
[56–62].

An ally is a social media user acting as a helper who connects and interacts with 
patients and others involved in the allergy community, listens and learns their values 
and aspirations, and expresses solidarity as well as support in online activities. A 
genuine ally is compassionate to the particular cause of allergy, is willing to use the 
power of personal identity and influence to promote and disseminate accurate infor-
mation regarding it, and often provides support by speaking out on behalf of allergic 
patients and for allergy awareness [56, 57].

An advocate is a social media user who publicly supports, defends, and actively 
promotes the interests of the allergy cause, patients, and community. Advocates are 
more than allies who know specific aspirations and values; they openly endorse and 
care about informing and educating others about allergic patients on social net-
works, work to endorse a positive change and often take a more proactive and 
impactful approach, not only by speaking out to raise awareness but also by sup-
porting events and lobbying actions for positively changing attitudes, policies, and 
laws [56].

An activist is an active and passionate social media user who energetically 
engages in direct actions to vigorously support and promote the allergy communi-
ty’s cause. An activist’s organizational actions include public education and 
awareness-raising, mobilizing online supporters, and advocacy efforts by lobbying 
government officials or working with policymakers to bring about significant 
changes. Social media activism is the policy of direct actions, such as campaigning 
for such changes and fundraising for the cause of allergy [56–58].

For example, allergy allies and advocates participated in the so-called Tweetup 
meetings at Congresses of the European Academy of Allergy and Clinical 
Immunology (EAACI) for various social media actions using the 
#AllergistsGetTogether hashtag [59]. Moreover, EAACI representatives launched a 
European political Call to Action, United Action for Allergy and Asthma, promoted 
via a pan-European campaign on social media using the #CallAllergyAsthma 
hashtag [60]. In a collaboration between the European Federation of Allergy and 
Airways Diseases Patients’ Associations (EFA) and a group of Members of the 
European Parliament with excellent online visibility, the European Parliament 
Interest Group on Allergy and Asthma and EAACI stand committed to fighting 
against allergy and asthma in Europe [61]. Other EAACI experts and social media 
activists campaigned in the European Parliament for proper food allergen labeling, 
allergy research, and food safety in memory of victims of anaphylaxis [62]. 
Moreover, orchestrated evidence-based activism is needed to overcome online 
manipulative inadequate information, while consistent, transparent messaging 
about scientific discoveries and clinical recommendations is critical for optimal 
patient support [63].
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17.5  �Comments on the Present and Future of Social Media 
for Allergic Patients

Social media has transformed the healthcare landscape and represents a dual-edged 
sword with advantages, risks, and challenges (Table  17.1). Besides the multiple 
benefits for allergic patients previously detailed, social media networks pose many 
risks linked to misinformation, privacy, professional boundaries, and legal compli-
ance. Allergists must navigate these challenges thoughtfully, leveraging the poten-
tial of social media while mitigating associated risks to ensure the proper high-quality 
support for their patients and the community at large [64–67].

The rapid spreading of misinformation and any other information disorder on 
social media generates inaccurate advice due to biased perspectives or unverified 
claims, pseudoscientific remedies or unproven treatments, even miracle cures, 
potentially compromising appropriate allergy healthcare and leading to potential 
harm or confusion. While it is true that not everyone can be reached, a significant 
part of the patient population seeks trustworthy information. Hence, combating mis-
information on social media involves several strategies, including disseminating 
accurate information, explaining scientific data and developments using clear  
and accessible language, and crafting engaging, visually appealing and 

Table 17.1  Positive and negative aspects regarding social media in allergy healthcare

Major benefits and opportunities Important risks and challenges

 �� •  Disseminating allergy 
information

 �� •  Offering educational 
resources

 �� •  Facilitating patient education

 �� •  Rapid spreading of misinformation, disinformation, 
and other forms of ID

 �� •  Blurring differences between scientific evidence, 
anecdotes, and pseudoscience

 �� •  Amplifying harmful effects of ID in conjunction with 
cognitive biases

 �� •  Encouraging patient 
engagement

 �� •  Enhancing communication
 �� •  Fostering community 

support

 �� •  Violating patient privacy and/or confidentiality
 �� •  Distributing details of any specific patient without 

written consenta

 �� •  Neglecting online security risks, copyrights, and 
trademarks

 �� •  Allergy and asthma patient 
monitoring

 �� •  Allergic patient surveys
 �� •  Telemedicine and virtual 

care support
 �� •  Public health interventions

 �� •  Intended substitution of medical consultations, 
diagnosis, or treatments

 �� •  Delaying the search for medical advice from 
qualified professional

 �� •  Not maintaining boundaries between personal and 
professional communication

 �� •  Not adhering to network service policies, ethical and 
professional conduct

 �� •  Allyship, advocacy, and 
activism

for asthma, allergy, and patient 
support

 �� •  Garbage data collection and improper quality 
assessment for health research

Legend: ID = information disorder
a Even if protected personal health information is not included
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easy-to-understand shareable content. Utilizing narratives, citing credible sources, 
addressing discrepancies, prioritizing factual accuracy, and approaching discus-
sions with politeness, authenticity, and empathy are also crucial to fight the informa-
tion disorder present in online social platforms [14, 68, 69]. Before the COVID-19 
pandemic, misinformation negatively affected patients with different chronic health 
conditions, while throughout the pandemic, numerous pitfalls emerged on social 
media, particularly regarding viral spread, protective masks, testing and, notably, 
vaccines [70, 71]. Recently, a study on social media use among parents of children 
with established diagnosis of food allergies revealed that the vast majority use social 
media platforms. The most common reasons are to access tips for school/travel, 
manifestations of allergic reactions, and food allergy support groups, mainly due to 
convenience, ease of information, and quick feedback. Other topics of interest 
include ways to treat allergic reactions and to test for food allergies [72]. Well-
intended, evidence-based medical messages are sometimes met with disillusion, 
refusal or contradictory attitudes [73]. Online issues related to misinformation are 
those also present in real life regarding the diagnosis and treatment of IgE-mediated 
food allergy, including not understanding the difference between sensitization and 
allergy, unproven and not-scientific food allergy tests, improper allergy medication 
or unnecessary elimination diets, along with food-specific IgG testing offered by 
some practitioners and laboratories, particularly for patients with suspected food 
intolerance [74].

When using social media in a physician-patient setting, it is crucial not to delay 
or impede the seeking of medical advice, diagnosis, or treatments from a suitably 
qualified professional. Poor communication, erroneous medical guidance, or with-
holding conflicts of interest can expose healthcare providers to legal liability and 
even malpractice claims. Another risk healthcare providers, including allergists, 
face when using social media, is the potential violation of patient privacy and con-
fidentiality. This may occur through inadvertently disclosing or sharing protected 
health information or patients’ personal data in contravention of regulations such as 
the European General Data Protection Regulation (GDPR) or the US Health 
Insurance Portability and Accountability Act (HIPAA). Other risks are uploading/
posting, discussing, distributing, or facilitating the distribution of information of 
any specific patient without written consent, even if protected health information is 
not included. Inappropriate use of social media blurs the boundaries between per-
sonal and professional communication, leading to breaches of professionalism, con-
flicts of interest, and reputational harm. Moreover, ethical concerns arise when 
healthcare professionals engage in self-promotion, endorsements, or commercial 
activities, exposing themselves to reputational risks stemming from negative feed-
back, complaints, or reviews on social media while neglecting security risks that 
jeopardize the integrity and security of healthcare information [14, 75–77].

Also in the context of research, certain risks need to be considered when working 
with data collected via social media platforms. Specifically, garbage data collection 
and improper quality assessment for health research, such as digital disease detec-
tion, infodemiology and infoveillance need to be considered [78]. If processed 
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methodologically well (e.g., with a deep learning approach), highly unstructured 
social media streams, can provide important information to clinicians and patients 
alike. For example, the analysis of both syntactic (e.g., allergy, allergen) and seman-
tic (e.g., pollen allergy, allergic rhinitis) associations between words, plus quantita-
tive (volume of relevant posts per time/space), and qualitative analysis (text 
mining-based severity estimation) have been proven helpful for pollen allergy sur-
veillance on the X platform [79]. In addition, data analysis of posts from X and 
Facebook may be used to assess allergic drug reactions [80].

Finally, the approach of diversity, equity, and inclusion (Fig. 17.2b) on social 
media involves actively addressing social and health inequities that disproportion-
ately affect underrepresented populations [81, 82]. Understanding the multifaceted 
role of online social networks in allergy care and navigating the risks and challenges 
requires healthcare professionals and organizations to develop clear policies, guide-
lines, and training programs for the responsible use of social media [83].

In the future online social ecosystem, the platforms currently referred to as social 
media will continue to broaden their influence in everyday life, reshaping the search 
for information and selection of opinions and actions. In addition, there will be a 
rise of new creative AI tools, such as chatbots or text-to-text conversation, but such 
innovations will create not only exponential improvements in performance in the 
real world but also will escalate the debates around ethics, legal responsibilities, and 
potential risks, including inappropriate information [84, 85].

17.6  �Conclusions

HCPs can support their allergy patients to benefit from social media as providers of 
allergy information and education, generating awareness and engagement on social 
media, acting for online support disease monitoring, patient surveys, and public 
health interventions. They can support patients’ interests and needs by acting as 
social media allies, advocates, or activists. However, it is crucial to understand that 
social media should not be used as a substitute for medical advice, diagnosis, or 
treatments. No online content can be an alternative or replace consultations from 
suitably qualified HCPs, and it should not influence or delay seeking medical advice 
in any way. Social media has a great potential to improve allergic patient support 
and disease management, but potential risks and challenges must be carefully 
considered.
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Abstract  Social media platforms are increasingly utilized to support allergy 
patients in diverse forms. Popular socializing and microblogging networks are valu-
able online tools for patient education and information, allowing the creation and 
sharing of various types of content and active involvement with followers. Image- 
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and video-based social media services are also helpful in supporting allergic disease 
management via visually appealing and engaging content. At the same time, forum-
style networking is advantageous in text-based education on various topics. 
However, social media platforms may be utilized also to spread misinformation and 
disinformation on health topics, which is a particular threat to susceptible subjects, 
for example, with lower emotional intelligence and education. Independently from 
the used technology, user may promote products or services unsupported by scien-
tific guidelines. Therefore, healthcare providers on social media need to perform as 
contributors to information and education. In this role, it is essential to combat all 
forms of online information disorder and to respect basic rules as well as guiding 
principles when using social media.

18.1  �Background

Digital healthcare technologies have witnessed significant growth and development 
in recent years. Mobile health utilizes modern mobile communication devices such 
as smartphones, phablets (mobile devices larger than a phone but smaller than a 
tablet), and tablet computers to support and improve patient support and disease 
management [1]. Digital health approaches educate patients about diseases, treat-
ments, self-management options, and medical circumstances. These save valuable 
medical working time, boost accuracy and efficiency, and allow patients to access 
information anytime and anywhere [2].

Mobile communication device use has increased dramatically in the last decade, 
moving a significant part of the world to our fingertips. Recent data reveals that over 
97% of internet users aged 16–64 in many of the world’s largest economies use at 
least one social media platform monthly. There are 5.04 billion social media users 
worldwide, currently equating to 62.3% of the global population. Furthermore, the 
number of global social media users has increased significantly since the start of the 
COVID-19 pandemic, with 266 million new users in 2023, equating to an average 
increase of 8.4 new users every single second [3]. The typical working-age internet 
user spends over 2.5  h daily on social platforms [4]. Compared with traditional 
media, social media platforms work faster and farther in spreading information 
while being archived, searchable, and interactive [5].

A brief presentation of the social media ecosystem must start by mentioning that 
there were no such online platforms before 1997, when the first modern social net-
work, SixDegrees, was launched. From 2003 onward, many new social networking 
sites appeared, such as LinkedIn (2003), Facebook (2004), Twitter (2006), and 
Instagram (2010). Although there is an increasing tendency of patients to rely on 
online content and social networks for health-related information [6], the credibility 
and accuracy of information found in this way can be variable, and patients need to 
be very cautious when evaluating information from these sources [7, 8, 9].

Online interactions between patients with chronic conditions and peers can influ-
ence their communication and relationships with healthcare professionals (HCPs), 
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as they may wish to discuss obtained medical information referring to their relation-
ships on social networks [10]. Besides one-to-one and one-to-many technologies 
such as email, instant messaging, and web browsers, patients use many-to-many 
online technologies, including platforms such as Facebook, Twitter, Instagram, and 
LinkedIn [6]. Interestingly, it has been shown that some groups of adolescents tend 
to be skeptical towards social media platforms for medical information, mainly due 
to privacy concerns [10]. On the other hand, adolescents and young adults may be 
interested in offering feedback regarding recommendations on transitional care [11].

Social networks have fundamentally changed how people share and receive 
information, becoming a widespread source of health information for allergy 
patients and the general population. As a result, there is growing recognition of how 
social media impacts patient-centered management. Therefore, HCPs must increase 
their understanding of such complex interactions for better disease management and 
should consider active social media engagement to support their patients. Moreover, 
professional organizations in allergy and immunology use social networks for indi-
vidual members, public advocacy and continuous online education during annual 
congresses and focused meetings with dedicated hashtags [12].

If properly used, modern social media can be a powerful tool to improve allergic 
disease management due to its influence on health education and awareness, patient 
engagement and support, disease monitoring, and public health interventions 
[13–15]. However, online disinformation and non-evidence-based content can also 
lead to harmful behavior and wrong assumptions regarding important health topics. 
Additionally, it is necessary to remember that only some adults have proficient 
health literacy [16], suggesting that patients may need additional support in under-
standing basic medical information and properly engaging in chronic disease man-
agement. Persons with greater eHealth literacy searching for health information on 
popular social networking sites are younger and more educated [17]. New versatile 
elements of social media and the support of artificial intelligence (AI) provide 
patients with helpful outlets to comprehend their health conditions and improve 
communication and engagement [18].

18.2  �Definitions and Basic Terminology to Work with Social 
Media Tools

Social media is defined as dynamic computer-mediated communication tools based 
on mobile and internet technologies to generate highly interactive online platforms 
in which individuals or groups create user-specific profiles for a site or application 
designed and maintained by a social media service. The users are connected in 
online social networks or virtual communities, in which user-generated content is 
created or co-created, accessed, shared, or exchanged, possibly discussed or modi-
fied. Social media content is produced in various formats, such as text, images, 
audio, and/or video digital recordings, with or without the use of filters or other 
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inventive tools. Users have unique identifiers and can interact with each other on 
social media and engage in many activities, such as sharing, liking, commenting, 
and favoriting content, along with messaging, following or friending. Social net-
works are a specific type of social media platform designed to facilitate connections 
and interactions between individuals, while social media is a general term for online 
tools that allow people to create, share, or exchange information and content with 
others. The user-specific profiles represent the sustaining structural component of a 
social media service, while the user-generated content is its indispensable func-
tional constituent. Social media platforms can serve various purposes, including 
communication, information sharing, networking, entertainment, social allyship or 
advocacy and social activism [19].

18.3  �Catalogue of Relevant Social Media Platforms 
for Patient Engagement and Disease Management

Due to the rapid development of social media, there are many ways to categorize 
social media platforms based on different criteria. Social media can be classified by 
the type of content, including text-based content such as microblogging (e.g., 
Twitter), image-based content (e.g., Instagram), and video-based content (e.g., 
YouTube), by their purpose or function, being designed primarily for communica-
tion and networking (e.g., LinkedIn) or focused on content sharing and discovery 
(e.g., Pinterest), or by the audience, some being designed especially for younger 
users, such as TikTok and Snapchat, while others cater to older users (e.g., 
Facebook). Based on the business model, some social media may be considered 
advertising-driven or subscription-based. The most popular social networks domi-
nate the social media landscape, but other services also play an important role in 
specific groups, regions, or user settings. Social media platforms are registered 
trademarks or service marks, and most use AI to improve users’ experience and 
provide personalized content [8].

Social media has facilitated a new culture of connectivity, where people can con-
nect and interact in new and unprecedented ways. They allow HCPs to have interac-
tive and real-time communication with patients, set goals, improve patient care and 
disease management, and create bonds of confidence that consolidate their relation-
ship. Relevant examples of online social networks potentially supporting the man-
agement of allergic patients are presented in Table 18.1. In January 2024, the list of 
the world’s most-used social platforms according to a ranking by global active user 
figures included Facebook, YouTube, Instagram, TikTok, Snapchat, X (formerly 
known as Twitter), and Pinterest. The online encyclopedia project Wikipedia is not 
typically considered a social media platform. Although the wiki-based website (a 
wiki being an online hypertext publication collaboratively edited and managed by 
its audience) allows users to communicate with each other through discussion 
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pages, it is not primarily designed for social networking. Platforms in the Chinese 
language include Douyin (counterpart of TikTok), the short-form video platform 
Kuaishou and Weibo (previously known as Sina Weibo), a popular Chinese micro-
blogging website. Worldwide, WhatsApp and Weixin (known as WeChat outside of 
China) dominate the instant messaging market, while Line is currently the messen-
ger of choice in Japan. Notably, there’s a large audience overlap, with almost 90% 
of X and Snapchat users and about 80% of the people active on TikTok also using 
Instagram [3]. An increase in the time people spend online is associated with a 
decline in TV viewership [4]. Over the years, several social media platforms have 
faced controversies and criticism related to privacy and security issues, particularly 
related to the collection and use of user data [3, 20].

The following paragraphs will overview the most-used social media platforms 
and their functionalities.

Table 18.1  Social media and social networks which may be used in allergic disease management

Social media platformsa Example (Ownerb) Founded
Current 
statisticsc

Web address 
(URL)

Popular online social networks

Socializing and content 
dissemination

Facebook (Meta) 2004 3049 www.facebook.
com

Photo and video hosting and 
sharing

Instagram (Meta) 2010 2000 www.instagram.
com

Microblogging and social 
networking

X (fka Twitter) (X 
Corp)

2006 619 www.x.com

Video hosting and sharing YouTube (Google) 2005 2421 www.youtube.
com

Short-form video hosting 
and sharing

TikTok 
(ByteDance)

2017 1562 www.tiktok.com

Visual search and curation Pinterest (public) 2009 482 www.pinterest.
com

Multimedia instant 
messaging

Snapchat (Snap Inc) 2011 750 www.spapchat.
com

Other online networks and social services

Professional and 
business-oriented

LinkedIn 
(Microsoft)

2003 922 www.linkedin.
com

Collaborative filtering Reddit (Advance) 2005 1224 www.reddit.com
Microblogging and social 
networking

Tumblr 
(Automattic)

2007 198 www.tumblr.com

Notes: General information and indicative statistics
Sources: January 2024 data from https://datareportal.com; www.statista.com; www.wikipedia.org
a Available in Latin alphabet
b Current owner (2023); fka (formerly known as); URL = Uniform Resource Locator
c Global active user figures in millions (note: users may not represent unique individuals)
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18.3.1  �Socializing and Microblogging Tools

Among the widely embraced socializing and microblogging platforms, Facebook 
and X reign are the most often used channels for millions worldwide.

Facebook is an online social media and networking service that allows users to 
create personal profiles, connect with friends and family, and share content. When 
creating a post on Facebook, users can include text, images, videos, and links. They 
can post up to 63,206 characters in length. However, many keep their posts rela-
tively short, similar to microblogging. Facebook offers a variety of interactions such 
as following, commenting, sharing, liking, sending private messages and tagging 
(marking) other users to notify someone mentioned. The platform also offers vari-
ous features, such as events, groups, and pages allowing users to organize, join, or 
follow activities and communities based on shared interests. In addition, it offers a 
wide range of advertising options for organizations to reach their target audiences. 
In 2023, Facebook users spent almost 20 h/month on this platform [4]. Facebook 
uses AI to power the news feed algorithm, which determines what content to show 
users based on their interests, activity, and behavior on the network. It also uses AI 
for image and speech recognition and natural language processing. Facebook sup-
ports allergy patients and caregivers of all ages in various ways. Some groups and 
pages dedicate their content to allergies, including rare ones, where users can con-
nect, share tips and advice, and find support.. Many professional societies, allergy 
organizations, and advocacy groups also have Facebook pages to engage with 
patients, share up-to-date information, and provide education for different medical 
conditions. Allergy services may also use it to share visual information about the 
clinic location, examination rooms, allergy immunotherapy waiting room, staff 
members, and announcements about specific clinic work hours and events. Patient 
support groups use Facebook to connect and share experiences, resources, and 
information about different health conditions [13, 21]. Some HCPs may also use 
Facebook to share health tips and answer common questions from patients [4, 
21, 22].

Facebook analytics helps to determine popularity, but professional organizations 
and clinics compete with friends for attention in the news feed, and only a limited 
percentage sees content posted by followers due to its algorithm. Like other social 
media platforms, Facebook may be utilized sometimes to spread misinformation 
and disinformation on health issues. Subjects with lower emotional intelligence and 
high school or less education are likelier to fall for fake news on the platform. 
Therefore, in recent years, social networks have implemented several AI-powered 
tools to detect and remove false or misleading health information and to promote 
accurate information from trusted sources [7, 23].

X (former: Twitter) is an online social media and networking service allowing 
users to post short messages (microblogging) called X posts or tweets of up to 280 
characters. It is a popular platform for sharing news, opinions, discussions, ideas, 
and updates in real-time, connecting with others who share similar interests, engag-
ing in public conversations on current events or other topics, and staying up-to-date 
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with the latest news and trends. X users were formerly called tweeps or twitterati. 
They can follow others to notice their X posts in the home feed. The interactions 
include reposts (previously named retweets), likes, replies, and mentions in X posts, 
including usernames preceded by the @ symbol and direct messages. Hashtags (# 
symbol followed by a word or phrase) are usually used to categorize tweets and to 
make them more discoverable. Promoting products and services is also possible. In 
2023, people spent about 4.5 h/month on Twitter [4]. This platform uses AI to detect 
and filter spam or abusive posts and promote relevant content. Twitter is increas-
ingly used to sustain allergy management [8]. Patients share information, seek sup-
port and connect with others, while many individual HCPs, professional 
organizations and support groups engage with them, share accurate information, 
and provide resources and support for different allergies. Hospitals and allergy clin-
ics may use this network to distribute news and updates about their services for 
informative purposes. Various accounts and hashtags are dedicated to discussing 
allergies and providing information, resources, and support for those with allergies. 
Moreover, the X platform allows easy, quick updates and real-time engagement 
with hashtags and chats, is helpful with live events, and can be very fast-paced in 
content [8, 10, 12].

Allergies and asthma are commonly discussed on the X platform by clinicians, 
patients, and the interested public, including caretakers and various (patient) orga-
nizations. Although the online analytic tool Symplur (Part of Real Chemistry) is 
more frequently used to extract and analyze data related to specific hashtags from 
this social media network, the accuracy of the information on a particular profile 
online is only sometimes verifiable. Moreover, objective scores such as the 
HONcode (a Health On the Net certification) and DISCERN scores (an instrument 
designed to measure the quality of written health information) are not disease-
specific. Highly shared X posts and links on the X platform are only sometimes a 
good source of information on medical topics and may facilitate the spread of dis-
information. Therefore, and because disinformation can penetrate deeper and faster 
than evidence-based truth, healthcare professionals and medical organizations need 
to play an active role in providing reliable health information on the platform X. A 
thorough assessment of ongoing microblogging conversations may support HCPs 
and organizations in the efficient dissemination of accurate content and practical 
updates regarding their practice [24].

18.3.2  �Image-Based Social Media

Instagram and Pinterest mainly represent image-based social media. Static digital 
images are commonly stored and distributed in popular file formats on social media, 
including JPEG (Joint Photographic Experts Group), PNG (Portable Network 
Graphics), and GIF (Graphics Interchange Format), among others.

Instagram is a social medium that allows users to share photos and videos, follow 
others, and engage with content through likes, comments, and direct messaging. It is 
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mainly a visual platform focusing on good-quality photos and videos. Users can edit 
visual posts with stickers, filters, and other creative tools. Commonly used for pho-
tos related to personal and social purposes, it also offers features such as stories 
(temporary photos and short videos), reels (short-form videos), and Instagram TV 
(IGTV long-form videos) for more engaging and dynamic content. Influencers also 
use it to promote products and services. In 2023, people spent almost 16 h/month on 
Instagram [4]. Its AI provides personalized user recommendations based on image 
and video recognition and aims to detect and block inappropriate content [25–27]. 
Instagram may be used to support allergy patients in various ways. Many patients 
connect for similar experiences and to share resources and information on manag-
ing their allergies. Many accounts are dedicated to different types of allergies, where 
users can find information about allergy-friendly foods, products, and lifestyle tips. 
In addition, some allergy organizations, advocacy groups, HCPs, and allergy jour-
nals utilize this channel to provide visual information and educational resources. 
Allergy clinics and hospitals may use it to share photos and videos of their services, 
staff, and facilities, promote safe choices, and provide updates on news and events. 
Hashtags related to specific topics help find relevant content [12, 24, 28]. 
Unfortunately, some Instagram posts promote products or services unsupported by 
scientific guidelines, and health misinformation may quickly be disseminated on the 
platform. Therefore, further research is needed into its use as an intervention tool 
for ethical issues, patient education, and to reduce stigmatization. In addition, it is 
essential to highlight the opportunities for HCPs to promote online evidence-based 
approaches, including self-management pieces of advice [29–31].

Pinterest is a bookmarking-type network enabling individuals and organizations 
to discover, share, save, comment, and organize visual content, mainly images, 
related to their interests and projects, emphasizing inspirational imagery, new ideas, 
and valuable and creative information. Pins are visual bookmarks that users, referred 
to as pinners, can save to their personalized collections called boards themed around 
specific topics. An additional visual search tool represented by Pinterest Lens may 
be utilized for online searches using images instead of keywords. When saving a 
pin, it links to the original online source, allowing other users to discover and save 
it [32]. In 2023, people spent almost 2 h/month on Pinterest [4]. Pinterest is not 
explicitly designed to support patients and may not have as much allergy content as 
other social media networks. Nevertheless, some HCPs and patient organizations 
use Pinterest to share content related to specific health conditions with patients and 
their followers, such as educational photos, pictograms, infographics, and even 
short videos. Patients may use Pinterest to curate visual information on allergy-
friendly products and food recipes, home remedies, and tips for managing allergies. 
However, some of these are not posted by HCPs or professional organizations and 
may be risky, not regulated or adequately tested [33, 34]. Informative and advocacy 
pins dominate the landscape of posts related to allergy and dermatology. However, 
more research is needed to assess how social media users discuss health through 
sharing visual content online and how health professionals can more effectively 
communicate using image-sharing social media [35].
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18.3.3  �Video-Based Social Media Platforms

The main representatives of video-based social media are YouTube and TikTok. 
Frequently used video formats on these social media are MP4 (Moving Picture 
Experts Group-4) and MOV (QuickTime Movie) [55].

YouTube is a social media platform utilized mainly for entertainment visual con-
tent, with users (YouTubers) discovering and sharing various types of videos. In 
2023, people spent about 28 h/month on YouTube [4]. It is popular among teenagers 
with allergies. Trends detected using YouTube may notice geographic hot spots and 
treatment strategies for atopic disorders [22, 36]. In recent years, YouTube has 
become a recognized source of medical information for healthcare consumers. 
However, there are potential dangers as videos may contain non-scientific, mislead-
ing, or even harmful information. A formal analysis of YouTube videos found that 
the medical information presented on this online platform was heterogeneous, with 
room for improvement [37]. For example, only a few selected YouTube videos on 
allergic rhinitis and asthma can be used as a source of accurate information for 
patient education. In addition, only some videos reflect correct nasal spray or asthma 
inhaler use [38, 39]. Moreover, many videos are below acceptable medical quality 
standards regarding atopic dermatitis and anaphylaxis [37, 40]. Because subjective 
and anecdotal content may be overrepresented, and viewers do not distinguish 
between high- and low-quality videos, valid and reliable instruments to help stan-
dardize evaluations of YouTube-based medical videos covering a variety of sub-
jects, including asthma and allergy are needed, such as the Medical Quality Video 
Evaluation Tool (MQ-VET) [41]. There is a need for high-quality, evidence-based, 
educational videos on allergies from HCPs and professional medical organizations 
[42], such as the appealing animated infographic entitled “EAACI explains food 
allergy” [43].

Ideally, allergic patients should be supported via hosted channels and videos 
providing accurate information on allergies, including tips for dealing with symp-
toms, nutritional approaches to atopic diseases, and management of allergic and 
atopic disorders, including new treatments [44–46]. By avoiding videos uploaded 
by individual users who were not HCPs or some for-profit companies, there is an 
increased chance of finding pertinent health information on YouTube. Many HCPs 
and professional organizations share educational videos about allergies and treat-
ments on YouTube. It is essential to consider more videos describing patients’ per-
sonal experiences and engaging, concise, easy-to-understand video content to reach 
more patients.

TikTok is a social media platform based on short-form videos or TikToks with 
many tools and effects, usually related to fun and interacting with others through 
comments, likes, and shares. It is popular with teenagers and young adult users 
(TikTokers) and utilizes AI to power its content recommendation algorithm based on 
interests, activity, and viewing history. In 2023, people spent 34 h/month on this 
platform [3]. Although some HCPs and organizations have started using TikTok to 
share health information and engage with patients, there are significant concerns 
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about the accuracy and reliability of other health information content shared on the 
network. Some TikTok accounts are specifically dedicated to sharing allergy-related 
content, such as allergy-friendly recipes, tips for managing allergies, and discus-
sions about living with allergies. Health information videos may be classified as 
educational, personal, or product/treatment-related. Allergists should be aware that 
especially adolescents may use TikTok to gather information about allergic and 
atopic disorders and post their personal experiences; therefore, they should priori-
tize appropriate education in this patient group due to the generally low-quality 
scientific content of such posts [47, 48].

The allergy community should be vigilant of misinformation regarding approved 
and safe allergy drugs and actively counteract it with evidence-based advice [49]. 
Although TikTok is a powerful tool for information distribution, the educational 
value of health-related videos entered public attention because of scientific misun-
derstandings [49]. Teenagers are a particularly susceptible group that needs to be 
informed of the risks associated with videos related to life-threatening challenges, 
such as those suggesting the misuse of over-the-counter-medication such as diphen-
hydramine [50]. TikTok is a far-reaching opportunity for HCPs to address allergies, 
and specialists should know that multiple interrelated conditions are required to 
produce an influential account on this platform [51]. Few allergists already use 
TikTok for high-quality allergy information, explanatory reactions, and comments 
to different posts from young TikTokers [47]. Moreover, using TikTok to display 
health journeys can facilitate engagement by patients, family members, and loved 
ones interested in information about challenging conditions [52].

18.3.4  �Professional and Forum-Style Networking Platforms

LinkedIn is a professional networking platform that allows users to share personal 
updates and work-related content. The tool supports business networking, profes-
sional development, and the search for job opportunities. It is not commonly used to 
support allergy patients. However, some allergists and organizations may use it to 
connect with other professionals in the healthcare industry, share news and updates, 
and promote their services for patients [7, 53].

Reddit is a social media platform structured as a forum-style discussion website 
featuring a collection of topic-based mini-communities called subreddits (with 
unique URLs and names beginning with r/) where users can submit links, texts/
discussion posts, images, and videos to their chosen subreddits, and other users can 
upvote or downvote them based on their relevance, quality, or popularity. It focuses 
on sharing information and fostering discussions around various issues, from news 
to personal interests. Registered users (redditors) have a social media karma defined 
by their net upvote score. While Reddit is not specifically designed for patients, it 
has subreddits dedicated to health conditions, including allergies, where patients 
can connect, share information, and provide support. However, it is essential to note 
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that the information on Reddit may not always be accurate or reliable, so patients 
should exercise caution and consult their HCPs for medical advice [54, 55].

18.3.5  �Other Social Networking Services

Snapchat is a multimedia messaging service that may be considered a social media 
for sharing and receiving spontaneous, ephemeral disappearing visual content and 
messages and for exploring various creative and entertaining posts. Its core feature 
is the ability to send snaps, which are photos or videos customizable with text, stick-
ers, and other effects using filters and lenses. In early 2023, Snapchat launched My 
AI, a custom chatbot offering users access to a mobile version of the AI chatbot 
ChatGPT. Snapchat is not usually used for patient or healthcare-related purposes, 
being primarily a social media for informal communication with friends. However, 
some healthcare organizations may use Snapchat to reach youth audiences or share 
health education or awareness content creatively and engagingly [56]. In addition, 
young allergic patients may use Snapchat to connect with others with similar condi-
tions and share experiences or tips. A study on American adolescents recruited from 
regularly scheduled asthma clinic appointments in 2016 revealed that 90% used 
social media, with Snapchat and Instagram being the most frequently endorsed. 
Some expressed the desire to obtain general asthma knowledge, including asthma-
related news and symptom management tips, via social media posts [57].

Tumblr is a hybrid website structured as a mycelial-like network, depicted by 
features of visual social media and, in other regards, similar to conventional blogs. 
This highly customizable microblogging platform shares photos, audio and video 
content, links, quotes, and text. Tumblr short-form blogs may be followed via the 
dashboard. However, each has its own RSS (Really Simple Syndication) feed, simi-
lar to other internet blogs, and interaction between users involves functions such as 
reblog, share, reply, and like. Young patients may use Tumblr to share health-related 
content and interact with others. Since Tumblr is a general-purpose social media not 
specifically focused on health or medical topics, it is less used for this purpose 
[58–60]. While Tumblr allows audio content, other platforms like X and Facebook 
are more frequently used to share links to podcasts and promote social audio 
[61–64].

18.4  �Communication with Allergic Patients in the Social 
Media Era

In digital times, communication with allergic patients and their caregivers is an 
important topic, as social media networks have become increasingly popular for 
rapidly sharing health-related information and seeking support from online 
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communities. It should start by recalling that as many as eight out of ten Internet 
users access health information online, and about three-quarters of patients with 
chronic illnesses are influenced by online information in making decisions for their 
condition. Moreover, patients and physicians have different perceptions of social 
media for health care, mainly due to miscommunication [63]. Nevertheless, social 
media can act as a community and support network, promoting information-seeking 
behaviors and enabling health data access, allowing patients to assess information 
on appropriate care. HCPs must be cognizant of several factors for effective com-
munication with allergic patients on social media. These include using clear, con-
cise language with visual aids to provide individualized and up-to-date information. 
In addition, by sharing accurate resources and information to help patients manage 
their allergies, such as educational materials and support groups, HCPs may help 
patients feel more connected, informed, and able to use practical tools and strategies 
for better disease management. HCPs should also monitor social media platforms 
for patients’ concerns, respect their privacy, and encourage them to seek medical 
advice from qualified personnel, including disclaimers [12, 64, 65].

The time is now to combine traditional methods of information dissemination 
with communication on social media. However, the main limitation of social media 
regarding medical purposes is content reliability; therefore, it is fundamental for 
allergists to engage in online networking and tackle medical misinformation related 
to their practice [12, 66]. With a world of information at their fingertips, patients 
seek advice through social media, but the information needs to be constantly 
updated, corrected, or completed. Besides inaccurate information, social media’s 
potential as an unfavorable health mediator may also be related to personalization 
algorithms of social platforms that can polarize available information through “rec-
ommended” or “suggested” content. The way information spreads on these online 
networks does not reflect the accuracy of evidence-based medicine and clinical 
guidelines. Information overload on social media and the possibility of inaccuracy 
represent challenges when validating information. HCPs need to be aware of the 
multiple cognitive biases that can affect communication with patients on social 
media and negatively impact medical decision-making to put effort into counteract-
ing them. They can actively interrogate biases and assumptions and be empathetic 
and open-minded to others’ experiences and perspectives. Moreover, the risks asso-
ciated with harmful or incorrect advice on social media from non-professional users 
add to concerns regarding patient confidentiality and privacy breaches. In a worst-
case scenario, wrong advice spread on social media may even prevent patients from 
seeking appropriate medical care. Allergists should discuss these negative influ-
ences of health-related online content with their patients and consider integrating 
social media into their clinical practice [12, 66–68].

The social media landscape for professional organizations is also constantly 
evolving and expanding. For example, many allergy associations and societies have 
social media accounts to post evidence-based and up-to-date information for 
patients and HCPs. In the last 5  years, the European Academy of Allergy and 
Clinical Immunology (EAACI), an association of clinicians, researchers, and allied 
health professionals dedicated to improving the health of people affected by allergic 
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diseases, held a distinguished position between large professional allergy organiza-
tions by having active accounts on the most popular social media platforms: 
Facebook, Instagram, Twitter, YouTube, LinkedIn and Pinterest. In addition, EAACI 
experts developed a series of interactive resources that may adequately assist and 
inform patients and their families about allergic diseases and asthma. The academy 
also partners with patient organizations using their social media channels to com-
municate directly with patients worldwide [69].

18.5  �Practical Guidelines When Using Social Media 
in the Allergy Care Setting

Basic rules and core guiding principles when using social media by HCPs were sug-
gested in the last decade as practical guidelines (Fig. 18.1). HCPs should be ethical 
and vigilant in respecting social media networking rules while complying with legal 
restrictions and obligations. Patient privacy, confidentiality, and data protection 
standards should always be respected. At the same time, freedom of expression 
should be granted, avoiding non-inclusive, disrespectful, stigmatizing, hateful or 
discriminatory language in postings, and any other type of inappropriate, inaccu-
rate, or illegal content. It is important to respect copyright and intellectual property 
while combating all forms of information disorder, including misinterpreting non-
peer-reviewed data. HCPs should post in their capacity, being professional, objec-
tive, and unbiased while staying authentic and credible without excessive 
self-disclosure. They should post trusted, verified, updated, evidence-based content 

Fig. 18.1  General practical guidelines when using social media by HCPs. (Adapted from 
[64, 69–72])
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without blurring professional and social boundaries. Other basic principles are 
being active, accurate, and supportive, creating constantly useful, sharing wisely, 
reacting timely, and differentiating opinions from facts. Complying with advertising 
regulations by clearly labeling sponsored content or advertisements is also essential. 
Moreover, everyone must always remember that content posted online is usually 
permanent. Further, HCPs should act responsibly on social media to avoid possible 
negative consequences concerning accepted standards of medical practice [8, 64, 
70, 71].

Conversely, all social media users must understand that online content is not 
necessarily comprehensive, complete, accurate, suitable, valid, optimal, cognizant, 
constant, or available. Moreover, being culturally sensitive, empathetic, respectful, 
and kind does not mean that HCPs should accept requests for specific medical 
advice because content on social media platforms is not intended nor recommended 
as an alternative, substitute, or influencing factor for professional medical advice, 
diagnosis, or treatment, in any way and under no circumstances [72].

18.6  �Tips and Tactics for a Social Media Approach 
to Patient-Centered Care

Developing a patient-centered approach to online social networks involves several 
tips and tactics. However, no universally recommended social media plan for such 
an approach exists. When considering digital forms of information therapy by “pre-
scribing” the right information to the right patient at the right time, HCPs must 
provide trustworthy resources and create valuable content that educates, informs, 
and encourages patients, being mindful of their privacy and confidentiality and 
empowering them to take an active part of their disease management. HCPs build 
their social media strategy by choosing the best channels and optimizing their pro-
files according to the targeted patients, the content intended to be created, and online 
suggestions and opinions. The central focus is on providing accurate health infor-
mation by regularly sharing valuable content in a practical, compact and credible 
manner, with hashtags and visual impacts such as images, infographics, Graphics 
Interchange Formats or GIFs, and short videos [18, 73, 74].

HCPs must act professionally, honestly and with good judgment in their com-
munications, and need to practice social media detection and listening to online 
patient voices from posts, comments, conversations or chats relevant to allergy, 
patient feedback on clinical practice and allergy services, tracking and understand-
ing patients’ opinions and reactions to health issues, unreported health trends form 
specific diseases (e.g., pollen allergies), by monitoring dedicated accounts, key-
words, and hashtags or using patient surveys on social media. They should regularly 
seek opportunities to collaborate, ensure an interactive approach, and create oppor-
tunities for an environment of networked care to complement the role of face-to-
face patient education and information [74, 75].
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18.7  �Relationship Between Patients and Social Media

The association between HCPs and allergic patients on social media changed along-
side the progress of these online platforms. The informational value of social net-
working for disease management includes promoting access to valid science-based 
information to patients by offering high-quality, easy-to-understand, reliable data 
and fighting the different forms of information disorder. In addition, patients pro-
vide valuable information by expressing their feelings with various sentiment sig-
nals, sharing experiences and voicing perspectives related to allergy management. 
Health-related interventions on social media are therefore significant to help 
empower patients through information and education, via support groups and non-
profit patient organizations for advocacy, and by initiating and participating in 
microblogging campaigns (e.g., #ContinuousAllergyAwareness with ribbon for 
support on Twitter) [76–79].

Potential negative psychosocial impacts, especially in young persons and sensi-
tive individuals using social media, include falsifying age and identity, cyberbully-
ing (online actions to deliberately produce harassment, intimidation, threatening, 
denigration and insults, impersonation, or public humiliation), and cyberostracism 
(online intentionally marginalization, exclusion, discrimination, or socially rejec-
tion). Cyberbullying can be more damaging than traditional bullying because of 
online accessibility and anonymity, privacy issues such as identity theft, sharing 
psychosocial information that others may misuse, and re-sharing pirated informa-
tion. Moreover, excessive gamification (application of game elements and princi-
ples in non-game contexts to enhance overall user experience) may be associated 
with addictive behaviors, neglect of real-world responsibilities, and decreased 
offline social interactions. It can exacerbate anxiety and self-esteem, while unneces-
sary glamorization may induce shallow engagement and superficiality [78]. Asthma 
and food allergy-related cyberbullying behaviors include being teased about the 
disease, being made fun of or called mean names due to it, being threatened with 
allergen exposure, and other online actions to make others dislike patients, mainly 
due to preventive measures and carrying medication [77, 79].

Bullying on social media can have serious consequences, such as negative 
impacts on self-esteem and social relationships. Online social bullying negatively 
impacts young patients with asthma. Mainly when associated with depression, psy-
chological stress triggers on socializing online platforms may be of particular con-
cern as risk factors for exacerbations [80–82]. Allergists should recognize and 
address such problems; therefore, bullying-specific questions and algorithms are 
needed to assist in identifying and addressing bullying in cyberspace for young 
patients [77]. Moreover, it is vital to create safe spaces on social media, encourage 
individuals to report and block any bullying behaviors encountered online, engage 
in bystander interventions and involve the authorities, parents and the school 
because confrontations are not usually productive. Another intervention is using 
specific hashtags to stimulate reports (e.g., #StopAllergyBullying on Twitter) 
[82, 83].
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18.8  �Fighting Against All Forms of Information Disorder 
on Social Media

Understanding the role of social media in spreading unreliable, poor-quality health-
related information and its magnitude during health emergencies, humanitarian cri-
ses pandemics, represents a first step in mitigating its harmful effects, such as wrong 
interpretation of scientific knowledge, polarization of opinions, intensifying fear 
and reduced access to proper health care. Many social media platforms have a global 
reach. Because they are not bound to journalistic standards, relevant legislation and 
deontological ethics the way professional media is supposed to be, they have an 
essential role in the origination and development of the information disorder. In 
addition, some online users or accounts, such as automated (bots) and human 
(trolls), have augmentation roles. Due to the volume and velocity of information on 
social media, it has the characteristics of an infodemic. Therefore, infoveillance is 
needed to monitor and analyze such digital data [84–87].

Information disorder applies to all cases of inaccurate information and is not 
limited to a particular topic. There are many landscapes related to health, such as 
textual representation, linguistic-stylistic, linguistic-emotional, linguistic-medical, 
propagation-network, and user-profile features [87]. Different forms of information 
disorder are presented in Table 18.2, including misinformation, misconception, dis-
information, fake news, rumors, conspiracy theories, and malinformation [86–89]. 
All these have harmful outcomes if not recognized and adequately addressed.

Because information shared on social media is often presented in pieces that lack 
perspective or context, the conjunction between social media and cognitive biases 
can amplify the harmful effects of information disorder. Many cognitive biases can 

Table 18.2  Different categories of the information disorder [86–89]

Forms/aspects Definition and comments

Misinformation Inaccurate information with false connections and misleading content that is 
spread unintentionally and may be the result of a mistake or a lack of 
understanding of the facts

Misconception Belief or idea not based on accurate or complete information, often a result of 
a lack of knowledge or misunderstanding of a particular topic

Disinformation Intentionally spread of false or misleading information for deceiving or 
manipulating purposes, usually with a specific agenda or motive

Fake news Type of fabricated disinformation to have a significant impact on public 
opinion and beliefs, presented as legitimate news, in the form of an entirely 
fictional story or distorted actual news

Rumors Unverified or unofficial pieces of information or stories without credible 
sources or evidence

Conspiracy 
theories

Explanations or narratives that propose secret plots or hidden agendas

Malinformation True information that is shared with the intention of causing harm, spreading 
of negative stories or sharing of private or sensitive information, some leaks, 
harassment, and hate speech
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influence how people process and understand information, making them susceptible 
to misconceptions, misinformation, disinformation, and the propagation of fake 
news. Numerous significant biases are related to the processing of information, 
including confirmation bias (tendency to search and prioritize information that con-
firms previous beliefs regardless of the strength of contradictory evidence), avail-
ability bias (tendency to rely on easily accessible information decisions), anchoring 
bias (over-reliance on initial information, even if it is inaccurate), and recency bias 
(tendency to place more emphasis on most recent experiences or knowledge). 
Further, the misinformation effect is a memory bias related to misleading details 
after an event that can lead to distortions in the memory of that event. The band-
wagon effect is a social cognitive bias involved in the rapid spread and acceptance 
of false information. It describes the tendency to adopt beliefs or behaviors simply 
because others embrace them. Since social media supports networking and interest 
groups, the group attribution error must be mentioned. It describes the tendency to 
overgeneralize how a group will behave based on interacting with only one person 
from that group. Other cognitive biases that should be mentioned include the 
Dunning-Kruger effect, related ultracrepidarianism behavior, and overconfidence 
bias. On the other hand, social cognition biases need to be considered, like the false 
consensus effect, describing individuals’ tendency to overestimate the extent to 
which others share their beliefs, behaviors, attitudes, or preferences [66, 90, 91].

The mentioned examples of skewed perception represent only a part of the sci-
entifically described biases. However, understanding them can help individuals 
become more critical information consumers and develop strategies to mitigate 
their impact.

Medical information disorder is still a complex, unresolved issue. The combat 
against it has several general action rules, such as engagement on social media using 
fact-checks, accurate, and up-to-date information from trusted sources to educate 
patients and their families, and awareness of the information landscape while con-
sidering the controversies and debates [92].

All HCPs are responsible for this fight, and collaboration between them and vari-
ous organizations is essential. In addition, AI approaches to detect fake news auto-
matically still need to be more capable of overcoming the challenge of crafting 
content to closely mimic truth, making it easier for AI to ascertain its veracity with 
supplementary information from external human sources. It is also essential to 
remember that AI techniques like machine learning and deep learning may also cre-
ate and disseminate false and misleading posts. AI may also be used to create a 
dangerous form of disinformation, the deepfakes, namely highly realistic syntheti-
cally generated image, video, or audio representations. To be more treacherous, 
people who easily perceive the deepfakes as accurate are likelier to share them on 
social media [93–95].

Allergists must fight all aspects of allergy-related information disorder generated 
from not understanding the differences between scientific evidence, anecdotes 
(powerful and emotional stories with no proof of being true or highly subjected to 
multiple forms of bias) and pseudoscience (beliefs or practices mistakenly regarded 
as being based on scientific methods). When patients access inaccurate information, 
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they can make harmful decisions; therefore, HCPs must educate others to discern 
and identify the various planes of the information disorder, blunt their effects and 
prevent their spread [96, 97].

Moreover, in the realm of social media, human influencers may play a critical 
role in shaping information disorder, both positively and negatively. These individu-
als, characterized by their substantial digital footprint and consumer engagement, 
wield significant power in disseminating content and shaping public opinion [98]. It 
is crucial to identify influencers renowned for their expertise in specific fields. Top 
medical professionals, including medical doctors, nurse practitioners, and informed 
responsible patients, may assume influential roles, amplifying their voices within 
specific domains. Their influence holds significant potential for positively impact-
ing healthcare outcomes. Health e-mavens (individuals actively engaged in online 
health information-seeking and sharing) epitomize this vital category of influencers 
who combine expertise with significant online social influence [99]. Serving as 
essential health promotion practitioners, this group can enlist and galvanize various 
online health intervention contributors and campaigns [100]. Most influential voices 
originate from developed nations, primarily exhibiting higher social and academic 
influence. However, there is a pressing need for broader participation, emphasizing 
diversity, equity, and inclusion to ensure the dissemination of quality and relevant 
information [98–100].

18.9  �Conclusions

In recent years, social media use has transformed healthcare communication, offer-
ing new pathways for patient engagement and disease management. Allergy HCPs 
can use such online networks to support patients in various ways. The ever-evolving 
landscape of online social networks and the patients’ perspectives are complex and 
fluid. Popular socializing and microblogging social media are valuable platforms 
for patient education, permitting the creation and sharing of diverse, concise, and 
targeted information. Image-based social media can be used for educational pur-
poses, allowing the creation and sharing of visually appealing and engaging content. 
Video-based social media represent useful platforms for health education, as they 
enable the creation and sharing of videos that can provide in-depth information and 
engage users in a more immersive way or short-form videos that can provide infor-
mation in fun and engaging ways.

By leveraging the power of such online networks, HCPs and organizations can 
reach a large and diverse audience, potentially influencing disease management, 
behaviors, and lifestyles. Patients need to be supported to develop skills for select-
ing and comprehending accurate information available on social media. Moreover, 
HCPs need to be strategic and proactive when communicating with allergic patients 
on social media in their continuous effort to counteract the unwanted effects of all 
forms of online information disorder. Practical guidelines and the relationship 
between social media and allergy management must be emphasized from the 
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patient’s perspective. By providing a roadmap for navigating and integrating social 
media into allergic disease management, HCPs may be empowered to use the poten-
tial of social media platforms to improve patient care and outcomes.
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Abstract  With 14–24% of the population affected, Australia has among the highest 
rates of allergic diseases globally. However, many patient needs are not adequately 
addressed across this vast continent with its biogeographically diverse exposures to 
pollen, insect, and seafood allergen sources. The 2020 Commonwealth Inquiry in 
Allergy and Anaphylaxis arrived at 24 recommendations to improve education, 
care, and outcomes for allergy patients nationally. This underpinned a partnership 
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between the peak professional body; Australasian Society of Clinical Immunology 
and Allergy, and the patient advocacy foundation; Allergy and Anaphylaxis Australia 
to form the National Allergy Council, and a collaboration with the Australian 
Digital Health Agency on projects to increase harmonization, quality, and sharing 
of allergy notification data. The National Allergy Centre of Excellence was also 
established to build systems and capabilities that accelerate allergy research. With 
segregated responsibilities for healthcare across tiers of government, the landscape 
for digital health systems here is complex with a plethora of stakeholders involved 
in guiding and governing national standardization, linking and integration of health 
datasets primarily for safety and quality purposes. Views of the national prevalence 
of allergies and the scope of allergy research in Australia can be garnered from a 
National Health Survey, the NACE allergy studies directory, and the Australian and 
New Zealand Clinical Trials Registry. Australia has been rapid in its adoption of 
digital approaches including virtual care platforms, transition to electronic medical 
records, clinical registries of adverse drug reactions (AusCAR, iNAAN), response 
to biologics for allergic respiratory conditions (e.g., ASAR), mHealth applications 
to share pollen exposure information, symptom surveys (e.g., AusPollen and 
AirRater), and manage health (e.g., MASKair, AllergyPal). With these rapidly 
emerging and sophisticated digital health capabilities, there are an ongoing oppor-
tunities and challenges to navigation of the digital health landscape to derive new 
insights can inform ways to more fully and equitably improve the lives of allergy 
patients in this country.

19.1  �Burden of Allergy in Australia

Australia is an island continent covering 7.7 million km2 [1]. With a dispersed popu-
lation of 26.5 million people, 86.5% live in coastal urban centers [2]. While as many 
as 14% of the Australian population reports having an allergic condition [3], not all 
individuals affected by allergies can or do access appropriate and timely medical 
care [4, 5]. Access to allergy care is a challenge, especially for those living in 
regional, rural, and remote communities [6, 7]. Despite the high burden that allergic 
disease places on the health system, including high frequency and magnitude of 
epidemic thunderstorm asthma [8, 9], and the high social, economic, and health 
impacts that allergies have on patients and their families [10–12], there remain sig-
nificant unmet needs relating to many aspects of preventing, diagnosing, and treat-
ing allergic diseases in this country [6].

The bipartisan Commonwealth Parliamentary Inquiry in Allergy and Anaphylaxis 
conducted in 2020, arrived at 24 recommendations to improve education, care, and 
outcomes for allergy patients nationally [6]. However, high-quality, consistently 
collected, and comprehensive Australian data on population prevalence of allergic 
conditions has not yet been systematically synthesized and analyzed. The lack of 
standardized and integrated national allergy data leaves us with a patchy view of the 
frequency, severity, outcomes, and impacts of allergic diseases  at a national 
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population level. With the transition to electronic medical records being adopted in 
many hospital and health services, in a majority of jurisdictions of Australia, new 
digital health research opportunities, and initiatives for embedding clinical research 
with real-time health surveillance, are being enabled. A sophisticated digital health 
ecosystem is underpinned by a number of initiatives including the drafted National 
Digital Research Infrastructure Strategy [13] and the Australian Digital Health 
Agency (ADHA). This chapter will consider allergic diseases, in the context of the 
national publicly funded health service and the health and medical research land-
scapes, within the context of emergent capabilities for digital health as it pertains to 
allergy.

This chapter focuses primarily on aspects of Digital Health related to electronic 
health records, and the potential for large allergy data analytics and to an extent 
mobile health applications. Use of digital health approaches within healthcare deliv-
ery is aimed at technical and digital transformation for improvement in safety and 
quality of care [14, 15], with a view to achieving efficiencies in health service sys-
tems. However, these safety and quality purposes simultaneously create an addi-
tional rich and beneficial secondary opportunity for research to garner insights from 
large scale, national datasets, and the generation of knowledge to underpin clinical 
practice improvement. A further implicit goal of digital health capability is to drive 
personalized medicine, predominantly in the context of pharmacogenomics for can-
cer therapy [16]. Interestingly, allergy specialists have provided personalized care 
for many decades with choices of allergen immunotherapy for patients based on 
individual sensitization profiles [17, 18]. Cybersecurity and privacy legislation gov-
ern appropriate secondary use of collections of individual patient health data for the 
purpose of research [19]. Taking full advantage of digital health opportunities for 
allergy research at scale requires careful strategic planning and implementation of 
the necessary digital research infrastructure, including access processes and plat-
forms such as trusted research environments [20], that will help enable safe and 
secure research use according the “five safes framework” [21, 22] of health service-
derived data relating to hospital care for allergy.

Reliance on hospital data sources of allergy patient data records primarily reveals 
data on allergy patients with severe symptoms who present to emergency depart-
ments, are admitted for care, or who are referred to specialist outpatient clinics. This 
skews data to those with more severe allergies, revealing a subset of patients with 
allergies in the community (Fig. 19.1), albeit those allergy patients that place the 
highest burden on healthcare services [23, 24]. There are likely to be many more 
individuals with allergies who don’t access medical care [4, 25], or who are managed 
through primary healthcare services or private specialist. Health records from pri-
mary care are not directly captured and integrated into national datasets in a stream-
lined manner, obscuring the true scope and scale of allergies in Australia. Moreover, 
respiratory allergies such as allergic rhinitis (AR) [26] may not be classed as a high 
priority for hospital care or referral to public clinical immunology services, with the 
exception of severe asthma and for example thunderstorm asthma [8, 9], which is 
likely managed in emergency departments or by respiratory physicians [27, 28].
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19.2  �Australian Health Service Context

Australia has a public health system with distributed responsibility for delivery of 
care. Funding is granted from the federal government to six state governments in 
support of a complex healthcare system. State level Departments of Health hold 
responsibility for delivery of secondary and tertiary public hospital and health ser-
vice networks, with each state making independent decisions, for instance of suppli-
ers of pathology services and electronic medical record systems, which influences 
the interoperability of allergy data nationally. In contrast, responsibilities for pri-
mary and health community care services, health product regulation including of 
allergy tests and treatments, resourcing, workforce, medical benefits as well as digi-
tal health, health economics, system strategy, research, and digital transformation, 
rest within seven organizational pillars of the federal Department of Health and 
Aging [29]. This tiered approach to funding and responsibility for healthcare creates 
fragmented health data across hospital, allied health (e.g., immunopathology, dietet-
ics, pharmacy), specialists, general practitioner, and other services that manage 
allergy patients.

In 2016, the Commonwealth ADHA was established, with the purpose of inte-
grating health data nationally for generation of insights from the large collection of 
medical records [30].

Fig. 19.1  Individuals in Australia stratified by self-reported allergy history, access to care and 
ways allergy-related data might be sourced and accessed for safety and quality assurance (QA) or 
research purposes to create new insights through analysis of electronic medical records (EMR) or 
knowledge generated by research. Numerical information sourced and integrated from [3, 4]
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19.3  �Sources of Allergy Patient Data

Through Medicare, the national public health resourcing scheme [31], individual 
Australians can choose to active their personal “MyHealth Record.” A patient can 
self-report an “allergy or adverse reaction,” including an open text box for “sub-
stance or agent” to indicate the trigger of an allergic reaction within their MyHealth 
Record [32], which includes unstandardized open text data. Individuals may have a 
“Shared Health Summary” including diagnoses and medicines prescribed as com-
pleted by a patient’s primary healthcare provider. A clinician can report an allergy 
or allergic reaction to a patient MyHealth Record via the digital Fast Reliable Easy 
Dispensing (FRED) portal [33]. However, current state-based public hospitals, 
which are overseen by local health district or network boards, do not yet have sys-
tems implemented for digitally integrating and viewing patient MyHealth records, 
including allergy or anaphylaxis history, to support clinical decision-making for 
patients presenting for hospital care. Accessed on the ADHA website is advice to 
patients and clinicians on how to add and view medicines, allergies, and adverse 
reactions [34]. However, while there are over 23 million MyHealth records with 
data, and there are approximately 460 million clinical documents and 670 million 
medicine documents within the MyHealth records platform, there are only 498,000 
consumer documents [35], indicating individuals are not adding many personal 
health records, limiting at this stage the breadth and completeness of allergy patient 
records.

The National Allergy Council [36], formed as a partnership between the peak 
professional body; Australasian Society of Clinical Immunology and Allergy 
(ASCIA), and the not-for-profit patient advocacy foundation; Allergy and 
Anaphylaxis Australia (A&AA), has an active digital health project with the ADHA 
that aims to improve the scope of data, quality, discoverability, and sharing of 
allergy patient information with and between health professionals [37]. This project 
has a focus on educating patients, general practitioners, and nurses on the impor-
tance of accurate and complete recording of allergy information, particularly for 
prevention of anaphylaxis. Notably, serum-specific IgE results can now be uploaded 
by immunopathologist to a patient’s MyHealth record [38], but the process and 
practice for such uploads are not clear. Moreover, how complete and representative 
specific IgE data is of allergic sensitization at a population level depends on the rate 
at which testing is requested, the permissions for data entry specified by the patient 
as indicated on the pathology request slip, and the process of IgE data entry. Allergy 
sensitization data will be considered further below, but most routine clinical allergy 
diagnostics conducted in public or private specialist outpatient clinics rely on skin 
prick testing, for which the provider needs to be authorized by the Therapeutic 
Goods Administration (TGA) for special access (Category C) since many allergy 
skin prick or intradermal test materials are not registered as diagnostic products 
[39]. Although there are guidelines from ASCIA [40], skin prick test (SPT) testing 
practices vary from clinic to clinic depending on clinical preferences and availabil-
ity of products from suppliers, lancet choices, as well as practitioner technique and 
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experience. Methods of interpretation of test outcomes range from a dichotomous 
positive/negative result to the recommended recording of the average millimeter 
diameter of the wheel area at 15 min [40, 41]. However, recording and storage of 
SPT data in clinical records is unstandardized, and furthermore, visibility and shar-
ing of patient level SPT data is restricted to the clinical site for patient privacy rea-
sons. Notably, with separate models of care [42], SPT may be performed across a 
range of clinical services in Australia; for instance, immunology, gastroenterology, 
pediatrics, respiratory, as well as ear nose and throat surgery clinics and so on. 
Importantly, with respect to integration and interoperability of allergy test data from 
these various clinical sources, these should be digitally recorded and accessible to 
have value for quality assurance or research purposes.

19.4  �Systems for Digital Health Surveillance of Allergy 
Patients in Australia

Undergirded by a strategy and roadmap, the ADHA aims to align and integrate 
health data across all tiers of government to improve availability, access, and use of 
government managed data, but this process is still early stage [43, 44]. The ADHA 
primarily focuses on systems and use of integrated data for preventative health and 
health service improvement purposes [45] although researchers and planners are 
identified stakeholders. The ultimate goal is to create national interoperable health 
data derived from multiple sources [45], which could encompass allergy data 
sources summarized in Table 19.1. Clinician awareness, acceptance, and pathways 
for contributing allergy related data are needed for integration of complete and rep-
resentative data [36], none of which is straightforward.

The value and benefit of nationally integrating health data can only be realized 
for improvement of care for allergy by establishing and implementing clear guide-
lines and frameworks for access and uses; quality assurance and/or research, both of 
which are under development by the ADHA and the Australian Institute of Health 
and Welfare (AIHW) [46, 47]. However separately, the Office of National Data 
Commissioner is developing a scheme for government data access, which will apply 
to health data, according to the 2022 Commonwealth Data Availability and 
Transparency Act [48], and the Australian Cybersecurity Strategy and Action 
Plan [19].

In parallel, the Australian Institute for Digital Health plays an important role in 
developing the health workforce capability and the clinical application of digital 
health solutions; for instance, virtual care platforms, digital monitoring devices and 
mobile apps, to underpin connected patient-centered care. The purpose and scope of 
the Australian Institute of Digital Health is articulated in its own Blueprint and 
Action Plan, which identifies academic, medical, and industry researchers as key 
partners in safe and secure use of health data [49, 50]. While the AIDH may not be 
directly involved in harmonization and integration of health datasets, it plays a key 
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Table 19.1  Potential sources of routinely collected data on allergy in Australia

Type of data Data source Platform Custodian
Research 
accessa

Identification 
statusa

Personal reports 
of allergy or 
adverse event

Consumer 
provided: 
Shared Health 
Summary

MyHealth 
Record

AIHW Aggregated 
data; Services 
Australia

De-identified

Reports of 
allergy or 
adverse (drug) 
event

Clinician 
entered; GP, 
ED doctor, or 
other clinician

FRED AIHW Aggregated 
data; Services 
Australia

De-identified

Episode of care 
by GP

Primary Health 
Network

Medicare AIHW Aggregated 
data: Services 
Australia

De-identified

Medication 
prescribed

Medical 
prescriptions

PBS, other AIHW Aggregated 
data: Services 
Australia: 
private 
companies

De-identified

Prescribed and 
dispensed, or 
over the counter 
medicine related 
adverse events

Entered by 
consumer or 
health 
professional

DAEN TGA Searchable 
MeDRA terms 
on dashboard 
on TGA 
website

De-identified

Specific IgE 
results

Pathology 
laboratory, 
Shared Health 
Record

Private or 
public 
pathology 
services

Local site for 
approved 
research

To be collated 
nationally 
(ADHA)

De-identified 
data, rarely 
accessible for 
research

Hospital 
presentations

Emergency 
Department 
data sets

Local/
integrated 
EMR

Local site 
and state 
Health 
Department

Local site/
network or 
State Health 
Department

De-identified

Hospital 
Admission

Admitted 
patient datasets

Local/
integrated 
EMR

State Health 
Department

Local site/
network or 
State Health 
Department

De-identified

Death codes 
assigned to 
anaphylaxis

State death 
certificate, 
coroner reports

National 
Mortality 
Database

AIHW Aggregated 
data: Services 
Australia

De-identified

Outpatient clinic Non-admitted 
patient datasets

Local/
integrated 
EMR

Local site 
and State 
Health 
Department

Local site/
network or 
State Health 
Department

De-identified

ADHA Australian Digital Health Agency; AIHW Australian Institute for Health and Welfare; 
DAEN Database of adverse event notifications; ED emergency department; EMR electronic medi-
cal record; FRED Fast Reliable Easy Dispensing; GP general practitioner; MeDRA TGA medical 
dictionary for regulatory activities; PBS Pharmaceutical Benefits Scheme; TGA Therapeutic Goods 
Administration
a Unless individual informed consent is obtained
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role in implementing systems for applying digital health tools and generation of 
quality health service data.

Secure research access to and analysis of allergy healthcare data alone, or better 
still integrated with other national datasets for instance socioeconomic, education, 
and environmental (e.g., allergen) exposure data [51, 52], that help indicate whole 
of life, patient centric, social determinants of health [53], are yet to follow and will 
undoubtedly be a more challenging endeavor.

There are currently few statewide or nationally aggregated or individual level 
datasets, from which some insights of the scale of allergic disease in Australia is 
evident. In this chapter, the scope of national digitally enabled allergy research has 
been examined from three sources: an Allergy Study Directory (ASD) [54], The 
National Health Survey [3], and the Australian and New Zealand Clinical Trials 
Registry (ANZCTR) [55].

19.5  �Investigator Initiated Registries and Studies of Allergy 
and Anaphylaxis

As part of the response to Commonwealth Inquiry into Allergies and Anaphylaxis 
[6], the National Allergy Centre of Excellence (NACE) was established in 2022 to 
become Australia’s peak allergy research body tasked with building tools and capa-
bilities to accelerate allergy research and improve quality of life of Australians liv-
ing with allergic disease [56]. Among 56 studies listed by NACE ASD by the NACE 
across drug, food, insect, and respiratory allergies [54], 28 are currently open to 
recruitment of participants, only 11 (19.6%) indicate using digital health tools such 
as access to hospital records, online surveys or apps to collect data, and two are 
identified as registries (Table 19.2). This ASD serves the dual purposes of enabling 
allergy patients to identify studies they may be eligible to participate in and for 
researchers to showcase allergy studies that have been completed or that are open 
for recruitment. That on average less than three of the six states and two territories 
are involved in listed studies suggests the full scope of allergies across diverse 
regions may not be fully or equitably represented in the currently listed allergy stud-
ies (Table 19.2). This is key given variation in exposure to allergen sources across 
the continent (Fig. 19.2) [57].

19.5.1  �Drug Allergy

The Australasian Registry of Severe Cutaneous Adverse Reactions (AusCAR) is a 
registry (ANZCTR Registration: ACTRN12619000241134) involving collation of 
routinely collected adverse drug events, including but not only allergic reactions 
such as anaphylaxis, from 15 hospital sites, and includes 128 participants, of 
whom 77 have contributed to the associated biobank [58]. The second registry is 
the International Network of Antibiotic Allergy Nations (iNAAN) delabeling 
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study (ANZCTR Registration: ACTRN12623000484640) [59], which incorpo-
rates a validated, clinical decision tool digitally integrated for collection at point-
of-care oral antibiotic challenge data [60], to assist in adherence to the National 
Health and Quality Health Service Standard 3; Preventing and Controlling 
Infections [61]. Although there are nine separate cohort, observational studies or 
clinical trials related to drug allergy listed within the ASD, these involve different 
investigators and sites with use of separate protocols and data collection tools, 
illustrating the challenge for nationally interoperable allergy study and allergy 
patient data.

Drewett et al. [62] recently analyzed anaphylaxis notification data for the state of 
Victoria [63], a collection established following a change to that state’s Public 
Health and Welling Being Act in 2018. The Victorian reporting requirements were 
adapted from national acute management of anaphylaxis guidelines subsequently 
updated by the Australasian Society for Clinical Immunology and Allergy (ASCIA) 
[64]. Nationally, the Australian Commission on Safety and Quality in Health Care 
issued the Acute Anaphylaxis Clinical Care Standard in 2021 [65], which is now in 
the process of being implemented across other jurisdictions, paves the way for 
future nationwide analysis of acute anaphylaxis reporting data from hospital and 
health services.

On a national level, notifications entered by health professionals or consumers on 
adverse reactions to prescribed or over-the-counter medications are collated nation-
ally by the TGA Database of Adverse Event Notifications (DAEN) [66], which 
includes data on suspected unverified adverse events inclusive of but not only aller-
gic reactions, coded to the TGA medical dictionary for regulatory activities terms 
including allergy relevant terms such as pruritus, anaphylaxis, anaphylactoid reac-
tion, allergic respiratory reaction, angioedema, rash, and dyspnea (Table  19.1). 
However, similar terms such as “swollen tongue” and “tongue oedema” are utilized, 
suggesting the need to map similar terms to standardized codes. The need for a 
comprehensive and standardized national integrated registry of drug-induced ana-
phylaxis has been clearly articulated [67] and is evident by increasing reported rates 
of anaphylaxis in this country [23, 68, 69].

19.5.2  �Food Allergy

Food allergy is an active area of research in Australia with more than half of the 
studies in the NACE ASD pertaining to food allergy (Table 19.2). As many as 78% 
involve children and a further 19% involving both pediatric and adult participants, 
consistent with the high burden of food allergies in Australian children [70, 71]. A 
number of food allergy studies (17%) are embracing digital tools to enable their 
studies, for example, digital surveys (n = 3) and interviews (n = 2).
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19.5.3  �Insect Allergy

Five studies in the ASD aligned to insect allergy. The nature, prevalence, manage-
ment, and prevention of allergy to the Australian paralysis tick present across south-
eastern Australia (Fig. 19.2a), which have been associated with induction of red 
meat allergy and IgE sensitization to galactose-alpha 1–3-galactose [72, 73] has 
been communicated to community and health professionals via the efforts of the 
Tick-Induced Allergies Research and Awareness (TiARA) program [74]. While 
there are six insect allergy studies or databases listed, some of these appear to over-
lap in scope but span several eastern states; Tasmania, New South Wales, and 
Queensland. From a uniquely Australian perspective (Fig.  19.2b), an important 
insect clinical research program is the delineation of allergens from Jack Jumper ant 
venom for diagnostic and immunotherapeutic use [75–77].

19.5.4  �Respiratory Allergies

Three of five studies listed in the ASD that related to respiratory allergies involved 
digital health tools, including one discrete choice experiment survey on digital 
asthma inhaler design [78], a citizen science Grass Gazers project on sources of 
airborne pollen [79], and an app to track seasonal respiratory allergy symptoms over 
the grass pollen season as part of the Thunderstorm Asthma in Seasonal AR study 
[52]. The full scope of digital health research on allergic respiratory disease, often 
pertaining to or encompassing allergic asthma, may not be captured in the NACE 
ASD.  A significant body of respiratory allergy research would be more visible 
within the Thoracic Society for Australia and New Zealand community than ASCIA, 
for instance, the Australasian Severe Asthma Registry for patients with eosinophilic 
asthma who receive Benralizumab or Dupilumab treatment [80], or mepoli-
zumab [81].

19.6  �Insight on Allergy Data Derived the National 
Health Survey

The Australian Bureau of Statistics recently released data on the latest National 
Health Survey conducted in 2022 [3], from which insights are generated by the 
Australian Institute for Health and Welfare (AIHW) [26]. Data was collected by 
face-to-face interviews with over 13,000 households across urban and rural settings 
in all states and territories [82]. The AIHW reports on the overall prevalence of 
asthma extensively with 10.8% of Australians having a diagnosis of asthma. 
Notably, multimorbidity in asthma was as high as 64.9% [26]. Asthma is the fourth 
highest common chronic condition with a prevalence of 12.0% in females verses 
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9.4% in males [26]. Data for AR in adults shows the current rate of 23.8% of 
Australians [26], with significant increase of 65% since 2004 (Fig. 19.3a), and for 
children under 14 years the prevalence of AR is 10.4% [83]. Unfortunately, infor-
mation on AR in adolescents is not reported, even though research shows young 
people to be particularly vulnerable to AR [84] with significant and complex adverse 
impact on general health, anxiety, and welling being [4, 85–88].

The National Health Survey data indicates that 14% of Australians reported hav-
ing an allergy, with 7% of the population overall with reported food allergies, which 
appeared to vary with age and gender (Fig. 19.3c and d). Data from the HealthNuts 
studies conducted in state of Victoria show that clinically confirmed food allergy is 
as high as 11% at 1 year, 3.8% at 4 years, and 4.5% between 10 and 14 years of age 
[70, 71]. Interestingly, this overall prevalence of 14% having a history of allergy is 
lower than the reported rate for AR (23.8%), indicating discrepancy in the collec-
tion, coding, and analysis of data. It is interesting to note the greater variation 
between states with respect to AR compared to asthma (Fig. 19.3b), which may be 
related to biogeographic differences in allergen, particularly pollen, exposure 
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(Fig. 19.3c, d) [51, 89]. Variation in drug and food allergy between states was not 
reported. With the exception of asthma in children under 14 years of age (Fig. 19.3c 
and d), the rates of allergies seemed to be higher in females than males for drug, 
food, and AR, which warrants further interrogation beyond the scope of this chapter.

19.7  Overview of Studies Relating to Allergy in the ANZCTR

The ANZCTR includes metadata about clinical studies conducted in Australia and 
New Zealand [55]. Of 391 studies approved by a human research ethics committee 
that are registered with the term allergy mentioned, only 94 contain the word allergy 
or IgE within in the scientific title, indicating allergy being the central focus of these 
studies. These, and other trials addressing multiple health conditions, that 
had included “allergy” or “allergic reaction” as a secondary or safety outcome mea-
sure, can generate data that could be useful for informing the extent of allergic reac-
tions (Fig. 19.4d). Of all the registered studies mentioning allergy, 88% involved 
Australian sites, 11% involved New Zealand sites, and 1% involved other countries. 
Over 50% of these registered trials where aligned to the study category of treatment, 
whereas 6% and 20% could be categorized as focusing on diagnosis or prevention, 
respectively (Fig. 19.4c). Notably, in the ANZCTR over 40% of studies aligned to 
respiratory allergy compared to 23% for food, 8.5% for drug, and 0.4% for insect 
allergy, which differed from the composition of studies captured in the NACE ASD 
with a higher proportion of food allergy studies (Fig. 19.4b). The involvement of 
various states in studies (Fig. 19.4a) was related to population size [90] (data not 
shown, spearman r = 0.952, p < 0.005), but importantly from a biogeographical 
perspective the majority of studies tended be conducted in southeastern Australia 
which has a predominantly temperate climate. The studies spanned a wide variety 
of allergen triggers or organ systems affected by allergy (Fig. 19.4b).

One of six studies including a registry component, that was not captured in the 
NACE ASD is the Australian Mepolizumab Registry for Chronic Rhinosinusitis 
with Nasal Polyps (AMR-CRSwNP) (ACTRN12623000692639) [81]. This registry 
was established to track patient characteristics and effectiveness in a multicenter, 
observational post-marketing study following the recent approval for Mepolizumab 
on the PBS in April 2023 [91].

19.8  �Sensitization

Comprehensive Australian evidence for population level or individual patient sensi-
tization profiles is guided by the ASCIA position paper [92], but may currently be 
affected by diversity of allergy diagnostics practices and siloed unstandardized data. 
Serological testing platforms clinically available in Australia include the high-
throughput pathology laboratory ImmunoCAP (ThermoFisher) or Immulite 
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(Siemens). Allergen extract and/or allergen component arrays; ISAC chip 
(ThermoFisher), ALEX array (Macro Array Diagnostics, Germany), and Euroline 
(Euroimmun Germany) are also available. However, testing of specific IgE to 
molecular allergen components is mostly limited to clinical research settings 
[93–96] or requests by general practitioner, specialist clinics that do not have capac-
ity for skin prick testing, or for patients for whom SPT is not indicated.

While the state of Victoria, which has individual hospital level pathology ser-
vices, mostly utilizes the ImmunoCAP platform, other states including Queensland, 
which has the benefit of an integrated, statewide pathology services and integrated 
hospital medical records [97], uses a different platform (Siemens Immulite), which 
has some format and performance differences [98].

Importantly, the relevance of commercially available components to Australian 
patients who are exposed to locally prevalent and clinically relevant species may 
limit the utility and adoption of allergen component testing [6, 99]. This unmet need 
for locally relevant allergen components for clinically appropriate personalized 
allergy diagnostics extends across aeroallergens; subtropical grass pollen allergen 
components [95, 100], local stinging insect venom such as paper wasp [101] and 
Jack jumper ant venom allergy [75, 77], and fish and shellfish allergen components 
[102, 103].

Medicare rebate structure may restrict the number of specific IgE tests to four 
allergen sources per episode of care, and the cost to private allergy patients may also 
present significant economic barriers to adequate allergy diagnostic testing [6, 42]. 
Long wait times to see a specialist and lack of specialists in regional and rural areas 
may drive requests for serological testing.

The levels of spIgE that indicate clinically important sensitization appear to be 
influenced by biogeographical, environmental, and social determinants [104, 105]. 
Knowledge of biogeographical sensitization patterns in China has been analyzed to 
guide recommendations of minimum SPT screening panel [106]. There may be 
locally relevant concentrations of spIgE to particular allergen components, for 
example, egg Gal d 1 [93], cashew Ana o 3 [107], or peanut Ara h 2 [94], that are 
associated with clinically relevant symptoms. spIgE concentrations to particular 
aeroallergens; house dust mite allergens [108] or Phl p 5 allergen of Timothy grass 
[109] have been associated with asthma elsewhere. In Australia, sensitization to pol-
len starch granules or Lol p 5 of the same group 5 allergen family from the locally 
relevant temperate ryegrass pollen source (Fig. 19.2) has been associated with risk 
of thunderstorm asthma [52, 110–112].

Gradients in sensitization patterns between in urban coastal suburb where atopic 
children showed higher SPT frequencies to HDM (Dermatophagoides farinae and 
D. pteronynissinus) than pollen verses inland rural settings where children showed 
higher sensitization to pollens extracts including ragweed, ryegrass, and plantain 
[113]. On a small geographical scale across the Sydney area, which experiences 
both temperate and subtropical microclimatic zones, variation in aeroallergen sen-
sitization profiles have been found [114]. At a state level, differences in avidity and 
levels of sensitization to subtropical and temperate grass pollens by SPT and spIgE 
to pollen extracts, as well as spIgE to pollen allergen components, has been 
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demonstrated [95] with AR patients in the temperate region of Adelaide showing 
higher spIgE reactivity to ryegrass pollen and Lol p 1 compared to AR patients in 
subtropical Queensland showing significantly higher spIgE to subtropical Bahia and 
Bermuda grass pollen, and their allergens Pas n 1 and Cyn d 1, respectively. Sensitive 
and specific detection of spIgE reactivity with recombinant Pas n 1 and Cyn d 1 on 
a digitally integrated rapid nanofluidic point of are device has potential to improve 
access to allergy diagnosis particularly in regional and rural communities where 
access to care is limited [100].

19.9  �Exposure

Exposure to high levels of airborne grass pollen has led to over 10 thunderstorm 
asthma events in Australia [8]. The AusPollen Partnership established in September 
2016 with key university, health, meteorology, and environmental agencies as well 
as patient and professional bodies, designed and implemented standardized pro-
cesses for monitoring pollen nationally [115]. During 4 years of the Partnership, the 
number of sites monitoring pollen in Australia grew from two active sites to 25. The 
team generated the first continental scale, Southern Hemisphere standardized aero-
biology dataset to track shifts in the pollen season loads, providing tens of thou-
sands of people in Brisbane, Sydney, Canberra, and Melbourne with accurate daily 
grass pollen observations and short-term daily forecasts [51].

In the weeks immediately before and after the major thunderstorm asthma event 
in Melbourne 2016 [9], women who used the Melbourne Pollen App were more 
likely to have had a history of hay fever than males [116]. Notably, in that study, 
64.7% of males and 59.2% of females reported having no formal diagnosis of hay 
fever. Our systematic review found that smart phone apps can have a positive effect 
on asthma control and adherence to prescribed medication use [117]. Mobile phone 
applications use such as MacVIA [25, 88], or others for symptom surveys including 
AirRater in Tasmania [118, 119], and crowdsourcing of symptom surveys of aller-
gic rhinitis and asthma patients who access grass pollen information from Melbourne 
and Canberra [120, 121] have been developed and/or applied here.

Integration of symptom survey data from apps, which may not have been vali-
dated as efficacious, and which provide pollen exposure information, has a risk of 
information bias. Furthermore, approaches to push attention to pollen information 
apps, which may be funded by sale of data or advertising revenue, or for which pol-
len forecast information is shared as a “goodie,” create further potential biases. 
Electronic symptom surveys need to balance simplicity of use with the precision of 
information collected; eyes, nasal and lung symptoms, and they should be indepen-
dently led and validated to provide a benefit to patients. Unfortunately, a plethora of 
pollen forecasts can be found online in Australia, many of which may not be 
informed by or verified by actual pollen concentration data [122].

There is limited spatial coverage of aerobiological monitoring nationally with 
most sites being disbursed in populated coastal urban centers; the number of sites 
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that monitor pollen in Australia fluctuates with resourcing to sustain pollen monitor-
ing. National collaborative research on understanding Australian aerobiology has 
been an active endeavor spurred by the Australian Centre for Ecological Synthesis 
and Analysis working group in 2013 [123–128], extended through the NHMRC 
AusPollen Partnership [51], further enabled by the University of Tasmania AirRater 
research [118] [119], and the Victorian thunderstorm asthma pollen surveillance 
project that established the world’s first thunderstorm asthma warning system [129].

Despite implications as a cofactor in thunderstorm asthma [130], there is limited 
data from few sites on fungal spore aerobiology [131], and airborne fungal spore 
associations with respiratory illness [132, 133]. This is undoubtedly an important 
gap in aerobiological monitoring and analysis of environmental health impacts.

Transition to automation of pollen monitoring in Australia commenced in 2021 
with the first holographic air monitoring device at the AusPollen Brisbane site with 
excellent initial experience over the grass pollen monitoring period [134] and in 
2022 in Melbourne [135]. However, training and verification of accurate recogni-
tion and monitoring of diverse Australian pollen sources is essential for successful 
transition to real-time monitoring given the well-established knowledge of broad 
biodiversity of airborne pollen in Australia [125, 126, 136], that has been confirmed 
by application of environmental DNA metabarcoding studies including innovative 
use of routinely collected air samples at multiple sites and seasons [89, 137, 138]. 
This is particularly important given the impact of various types of pollen exposure 
[125, 139, 140] on allergic respiratory disease in temperate [141, 142] and subtropi-
cal regions [143, 144].

19.10  �Standardization of Terminology and Sharing 
of Allergy Data

As well as challenges with access and integration of multiple separate allergy data 
sources, there does not seem to be an internationally developed and accepted com-
mon data model (CDM) for allergic diseases. Thus international or national stan-
dards for common allergy data encompassing condition codes, symptoms and 
diagnostic indicators, and medication labels and doses, or outcome measures have 
not yet been defined, accepted, and implemented [145]. CDM in the context of food 
allergy [146], pediatric drug prescription data [147], with some relevance to drug 
allergy, and by the Observational Medical Outcomes Partnership for respiratory 
allergies [148], are being addressed. These do not cover all aspects of allergy across 
drug, food, insect, and respiratory allergen sources or allergic conditions or organs 
effected. A considerable effort will be required to reach consensus on allergy 
CDM. For instance, during a project developing CDM for primary care datasets in 
Australia, less than 10% of structured data extracted could be mapped to standard 
vocabularies such as Snowmed CT, the rest needed to be mapped manually [149].

The updated National Statement on Ethical Conduct in Human Research, the 
associated guidelines on Management of Data and Information in Research, and 
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Statement on Consumer and Community involvement in Health and Medical 
Research, require that, without justifiable reasons otherwise (such as respect for 
Indigenous ownership or unmanageable risks to the privacy of research partici-
pants), and to enable equitable access to the benefits of research, investigators 
should collect and store data generated through research in a way that data can be 
reused in future projects [150–152]. Reuse of research data derived from publicly 
funded research is strongly encouraged [150], and adherence to Findable, Accessible, 
Interoperable, and Reusable (FAIR) principles [153], are advocated but maturity of 
the application is still emerging [154, 155] (Fig. 19.4).

As many as 76% of studies related to allergy in the ANZCTR [55] indicated that 
de-identified individual participant data was not available to share, and a further 2% 
had not decided (Fig. 19.5a). Of those not intending to share participant level data, 
113 provided an open text response about the reasons why data would not be shared. 
These reasons could be coded to an array of themes (Fig. 19.5b), commonly includ-
ing not having human research ethics approval or plans to share (35%), not having 
informed participant consent (12%), and privacy and confidentiality concerns 
(32%). While 18% would publish aggregated data  (rather than individual level 
data), 9% considered there would be no value in sharing data, sometimes because 
the sample size was small or the study a pilot.
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19.11  �Future Directions

The new national mHealth assessment framework articulates requirements for 
mHealth applications to show efficacy and benefit to patients [156], paving the way 
for use of apps to support care and safety of allergy patients in future and for symp-
tom surveys [119–121, 157], provision of pollen exposure to benefit respiratory 
allergy patients [158], and management of medication adherence in real world, 
regionally relevant practice in Australia [25, 88]. For instance in partnership between 
Allergy and Anaphylaxis Australia and ASCIA, investigators at the Murdoch 
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Fig. 19.5  Intent to share and reasons for not sharing data from studies pertaining to allergy entered 
by investigators into the Australian and New Zealand Clinical Trials Registry Network. a. the pro-
portion of studies for which (de-identified) individual participant data (IPD) and data dictionaries 
are to be shared for research re-use, and b. proportion of studies giving reasons for not sharing IPD 
in open text in the ‘IPD comments” field. Data derived and thematically analysed from 113 of the 
395 human research ethics approved records identified by search for “allergy” on ANZCTR [55]
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Children’s Research Institute have developed the AllergyPal mobile application that 
digitalizes a child’s ASCIA Allergy Action Plan is designed to reliably share allergy 
information with other health professionals to ensure child safety [159]. Notably, 
updated National Statement on Responsible Conduct of Research specifies under 
Section 3, Element 4, a need for consideration of use of large digital health datasets, 
including routinely collected or administrative electronic medical records collected 
for purposed other than research (i.e., quality and safety surveillance), mobile apps, 
biospecimens and derived data, interview, surveys, focus group data, and informa-
tion generated by analysis of personal information, which will help clarify and 
enable ethical, safe, secure, and appropriate use of digital health approaches in 
allergy care and research.

19.12  �Challenges and Opportunities for Research Access 
and Integration of Allergy Health Data

Identifying the right data custodian and seeking approval to access particular fields 
or sets of individual allergy data remains a challenge, illustrated by the range of 
separate stored routinely collected allergy data sources (Table 19.1).

Given the unique biodiversity and environmental conditions across the continent, 
registries of real-world Australian patient responses to biological therapies and AIT 
would be highly informative. Repositories of integrated allergy patient data to 
improve the breadth and depth of insights on the scale of allergies across drug, food, 
insect and respiratory allergen sources, that effect all types of allergy conditions, are 
needed to garner the complete picture of allergy prevalence, prevention, diagnosis, 
and treatment nationally.

Navigation of our complex tiered health system with separated responsibilities 
but overlapping remits of national, state and local organizational stakeholders 
involved in health care delivery, research systems, cybersecurity, and privacy, par-
ticularly pertaining to digital health approaches to research and care for allergy 
patients is a challenge. Understanding the associated digital health landscape [160] 
and how the multitude of government agencies described herein influence, enable, 
and accelerate advancement of digital health capabilities is an active and exciting 
field of endeavor. With partnership between key stakeholders including ASCIA, 
NAC, and NACE, Australia is poised to improve the level of evidence on the scale 
of and inform solutions to the allergy problem nationally. With new insights and 
rapidly emerging digital health capabilities related to integration and analysis of 
electronic health records as well as virtual care platforms and mHealth applications, 
the unmet needs of allergy patients should, in future, be more fully and equitably 
addressed in this country.
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Abstract  The rapid adoption of telemedicine and remote ambulatory healthcare 
during the COVID-19 pandemic has accelerated the use of digital health applica-
tions in allergology. This chapter explores the implementation and potential of digi-
tal technologies in allergen-specific immunotherapy (AIT) in Germany and 
highlights the advantages and challenges they present. In addition, it provides an 
overview of eHealth and its various terms, such as digital health, mHealth, and 
healthtech, and their role in the convergence of the internet and medicine in 
Germany. The potential cost savings and benefits of mobile applications in health-
care are explored, along with the concept of blended care. The chapter also empha-
sizes the need to leverage the positive experiences and lessons learned from the 
pandemic to improve patient care in the future.

20.1  �Introduction

Digital health applications have received a major boost from the COVID19 pan-
demic—particularly the various forms of telemedicine. In allergology, many aspects 
of remote ambulatory healthcare were rapidly implemented, while professional 
societies and medical associations produced guidance documents to support patient 
triage and remote treatment pathways [1–6]. In the field of allergy and clinical 
immunology, published reports and individual examples encouraged the use of digi-
tal technologies to support safe telemedicine care [7–9]. Although many health pro-
fessionals appreciated the support provided by new digital technologies and the 
state of emergency led to reimbursement for remote care in several countries, wide-
spread implementation has been lacking [10, 11]. An example of COVID-19-
independent early adoption in the reimbursement system is provided by the German 
Ministry of Health, which regulated mandatory reimbursement of health apps (so-
called DiGA—Digitale Gesundheitsanwendungen) by statutory health insurers 
once the app(s) have undergone a standardized evaluation process [12].

The special effects of the pandemic for telemedicine have now ceased—but there 
is still a need for telemedicine follow-up visits, follow-up care, and medium-term 
treatments [13].

The experience and positive lessons learned in the pandemic must be used to 
improve everyday patient care in the future [14]. Healthcare professionals can ben-
efit from digital support for routine activities, especially repetitive actions and 
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data-based decision support [15, 16]. In particular, medium- to long-term treatments 
with repetitive applications and follow-up appointments, such as allergen-specific 
immunotherapy (AIT) [17], are an excellent application area for digital and/or 
remote support.

This chapter summarizes different concepts of digital allergology for AIT in 
Germany and highlights both advantages and challenges for their implementation, 
referring to our previous publications on the subject [18].

20.2  �An Overview of the Topic of Digital Health

Health apps, the Apple Watch, electronic patient files and artificial intelligence in 
hospitals, or video consultations with a doctor from the comfort of your own couch: 
digitization has become an indispensable part of healthcare [10].

More and more people are using their smartphones and tablets for fitness or 
health applications. Health or fitness apps in conjunction with wearables are par-
ticularly popular. Thus, these apps, sensors and data-based monitoring help to sig-
nificantly improve preventive healthcare.

According to the Mobile Health Market Report (mHealth), sales of mobile 
eHealth offerings will reach a global volume of USD 115 billion by 2025 [19].

Driven by the consumer sector and the general mobility trend, the market for 
eHealth offerings is also growing rapidly in Germany.

20.3  �Digital Health Is the Term Used to Describe Digitization 
in Medicine

Digital health, eHealth, mHealth, and healthtech serve as collective terms for the 
convergence of the Internet and medicine. We prefer the term digital health as an 
expression of digitization in medicine and referring to the electronic processing of 
communication, information, and data acquisition for medical care, documentation, 
and other tasks in healthcare.

Today, technology companies such as Google, Apple, or IBM are mingling at the 
forefront of medical research.

20.4  �eHealth as an Innovative Force for Medicine

eHealth is now understood not just as a technical development, but rather as a mind-
set that looks away from individual healthcare to a networked, global mindset. 
Communication and information technologies will help improve healthcare world-
wide in the future.

20  Digital Allergology and Allergen-Immunotherapy in Germany

http://ehealthblog.de/2014/09/24/5-fitness-apps-im-test/
http://ehealthblog.de/2014/09/14/wearables-waechter-ueber-unsere-gesundheit/
https://www.marketdataforecast.com/market-reports/mobile-health-market


332

The fact that the concept of eHealth seems to encompass a great deal more is also 
shown by the large number of related terms such as digital health, new health, 
healthtech, online health, health 2.0, cybermedicine, cyberdoc, and consumer 
health informatics. Here it becomes clear that the term touches on a variety of top-
ics. Mobile Health or mHealth is the area that focuses on the use of mobile devices 
in the healthcare sector. Mobile health is currently the growth driver on the mar-
ket—the focus here is primarily on consumer-oriented fitness and health offerings.

eHealth Breaks Down into Five Major Levels:

	1.	 The Consumer Level
At the consumer level are all offerings such as web-based information portals 

for patients, apps, measurement and assistance systems, or digital fitness tools.
	2.	 The Professional Level

The professional level comprises the digital offerings (healthtech) financed 
by the traditional players in the primary healthcare market, i.e., doctors, hospi-
tals, or insurance companies. These include, in particular, offerings from tele-
medicine, such as IT-supported expert consults or remote monitoring of patients’ 
vital signs.

	3.	 The Macro Level
In the future, the macro level is to network the various digital offerings with 

each other. This is the greatest challenge, but it is also where the greatest poten-
tial for innovation lies dormant. First, network infrastructures must be provided, 
the protection and security of patient data must be ensured, and finally, the cross-
sector flow of information between patients, physicians, hospitals, and payers 
must be regulated. A first step in this direction is the introduction of the elec-
tronic health card (eGK) in Germany [20].

	4.	 The Level of Artificial Intelligence
Thanks to artificial intelligence (AI), machines are competing with doctors, 

especially in diagnosis. This development can no longer be stopped.
	5.	 Programmable Level

Genomes can be read today. Experts are trying to use technology to rewrite 
genes and have them installed. DNA tests provide important findings for preven-
tive medicine, allow insights into the basic structure of people, and are to become 
standard.

20.5  �eHealth Is Being Held Back by Data Protection 
in Germany

A study conducted by the EU Commission last year shows that Germany still has a 
lot of catching up to do in the area of eHealth applications [21].

Most medical practices now have a computer with an Internet connection in their 
consulting rooms, but there is still a lack of electronic data capture and data 
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exchange. This affects the areas of EHR (electronic health record): The systematic 
recording of an individual’s or population’s health data in electronic health records; 
HIE (Health information exchange): The electronic exchange of health information 
between different healthcare organizations (hospitals, doctors’ offices, insurance 
companies, pharmacies); Telehealth: The care of patients from a distance (doctor to 
patient) or telemedicine applications for consultations with colleagues as well as 
telemedicine applications for training purposes (doctor to doctor) in the form of 
web conferencing or e-learning; and PHR (Personal health record): A personalized 
health record in which patients are provided with their health data digitally.

In the areas mentioned, the German healthcare system is currently not well posi-
tioned and an interoperable and digitized healthcare system still seems a long way 
off. Regulatory problems are primarily responsible for this and can only be reme-
died by means of a political framework and appropriate legislation. Too many 
decision-makers are expressing concerns about data protection law and slowing 
down development.

20.6  �Cost Savings Are Possible Especially Through 
Mobile Applications

In addition to improving the quality of medical care, mobile applications in particu-
lar promise to reduce medical costs. If a routine examination does not have to be 
performed by a doctor in every case, but is automated using a smartphone and 
appropriate equipment, this is safer for the patient and cheaper for the entire health-
care system.

20.7  �Development in the eHealth Market Starts 
with the Consumer

The fact that eHealth applications have recently enjoyed increasing popularity is 
primarily due to impetus from the consumer sector. Digitization of the healthcare 
sector is currently taking place bottom-up: consumers are setting the direction [22]. 
The main reason for this is increased health awareness. Fitness and wellness offer-
ings are also becoming increasingly popular [23, 24]. Over 100,000 different apps 
from the health and fitness sector are now available on iOS and Android. In recent 
months, activity trackers have also conquered the German market. As smart com-
panions, usually worn on the wrist in the form of a bracelet, they record movements 
and convert these into steps, distance covered, and calories burned.

Fitness apps evaluate the data in the form of tables and statistics and provide an 
overall impression of physical fitness. Fitness apps and wearables form the interface 
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between leisure and health offerings and are currently the growth engine on the 
eHealth market [22–24].

20.8  �Blended Care: Personal Healthcare and Digital Support

Blended care describes the combination of in-person healthcare visits with distance 
or online training sessions [25, 26]. This allows continuous access to therapy and 
care without overstretching the capacity of healthcare systems. In allergy care, 
blended care approaches have been shown to increase adherence to mobile symp-
tom monitoring for seasonal allergic rhinitis to over 80% over several weeks [27]. 
As the use of monitoring apps decreases significantly faster when not accompanied 
or prescribed by a healthcare professional [28], this might indicate that blended care 
concepts could also be a valuable tool in allergy care. In particular, the prospective 
recording of symptoms in combination with exposure data creates a broad database 
for clinicians to evaluate the clinical relevance of sensitization, but also the efficacy 
of treatment and possible side effects.

20.9  �eHealth for AIT Management

Once a diagnostic workup has led to the prescription of AIT, adherence to therapy 
is an essential aspect regarding efficacy outcomes. While subcutaneous use of AIT 
(SCIT) is subject to some control and motivation by healthcare professionals due to 
regular injection visits, adherence to sublingual immunotherapy (SLIT) depends 
primarily on the intrinsic motivation and coordination of the patients (or caregivers) 
themselves [29]. Because this challenge applies not only to AIT but to most chronic 
diseases that require continuous medication adherence, several digital support strat-
egies have been proposed. From relatively simple reminder systems [30] to more 
complex models with feedback on efficacy [31, 32] and the use of artificial intelli-
gence [33], a variety of tools have been developed and some have been evaluated in 
clinical trials with varying results [34]. A challenge for digital assistive technologies 
is that one tool is not suitable for all patients, but the choice of support should ide-
ally be based on individual needs and preferences. During the SARS-CoV-2 pan-
demic, video consultations gained importance, especially for patients who needed 
regular checkups and follow-up [35]. In allergy care, intermittent remote video vis-
its have been described as a viable tool to assess treatment efficacy, potential side 
effects, and the need for prescription renewal without having to be there in person 
[18]. Telehealth technologies such as video consultations and electronic prescrip-
tion renewals allow healthcare professionals to maintain close contact with their 
patients to review individual needs and ensure optimal disease and treatment man-
agement. Finally, patient-reported outcomes provide a valuable basis for stratifying 
patients and deciding whether to continue or stop treatment, as efficacy can be 
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assessed in conjunction with individual burden [36]. Direct feedback of these results 
in the form of intuitive summaries for patients may also increase intrinsic motiva-
tion as success can be directly monitored.

20.10  �Big Data Enables New Therapy Concepts in Medicine

In the future, more and more people will be collecting data about their state of 
health alongside medical institutions. It is the consumers and patients themselves 
who are driving the Big Data development by measuring biosignals with their 
smartphones and corresponding sensors, for example. Self-tracking is the name of 
this trend from the USA. Quantified self is the movement behind it.

It is all about self-measurement and self-optimization. In addition to medical 
data, more and more paramedical data is also being generated. The lifelong record-
ing and consolidation of personal data in an electronic health record could open new 
perspectives for research. New drugs and therapy concepts could be developed by 
combining and evaluating the data. However, political and social discussions make 
it difficult to use this data.

The comprehensive networking of all things (IoT—Internet of Things), pro-
cesses, and infrastructures is unleashing enormous growth impulses on the one 
hand, but on the other hand it must be integrated into a new image of society. While 
physicians, health insurers, and the pharmaceutical industry rejoice, others fear for 
data protection and warn of permanent surveillance.

20.11  �Data-Based Therapy Prescription

According to current guidelines and standard clinical practice, the decision to pre-
scribe AIT is based on a thorough history and diagnostic in vitro and/or in vivo tests 
such as determination of serum IgE antibodies, skin prick tests, or specific provoca-
tion tests [37]. Once diagnosed, the clinical significance of the findings must be 
established before symptomatic medication or the only causal treatment to date—
AIT—is prescribed. Therapeutic decision-making requires a thorough evaluation of 
symptom severity and duration combined with an assessment of allergen exposure 
and information on the use of symptomatic over-the-counter medications. 
Assessment of disease control under symptomatic treatment is particularly useful 
for consideration of AIT [38]. Although the preventive potential of early immuno-
therapy is widely discussed, patients with mild and intermittent symptoms in par-
ticular may benefit adequately from symptomatic therapy; previous recommendations 
have mainly targeted patients in whom this treatment has proven inadequate [37]. 
The diagnostic process and the assessment of disease control are associated with 
several challenges that can be overcome with the help of digital health technolo-
gies [39].
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20.12  �Digital Decision Support for Early Identification 
of Patients Who May Benefit from AIT

Several years may elapse between the first onset of potential allergy symptoms and 
diagnostic workup, in part because patients self-medicate with over-the-counter 
medications based on assumptions and Internet searches [40]. Because underdiag-
nosed and undertreated allergic rhinitis represents a significant burden not only on 
quality of life but also on the economy, it is desirable to improve access for patients 
with symptoms to proper diagnostic workup [41]. Potential solutions may include 
widely available symptom assessment apps [42, 43], digital diaries that highlight a 
potential link between symptoms and exposure [28, 43], and clinical decision sup-
port systems for primary care physicians and specialists [44, 45]. Examples of vali-
dated symptom and exposure monitoring apps include: MASK-Air [28, 38, 39, 46], 
Hay Fever Diary/Pollen App [47], and AllergyMonitor [43]. While mobile applica-
tion systems give a (mostly probabilistic) assessment of a possible pre-diagnosis, 
encouraging patients to seek medical attention rather than self-treatment [36], 
symptom diaries enable the precise and prospective recording of symptoms in prep-
aration for a medical visit [28, 42, 45, 47]. At the primary point of contact between 
patients and health professionals, usually in primary care settings, general practitio-
ners and pediatricians can be supported by clinical decision support systems (CDSS) 
on diagnostic procedures and referrals [48, 49]. Finally, pharmacists are an impor-
tant point of contact for patients who do not see a physician. Decision support sys-
tems have been proposed to assist pharmacists in selecting patients and 
recommending appropriate over-the-counter medications or referring them to a 
physician for diagnosis and possible prescription of AIT [50, 51].

20.13  �Digital Assistive Technologies for AIT Prescribing 
in Polysensitized Patients

In areas with a high prevalence of polysensitization and overlapping pollen seasons, 
prescribing AIT can be challenging even for specialists. Retrospective clinical his-
tories and multiple positive results in SPT or IgE to allergen extracts complicate the 
identification of the triggering allergen and thus the prescription of AIT. For this 
scenario, a clinical decision support system is currently under investigation to assist 
in the diagnostic workup of polysensitized patients, considering the clinical history, 
skin prick test, molecular IgE results, and finally eDiary results cross-referenced 
with local pollen data [46]. Initial evaluations among allergists and non-allergists 
suggest a positive effect on diagnosis and AIT prescription rates [52]. Importantly, 
none of the previously mentioned technologies aims to replace a healthcare profes-
sional. The common goal is to enable informed, shared decision-making and 
improve access to specialized medical care in a timely manner.
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Abstract  The National Health System of Spain (SNS) provides different structures 
and public services for the protection of health throughout the State, offering uni-
versal access to its services, which are financed through taxes. The opportunities in 
the field of Digital Health, and specifically in Digital Allergology are diverse and 
will be revised in this chapter. The SNS has large databases whose exploitation 
allows the generation of numerous indicators accounting for the current health 
situation. The development of a Digital Health Strategy (DHS) in Spain requires a 
prior review of the framework for digital transformation of the public administration 
as a whole and the need to adopt measures to address the problems of the manifest 
health system as a challenge. The new Spanish Strategy for Science, Technology, 
and Innovation, 2021–2027 constitutes a very good opportunity to achieve innova-
tive operative goals. In this chapter, the reader will gain knowledge on reimburse-
ment structures, mobile health developments, telemedicine and the utilization of 
digital health tools in the Spanish healthcare system.

21.1  �Current State of Digitization in the Spanish 
Healthcare System

The Spanish Constitution, in its Article 43, recognizes for all people the right to 
health protection [1]. Its implementing regulations specify this right from a compre-
hensive perspective including health surveillance, promotion and maintenance, pre-
ventive, diagnostic, therapeutic and rehabilitative activities, all of which constitute 
the service portfolio of the Spanish National Health System (SNS, from Sistema 
Nacional de Salud in Spanish).

The SNS provides different structures and public services for the protection of 
health throughout the State, offering universal access to its services, which are 
financed through taxes. The baseline provision of healthcare, or first level of care, is 
organized via professional primary care teams (medicine and nursing), who are 
responsible for the population of a certain area. Primary care staff focuses on the 
promotion and preservation of health, treating prevalent problems, and ensuring 
continuous follow-ups. In this way, equity in access to services is reinforced, mini-
mizing geographical barriers and increasing personal autonomy [2].

The second level (specialist care) has more complex and costly diagnostic and 
treatment resources, which have to be concentrated in order to be efficient. These 
services are accessible only by referral from primary healthcare professionals or by 
other specialists.

Electronic medical record systems have clearly advanced in terms of their avail-
ability and accessibility from different digital devices. Still, they are not yet per-
ceived as an essential asset for the relationship between professionals and patients. 
The decision support systems that have been adopted to date consist fundamentally 
of generic aids with little development of tools based on massive data management. 
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Decision support systems are not developed enough, but there is a recent trend on 
delabeling drug hypersensitivities in a nationwide movement called PROA [3].

The diversification of contact channels, which can facilitate patient access to 
services and appointment management has exponentially increased during the pan-
demics, providing sometimes more agile and appropriate medical advice when in-
person consultations may pose a risk. There is also room for improvements in the 
information provided to the patient and reference persons on the evolution of their 
process: quality healthcare requires health information to be provided in a timely 
manner, taking advantage of the different available communication options.

The introduction of portable digital devices aimed at improving the management 
and control of diseases, especially those with a chronic course. For instance, insulin 
pumps and continuous glucose monitors, electronic peak-flow meters or smart-
watch pulsioxymeters provide the patient with greater autonomy and quality of life 
allowing them to interact with health services in a more flexible way and in a pas-
sive manner. Its use needs a decided impulse, always supported by its systematic 
evaluation and follow-up, so that its incorporation into clinical practice is based on 
a correct cost/effectiveness ratio.

It is also necessary to review the situation of the SNS Health Information System, 
defined in Chapter V of Law 16/2003, of May 28, on cohesion and quality of the 
SNS, which must guarantee standardization, comparability, transparency, and 
accessibility within the legal framework for the protection of personal data [2].

The SNS has large databases whose exploitation allows the generation of numer-
ous indicators accounting for the health situation, system resources, activity, clinical 
or cost-effectivity results, including the opinion and expectations of the population/
patients. This information system, which constitutes one of the backbones of the 
SNS, is based on specific records and statistics, existing both at state level and in the 
Autonomous Communities. The national and regional health databases are subject 
to a significant degree of standardization.

However, there are still underdeveloped aspects, related to the socioeconomic, 
cultural, and environmental determinants of health, or the physical, social, and fam-
ily environment that play a relevant role in the health status of the population. Other 
issue to be improved is a progress in the analysis of health results, information that 
would enrich the knowledge and, consequently, would facilitate the prioritization of 
health policies.

Because of the health crisis caused by COVID-19, the need for shared informa-
tion in real time has become more evident, both for epidemiological surveillance 
and to orchestrate the response of care and assistance to the population. This need 
was also important for patients suffering from allergic diseases, in need of continu-
ous or acute care [4]. The pandemic has promoted systems for the registration and 
exploitation of health information, monitoring and control of the care capacity, 
including the effective allocation of the available resources. The information sys-
tems must support all the activities of the SNS, from health surveillance to personal-
ized medicine seeking the best option for each patient.

Finally, one of the fundamental challenges facing the health system and related 
entities is the massive storage of data for advanced analysis thereof. It is necessary 
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to establish a National Health Data Space, including data from the SNS and other 
repositories of health agencies or non-health-related public administrations. Also, 
information from the academic field or the Internet of Things (IoT) may be included. 
This comprehensive database will then give ground to digital exploitation method-
ologies, such as massive data analysis (“big data”) or artificial intelligence (AI) 
tools, machine learning (ML), or natural language processing (NLP) [2].

21.2  �Digital Cross-Linking of Different Stakeholders 
in the Healthcare System

Undertaking the development of a Digital Health Strategy (DHS) in Spain requires 
a prior review of the framework for the digital transformation of the public admin-
istration as a whole.

There is a need to adopt measures to address the problems of the health system 
as a challenge: establishing the new foundations of a system that requires the sys-
tematic incorporation of novel digital technologies, prevention of disease and dis-
ability, clinical practice, planning, management and decision-making [5].

It is necessary to align the approach and objectives of this Strategy with the lines 
of action established in the Digital Spain 2025 [6] Strategy plan, of the Ministry of 
Economic Affairs and Artificial Intelligence [7], as well as with the National 
Artificial Intelligence Strategy, the Industrial Policy Strategy for Spain 2030 and the 
Personalized Medicine Strategy (both in preparation). Likewise, the DHS must take 
advantage of the synergies that may derive from the national research plans, within 
the framework of the new Spanish Strategy for Science, Technology and Innovation, 
2021–2027 [2], as well as the European programs.

The Spanish DHS 2025 [6] is built around 10 axes, to achieve the following 
objectives: (1) 100% coverage of the population with Internet access of more than 
100Mbps; (2) 80% of people with basic digital skills; (3) 20,000 specialists in 
cybersecurity, AI and data; (4) 50% of public services available through apps, and 
(5) 25% of companies using AI and “big data”. Specifically, it envisages a project to 
drive the digital transformation of the healthcare sector through innovation, research, 
care and patient empowerment, with the ultimate goal of increasing the quality of 
life of the population.

This transformation of the SNS is proposed as the result of a coordinated, 
interoperable, integrated and multidimensional development that generates applica-
tions for the entire biohealth ecosystem. In addition, it establishes that it will work 
with all ministerial departments. The Recovery, Transformation, and Resilience 
Plan [8] also includes as one of its projects the “Renewal and expansion of the capa-
bilities of the SNS”: technological modernization, renewal of equipment and digital 
transformation; digitalization and accessibility of patients to their own medical 
data; and the development of new diagnostic and therapeutic techniques (e.g., for 
the diagnosis and treatment of allergies).
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Likewise, the Spanish Strategy for Science, Technology and Innovation 
2021–2027 [2] includes precision medicine and new diagnostic and therapeutic 
techniques (for example, for the diagnosis and treatment of Allergy) among its 
contents.

The AI Strategy establishes seven strategic objectives or results to be achieved 
with its application: scientific excellence and innovation in AI, the projection of 
Spanish language, the creation of qualified employment, the transformation of the 
productive factory, the creation of confidence in the use of AI, the incorporation of 
humanistic values ​​to AI and the development of an inclusive and sustainable AI.

The DHS is therefore aimed at a public health system based on the right to health 
protection recognized in the Spanish Constitution and on the responsibility of pub-
lic administrations; focused on people, processes, data and innovation oriented to 
5P healthcare (population, preventive, predictive, personalized and participatory).

Its guiding principles are: (1) to promote the values of the SNS; (2) to increase 
patient autonomy and professional development, and (3) to prioritize innovative 
actions for positive health outcomes (Fig. 21.1).

DHS action plan (Fig. 21.1):
The Strategy must be considered as a living and dynamic working instrument, 

which will be reviewed periodically within the Digital Health Commission and, 
when appropriate, in the Interterritorial Council of the SNS.

21.3  �Access to Digital Health and Reimbursement Structures

The Spanish public healthcare system is funded through taxes and primarily oper-
ates through its own resources. Management is controlled by public authorities. 
Besides, there is involvement of the private sector in certain contracted activities.

Approximately 26.7% of the total healthcare expenditure in Spain is attributed to 
private healthcare. This activity may be funded through out of the pocket fees, but it 
is mostly covered by private insurance policies. The number of Spaniards with pri-
vate health insurance was estimated to be 10.3 million in 2022 [9].

Allergology is a recognized specialty in Spain, with fully defined aims and com-
petencies [10]. In 2018, the SNS had a ratio of 2.3 allergists per 100,000 inhabitants. 
The number showed significant variation across autonomous communities, ranging 
from 0 allergists in the Balearic Islands, 0.49 in Asturias, and 0.77 in Andalusia to 
2.31 in Castilla La Mancha and 2.45 in Madrid. On average, there was a 41% vari-
ability among communities [11].

Private allergy practice is present in hospitals, specialty centers and independent 
clinics all over the country.

Over the past decade, certain regions have taken steps to increase the utilization 
of telehealth to enhance accessibility, particularly for patients dealing with chronic 
conditions. Among the medical specialties implementing telemedicine extensively 
nationwide, dermatology stands out as one of the leaders. Galicia, the Basque 
Country, Cataluña, and Andalusia have been at the forefront of teledermatology 
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services. Additionally, Galicia was a pioneer in conducting teleconsultations for 
pneumology as well [12].

The outbreak of the COVID-19 pandemic further accelerated the adoption of 
remote consultations and telemedicine, aiming to minimize patients’ physical visits 
to healthcare centers. As a result, phone triage became a widespread practice for all 
patients in need of primary care consultations or specialized follow-up appoint-
ments. During the initial 12 months of the pandemic, approximately 72% of the 
population in Spain stated that they had experienced a medical consultation either 
through online means or over the telephone, encompassing both public and private 
healthcare services. Additionally, various remote communication systems, such as 
video conferencing or synchronous messaging, were implemented to facilitate 
seamless communication across different levels of care [13].

The access to digital health services has been added in the last few years to the 
conditions of many private insurance policies, most frequently telemedicine, includ-
ing teleconsultation (telephone and video platforms), appointment managing and 
online access to health records. It has been perceived by the insurers as a mean to 
improve access, but also as a potential reduction in cost [14].

Unfortunately, no specific initiatives aimed at digitalizing Allergology have been 
established in either the public or private healthcare sectors up to this point.

21.4  �Digital Health Tools for Allergic Patients

The Spanish Government has developed a strategic plan for the implementation of 
eHealth interventions in the national health care system. Data from the national 
Health Care Barometer-prior to the COVID-19 pandemic-show a frankly positive 
assessment of select digital services by the population, such as online appointments 
(rating 8.4/10), access to clinical reports (7.9/10), electronic prescriptions (8.8/10) 
or telephone consultations with the doctor (8.1/10). However, the availability of 
these tools, including telemedicine, has been limited until the outbreak of the 
pandemic.

Telemedicine received a tremendous boost in acceptance and utilization during 
COVID-19 [15]. The most heavily affected countries, such as Spain, saw their 
allergy practices being converted to telemedicine within days [16]. In many cases, 
the radical change in practice had to happen without much of the needed preparation 
or advanced planning [17]. Despite this almost overnight transformation, there are 
reports that allergic patients’ satisfaction with telemedicine during the pandemic 
was high. A survey conducted in a Spanish allergy unit, demonstrated that half of 
the patients who underwent a telephone consultation during the first peak of the 
pandemic would welcome this practice also after the resolution of the epidemiologi-
cal emergency [18].

An often-underestimated tool for the delivery of health-related guidance is social 
media platform. Social media has become a popular source of health information 
for the general population and, particularly, for the patients with asthma and allergic 
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diseases. A survey conducted by the Spanish Government in 2015 revealed that 
37.6% of the respondents searched social media for health-related information [19]. 
A study, based on a survey among caretakers of food-allergic patients attending a 
Spanish pediatric allergy unit, described that over two thirds of them used social 
media and 25% gathered information related to their disease. The most popular food 
allergy-related use of social media was receiving food allergen information, fol-
lowed by medical information and socializing with other patients [20].

Moreover, patients show a significant level of engagement during the annual 
meetings of the major professional organizations. It has been described that, during 
the period from 2013 to 2016, up to 12.3% of the users of the official hashtags of the 
SEAIC annual congresses were patients [21].

Nevertheless, the main limitation for the use of social media for patients is reli-
ability. There is no standardized method to measure the characteristics of informa-
tion available in social networks [22]. And there are no specific studies assessing the 
quality of information about allergic diseases available on social media in Spanish. 
Studies in English have shown that quality is mostly low [23–25]. In line with these 
findings, only 14.7% of Spaniards consider social media as a trustworthy source for 
health-related information, according to a survey published in 2016 by the National 
Observatory of Telecommunications [19].

In the field of mobile health, an open-label randomized controlled trial demon-
strated that an epinephrine autoinjector smart case, attached to a mobile app, reduced 
anxiety in patients with anaphylaxis. In addition, it improved the patient’s percep-
tion of the management of an acute episode of anaphylaxis [26]. Unfortunately, it is 
not commercially available, so there is no actual use of this tool by Spanish patients.

The plans for the Spanish Digital Health strategy include research and develop-
ment funds to be invested in the transformation of the National Healthcare System, 
including implementation in clinical practice and patient empowerment. We still 
don’t know how this will affect the progress of Digital Allergology in Spain, but 
growth seems the most likely scenario when we are practically starting from 
scratch [6].

21.5  �Telemedicine and Remote Care: Revolutionizing 
Healthcare in Spain

Telemedicine and remote care have emerged as revolutionary forces in the health-
care sector, transforming the way medical services are delivered and accessed in 
various specialties, including Allergology. With the advancements in technology 
and the growing demand for efficient healthcare, telemedicine has become an essen-
tial tool for allergists and patients alike. The specialty of Allergology has witnessed 
significant advancements in telemedicine in recent years. Telemedicine in 
Allergology in Spain involves the use of telecommunications and digital technolo-
gies to provide virtual consultations, monitor patients remotely, offer allergy advice, 

D. Antolín-Amérigo et al.



349

and facilitate follow-up care. This approach has proven to be particularly beneficial 
for Spanish allergic patients who often require ongoing management and sup-
port [27].

Telemedicine in Spain has proven particularly effective in managing asthma and 
allergic rhinitis, one of the most common allergic conditions. Patients can consult 
with allergists through video calls, receive personalized treatment plans, and learn 
about environmental control measures to mitigate allergen exposure. Moreover, 
patients can use connected devices to monitor their lung function and share the data 
with healthcare providers. This allows for early detection of asthma exacerbations 
and timely intervention.

Telemedicine and remote care have had a profound impact on allergy care in 
Spain, bringing specialized allergy care within reach of patients across the country. 
However, in certain cases, face-to-face consultations are still required for compre-
hensive diagnosis and treatment. Integrating telemedicine with traditional health-
care practices is essential to ensure continuity of care, comprehensive allergy 
diagnostics and treatment, and to ensure the best disease control. Building trust 
through virtual consultations may require extra effort on the part of healthcare pro-
fessionals [28].

One interesting study about telemedicine performed in Spain was the COMETA 
consensus describing that a total of 96% of participants continue using telemedicine 
after the COVID19 pandemic. Landline telephones, videoconference platforms, 
email addresses and mobile phones were provided by health service providers for, 
respectively, 100%, 73.3%, 73.3%, and 38.7% of the participants. However, 48% of 
participants declared to still use their private email address and 33.3% their private 
telephone line for work purposes. Likewise, according to the results obtained, there 
is a wide interest in implementing telemedicine in Spain in daily clinical practice, 
but it is necessary to work on the limitations [29].

Table 21.1 describes the main benefits of telemedicine in the specialty of 
Allergology in Spain, which resulted in more effective disease management and 
enhanced patient education. However, while telemedicine brings numerous advan-
tages and holds immense promise to the specialty of Allergology, several challenges 
and considerations have been encountered during its implementation in Spain, as 
described in Table 21.2 [30, 31].

21.6  �Telemedicine and its Impact on Spanish Healthcare

In Spain, the adoption of telemedicine in the field of the allergology has steadily 
increased, offering a wide range of medical services including virtual consultations, 
remote patient monitoring, digital diagnostics (such as prickFILM or GEMAST, 
among others), and online prescriptions [28]. The Spanish healthcare system has 
embraced telemedicine to address long waiting times, improve accessibility in rural 
areas, and enhance the overall patient experience. Telemedicine has had a profound 
impact on the Spanish healthcare system. It has helped alleviate the burden on 
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overcrowded hospitals and clinics, making it easier for patients to access medical 
advice and specialized care. The remote care model has also improved the coordina-
tion between primary care providers and specialists, leading to more efficient 
healthcare delivery. Furthermore, telemedicine has demonstrated its usefulness 

Table 21.1  Main benefits of telemedicine in the specialty of Allergology in Spain

Improved 
accessibility

Telemedicine has made specialized care more accessible to patients residing 
in remote or rural areas of Spain. It reduces the need for patients to travel 
long distances to consult with allergists, leading to better compliance with 
treatment plans, improving healthcare equity while saving time and money

Remote 
monitoring

Allergists can remotely monitor patients’ allergic reactions and responses to 
treatment. This continuous monitoring allows for early intervention and 
adjustments to treatment plans as needed

Cost-
effectiveness

Telemedicine in Allergology can help reduce healthcare costs for both 
patients and the healthcare system. It minimizes the need for physical 
consultations and emergency visits, optimizing resource allocation and 
saving time and travel expenses

Enhanced allergy 
education

Telemedicine platforms offer opportunities for allergists to educate patients 
about allergies, triggers, and preventive measures. This empowers patients to 
better manage their allergies and make informed lifestyle choices, fostering a 
more proactive approach to allergy care

Better disease 
management

Regular virtual check-ups and monitoring enable allergists to track patients’ 
progress and make necessary adjustments to treatment plans, leading to 
improved allergy management. This facilitates more effective management 
of chronic allergic conditions and reduces the need for frequent hospital 
visits

Rapid response 
during 
emergencies

In cases of severe allergic reactions, telemedicine can serve as an immediate 
means of communication, providing patients with potentially life-saving 
advice before emergency services arrive

Flexibility and 
convenience

Telemedicine offers flexibility to both patients and healthcare professionals, 
making healthcare more efficient and saving time and travel expenses

Timely medical 
advice

Telemedicine has enabled real-time communication between patients and 
healthcare providers. This timely access to medical advice allows for early 
diagnosis and intervention, leading to better treatment outcomes, reducing 
hospitalization rates, and leading to improved quality of life

Table 21.2  Challenges and considerations of telemedicine in the specialty of Allergology in Spain

Technological 
barriers (Digital 
gap)

Some elderly or economically disadvantaged patients may lack access to 
the necessary technology or face challenges related to digital literacy, 
hindering their participation in telemedicine services

Allergic testing 
limitations

Certain allergic tests, such as skin prick tests or patch tests, require 
in-person evaluation and are not yet fully replicable in remote settings

Privacy and data 
security

Protecting patient data and ensuring the confidentiality of medical 
information are critical considerations in telemedicine implementation. 
Cybersecurity measures must be robust to protect sensitive medical 
information from unauthorized access

Establishing trust Establishing a strong doctor-patient relationship is vital in Allergology
Medical licensure 
and regulations

Telemedicine may involve crossing regional or national borders, which can 
complicate medical licensure and regulatory compliance
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during public health crises, such as the COVID-19 pandemic [32]. It enabled health-
care providers to continue delivering essential services while minimizing the risk of 
infection and reducing the strain on healthcare facilities.

Finally, to address and improve the legal and healthcare gaps that currently exist 
in telemedicine applied to allergology, the Pediatric Allergy Committee of the 
Spanish Society of Allergy is actively working on the development of what will be 
the first Spanish Telemedicine Guide for the management of pediatric and adoles-
cent patients with asthma and allergies.

21.7  �Mobile Health Developments: Revolutionizing 
Healthcare at Patients’ Fingertips

Mobile health, commonly known as mHealth, has emerged as a transformative 
force in the healthcare industry, leveraging the power of mobile technology to 
enhance medical services and improve overall health outcomes. These devices have 
become an indispensable part of modern life, offering a variety of healthcare-related 
applications and services [33]. With the widespread adoption of smartphones and 
other portable devices, mHealth has enabled individuals to access healthcare 
resources, monitor their health, and receive medical guidance. And, as it could not 
be otherwise, mHealth applications specific to Allergology have gained big popular-
ity also in Spain. Moreover, it is well documented that the developments in mHealth 
have had a profound impact on patient care and healthcare delivery, as described in 
Fig. 21.2 [34, 35].

However, it is important to highlight the importance of understanding the 
mHealth regulatory framework, because, as technology continues to evolve, clear 
and comprehensive regulatory guidelines are necessary to ensure the safety and 
effectiveness of mobile health applications. Despite these challenges, the future of 
mHealth looks promising. Advancements in AI, wearable technology, and 5G con-
nectivity are set to further enhance mHealth capabilities. The integration of mHealth 
with other emerging technologies, such as remote procedures and smart health 
devices, holds immense potential for revolutionizing healthcare on a global scale 
[27]. Table 21.3 describes some Spanish useful apps for allergic patients. All of 
them have been developed in Spain and offer features like symptom trackers, allergy 
diaries, and/or medication reminders. Moreover, patients can record allergy trig-
gers, monitor their daily symptoms, and share the data with allergists for better-
informed decision-making [36, 37].

mHealth developments have ushered in a new era of healthcare, empowering 
individuals to actively engage in their well-being and access medical services with 
unprecedented ease. From health tracking to telemedicine, mHealth applications 
have reshaped patient care, making it more personalized, efficient, and accessible. 
Mobile applications developed in Spain cater to individuals with allergies, offering 
valuable tools for allergy management, pollen monitoring, allergen identification in 
products, and safe dining experiences. By leveraging technology, these apps 

21  Digital Allergology in Spain



352

empower allergy sufferers in Spain to take better control of their conditions and 
improve their quality of life.

21.8  �Conclusions

Although decision support systems are not developed enough, there is a recent trend 
on delabeling drug hypersensitivities in a nationwide movement called PROA.

The Spanish DHS 2025 which is built around ten axes, aims to achieve the 
requirements for digital transformation of the provision of healthcare, promoting 
the implementation, formation of healthcare professionals and patients.

Mobile applications developed in Spain cater to individuals with allergies, offer-
ing valuable tools for allergy management, pollen monitoring, allergen identifica-
tion in products, and safe dining experiences. By leveraging technology, these apps 
empower allergy sufferers in Spain to take better control of their conditions and 
improve their quality of life.

In Spain, the adoption of telemedicine in the field of the allergology has steadily 
increased, offering a wide range of medical services including virtual consultations, 
remote patient monitoring, digital diagnostics, and online prescriptions.

Remote patient 
monitoring

• Monitor patients' vital
  signs and health
  metrics.
• Real-time data can
  prompt timely 
  interventions.

Virtual 
consultations

• Facilitate allergy
   services.
• Consult with healthcare
   professionals through
   video calls or
   messaging. 

Medication 
management

• Offer reminders for
  medication intake,
  reducing the risk of
  medication mistakes.

• Promote medication
  adherence.

Health education 
and awareness

• Provide access to
  useful resources for
  allergic patients.

• Empower users.

Increased 
healthcare Access

• Access to remote and
  underserved regions.

• Breaks down barriers
  of distance.

Timely
interventions

• Real-time health data
  from mobile devices.
• Early detection of
  potential health issues
• Prompting timely
  interventions.
• Preventing complications

Fig. 21.2  Mobile Health applications benefits

D. Antolín-Amérigo et al.



353

The future of Digital Allergology in Spain is bright, but requires a profound 
involvement of the different stakeholders and that the innovation units of hospitals, 
Allergology Societies, healthcare professionals and patients associations would join 
efforts, forces, and ideas to embrace the challenges of this particular but useful pro-
vision of care.

Telemedicine and remote care have ushered in a new era of healthcare accessibil-
ity and efficiency in Spain. By leveraging technology, the Spanish healthcare sys-
tem has empowered patients with better access to medical services, while healthcare 
providers have gained the ability to reach a broader patient base and improve overall 
healthcare outcomes. While challenges persist, the positive impact of telemedicine 
on Spanish healthcare is undeniable, making it a pivotal component of the country’s 
healthcare landscape. As technology continues to advance, telemedicine is poised to 
play an even more significant role in the future, ensuring a healthier and more con-
nected population in Spain.

Useful informationLogoApp name

Polen Control It is a free application that allows to check environmental pollen levels. It also enables users to track their
allergies daily by entering information about their current condition, symptoms, and medications.

Pollen Designed by the Austrian Pollen Alert Service and the Spanish Aerobiology Network (REA). It allows us to check
allergy risk results and record symptoms in a diary, all personalized by allergen type.

Niveles de 
polen

It is an application to quickly check the pollen levels in an area. It gathers data from 85 measurement stations
spread throughout Spain, nine in Portugal, and another one in the Principality of Andorra.

Polen REA It provides information about the pollen content in the atmosphere through a weekly update and it offers maps of
Spain that reflect the pollen levels of the most important plants.

Polen Salud 
Madrid

In the Community of Madrid checks the status of pollen collectors near mobile patient’s device's location,
visualizing it on a map in graphic format. This app also emits notifications of alerts for high levels of pollen.

Alerta Polen Is a comprehensive platform that provides real-time information about allergenic pollen levels in different regions
of Spain. The app uses data from official pollen monitoring stations to deliver allergy forecasts and alerts.

Plant.tes Citizens contribute to creating a map of the phenological state of plants (presence of closed/opened flowers
and/or fruits). Knowing the state of the plant allows to interpret if it is in the phase of pollen emission or not.

Anapphylaxis It is a medical device which includes a smart case and an app. It provides information on the storage conditions,
effectiveness, and physical proximity of your adrenaline auto-injector.

EPI-TRAK It works by using the GPS of the smartphone to monitor alarms and a screen pops remembering your adrenaline
pen.

Alimentium -
Restalergia

Technological platform of scientific knowledge on nutritional composition and allergens of food products, food
safety, global management and compliance with current legislation.

Allergeneat An innovative mobile app designed to assist users with food allergies and intolerances. It helps users identify
allergens in packaged food products by scanning their barcodes.

ControlASMApp An interactive resource designed for use in the physician's daily clinical practice to better track the evolution of
patients with asthma. It allows monitoring of clinical data, activities, and evaluated parameters at each visit.

OITcontrol
App that guides and monitors your oral immunotherapy treatment with food. It allows close communication with
your doctor, informing you of intakes, incidents and home reactions in real time. With OITcontrol you will have all
the information about your oral immunotherapy treatment always at hand.

Itk diary card Application in which the user will enter daily the number of symptoms and the medication taken related to their
allergic pathology

GEMAST

In order to facilitate its identification and diagnosis and thus improve the quality of life of patients, the Spanish
Group of Advanced Systemic Mastocytosis (GEMAST), belonging to the Spanish Society of Hematology and
Hemotherapy (SEHH), with the collaboration of Novartis has developed the application for mobile devices to help
in the identification and diagnosis of Systemic Mastocytosis.

EASI-SCORAD The EASI SCORAD is a tool used to measure the extent and severity of Atopic Dermatitis. With this APP, you
can calculate the EASI SCORAD easily and accurately

MyHAE App for Hereditary Angioedema patients which includes: 1) HAE Crisis Diary; 2) Custom reports; 3) Treatment
Planning; 4) Calendar reminders; 5) Evolution over time

UrticariApp
App developed by AAUC - Association of Chronic Urticaria Affected patients to monitor chronic urticaria. It allows
calibrating the affectation through images and graphs that facilitate the introduction of data. The application
stabilized in 2016 and is an example of Apps developed by patient associations.

Table 21.3  Spanish useful apps for allergic patients developed in Spain
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