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Bavarian State Minister of Health, Care and Prevention

Source: Picture by Bavarian State Ministry of Health, Care and Prevention

Dear Readers,

Digitalisation has revolutionised healthcare fundamentally. Innovations and
advances in technology have paved the way for new approaches to patient-centred,
efficient, and networked services. The implementation of digital strategies into
practice has become a key plank in the context of increasing demands on quality,
accessibility, and sustainability.

This publication addresses therefore the “Advancements in Digital Health and
Care” as the driver of change in the healthcare sector. It brings together the voices
of decision-makers from healthcare providers, payers, and researchers, reflecting on
both the opportunities and the challenges of digital transformation. It will present
not only strategic views and theoretical foundations but also concrete experiences
and practical lessons learnt. Best-practice approaches as well as important insights
gained from challenging implementation processes will be highlighted.

The topic comprises a broad spectrum. It provides a baseline overview on tech-
nological and ethical dimensions of digital health. It covers data protection, trans-
parency, and the responsible use of sensitive health data. Furthermore included are
regulatory frameworks and strategic questions regarding sustainable implementa-
tion in clinical, outpatient, and long-term care structures. It also examines patient-
centred approaches, the perspectives of healthcare payers, and the issues of equal
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opportunities and inclusion. Rather than widening the “Digital Divide” and disad-
vantaging vulnerable social groups, digitalisation of healthcare should instead
enhance chances for greater health equity. Only a comprehensive approach taking
equal account of technology, strategies, and ethics can really unfold the full poten-
tial of digital transformation.

Together, let’s unlock change in the healthcare sector, seize its opportunities, and
tackle its challenges responsibly. This publication shall guide you in this endeavour
and provide impetus for intensive dialogues and sustainable progress. The future of
healthcare starts right now, and we can shape it—innovatively, strategically, and
ethically well-founded.

All the best

Bavarian State Minister Judith Gerlach
of Health, Care and Prevention
Munich, Germany
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1.1 Introduction to Digital Health and Care

1.1.1 Overview of Key Historical Milestones in Digital Health
in Germany

A series of legal, institutional, and technological advancements over the past decade
has significantly influenced Germany’s evolution in digital health. A major mile-
stone in this journey was the enactment of the E-Health Act (“E-Health-Gesetz”) in
2015, which established a comprehensive framework for digital infrastructure and
mandated the creation of the telematics infrastructure (“Telematik-Infrastruktur,”
TI), the national digital health backbone of Germany [1]. In practice, this law
enabled services such as the e-prescription (eRezept), which by 2022 had connected
over 99% of pharmacies to the TI [2] and introduced reimbursement for teleconsul-
tations, allowing general practitioners and psychotherapists to provide video visits
covered by statutory insurance, which is a service that became especially important
during the COVID-19 pandemic [3]. This legislative framework provided the
groundwork for secure data exchange between healthcare providers and insurers,
thereby enhancing the integration of digital health services. Later legislation, includ-
ing the Digital Health Care Act [4] and the Hospital Future Act [5], further expanded
access to digital healthcare and introduced incentives for the modernization of
healthcare facilities.

One noticeable development in the healthcare sector has been the implementa-
tion of the electronic patient record (“elektronische Patientenakte”, ePA), which
was launched in 2021. The digital patient records are designed to help with medical
documents, medication plans, and discharge summaries, thereby improving
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communication across various healthcare sectors [6]. Despite its potential benefits,
adoption rates remain relatively low; as of the end of 2023, only 6—16% of insured
individuals are using ePA [7]. By contrast, countries such as Finland have achieved
much higher levels of adaptation: the “My Kanta patient portal,” integrated into
Finland’s national EHR system, is actively used by more than 90% of citizens to
access prescriptions and medical records [8]. This gap illustrates that while Germany
has invested in technical infrastructure and patient engagement, trust remains a sub-
stantial barrier compared to frontrunners in Northern Europe. Several barriers con-
tribute to this lack of uptake, including inadequate public awareness, concerns
regarding privacy, and insufficient guidance from healthcare professionals during
the onboarding process [9]. In response to these challenges, the
Gesundheitsdatennutzungsgesetz (GDNG) will introduce an opt-out model begin-
ning in 2025, which will automatically enroll all insured individuals unless they
explicitly object.

The COVID-19 pandemic influenced significant advancements in the realm of
telemedicine. Surveys indicated that more than 50% of outpatient physicians tran-
sitioned to video or telephone consultation, with the highest uptake in general prac-
tice and mental health, where remote psychotherapy and cognitive behavioral
therapy proved effective in maintaining consistent care for patients with depression
and anxiety disorders [3, 10]. By contrast, adoption was markedly lower in chronic
disease management, such as cardiology and diabetes care, where the need for
physical examinations and long-term monitoring limited the effectiveness of vir-
tual visits [3].

Institutions such as Zentrum fiir Telemedizin (ZTM) in Bad Kissingen, estab-
lished in 2010, expanded their services on a national scale, facilitating remote diag-
nostics and chronic care monitoring [11]. Nonetheless, persistent structural
disparities between medical specialties and inconsistent broadband access continue
to pose challenges to comprehensive integration of telemedicine across healthcare
systems [2].

TI has experienced extensive implementation across the healthcare system; by
2022, it was reported that over 99% of pharmacies and 96% of outpatient clinics had
established connectivity [2]. This initiative, supported by nearly 774 million euros
in funding from statutory health insurers, is designed to facilitate secure communi-
cation and provide essential services, including electronic prescriptions and the
integration of Digital Health Applications (DiGA) [2]. Nevertheless, TT has encoun-
tered significant criticism regarding its frequent technical downtimes and the com-
plexities associated with the user authentication process. In response to these
challenges, the development of TI 2.0, which is a streamlined application-based
redesign, has been initiated, with efforts underway since 2023 [12].

1.1.2 From Digitalizing to Digital Transformation in Germany

Digitalization initiatives have predominantly focused on comprehensive efforts to
transform analog systems into digital formats, manifesting in endeavors such as the
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implementation of EHRs and the development of robust data infrastructures. In con-
trast, digital transformation requires a greater focus on reconfiguring care delivery,
organizational structures, and the overall patient experiences. The healthcare system
in Germany, which is known for its decentralized governance and its strong cultural
emphasis on data privacy, has realized significant technical advancements. However,
it continues with substantial cultural and institutional resistance that obstructs the
pursuit of more comprehensive reforms.

A clearer example of transformation, beyond digitalization, is Germany’s reim-
bursement of remote patient monitoring (RPM) for heart failure, effective since
January 2022. This program enables coordinated care across cardiologists, general
practitioners, and telemedical centers, with patients reporting daily vital signs, such
as weight, blood pressure, and ECG, to central telemedical units that can trigger
early interventions, thus reorganizing care rather than merely digitizing records
[13]. Similarly, Al-driven triage systems in emergency departments have demon-
strated the ability to prioritize patients based on clinical urgency, leading to improved
workflow efficiency and significantly reduced waiting times. Real-world applica-
tions reported reductions of up to 30% in average patient wait times following the
integration of Al-supported triage systems [14]. These cases show that while digiti-
zation lays the groundwork, true transformation arises when digital solutions are
integrated into new models of care delivery and decision-making processes.

Programs like the KHZG provided over 4.3 billion euros to fund hospitals’ IT
upgrades and improve digital maturity [15]. The DigitalRadar Hospital Survey
revealed that while some hospitals have implemented foundational digital capabili-
ties, significant development requirements remain in areas such as structured data use,
interoperability, and patient-centered digital services [15]. Moreover, many facilities
still lack qualified IT staff, digital leadership, and effective use of new tools [2].

Cultural resistance has a significant influence on the adaptation and effectiveness
of digital health tools. Studies indicate that trust in digital tools depends strongly on
usability, data transparency, and the involvement of healthcare professionals.
Supporting patients, particularly those with low digital literacy, is essential to ensure
effective adoption [9]. Notably, over 50% of patients report feeling inadequately
informed about the ePA. Also, a substantial portion expressed a preference for
explanations that are delivered by healthcare providers rather than relying on self-
directed learning [7]. Among healthcare providers, obstacles to effective implemen-
tation include insufficient training, time constraints, and difficulties with the
integration of digital tools with existing administrative burdens [16].

Emerging opportunities in the field of health data utilization are becoming
increasingly evident. The General Data Protection Regulation (GDPR) and the
Artificial Intelligence (AI) Act facilitate the structured secondary use of health data
for research purposes, while simultaneously ensuring compliance with GDPR
guidelines. Additionally, approved DiGAs, which are regulated by the Federal
Institute for Drugs and Medical Devices (BfArM), empower patients to manage
chronic conditions such as depression, diabetes, and back pain. By 2025, it is pro-
jected that over 50 DiGA applications will be approved (a complete and up-to-date
approved DiGA can be accessed on the official website of BFArM).
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Concrete clinical examples already demonstrate their potential and how DiGA
application can provide multiple health benefits and improved outcomes. The DiGA
“Deprexis,” an app-based cognitive-behavioral therapy tool for depression, has been
tested in randomized controlled trials and shown to significantly reduce depressive
symptoms as measured by the PHQ-9 compared with control groups [17]. Moreover,
other internet-based CBT interventions have reported meaningful symptom reduc-
tions, more than a 50% decrease in PHQ-score, which was relative to control
groups [18].

Furthermore, the musculoskeletal therapy app VIVRA is a DiGA application
designed to provide individualized exercise programs. Clinical studies have demon-
strated that after 12 weeks of use, the app can lead to significant reductions in back
pain intensity and improvements in spinal mobility among patients with axial spon-
dylarthritis [19].

The integration of wearable devices, patient portals, and structured EHR data
could strongly influence the improvement of data-driven care; however, challenges
persist in this particular domain. Major obstacles include problems related to tech-
nical interoperability, the development of effective data governance frameworks,
and the necessity for explainable Al that can foster trust among both physicians and
patients [20]. As digital transformation initiatives progress in Germany, it will be
imperative to not only sustain financial investment but also promote a paradigm
shift toward co-design methodologies, interdisciplinary collaboration, and innova-
tion that prioritizes patient-centered approaches.

1.1.3 The Digital Transformation of Healthcare: Milestones,
Catalysts, and Challenges

The digital revolution in healthcare is fundamentally reshaping the perspective of
care services, supported by the development of concepts and innovative technolo-
gies. The World Health Organization (WHO) provides valuable terminology to
navigate this broad field. The journey initiates with eHealth, which can be defined
as the utilization of information and communication technology (ICT) to support
healthcare and related fields. This concept includes a wide spectrum of applications,
from the implementation of early EHRs to the rise of remote consultations.

Based on this fundamental model, more specific applications have emerged.
mHealth (mobile health) constitutes a subcategory of eHealth (electronic health),
supported by mobile technologies and smartphones with the aim of delivering
healthcare services and sharing health information directly to the patients.
Simultaneously, Telehealth utilizes telecommunications and virtual technologies to
provide medical care outside traditional clinical environments, therefore closing
geographic barriers and enhancing access to healthcare services [21]. Nowadays,
these developments are part of the extensive umbrella of digital health, which also
includes the usage of advanced domains such as big data analytics, genomics,
machine learning, deep learning, and Al. This revolution represents a transition
from simple digitization toward a new era characterized by personalized, predictive,
and engaging medicine.
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The healthcare transformation is followed by multiple technological achieve-
ments. Among the most utilized tools is the e-prescription (Electronic Prescription),
which, facilitated by governmental initiatives, has established a full integration with
the EHR systems, including for controlled substances, has had a positive impact
streamlining essential workflows for all healthcare workers [22]. Furthermore, the
ability to enhance patients’ access to their EHR empowers them to take a more pro-
active role in their healthcare. Digital tools, including patient portals, mobile appli-
cations, and wearable devices, provide patients with direct access to their health
data, fostering engagement and enabling informed decision-making. This evolution
is key to improving personalized medicine, which seeks to build specific treatments
based on the previous patient’s data collected from different sources.

Nevertheless, the biggest challenge, in terms of a fully data-driven ecosystem
depends on interoperability, which translates to the capacity of multiple systems to
be able to seamlessly exchange, interpret, and utilize clinical and medical data.
Despite progress in this field, there are still multiple challenges. Many healthcare
organizations continue to rely on the regulatory aspect of the systems in charge of
generating the data repositories, indirectly blocking the information sharing pro-
cesses [23]. Moreover, the high costs associated with oversaturated systems, com-
bined with strict data privacy and security regulations such as the GDPR in the
European Union or Health Insurance Portability and Accountability Act (HIPAA),
add additional challenges to achieve this goal [24]. A deeper challenge arises from
the FHIR puzzle (Fast Healthcare Interoperability Resources). While the FHIR
standard facilitates data exchange, it does not guarantee a standardization protocol.
Consequently, data originating from unrelated EHRs may not be easily compre-
hended without considerable manual intervention, as variations in coding and termi-
nology delay the analysis necessary for advanced Al applications [25].

1.1.4 The COVID-19 Pandemic: A Catalyst
for Unprecedented Adoption

Although the digital evolution of healthcare has been in progress for an extended
period, the COVID-19 pandemic acted as a powerful, unanticipated catalyst, com-
pressing a decade’s worth of digital acceptance into mere months. The global health
crisis exerted immense pressure on healthcare systems around the world, disrupting
routine in-person care and precipitating an urgent need for remote solutions [26].
During the pandemic, telehealth transformed from an emerging service into a
fundamental component of healthcare services. Adoption rates also improved; by
April 2020, most countries had adopted telemedicine as a substitute for face-to-face
consultations. In countries such as the United Kingdom and the Netherlands,
64-80% of primary care providers transitioned to telemedicine consultation. In
France, the volume of reimbursed teleconsultations increased more than ten times
within a single week. For many patients, this represented their initial experience
with virtual care; recent research based on COVID-19 pandemic insights and
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lessons learned showed that 84% of patients utilizing telehealth in March 2020 had
never engaged with it before, compared to nowadays [27].

This quick change led to long-term improvements in the healthcare system.
Regulatory bodies quickly adjusted their regulations by adopting emergency mea-
sures that made the telehealth reimbursement and practices permanent. For exam-
ple, in Norway, a temporary law that allowed e-consultations to issue sick leave
certificates became a permanent measure in 2023 after it proved effective during the
pandemic [21]. This large-scale deployment served as a significant proof of con-
cept, overcoming years of clinical research and familiarizing millions with remote
care modalities. The pandemic effectively eliminated traditional alternatives to in-
person care, demonstrating that necessity can significantly excel innovation-driven
adoption of new technologies. While the mentioned achievements highlight the
Digital Health improvement, there is still an ongoing debate about the long-term
viability of payment and reimbursement, as well new emerging challenges of digital
equity leaving an uncertain implementation landscape [28]. The pandemic, there-
fore, did not create specifically a digital future but rather raised the baseline expec-
tation for it, shifting the discussion from whether digital health will be essential to
the modalities by which it will be integrated and optimized for a more resilient
healthcare system [27].
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The trend toward individualization in medicine is increasingly shaping both diagno-
sis and therapy: instead of standardized approaches, personalized treatment strate-
gies are coming to the forefront, tailored to genetic profiles, lifestyle factors, and
individual disease progressions. However, this shift raises the critical question of
affordability, as customized procedures and therapies initially incur higher develop-
ment and application costs. At the same time, the move toward individualization
significantly expands the pool of health data, which presents both a challenge and
an opportunity. With the help of digital technologies and artificial intelligence, these
large datasets can be analyzed and translated into clinical insights. Al-driven sys-
tems allow for the detection of patterns within complex data, making diagnoses
more precise and therapies more efficient. Thus, digitalization is not only an enabler
of individualized medicine but also a key prerequisite for making personalized care
cost-efficient and accessible on a broad scale.

2.1 Most Promising Digital Health Technologies

Some of the most promising digital health technologies and application domains are
artificial intelligence (AI) and Machine Learning (ML), digital therapeutics (DTx),
remote patient monitoring and wearables, genomics and multi-omics platforms, as
well as telemedicine and care platforms [1]. These technologies, supported by a
robust evidence base, are rapidly transforming the realization of individualized
medicine by harnessing digitalization for both clinical and cost efficiency.
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2.1.1 Artificial Intelligence (Al) and Machine Learning (ML)

These technologies power pattern recognition in huge medical datasets, enabling
highly individualized diagnostics, risk prediction, and therapy optimization.
Al-empowered systems are revolutionizing everything from genomics analysis to
diagnostic imaging and clinical decision support, fostering both efficiency and pre-
cision in care delivery [2, 3].

2.1.2 Digital Therapeutics (DTx)

DTx refers to evidence-based software delivering interventions for prevention,
management, or treatment of medical conditions. These solutions—validated
through rigorous clinical trials—offer cost-effective, scalable, remotely delivered
therapy (e.g., for diabetes, cognitive disorders, mental health) and can reduce dis-
parities in access to personalized care [4, 5].

2.1.3 Remote Patient Monitoring and Wearables

Connected devices continuously collect individualized physiological, behavioral,
and environmental data, enabling early detection, personalized intervention, and
preventive measures. The resulting data pool enhances predictive modeling and
real-time personalization, crucial for managing chronic diseases and fostering pro-
active, individualized care [6, 7].

2.1.4 Genomics and Multi-omics Platforms

High-throughput sequencing and omics integration platforms enable analysis of
patients’ genetic, proteomic, and metabolomic profiles. This underpins individual-
ized risk stratification, early diagnosis, tailored drug selection, and monitoring of
disease at the molecular level, thus paving the way for true precision medicine [8].

2.1.5 Telemedicine and Virtual Care Platforms

Telemedicine breaks down geographical and logistical barriers, facilitates continu-
ous, individualized management, and enables timely specialist access. Integration
of Al into telehealth platforms enhances personalization of medical advice and
maintains continuity of care for patients with complex or chronic needs.
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2.2  Shift from Diagnostics and Therapy Towards Prevention

Solutions in digital health and health data are shifting the focus from diagnostics
and therapy toward prevention. Digital tools such as mobile health apps, telemedi-
cal monitoring, and electronic patient records are increasingly leveraged not just to
manage existing diseases, but to proactively reduce risk factors for chronic illnesses.
This paradigm shift arises from the recognition that preventative approaches, sup-
ported by digital technologies, can yield significant benefits for both healthcare out-
comes and economic sustainability. For instance, in Germany, legislation such as
the Digital Healthcare Act (DVG) allows for the prescription and reimbursement of
digital health applications (DiGAs), which empower patients to monitor vital signs,
manage lifestyle risk factors, and access preventive guidance before disease devel-
ops, yet only after confirmed disease upon prescription. The uptake of preventive
digital health tools is further bolstered by the electronic patient record (ePA) rollout.
This has the potential to foster a data-driven approach to population health and
research.

On the EU level with the European Health Data Space (EHDS) and the regula-
tion of the interchange of health data, digitalization efforts are reflected in programs
that promote cross-border health data sharing. Besides primary use of health data,
this will allow easier use of anonymized patient data for preventive research.
However, the transformation is challenged by underinvestment in prevention:
despite clear evidence that modifiable behaviors influence most health outcomes,
only a small fraction of healthcare budgets is devoted to prevention. For example,
only around 3% of OECD healthcare budgets are allocated to preventive interven-
tions, highlighting the need for policy prioritization.

A concrete example of Germany’s prevention-focused digitalization is the
first reimbursement pathway for apps targeting early intervention in conditions
such as obesity or diabetes. It covers, for instance, apps that guide users through
risk self-assessments and behavioral modification programs. These apps, now
accessible to millions through statutory health insurance via Digital Health
Applications (DiGA), exemplify how digital health empowers both individuals
and providers to shift from reactive treatment toward proactive health preserva-
tion [9-11].

2.3  Digital Health Provides Improved Accessibility
of Healthcare

Digital health technologies, especially telemedicine and wearable sensors, have
the potential to transform healthcare accessibility for rural and vulnerable popula-
tions by overcoming geographic, economic, and workforce barriers that have tra-
ditionally limited care. Telemedicine delivers virtual access to a broad spectrum
of medical services, from primary consultations to specialist care, directly into
patients’ homes or community health centers in remote regions. Artificial intelli-
gence (AI) can further support the early diagnosis and personalized
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communication and consultation. This innovation is crucial for populations where
health facilities are sparse, distance to care is significant, and shortages in health-
care professionals are acute. Recent studies show that telemedicine increases
patient satisfaction, reduces travel and associated costs, and facilitates earlier
intervention for chronic and acute diseases, narrowing longstanding health dis-
parities between rural and urban areas [12, 13].

Despite its promise, the practical integration of telemedicine and Al faces chal-
lenges, including broadband infrastructure deficits, digital literacy gaps, and regula-
tory barriers. To address these, many regions have invested in mobile health units
equipped with telemedicine technologies, offering essential diagnostics and consul-
tations directly to underserved communities. Case studies show that, in areas with
robust telemedicine support, rates of timely specialist consultations and effective
chronic disease management improve significantly. For example, programs provid-
ing teleneurology services in rural hospitals have dramatically reduced unnecessary
patient transfers and improved care for conditions like stroke, where rapid interven-
tion determines patient outcomes [14].

Continued progress requires focused efforts to close the digital divide and ensure
telehealth solutions remain inclusive, especially for older adults and those with lim-
ited digital access. Policymakers and healthcare providers are now prioritizing
investment in digital infrastructure and standardizing regulatory frameworks, aim-
ing for universal, equitable healthcare access for all communities through digital
health innovation.

2.4 Increased Efficiency and Cost-Effectiveness in Health
Service Delivery

Digital health interventions, including independently usable health apps and tele-
medicine platforms, have been shown to enhance the efficiency and cost-
effectiveness of health service delivery through streamlined workflows, reduced
administrative overhead, and improved allocation of medical resources. Health
economic evaluations increasingly demonstrate that digital health apps offer
favorable cost-utility profiles, with several studies concluding these solutions are
cost-effective compared to standard care, due in part to reductions in unnecessary
face-to-face visits and optimized chronic disease monitoring. Systematic com-
parisons further reveal that, despite ongoing challenges regarding long-term evi-
dence and standardized reporting frameworks, digital health innovations
frequently lead to lower incremental costs per quality-adjusted life year versus
conventional interventions, indicating significant potential for budgetary savings
and for healthcare systems [15, 16].
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2.5 Empowerment of Patients Through Self-Management
Through Apps

Self-management apps are transforming healthcare by empowering patients to
become active participants in their own health, fostering greater autonomy and
improved outcomes. These digital tools enable users to monitor chronic conditions,
track symptoms and medication adherence, and receive evidence-based behavioral
guidance in real time. By offering personalized feedback and facilitating communi-
cation with healthcare providers, such apps strengthen patient engagement, support
shared decision-making, and boost self-efficacy, leading to better health literacy and
sustained behavior change [17].

One example of a DiGA that empowers patients is the HelloBetter program,
which delivers digital cognitive-behavioral therapy (CBT) for patients with mental
health conditions like vaginismus and dyspareunia. This app guides users through
structured, clinically validated intervention modules, complemented by direct
remote access to expert support. The program’s evidence-based approach empowers
patients to manage symptoms and improve mental well-being outside of traditional
clinical settings, contributing to significantly enhanced therapy adherence and self-
management capabilities [18].

2.6 Digital Health Solutions Driving Workflow Optimization
and Interprofessional Collaboration

Besides direct impact on patients through, e.g., telemedical solutions, apps and
wearables, there are also enormous potentials in workflow optimization and pro-
cesses through digital tools.

These tools streamline administrative and clinical processes through automation
and advanced analytics, reducing the burden of routine tasks on healthcare profes-
sionals and allowing more focus on patient care. Integration with electronic health
records (EHRs) facilitates seamless information sharing among multidisciplinary
teams, thereby enhancing communication and coordination across care pathways. A
recent comprehensive review highlights that effective digital health implementa-
tions reduce clinician burnout by optimizing workflows, improving resource alloca-
tion, and supporting real-time clinical decision-making. Moreover, these solutions
foster collaborative care models by connecting primary, specialty, and allied health
providers through interoperable platforms, thus improving patient outcomes and
operational efficiency [19]. The growing adoption of Al-enabled tools to automate
scheduling, diagnostic support, and patient monitoring further enhances workflow
efficiency and supports collaborative care environments, underscoring the transfor-
mative impact of digital innovations in modern healthcare systems.
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2.7 Relevance for Public Health Surveillance and Chronic
Disease Management

From a global perspective, digital health solutions have become increasingly impor-
tant for public health surveillance and chronic disease management by enabling con-
tinuous, real-time data collection and enhanced patient monitoring outside traditional
clinical settings. These technologies allow healthcare providers to detect disease exac-
erbations early, intervene proactively, and tailor treatment plans to individual patient
needs, improving outcomes while reducing costs and hospital admissions. Examples
are, e.g., health coach systems, which use Al-powered features including meal plan-
ning, sleep tracking, and medication reminders to support patients with chronic condi-
tions such as diabetes and cardiovascular disease. These systems have the potential to
continuously collect physiological data via wearable devices and integrate it with
environmental factors to provide personalized care recommendations and predictive
insights that anticipate disease progression. Such digital tools exemplify how the
fusion of medical engineering and artificial intelligence can transform chronic disease
pathways from reactive to precision, data-driven management [20]. Moreover, sys-
tematic reviews highlight the effectiveness of digital interventions for chronic dis-
eases, showing improvements in self-care adherence and timely clinical responses
that contribute to better public health surveillance [21], and telehealth platforms have
expanded access to specialist consultations and remote monitoring, critically support-
ing population health and reducing disparities [22].

Digital health has already great potential in personal health, workflow, and pro-
cess as well as public health. Yet its full power of big data, data fusion, and Al need
to be implemented in everyone’s life to improve health from therapy to prevention
and from one-size-fits-all to personalized approaches.

Disclaimer The manuscript was prepared with the assistance of Perplexity Al, Inc., Perplexity Al
Modell Sonar Large, 2025, generative Al. Every section was carefully reviewed, revised, and
approved by the author(s) to ensure that the text is appropriate concerning content and scientific
correctness and maintain the integrity of the original content.
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The rapid evolution of digital health technologies offers unprecedented possibilities
for transforming care delivery, improving patient outcomes, and making healthcare
systems more resilient. Tools such as telemedicine platforms, wearable devices,
mobile health (mHealth) applications, and Al-assisted diagnostics are reshaping
how care is accessed, delivered, and evaluated.

However, these developments also bring significant complexity. Integration into
real-world practice is hindered by structural, technical, socio-cultural, and regula-
tory factors that must be addressed for innovation to deliver sustained value.

This section provides a high-level overview of the most pressing challenges and
most promising opportunities in digital health. It also sets the stage for deeper
exploration in later chapters, where regulatory requirements (Chaps. 5 and 6), adop-
tion strategies (Chaps. 8 and 9), Al-enabled transformation (Chap. 10), patient-
centric reimbursement (Chap. 11), equity considerations (Chaps. 13 and 14), and
emerging development paradigms (Chaps. 15 and 16) are examined in detail.

Understanding this landscape at the outset is critical, because—as later chapters
will show—many challenges are deeply interlinked with the opportunities they
accompany.

3.1 The Digital Divide: Unequal Access and Participation

Despite growing availability of digital health tools, access remains uneven. The
“digital divide” describes disparities in the ability of individuals and communities
to access, use, and benefit from technology [1-3]. Barriers may stem from:
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e Limitations in infrastructure, e.g., lack of reliable broadband in rural or low-
income areas [4, 5]

¢ Economic constraints like inability to afford smartphones, tablets, or connected
devices [6]

« Differences in digital literacy [1, 7]

Older adults often face usability issues with app-based health monitoring, while
people in underserved or remote communities may lack stable connectivity for
video consultations [8, 9]. Socioeconomic disadvantage, lower education levels,
disability, and language barriers can intersect, creating “digital health exclusion” for
those already at risk of poorer health outcomes.

This issue is revisited in depth in Part VII (Chaps. 13 and 14), which examines
strategies to promote equity and accessibility for vulnerable and underserved
populations.

3.2 Data Privacy, Security, and Ownership

Digital health depends on the collection and processing of sensitive personal health
data. Safeguarding privacy and ensuring security are therefore central to building
and maintaining public trust. A breach of medical data can cause significant per-
sonal harm, erode confidence in digital solutions, and lead to legal and reputational
consequences for providers and vendors like the WannaCry ransomware attack on
the UK’s NHS in 2017 [10, 11].

Frameworks such as the EU General Data Protection Regulation (GDPR) impose
requirements for lawful processing, data minimization, and cross-border transfer
[12, 13]. Yet regulatory approaches vary globally, creating compliance complexity
for solutions operating across jurisdictions (see Chap. 5).

Closely linked is the question of data ownership, whether health data ultimately
belongs to the patient, the provider, or the technology vendor [14]. This debate has
implications for interoperability, innovation, and commercial use. The European
Health Data Space (EHDS), explored in Chap. 7, aims to balance secure data shar-
ing for care and research with individual rights and patient agency.

3.3 Interoperability and Integration

Healthcare data are often siloed in fragmented systems: electronic health records,
imaging archives, laboratory systems, and patient-facing applications. Without
interoperability, the seamless and meaningful exchange of data across these sys-
tems—the full potential of digital health—remains unrealized [15].

International standards such as HL7 FHIR (“Fast Healthcare Interoperability
Resources”) provide a technical foundation for interoperability, but adoption is
uneven and often hindered by proprietary system designs that create vendor lock-in
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[16—18]. Poor interoperability not only limits clinical insights and coordination but
also increases costs, duplicates testing, and impedes the development of Al tools
that rely on large and diverse datasets [15, 19, 20].

Later Chaps. 8, 9, and 10 explore strategies for overcoming these barriers, includ-
ing scalable integration architectures and collaborative, cross-vendor approaches.

3.4 Resistance to Change and Cultural Barriers

Even with infrastructure in place, technology adoption may be slowed by human
and organizational resistance. For instance, Borges Do Nascimento et al. [21] found
that clinicians may fear increased workload, question the clinical validity of certain
tools, or feel uncomfortable with unfamiliar workflows. Concerns about job dis-
placement or loss of autonomy can also play a role [22, 23].

Implementation science shows that successful adoption requires addressing both
technical and cultural dimensions of change [24, 25]. Effective strategies include
clear communication of benefits, participatory design with end-users, and training
programs tailored to specific roles and contexts [26]. As Part III discusses, embed-
ding digital tools into existing daily workflows—rather than imposing them as sepa-
rate, parallel processes—tends to improve uptake. This is equally relevant in
long-term and home-based care settings, which are addressed in Chap. 12.

3.5 Reimbursement and Sustainability Challenges

Many promising digital health solutions remain pilot projects because reimburse-
ment is uncertain and long-term sustainability has not been planned from the outset
[27]. Without consistent payment models or clear funding pathways, even effective
solutions may fail to scale or endure, contributing to a system characterised by
recurring “pilotitis” [28-30].

Germany’s  Digital Health  Applications (in German “Digitale
Gesundheitsanwendungen,” or DiGA) framework seeks to integrate certain app-
based medical devices into statutory health insurance reimbursement (see Chap.
11). However, challenges persist—rigorous clinical evidence is required for
approval, uptake depends on physician recommendation, and sustained patient
engagement can be difficult to achieve [31, 32].

Sustainability also concerns the technical lifecycle: many digital solutions
become obsolete within a few years, requiring ongoing investment in updates, secu-
rity, and integration [33].

3.6 Opportunities: From Al to Value-Based Care

While the challenges are significant, the opportunities for healthcare transformation
are equally compelling:



22 S. Scholz

e Al can support diagnostics, risk prediction, and treatment planning. If imple-
mented responsibly, Al may improve accuracy, efficiency, and personalization—
clinical studies show measurable, real-world benefits when Al is implemented
under tight clinical governance. For example, the MASAI study found that
Al-supported reading was non-inferior to standard double reading while reduc-
ing radiologist workload by ~44%; interim results showed ~20% more cancers
detected without increasing false positives. Follow-up analyses in 2024-2025
suggest up to ~29% more detections and continued safety as deployment scales
[34]. However, algorithmic bias, lack of explainability, and evolving regulatory
requirements require careful governance.

¢ Personalized medicine, enabled by integrating genomic, clinical, and lifestyle
data, allows more targeted interventions that can improve outcomes and reduce
unnecessary treatments, but it also introduces data integration complexity and
additional costs [35, 36]. Arnone et al. [37] indicate that PGx-guided prescribing
can improve outcomes in several areas (e.g., antidepressant response/remis-
sion)—see also Chenchula et al. and Smith et al. [38, 39].

¢ Real-time data analytics, powered by data from wearables and IoT devices, sup-
ports proactive care, early detection of deterioration, and more precise chronic
disease management. (e.g., heart failure: [40—42], COPD: [43-45], hyperten-
sion: [46, 47].

¢ Value-based care approaches link reimbursement to patient outcomes rather than
service volume. Digital solutions can track performance metrics and facilitate
quality improvement programs, but require alignment between financial incen-
tives, clinical practice, and outcome measurement frameworks [32, 48-51].

3.7 Motivational Aspects and Gamification

Sustained patient engagement is often the deciding factor in whether a digital health
intervention succeeds. Gamification, using game-design elements such as chal-
lenges, progress tracking, or rewards, can make health behaviors more engaging. It
has been applied in contexts ranging from medication adherence [52-54] to reha-
bilitation [55, 56].

While gamification can boost short-term adherence, its long-term impact is less
certain. Approaches must be sensitive to user diversity—competitive elements or
design styles that appeal to some groups may alienate others.

3.8 A Matrix of Benefits and Challenges

The relationship between opportunities and challenges is rarely one-directional—
each benefit is often paired with a corresponding risk that must be actively man-
aged. Table 3.1 provides a short overview summarizing some aspects from above.
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Table 3.1 Overview of selected digital health opportunities and their associated challenges

Opportunities/benefits Challenges/risks

Al-enabled diagnostics and decision Algorithmic bias, explainability concerns, regulatory
support hurdles

Personalized medicine and targeted Data integration complexity, cost of genomic analysis
interventions

Real-time monitoring and predictive Data privacy, device reliability, patient compliance
analytics

Improved care coordination via Lack of standard adoption, vendor lock-in
interoperability
Value-based care enablement Reimbursement model misalignment, outcome

measurement complexity

Increased patient engagement through | Short-term novelty effect, cultural inappropriateness,
gamification variable motivation

Scalable digital platforms Sustainability of business models, rapid technology
obsolescence

3.9 Navigating the Path Ahead

Achieving effective and equitable digital health integration requires more than tech-
nological readiness—it demands alignment between policy, practice, and ethics.
Progress will depend on:

* Coordinated policy frameworks that both safeguard the public and enable inno-
vation (linked to Part II)

* Adoption strategies that integrate technology into organizational cultures and
workflows (linked to Parts III and IV)

» Ethical vigilance to ensure equity, autonomy, and trust (linked to Chaps. 4,
13, and 14)

Digital health stands at a crucial moment. The tools now available can support
safer, more effective, and more inclusive care. Yet without deliberate governance,
inclusive design, and forward-looking business models, these same technologies
could deepen inequities, fragment care, or erode trust.

The rest of this book unpacks these themes, showing how actors across regula-
tion, service delivery, and innovation ecosystems can work together to transform
challenges into enduring, system-wide opportunities.
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An ethical compass for the use of digital technology and artificial intelligence (AI)
in healthcare must neither focus solely on increasing acceptance nor be limited to
questions of data protection. Instead of sales-oriented acceptance, the focus must be
on normatively based acceptability. In addition to the certainly important issues of
privacy, among others, the consequences of the use of technology for human image,
responsibility, and human coexistence must be addressed. An ethical compass that
provides normative orientation in the dilemma is thus inevitably tied back to ideol-
ogy. This is because different implications arise depending on the normative content
of the image of man and sociality as the value basis of ethics. This ethical discussion
should therefore take up a very broad space in which, on the basis of religious,
philosophical, or other substantive premises, many paths are transparently traced
from the value basis to the concrete decision-making aid. The basic ethical direction
adopted here reduces complexity. The proposed compass is based on a liberal-
humanist ethic that draws on the traditions of the Enlightenment and Christianity on
which the social market economy is founded.

4.1 A Question of Reasoning

Various attempts have been made to provide ethical guidance for digital health: (1)
Reference is made, for example, to Isaac Asimov, who laid down rules to protect
against malicious robots. According to these rules, robots must neither harm human-
ity nor injure people. Provided the first conditions are met, they must obey human
commands and want to preserve their own existence [1, p. 47]. Asimov rightly asks
about the consequences for humanity and humans. But it is not clear what harms
humanity and people. (2) In 2022, UNESCO calls for the respect of universal human
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rights, the promotion of freedom, peace, and equality, as well as the protection of
the environment and cultural diversity to regulate the use of Al [3, p. 6]. If respect
for universal human rights is demanded, however, it must be taken into account that
China’s understanding of this competes with the liberal Western understanding.
China puts collective human rights before individual human rights and thus wants
to fundamentally change the world order and international law [6]. (3) Karsten
Weber [10] and others presented the Model for the Ethical Evaluation of Socio-
Technical Arrangements (MEESTAR) in the AAL context. It offers seven primary
values or principles as a template, but does not define them in more detail. However,
only when these criteria are filled with ideological content can they provide orienta-
tion for normative judgment. (4) The ethical principles of Tom Beauchamp and John
Childress [2], which are at home in medical ethics, are also used as an ethical com-
pass for the use of technology in healthcare. Four criteria (justice, autonomy, benefi-
cence, non-harm) are intended to guide decisions in dilemmas. The principles are so
general that it is still difficult to apply them in practice to evaluate the use of digital
technology. After all, what does “fair” or “beneficial” mean? This requires differen-
tiated interpretations in a more precisely identified value base, but this is lacking. It
also remains unclear how a conflict of principles should be judged. In addition, the
principles lack a clear justification-theoretical foundation. (5) The same applies to
the European Commission’s Al ethics presented in 2019, which, following
Beauchamp and Childress, now demanded autonomy, harm avoidance, and fairness
as principles and added explainability as a criterion [1, pp. 37ff., 3, p. 6]. (6) In the
meantime, there are proposals to program a supposedly evident ethical orientation
into robots or similar as so-called “artificial morality” (“AM”). It is thought to be the
result of syncretic deliberation and is intended to relieve humans of responsibility in
a dilemma. It also lacks a coherent justification and semantics for its criteria. It also
disables human moral competence [7].

It becomes clear that, in addition to the existing approaches, a well-founded
compass is needed to provide orientation for responsible people in concrete dilem-
mas. The liberal-humanist perspective is proposed here.

4.2 A Question of Acceptability

The normatively motivated push for increased acceptance in the digital health con-
text carries the risk of subtle manipulation by commercial lobbies (Funk 2023,
pp. 13-15). An ethical compass, on the other hand, must deal with questions of
legitimacy for the use of technical innovations in healthcare. This form of accep-
tance, enriched by the aspect of legitimacy, should be understood as acceptability.
The criterion for the ethical evaluation of the use of technology is not only its legal
legality, its technical feasibility, or its economic efficiency, but also its legitimacy.
The relevant definition by Klaus Kornwachs [5] is helpful for the fundamental
semantic sharpening of this criterion:
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Acceptability is the result of a judgment regarding an action, its consequences, a fact, a
motivation, an intention—in other words, everything that can be the subject of a moral
evaluation. Acceptable is what conforms to one’s own principles, values, priorities and
adopted norms to such an extent that a possible conflict appears negligible. Acceptance, on
the other hand, is an empirically ascertainable behavior of persons or groups of persons who
actually tolerate an attitude, an action, etc., i.e. do nothing about it or consent to it (e.g.
through purchase).!

The content of acceptability and thus the result of an ethical technology assess-
ment depends on the transparent value basis of the assessor. This is made up of the
following:

* An image of humanity and the associated understanding of human dignity
(resulting in an understanding of freedom and justice)

* An idea of human coexistence and communication

* Addressees and contents of human responsibility

* An ideological source to be made transparent

* An answer to the relationship between human usefulness and the use of technol-
ogy derived from all of this

Only with the help of this value basis can other relevant values and principles
(e.g., in the approach of Beauchamp and Childress) then be prioritized, and concrete
ethical assessments of the use of digital technology (e.g., Al) can be made.

4.3 A Question of Dignity, Sociality, and Responsibility

The ethical compass developed here belongs to the field of machine ethics and must
weigh up the consequences of technology according to normative criteria. The start-
ing point is the question of human dignity. This leads to answers regarding a culture
of coexistence and responsibility. The diversity of human images gives rise to dif-
ferent ideas of human dignity and thus competing perspectives on ethics. The com-
pass is therefore always perspectival. The perspective chosen here excludes the
rationalization of human beings, whether this is based on the necessities of reason
(Kant) or on the image of God (Christian). The use of technology must not sacrifice
individual people according to collective or utility calculations. Living together is to
be understood in an irenic way (as in the social market economy model). What ini-
tially sounds abstract can now be put up for discussion as a perspective compass
contour:

Human dignity: Doctors who blindly trust Al in diagnosis and treatment, for exam-
ple, become henchmen of technology. They reduce their patients to a billable
data set. But people are more than that. Even cyborgs with Al brains are not
human beings. The underlying optimization logic of enhancement devalues

'Translation by EN.
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both human performance and people with flaws [1, p. 110, 3, 9, p. 39]. It subjects
worthiness to a calculation of usefulness.

Sociality: When real and virtual life become blurred in the use of humanoid technol-
ogy, inhibitions about violence and the motivation for social virtues decrease.
The transhumanist repression of finiteness, for example, reduces the appreciation
of old and dying people. Humanized robotics in care can also give the impression
of human-like reasoning and genuine feelings. This could replace heartless and
soulless human relationships. Such robots could also be used as trusting spies. If
humans become something like “friends” with anthropomorphic artifacts and this
trust can be exploited [1, pp. 82-85]. All of this needs to be taken into account,
especially when using Al for people with cognitive impairments. Al as a col-
league or even a boss would dehumanize the corporate culture and turn people
into puppets of technology. If honest encounters are replaced by programmed
empathy or “love,” this creates a culture of lies, ambush, mistrust, and coldness.
Generative Al produces unfeeling empty words instead of genuine relationships.
However, the “social” must not be delegated to Al because this is essentially part
of the profession of good human care.

Responsibility: Al or other digital technology should not be the bearer of responsi-
bility. This presupposes freedom, reason, and morality, which it does not pos-
sess. Al-generated decisions, forecasts, and diagnoses are subject to the risk of
manipulated data. This makes them susceptible to fake news. “AM” is not a
solution to this. It is merely a syncretic calculation game in which there are no
feelings such as shame, guilt, compassion, empathy or love, and certainly no
well-founded values [8, p. 160]. Their decisions are therefore not
fully comprehensible.

As we can see, people should take advantage of the opportunities offered by digi-
tal health, but must not allow themselves to become enslaved by it. It must remain an
instrument whose results are evaluated and used by responsible people [8, p. 205].

4.4 Answers for Orientation

Human responsibility should absolutely frame the inherent logic of self-referential
digital technology. The assessments must take into account the key perspectives of
those directly affected or patients, those responsible for them and their environment,
and the consequences for evolving images of humanity and society. The ethical
compass offers the following basic guidelines:

¢ Technology that deactivates human responsibility must be rejected because it
restricts people’s scope of responsibility. This also includes technologies that
only feign health and prevent people from consciously coming to terms with
their frailty and the finite nature of life and consciously preparing for their death.
¢ Manipulation of people that significantly changes their integrity and responsibil-
ity should not be permitted: Imagine a digital technology that effectively
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‘implants’ a new brain into a person. The assumption of responsibility presup-
poses freedom, but self-determination is not the ultimate criterion of acceptabil-
ity. Personality-altering artificial manipulations, which could expand the scope
of options and intelligence, are unacceptable if they undermine the continuity of
human personhood and thus ultimately responsibility.

¢ Technological paternalism is a risk that must be taken seriously. Diagnoses and
therapies must not be carried out solely by self-controlling algorithms, neural
networks or quanta, because such systems no longer focus on people as individu-
als and reduce them to numbers and columns of data. Technology can and should
have a relieving effect, but in the end decisions—even if supported by technol-
ogy—must be made by people. The use of technology must not take on a life of
its own, because technology has no soul and does not recognize a soul in the
patient. It therefore cannot assume responsibility.

¢ The use of care robots as an aid is fundamentally acceptable. However, human-
oid forms should be avoided wherever possible because they simulate human
contact, manipulate emotional life and relationships, and contribute socially to
relativizing the elevated dignity of humans in contrast to such machines.

¢ The following is also required:

— Rejection of an evidence utopia associated with Al-generated results.

— Rejection of anthropomorphic Al. To this end, it is helpful to use mindful
language that avoids humanized attributions such as “learning,” “autonomy,”
“experience,” “social,” “moral,” etc.

— Cultivating resilience against a dehumanizing logic of optimization.

— Criteria for distinguishing between helpful assistance and harmful substitu-
tion of human relationships.

— Ensuring connectivity between digital health and pastoral care with

sick people.

In addition to this compass, researchers and users with a corresponding ethos are
needed. “The focus must not be on the passive absorption of prefabricated material,
but on the active mastery of complex judgments and decisions” [8, p. 161]. This
requires intensive virtue training on dignity, freedom, and responsibility [4]. We
need a broad ethical education initiative at schools and universities, especially in the
so-called STEM subjects. Cultural differences must be taken into account here, such
as animistic ideas in Japan, which attribute a soul to technical artifacts. Regimes
such as China, which are driving forward a digitally supported synchronization of
people, should also be be part of this discussion. However, anyone who refuses to
comply with moral and legal standards must ultimately be sanctioned and ostracized.
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5.1 Introduction

The ongoing digitalization of healthcare is creating a new category of software-based
medical devices that fulfil diagnostic, therapeutic, and preventive functions. Within the
overarching term Digital Therapeutics (DTx), particular relevance is given to Software
as a Medical Device (SaMD) and—specifically in Germany—to digital health applica-
tions (“Digitale Gesundheits-anwendungen,” “DiGA”) and digital care applications
(“Digitale Pflegeanwendungen,” “DiPA”). This chapter focuses exclusively on DiGA,
as DiPA are subject to largely identical regulations but currently play a limited role due
to less favorable reimbursement models. Compliance with regulatory and technical
requirements is a prerequisite for market access, patient safety, and cost coverage in
both the German and broader European healthcare landscape. The following sections
outline the core regulations and detail specific requirements for DiGA—particularly
those concerning data protection, security, and interoperability in accordance with the
Digital Health Applications Regulation (‘“Digitale-Gesundheitsanwendungen-
Verordnung,” DiGAV) and the guidelines by the Federal Office for Information
Security (“Bundesamt fiir Sicherheit in der Informationstechnik™, BSI).

5.2  Regulatory Framework

The European legal foundation is provided by Regulation (EU) 2017/745 on medical
devices (MDR) [2], which defines the conditions for placing software on the market as
a medical device (Art. 2) and establishes essential safety and performance require-
ments (Annex I) along with procedures for conformity assessment (Annexes IX—XI).
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In Germany, §§ 33a and 139e SGB V (Social Code Book Five, Statutory Health
Insurance Act) [3] and the DiGAV [4] supplement the MDR with national reim-
bursement provisions. The Federal Institute for Drugs and Medical Devices
(“Bundesinstitut fiir Arzneimittel und Medizinprodukte”, BfArM) administers the
so-called DiGA-directory and processes applications via the fast-track procedure.
Depending on the device’s risk class, designated Notified Bodies must be engaged
for MDR certification prior to submission as DiGA. In some areas, for example data
protection and data safety and security, the DiGAV goes beyond the requirements of
the MDR. Therefore, these points should be considered from the outset when
obtaining approval as a medical device or even during the development phase of a
digital health application intended for DiGA registration.

5.3 MDR Requirements

According to MDR Annex VIII, Rule 11, software is generally classified as either
risk class I or Ila. Conformity is demonstrated through technical documentation
(Annexes II and III), encompassing development processes, architecture, risk analy-
sis, and usability evaluation. Key standards include ISO 13485 (Quality Management
Systems), ISO 14971 (Risk Management for Medical Devices), IEC 62304
(Software Life Cycle Processes), and IEC 62366-1 (Usability Engineering) [5].

Clinical evaluation (Art. 61 MDR) requires evidence of safety and performance
derived from clinical data, which may originate from clinical studies, literature, or
real-world evidence. Information security is considered a state-of-the-art, cross-
cutting requirement integrated into the quality management system. Typically, these
issues are addressed by implementing measures such as those formulated in the
BSI’s IT baseline protection catalog (IT-Grundschutz Katalog des BSI) [2].

5.4  Specific Requirements for DiGA
5.4.1 Status as Medical Device and MDR Conformity

A DiGA must be a medical device in a lower risk class (I or IIa), meeting the essen-
tial requirements of MDR Annex I. Therefore, at DiGA application at BfArM, the
manufacturer must provide the EU Declaration of Conformity and, where applica-
ble, a Notified Body certificate.

5.4.2 Integration with the Electronic Patient Record
(Elektronische Patientenakte, ePA) and Health ID

The ePA is the central, patient-managed data repository within Germany’s telemat-
ics infrastructure, enabling structured data exchange among patients, healthcare
providers, and payers. Its interfaces and data models are specified by gematik.
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Integration requires compliance with Medical Information Objects (MIO) [9]
specifications which are based on the international HL7 FHIR standard. The MIO
defines the structured transfer of medical data such as vaccination records, medica-
tion schedules, and laboratory results. MIOs consist of FHIR profiles, semantic ter-
minologies (LOINC, SNOMED CT, ICD-10-GM), and validation rules. DiGA must
fully support relevant MIO definitions (DiGA Toolkit) to write data into the ePA.

The MIO DiGA Toolkit provides a modular data model that can be used to trans-
fer DiGA content (e.g., vital data, diary entries, questionnaires) from DiGA to
the ePA.

In addition, the toolkit offers implementation and support mechanisms such as
export examples, validation aids (e.g., HL7 validator), and formats for conformity
tests and “‘connectathons” between systems.

The objective is to establish a binding and interoperable specification for the
integration of DiGA applications into the ePA. This specification shall define stan-
dardized interfaces and processes while remaining implementation-agnostic,
thereby allowing DiGA manufacturers sufficient technical flexibility. At the same
time, it ensures uniform compliance and interoperability across all participating
systems. The scope and content of the specification are intended to be subject to
regular, legally mandated updates in order to reflect regulatory, technical, and func-
tional developments.

Proof of write-access to the ePA and implementation of the Health ID is obtained
via the gematik confirmation procedure pursuant to § 327 SGB V. Since May 1,
2024, this confirmation is a formal prerequisite for application completeness.
Following directory listing, manufacturers must demonstrate activation of the
SMC-B and registration with an Identity Provider (IDP) within 6 weeks [10].

5.4.3 Safety, Functionality, and Interoperability

The BfArM assesses whether an application is safe, functional, high quality, and
interoperable under § 5 DiGAV. Safety and functional reliability must be docu-
mented through tests, error analyses, and evidence of stable software life cycle
management.

Interoperability follows the cascade specified in § 6 DiIGAV:

1. Primarily use KB V-defined MIOs.
2. Ifunavailable, apply open, internationally recognized standards (e.g., HL7 FHIR).
3. Publish proprietary profiles based on such standards in an open FHIR registry.

The MIO DiGA Toolkit must always be implemented in its latest version.

Where data from wearables or aggregators is used, interoperable interfaces (e.g.,
ISO/IEEE 11073, FHIR Personal Health Devices) must be provided to ensure
device interchangeability and prevent vendor lock-in [13].
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5.4.4 Data Protection and Information Security

To ensure especially data protection and information security, there are a lot of cer-
tificates standards and technical guidelines manufacturers must cope with. Here is a
short overview.

Core requirements include:

1. Data protection certification since August 1, 2024, via a DAkkS-accredited body,
based on testing criteria jointly defined by BfArM/BfDI [14].

2. Implementation of an Information Security Management System (ISMS) accord-
ing to ISO/IEC 27001 or BSI IT-Grundschutz (200-2), with certification manda-
tory since April 1, 2022 [11, 12].

3. Mandatory penetration testing for all DiGA since February 1, 2024, preferably
by BSI-certified entities, including white-box testing and manual code review, to
be repeated regularly.

4. Use of cryptographic methods compliant with BSI TR-02102-1/-2, with selec-
tion justified based on protection needs and risk assessment [8].

5. In most cases, strong authentication (two-factor authentication, 2FA) in accor-
dance with BSI TR-03107, providing insured persons with the digital identity
pursuant to § 291(8) SGB V [7].

Compliance with BSI TR-03161 specifying minimum technical and organiza-
tional requirements for authentication, encryption, vulnerability management, log-
ging, and security updates is also mandatory. Manufacturers of DiGAs and DiPAs
must demonstrate compliance with data security requirements based on this techni-
cal guideline by January 1, 2025, at the latest, by submitting a corresponding certifi-
cate. DiGAs that are already listed but do not have a certificate will not be removed
from the directory, but must submit this certificate as soon as possible. According to
the new Guideline [1] v3.6 the ISO/IEC 27701 certification as an extension of ISO/
IEC 27001 is now accepted as an interim standard.

Note At this point in time, there are unfortunately still no accredited certification
bodies to carry out this certification in accordance with the data protection criteria.
The processes for this are currently still in progress, and the submission of a certifi-
cate will only be required with sufficient advance notice once this is technically and
organizationally possible. As soon as more specific time frames can be specified,
these will be published on the BfArM website and the manufacturers of already
listed DiGA will be individually requested to submit their certificates. However, it
is recommended that you already familiarize yourself with the published data pro-
tection criteria of TR-03161 [6].
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5.4.5 Proof of Positive Healthcare Effects (Positiver
Versorgungseffekt, pVE)

Under § 8 DiGAY, proof of positive healthcare effects is compulsory for permanent
listing in the DiGA directory. Typically provided via controlled clinical trials, pVE
can be verified within 12 (extendable to 24) months after preliminary listing under
the so-called fast-track procedure.

Since clinical trials must be well prepared, involve an ethics committee, and be
monitored, manufacturers are advised to turn to an experienced digital CRO (clini-
cal research organization). This CRO can conduct such a trial cost-effectively and,
if possible, decentralize it, meaning it doesn’t involve clinical centers. Decentralized
clinical trials have shown significant cost-saving potential compared to conven-
tional center-based studies.

According to a study by IQVIA, decentralized clinical trials can be conducted
faster and at lower cost compared to traditional trial designs, with technol-
ogy-enabled elements delivering measurable benefits for sponsors [16]. And the
Fraunhofer IIS pointed out that digital decentralized clinical trials simplify partici-
pation by bringing the trial into patients’ homes and enable broader recruitment and
reduced dropout rates than traditional center-based studies [17].

5.5 Post-market Obligations

As MDR-classified medical devices, DiGA are subject to Post-Market Surveillance
(MDR Art. 83-86) and vigilance requirements (MDR Art. 87). Software and algo-
rithm modifications must undergo risk-based evaluation.

Changes to the DiGA that have a significant influence on the BfArM’s assess-
ment decision or that could lead to changes in the information in the directory are,
in accordance with § 18 DiGAV, “significant changes” to the DiGA and must be
reported to the BFArM.

The BfArM provides a checklist for significant changes for assessment purposes.
If at least one of the questions listed there is answered with “Yes,” it can be assumed
that the change may be subject to reporting.

The checklist and the criteria listed in the guidelines are guidelines only—they
do not release the manufacturer from its obligation to carry out its own assessment
and, if necessary, consult with the BfArM.

5.6 Challenges and Outlook

The combination of MDR and DiGA-specific requirements increases development
burdens for manufacturers but ensures a robust framework for safety, data protec-
tion, and evidence. Clinical study methodology for digital interventions remains a
prominent challenge. Early planning and expert involvement are key to successfully
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demonstrating pVE, which is pivotal for listing and favorable positioning during
price negotiations with the GKV.

Emerging frameworks such as the European Health Data Space (EHDS) and the
EU AI Act present both hurdles and opportunities. Al in digital health applications
is still in its infancy, facing stringent legal constraints due to the sensitive nature of
health data. Nevertheless, anticipating EHDS technical specifications and integrat-
ing them early into product development may confer competitive advantage [15].
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6.1 Introduction

The EU AI Act was published in the EU Official Journal on July 12, 2024, and
entered into force on August 1, 2024. Since February 2, 2025, it has prohibited so-
called unacceptable Al applications. The EU Al Act is legally binding for the mem-
ber states of the European Union, while also setting global benchmarks [1]. As part
of the European program for shaping the digital future of Europe [2] and a compo-
nent of a broader Al package [3], which also includes an updated coordinated Al
plan, the Act aims to provide Al providers, deployers, distributors, and operators
with clear requirements for the use of artificial intelligence systems. Its goal is to
harness the opportunities of Al while primarily safeguarding the fundamental rights
of EU citizens.

Through a technology-neutral, risk-based approach, these objectives are to be
achieved on the basis of the 2019 Ethical Guidelines for Trustworthy Al. Depending
on the level of risk posed by an application to society and individuals, different
regulatory requirements apply. Five risk levels are distinguished, each carrying dif-
ferent regulatory standards and obligations. Minimal-risk applications are subject to
fewer obligations, while higher-risk applications are bound by stricter requirements
such as transparency duties (e.g., Al-based chatbots, triage tools, or assistance sys-
tems). Certain particularly high-risk applications are considered unacceptable under
Article 5 of the AI Act (e.g., social scoring).

In the healthcare sector, Al systems used in medical devices and health applica-
tions—such as diagnostic systems, robotics, and patient monitoring systems—gen-
erally pose potentially high risks to patient health, the protection of fundamental
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rights, and the secure processing of personal health and social data. Therefore, they
require sophisticated risk analyses, effective risk management (Art. 9 Al Act), and
conformity assessments, up to and including human oversight (Art. 8 ff. Al Act).

Al models with broad applicability, capable of performing a wide range of tasks
and being integrated into numerous downstream systems, meet the criteria of so-
called General Purpose Al (GPAI). Under Articles 51 ff. AI Act, GPAI systems are
subject to additional, stricter requirements in cases of systemic risks [4, 5]. These
provisions have been applicable since August 2, 2025. The regulations for high-risk
systems will apply from August 2, 2026, while certain rules for products already
governed by other harmonization acts will not apply until August 2, 2027.

Across all Al applications, the Al Act mandates that final decisions must always
remain in human hands—automated decision-making without human involvement
is explicitly prohibited.

6.2 Regulatory Compliance

Although the AI Act establishes an entirely new and unique legal framework, addi-
tional legal requirements at both the EU and national levels must also be considered
to ensure lawful Al deployment that meets compliance standards. In contrast, legal
systems in the Anglo-American sphere are based on common law traditions.

Since May 1, 2018, the EU General Data Protection Regulation (GDPR) has
been in force, protecting and harmonizing the handling of personal data while
strengthening data subject rights, particularly through increased transparency and
ensuring a high level of data protection and information security [6]. Data subjects
are granted rights of access and objection; data deletion policies and data protection
impact assessments are required, along with the consideration of privacy in product
and process design (Privacy by Design/Default). Furthermore, principles such as
purpose limitation, data accuracy, and data minimization must be observed.
Documentation and information duties complement the Al Act. Violations may
result in fines, which can be imposed in parallel with penalties under the Al Act.

The healthcare sector is already highly regulated. In addition to the Al Act, the
EU Regulation 2017/745 on medical devices (the Medical Device Regulation—
MDR [6]) applies, along with industry-specific technical certification standards. To
improve the use and availability of data for research and healthcare, Germany has
also enacted the Gesundheitsdatennutzungsgesetz (Health Data Use Act—GDNG),
effective since March 23, 2024, which enables the use of health data for public-
interest research and the data-driven development of healthcare [7].

In the field of cybersecurity and information security, the EU Directive
(2022/2555) NIS 2 [8] provides general standards of due diligence and liability for
safeguarding networks and information systems. The AI Act complements these
frameworks but also mandates harmonization. For example, manufacturers must
demonstrate compliance with both MDR and Al Act requirements—particularly in
the approval and market surveillance of Al-based medical devices.

Neither the GDPR nor the Al Act contains provisions tailored specifically to the
healthcare sector and digital health services. From a compliance perspective,
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therefore, further legal development is advisable to optimize the legal infrastruc-
ture—also with respect to ethical concerns, ensuring the avoidance of gender-based,
ethnic, or social discrimination [9]. This holds true regardless of the parallel goal of
advancing data availability. Reducing legal gaps and ambiguities can not only
strengthen technical safety but also lower barriers to Al use, improve quality of care,
and enhance patient trust in the lawful and secure application of Al in healthcare,
without hindering innovation.

The legal framework must also guarantee that, in the practical use of Al, final
decisions are always made by humans, independently of the explicit requirement in
the Al Act. In digital healthcare delivery, especially in the doctor-patient relation-
ship, this is of paramount importance.

To determine the necessary and appropriate measures for optimization, user
experiences, effectiveness, and the success of Al applications in digital healthcare
must be measured in scientifically standardized ways, ensuring robust evalua-
tion [10].

6.3  Description of the Different Risk Levels

The regulatory architecture of the EU Artificial Intelligence Act is visualized in
Table 6.1. It is illustrated as a layered structure, with each line corresponding to
distinct regulatory consequences.

The first level represents minimal-risk applications such as spam filters or enter-
tainment-oriented technologies like video games. These systems are not subject to
binding legal obligations beyond adherence to voluntary codes of conduct.

The second level concerns limited-risk systems, which include applications such
as chatbots or recommendation algorithms. For these systems, regulation primarily
focuses on transparency obligations—for example, the requirement to disclose that

Table 6.1 Al risk levels

Risk level Description Examples

Minimal risk | No binding obligation (only Spam filters, video games
voluntary codes of conduct)

Limited risk Transparency obligation Chatbots, Al-based recommender systems
(disclosure, labeling)

High risk Comprehensive obligations: Particularly relevant for healthcare
Risk management Medical diagnostic software, Al-enabled
Data quality medical devices, critical infrastructure

Technical documentation
Human oversight
Post-market monitoring
Unacceptable | Prohibited practices (with Manipulative Al, social scoring by public
risk narrow exceptions) authorities, real-time biometric identification
in public spaces
Note: General purpose Al (GPAI) obligations (documentation, training date, safety testing) apply
across risk level (limited, high and unacceptable)
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users are interacting with an Al system. In healthcare-related contexts, subtle behav-
ioral techniques (such as nudging in smoking cessation applications) may be per-
missible, provided that demonstrable health benefits can be shown and that
individual freedom of choice is not unduly undermined.

The third level addresses high-risk systems, which are of particular relevance to
healthcare. Within this category, the Act mandates comprehensive safeguards,
including systematic risk management, requirements for data quality, detailed tech-
nical documentation, mechanisms for human oversight, and procedures for ongoing
post-market surveillance. A pertinent example is software designed to analyze der-
matological images for detecting potential malignancies. Because such systems
directly influence diagnostic decisions, erroneous outputs may have serious conse-
quences for patient health, thus justifying the heightened regulatory requirements.
These obligations reflect the high stakes of medical decision-making and the poten-
tial impact of Al on patient safety.

The fourth level concerns unacceptable risk practices, which encompass applica-
tions deemed fundamentally incompatible with EU values. These include manipula-
tive Al designed to exploit cognitive or behavioral vulnerabilities, systems for social
scoring by public authorities, or real-time biometric identification of individuals in
public spaces. Except for narrowly defined exceptions, such practices are strictly
prohibited.

Finally, in addition to these four vertical categories, the Act introduces cross-
cutting provisions for General Purpose Al (GPAI) systems, including large-scale
foundation models such as GPT or LLaMA. Given their potential deployment
across multiple domains and risk categories, such systems must comply with addi-
tional requirements regarding transparency, documentation of training data, and
governance, since they can be integrated into all levels of risk.

This layered structure illustrates how the EU Al Act operationalizes risk differ-
entiation: technical classifications are directly linked to legal obligations while
being simultaneously embedded in broader ethical principles such as fairness,
accountability, transparency, and patient autonomy. In the field of healthcare, this
dual orientation seeks to enable innovation while safeguarding fundamental rights
and public trust.

6.4 Technical and Medical Challenges, Opportunities,
and Risks

Following the outline of the basic principles of compliance requirements under the
EU AI Act, the focus now turns to the technical and medical dimensions. These
aspects are not only of major importance for scientific debate but are also essential
for the practical development, implementation, and regulation of Al systems in the
medical context.
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6.5 Technical Challenges

For high-risk Al particularly demanding requirements exist regarding performance,
robustness, explainability, non-discrimination, and safety. One of the central chal-
lenges is the control of algorithmic bias. Bias testing and continuous monitoring are
mandatory to avoid discriminatory effects, for instance, with respect to gender, eth-
nicity, and socioeconomic background.

These requirements face significant technical limitations. Many machine-
learning approaches, particularly deep learning models, are inherently characterized
by the so-called black-box problem. Real-time monitoring and audits, as required by
the EU AI Act, have so far only been partially addressed in research and demand
new hybrid approaches in AI method development [12].

Generative Al models, increasingly used in both research and medical appli-
cations, require additional safeguards. Privacy-by-design mechanisms, differen-
tial privacy, and related safeguards must be further developed and consistently
implemented in everyday medical practice to ensure that the handling of per-
sonal and sensitive patient data remains both legally compliant and ethically
responsible [13].

6.6  Medical Risks and Opportunities

The potential of Al in medicine is considerable. Applications range from image-
based diagnostics in radiology and pathology to predictive algorithms for therapy
planning and digital health applications (DiGA). They can help refine diagnoses,
individualize treatment decisions, and enable more efficient use of resources.

At the same time, the EU Al Act introduces additional regulatory burdens: high-
risk Al systems are subject to external conformity assessments, documentation
requirements, and continuous risk-benefit analyses, both prior to market entry and
throughout ongoing use [14].

These obligations overlap with existing regulations such as the Medical Device
Regulation (MDR), the General Data Protection Regulation (GDPR), and the
Network and Information Security (NIS 2) Directive. As a result, manufacturers
must demonstrate cumulative compliance with all requirements. This leads to sig-
nificant cost and time burdens, particularly for small- and medium-sized enterprises
(SMEs) and academic research institutions, potentially slowing down innovation
dynamics [15].

Key Risks

* Opverlaps and uncertainties between the Al Act, MDR, and GDPR

» Risk of slowing innovation due to high regulatory hurdles

» Cost-intensive conformity and certification processes, especially for SMEs and
startups
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Key Opportunities

» Strengthening of safe, ethically sound, and trustworthy Al applications

* Quality improvements through binding standards, external audits, and Conformité
Européenne (CE) certification

¢ Building trust among medical staff and patients through enhanced patient safety

* Promotion of innovation via EU-wide “regulatory sandboxes” serving as testing
environments

» Potential competitive advantage for European providers, as EU standards may
serve as an international benchmark

6.7 Interoperability and Compatibility

A decisive success factor for the use of Al in healthcare is interoperability with
existing information systems. The current landscape is highly heterogeneous: digi-
tal infrastructure and the start-up ecosystem differ significantly among the member
states, and these are often driven by private initiatives [9]. To avoid missing interop-
erability and to support it at the EU level, joint platforms and projects are being
promoted alongside legal and strategic frameworks.

Platforms such as MyHealth@EU serve as role models for a technical hub that
enables the international exchange of patient data, e-prescriptions, and patient sum-
maries among EU member states [11]. Compatibility with these platforms is there-
fore essential. For such initiatives to unfold their full effect, standardized technical
formats (e.g., HL7, FHIR, SNOMED CT, ICD) and semantic standards (harmo-
nized terminologies) are indispensable.

The obligation to ensure connectivity with these systems increases technical
complexity but simultaneously creates opportunities for a more integrated and har-
monized European healthcare system. Close cooperation among member states is
crucial in this respect, in order to avoid inconsistencies in datasets and to ensure the
long-term validity of Al systems.

6.8 Ethical and Societal Considerations

The European Union’s Artificial Intelligence Act represents not only a regulatory
framework for technical compliance but also a milestone in embedding ethical and
societal reflection into digital health governance. Its provisions illustrate how the
deployment of Al in healthcare is inseparably linked to questions of trust, fairness,
autonomy, privacy, and social justice. In this respect, the regulation must be read as
both a legal and an ethical document.

One central concern is the issue of trust and transparency. Healthcare profession-
als and patients alike must be able to understand, to a reasonable extent, how an Al
system arrives at its recommendations or decisions. Without explainability, accep-
tance remains fragile, as “black-box” systems risk undermining clinical authority
and patient confidence [15]. The EU Al Act therefore requires high-risk systems,
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such as Al-enabled medical devices, to be accompanied by clear documentation and
mechanisms of human oversight, thereby operationalizing trust as a regulatory cat-
egory [16]. This aligns with the ethical demand that technological innovation in
medicine must be accountable to those whose lives it affects [18].

Closely connected is the problem of bias and fairness. Health datasets often
reproduce structural inequalities related to gender, ethnicity, or socioeconomic sta-
tus, which can translate into algorithmic discrimination [19]. In practice, such bias
has already led to unequal treatment pathways and the reinforcement of health dis-
parities. The Al Act addresses this by demanding rigorous data governance, docu-
mentation of representativeness, and continuous monitoring. Yet, as critics note,
legislation alone cannot eliminate bias; rather, it must be complemented by active
ethical governance and inclusive data practices [20].

Equally significant are concerns around autonomy and human oversight. The
regulation emphasizes that Al is to support, not replace, professional judgment. This
responds to the danger of automation bias, whereby clinicians defer too readily to
algorithmic output. From an ethical standpoint, safeguarding human agency in clin-
ical contexts reflects both the Hippocratic principle of “do no harm” and the need to
preserve informed consent as a cornerstone of patient rights [18]. Thus, the EU Al
Act embeds the notion that technological systems must remain instruments under
human responsibility, not independent actors in medical decision-making.

Privacy and data protection constitute another critical field. Al in healthcare
relies on highly sensitive patient information, raising concerns about surveillance,
misuse, and erosion of informational self-determination. The Act reinforces the
principles of the General Data Protection Regulation (GDPR) with Al-specific data
governance duties, aiming to balance innovation and protection [18]. However,
scholars argue that technical safeguards alone are insufficient; genuine ethical prac-
tice requires transparency in data use, accountability structures, and respect for
patient autonomy beyond formal compliance [21].

Finally, issues of distributive justice and equitable access shape the societal
dimension of the regulation. Complex conformity assessments and high compliance
costs may privilege large corporations and well-resourced hospitals, while smaller
providers and underserved regions risk exclusion. This could exacerbate the digital
divide in healthcare, producing unequal access to innovation [20]. The Act therefore
raises the broader ethical question of how Al can be deployed in ways that enhance,
rather than undermine, solidarity within European health systems.

The EU AI Act addresses not only the technical classification of Al systems but
also the distribution of ethical and regulatory responsibilities across different health-
care actors (see Table 6.2).

Medical staff are required to undergo training and ensure continuous monitoring
of Al systems, with explicit duties for human oversight and incident reporting.

Manufacturers must implement robust quality management and risk assessment
processes, supported by strict data governance, documentation, and cybersecurity
obligations, alongside continuous post-market monitoring. Patients are granted
transparency rights and protection of data sovereignty, ensuring informed decision-
making and the ability to understand the involvement of Al in their care. In addition,
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Table 6.2 Different actors face specific challenges when interacting with Al

Actors Challenges EU Al act requirements

Medical staff Use of Al-based tools | Training, monitoring, control, incident reporting
(Art. 73)
Human oversight (Art. 14)

Manufacturer Product development | Quality management, risk assessment, data

governance, and documentation obligations (Art.
10-11)

Technical Robustness, accuracy, cyber-security (Art. 15)
Patient Informed Transparency rights, data sovereignty, right to
decision-making explanation (Art. 13)
GPAI cross- Post-market Additional transparency and governance duties
cutting obligation | monitoring (Art. 72) (Art. 53ft.), documentation of training data; risk
Art. 54ff. for high-risk systems | and performance testing; support for downstream

deployers in healthcare

the Act introduces cross-cutting requirements for general-purpose Al models, such
as foundation models, demanding transparency, testing, and governance across all
risk categories. Taken together, this framework connects the ethical concerns of
accountability, fairness, and autonomy with concrete regulatory duties, ensuring
that Al in healthcare is both innovative and socially trustworthy.

6.9 EU Al Act—Checklist

Implementing the EU AI Act in healthcare is not only a legal challenge but also an
operational one. Hospitals, clinics, and manufacturers must translate abstract regu-
latory principles into concrete processes that can be applied in everyday practice. A
structured checklist (Table 6.3) can help bridge this gap by turning complex require-
ments into actionable steps.

For practitioners, the value lies in being able to verify at a glance whether key
elements such as data quality, interoperability, governance, and human oversight
have been addressed. This prevents compliance gaps, supports patient safety, and
ensures that innovation is not slowed down by uncertainty. The checklist also serves
as a practical tool for project planning: it highlights where early investments in
training, pilot projects, or transparent documentation will reduce risks later in the
certification process.

By systematically working through these points, healthcare institutions and
developers can not only ensure conformity with the EU Al Act but also strengthen
clinical trust and accelerate the safe introduction of innovative Al solutions into
real-world care.

Institutions must begin by clarifying their role as provider, deployer, distributor,
or public authority, since these roles determine the applicable obligations [22].
High-risk systems, which include most Al-enabled medical devices, are subject to
especially stringent requirements. A central element is the assurance of data quality
and the adoption of recognized international standards such as HL7 FHIR, ICD, or
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Table 6.3 Checklist for manufacturers and healthcare institutions

v | Checklist item
O | Ensure data quality and standardization: Adopt recognized medical standards (e.g., HL7
FHIR, ICD, SNOMED CT) and validate completeness and consistency

O | Plan interoperability early: Verify compatibility with the European health data space
(EHDS) and establish interfaces for cross-sectoral data exchange

O | Establish governance and data protection: Define processes for access control,
anonymization/pseudonymization, and audit trails; implement transparent governance
structures

O | Promote transparency and explainability: Document purpose, limitations, and system
performance; provide understandable explanations to healthcare professionals

O | Foster interdisciplinary collaboration: Involve clinicians, nurses, IT experts, legal and
ethics professionals; jointly assess clinical, technical, and legal requirements

O | Start with scalable pilot projects: Select use cases with clear, measurable benefits; ensure
transferability and integration into larger systems

O | Implement training and Al literacy: Provide continuous education for all professional
groups; build a culture of trust where Al is seen as support, not replacement

O | Anchor monitoring and evaluation: Define a post-market monitoring plan with clinical,
technical, and ethical KPIs; regularly review outcomes and update processes

SNOMED, combined with systematic validation of completeness and consistency
[16]. Interoperability with existing infrastructures, particularly with the forthcom-
ing European Health Data Space, constitutes another essential pillar [20].

Governance structures are equally emphasized. This includes processes for
access control, pseudonymization, and audit trails, together with clear allocation of
responsibilities [19]. Transparency and explainability are identified as prerequisites
for clinical trust: the purpose, limitations, and performance of Al systems must be
documented in ways that can be understood by healthcare professionals [21]. In
addition, human oversight remains indispensable. Physicians and nurses must
receive adequate training and must always retain the ability to override or discon-
tinue automated decisions, reflecting the ethical principle of safeguarding profes-
sional autonomy [16]. The Act therefore frames continuous education, often termed
“Al literacy,” as a legal requirement.

From an operational perspective, organizations are encouraged to begin with pilot
projects that demonstrate measurable benefits while ensuring scalability and integra-
tion into larger clinical systems. Continuous post-market monitoring is mandated,
assessing clinical, technical, and ethical dimensions, and serious incidents must be
reported to authorities within strict timelines [20]. Moreover, procurement contracts
with manufacturers should explicitly cover EU Al Act obligations, including docu-
mentation, support for conformity assessments, and guarantees of transparency.

Taken together, the EU Al Act connects legal compliance with broader ethical
and societal principles. By enforcing standards for data quality, interoperability,
transparency, human oversight, and monitoring, the Act seeks to reinforce trust and
accountability while simultaneously enabling innovation. Healthcare institutions



52 E.-L. Mdller and U. |. Wiedemann

that align their practices with these requirements not only ensure conformity with
EU law but also contribute to a more reliable and ethically grounded use of artificial
intelligence in medicine [17, 20].

6.10 Conclusion

The EU Al Act marks a decisive turning point in the regulation of artificial intelli-
gence. With its entry into force in 2024 and the staggered implementation of its
provisions through 2027, it has created, for the first time, a coherent, EU-wide legal
framework that not only formulates technical requirements but also integrates them
with ethical guiding principles. Designed as a technology-neutral, risk-based
approach, it represents an innovative response to the need to systematically harness
the opportunities of Al while effectively protecting citizens’ fundamental rights.
The differentiation by risk levels—ranging from minimal to limited to high risk,
along with the explicit prohibition of unacceptable practices—ensures that regula-
tory intervention is graduated according to the potential harms to individuals and
society.

In healthcare, these provisions have particularly far-reaching effects. Al systems
that support diagnosis, plan therapies, or monitor patients hold significant potential
to improve quality of care and increase efficiency in resource use. At the same time,
however, they carry risks for patient safety, data protection, and fundamental rights.
Accordingly, they are subject to strict requirements regarding risk management,
data quality, transparency, and human oversight. For general-purpose Al models,
which are increasingly applied in medicine, additional heightened requirements
apply, given their wide applicability and potential systemic risks.

The embedding of the Al Act within a network of existing European legal frame-
works—including the GDPR, the Medical Device Regulation (MDR), the NIS 2
Directive, and the Health Data Use Act (GDNG)—demonstrates that it does not
stand alone but rather functions as a complementary body of law. While this inter-
connection strengthens legal certainty, it also increases regulatory complexity. For
manufacturers, healthcare providers, and research institutions, this entails substan-
tial organizational and financial burdens. Smaller actors, such as startups and SMEs,
in particular, may see their innovative capacity restricted by high costs and lengthy
certification processes.

Despite these challenges, the Act offers significant opportunities. Obligations for
transparency, documentation, and external oversight can strengthen trust among
patients and healthcare professionals. Binding quality standards foster robustness
and safety in systems and may position Europe as an international leader. The Al
Act is therefore not only a tool for risk mitigation but also a potential driver of inno-
vation: companies that invest in compliance may benefit from competitive advan-
tages, especially if the European standard is adopted globally as a benchmark.

Beyond its regulatory function, the Act has a normative dimension. It clearly signals
that Al applications in healthcare must remain instruments of human decision-making.
The risk of automation bias—the uncritical adoption of algorithmic outputs by
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physicians—is addressed through the requirement of final human responsibility.
Likewise, combating algorithmic bias and structural discrimination is an integral part
of the regulation, underscoring the commitment to fair and inclusive Al deployment.

Interoperability remains of central importance. Only if Al systems can be seam-
lessly integrated with electronic health records, clinical information systems, and
European data platforms such as MyHealth@EU or the emerging European Health
Data Space will their full potential and scalability be realized. Standardized techni-
cal formats (HL7 FHIR, SNOMED CT, ICD) and semantic interoperability are
indispensable in this respect.

Thus, the implementation of the EU Al Act does not represent an endpoint but
the beginning of a new phase of development. Open challenges particularly concern
the development of practical methods for explainable Al, the standardization of
audits and conformity assessments, the design of human-machine interactions in
clinical practice, and the scientifically sound evaluation of efficacy and safety.
Mechanisms must also be established to ensure that the digital divide between large,
financially strong providers and smaller institutions does not deepen, thereby safe-
guarding equitable access to innovation in healthcare.

Overall, the EU AI Act brings together technical innovation, regulatory account-
ability, and societal values into a comprehensive framework for digital healthcare.
Its success will ultimately be measured by whether it can improve quality of care,
protect patient safety and fundamental rights, and at the same time create an inno-
vation-friendly environment. In doing so, the Act provides not only a legal founda-
tion but also a normative orientation for the responsible, just, and sustainable use of
Al in healthcare—and lays the groundwork for Europe’s potential leadership role in
the global development of medical Al systems.
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Why the introduction of the European Health Data Space (EHDS) was long over-
due, what it includes and what it doesn’t, the opportunities it now presents for soci-
ety, healthcare providers, and the economy, and what must be considered during its
implementation—an optimistic overall perspective [1].

Background—All European countries are united in shaping the legal framework
for health data.

When the European Union’s General Data Protection Regulation (GDPR) [2]
came into force in 2018—referred to in Germany as the Datenschutzgrundverordnung
(DSGVO)—Ilawmakers deliberately chose not to include specific provisions gov-
erning the use of medical data. The risk was simply too great that one of the
European Member States, due to different views in this highly specific area, might
have blocked the implementation of the entire GDPR with a veto. Yet, it is precisely
the handling of medical information that demands special attention—not only to
protect sensitive personal health data but also to unlock tremendous potential for
innovation. This deliberate omission created a regulatory vacuum in secondary data
use for research and innovation, which the EHDS now seeks to fill. If this health
data can be used responsibly, across borders, and within clearly defined frameworks,
it will improve healthcare delivery and advance research and development through-
out Europe. Thus, it became increasingly important to launch a suitable cross-border
legal framework for this domain.
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7.1 The History of European Health Data Space

In December 2019, when appointing her Commissioners, EU President Ursula von
der Leyen clearly outlined the cornerstones of a European Health Data Space in a
mission letter to Commissioner Stella Kyriakides, in her role as Commissioner for
Health and Food Safety [3]. “I want you to work on the creation of a European
Health Data Space to promote health-data exchange and support research on new
preventive strategies, as well as on treatments, medicines, medical devices and out-
comes. As part of this, you should ensure citizens have control over their own per-
sonal data.”

The geopolitical reasoning behind the EHDS is deeply embedded within the
broader European Data Strategy, which was published by the European Commission
in February 2020, shortly after President von der Leyen’s mission letter. It explicitly
outlines the EU’s ambition to become a leader in the data economy and to assert its
digital sovereignty and autonomy, reducing dependence on non-EU tech giants [4].
The EHDS is a critical component of this, ensuring sensitive health data remains
under European control. The relevance of digital healthcare became evident during
the COVID-19 pandemic, which accelerated adoption across Europe. Doctors’ and
patients’ willingness to embrace digital solutions in parallel with the integration of
digital tools into everyday life, from video conferencing to the COVID tracking app,
reinforced their value.

With the entry into force of the Digital Healthcare Act (DVG) on December 19,
2019, Germany for example had already created the legal basis for the prescription
and reimbursement of digital health applications (DiGAs) at an early stage and also
set mandatory IT security standards. A wide range of “well-being” applications
already existed, such as those for online meditation or virtual fitness coaching,
which always must be paid for by the user themself. Now more startups are also
setting out to reimburse new applications—certified as Class I or Ila medical
devices. Once they pass an initial review and are approved by the Federal Institute
for Drugs and Medical Devices (BfArM), they are listed as DiGAs. The startups
then have 12 months to prove their effectiveness [5].

Even though Germany has made a real leap forward in innovation, one that even
prompted President Emmanuel Macron not only to take the German DiGA system
as a model but also to actively replicate it in France as so-called PECAN already
since April 2023 [6], the German healthcare system still has a long road ahead.

The Commission’s proposal marks an ambitious yet long-anticipated step toward
harmonizing cross-border health data exchange. The legislative proposal which
was published by the European Commission on May 3, 2022, the creation of a
European Health Data Space [7] clearly demonstrated that this initiative, as a key
building block for a sustainable and resilient European Health Union, holds the
fundamental potential to significantly strengthen Europe’s capacity for innovation
in the field of digital health and to overcome existing barriers.

After extensive negotiations around the balance between EU and national gover-
nance (with European Council and European Parliament reinforcing national Health
Data Access Bodies), and the scope and restrictions on commercial access to health
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data (with both Council and Parliament introducing stricter limitations than the
Commission’s initial proposal), the Council agreed to its position in December
2023, and by March 15, 2024, the European Parliament and the Council had reached
a provisional agreement [8, 9]. This addressed key debates around access rights,
interoperability, opt-outs, and data governance. The regulation was formally adopted
as Regulation (EU) 2025/327, published in the Official Journal on March 5, 2025,
and entered into force on March 26, 2025 [10]. This marked a decisive shift from
discussion to implementation.

7.2  The European Exchange of Healthcare Data under
Citizen Ownership and Control

At its core, the EHDS creates the much-needed framework for balancing patients’
rights on the one hand and the needs of innovators on the other. From the patients’
point of view, it is not only important to have control over their own data but also to
finally be able to fully access it themselves and, for the purpose of their own treat-
ment, to grant access to medical personnel (“primary use”). At the same time, how-
ever, this framework also takes into account the requirements of innovators and
decision makers in the healthcare industry, science, research, and politics. By using
aggregated healthcare data, they are now empowered to transform healthcare as a
whole and thereby offer additional value to society (not only in the treatment of
patients, but also in the prevention for healthy citizens) (“secondary use”) (Fig. 7.1).
The EHDS factsheet also explicitly highlights the economic significance of a single
market for digital health services and products (“Unleash the data economy by fos-
tering a genuine single market for digital health services and products™) [11].

The Commission frequently employs illustrative scenarios to elucidate the
patient-centric vision of its new framework. As detailed in an online publication
[12], three examples articulate this perspective. Firstly, the framework enables a
healthcare provider to access and comprehend a patient’s structured medical history
across linguistic and national borders, facilitating informed pharmacotherapy and

Individuals can Health Data Access
Health Professionals: Medical access their data Bodies serve as
Doctors, Clinical Staff, Nurses online and may ask guardians of data
others to help them privacy and security
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scientists
B- :

with permit
Health professionals
produce and access data @ gﬁ
using their medical systems h —

Standardized and
B/ consolidated health Health data can be
data of the individual securely used for

Access for
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is available across research, innovation
Health Care Providers: Hospitals, national borders and policymaking Acc_ess for_ "
Ambulatory Care Centers, Medical . @ policy decision
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a0 0
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Fig. 7.1 Primary and secondary use of electronic health records in the context of the EHDS;
(Source: Own illustration)
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mitigating risks from intolerances or allergies. Secondly, it provides technology
companies, within initiatives like the EHDS, secure and efficient access to exten-
sive, anonymized datasets for training and validating artificial intelligence algo-
rithms, thereby enhancing diagnostic and treatment efficacy. Thirdly, the framework
empowers patients to authorize secure access to their own medical data, such as
diagnostic imaging, across different healthcare institutions, preventing redundant
procedures, minimizing radiation exposure, and optimizing healthcare resource
utilization.

From the citizen’s perspective, the EHDS enshrines the right to access personal
electronic health data across the EU and to control its use. Opt-outs for secondary
use are foreseen in some contexts. At the same time, strict safeguards exclude mis-
use, such as by insurers for premium calculations. In an EHDS background docu-
ment of the Commission [13] it becomes clear that the Commission also recognizes
the urgent need for citizens’ trust in the system as a basic prerequisite for the suc-
cess of the EHDS: “Trust as the foundation of the European Health Data Space.”
This is not only about legally anchored data protection but also about technologi-
cally anchored cybersecurity, which not only enables access by the patient in a fast,
free and technically simple way but also records who else has accessed the health
data and for what purpose. Transparency measures, including audit trails of data
access, aim to build trust.

The EHDS itself does not provide a single technological solution, but defines the
requirements, for example, for an electronic health record. This approach highlights
Europe’s commitment to federalized data models, where implementation remains
the responsibility of the Member States themselves, thereby differing significantly
from more centralized architectures. This strategy aligns with the core principles of
initiatives like Gaia-X [14], which aims to establish a secure, federated, and interop-
erable data infrastructure across Europe, emphasizing data sovereignty and user
control over centralized monolithic systems [15]. Electronic health record systems
across Europe must comply with the European electronic health record exchange
format, ensuring structured, multilingual, cross-border data use. In addition to the
patient file, information from the medical care environment is also required, such as
image data, electronic prescriptions, or telemedicine records. The integration of
well-being and health applications on citizens’ mobile phones is also being sought
to obtain holistic disease patterns or prevention basics. All Member States will be
obliged to participate in the cross-border digital infrastructure “MyHealth@EU,”
which is intended to ensure an effective exchange of patient data for the purpose of
care (primary use). Germany’s National Digital Health Agency, gematik, plays a
crucial role in providing core telematics infrastructure services and contributing to
the MyHealth@EU platform [16]. In addition, a new “European Health Data Space
Board” led by the Commission with the involvement of all Digital Health Authorities
in the Member States is to monitor the rule-compliant introduction. The EHDS
Board has proposed the establishment of two Steering Groups to manage cross-
border digital infrastructures (primary and secondary use).

The think tank report “Learning from health data use cases: Real-world chal-
lenges and enablers to the creation of the EHDS,” published by EIT Health in 2021



7 Health Data with the European Health Data Space (EHDS) 59

[17], urges policymakers to consider the following three key elements for creating a
truly functional EHDS: Effectively Mapping the Roles of Health Data Users, Data
Interoperability Compliance and Monitoring, as well as Clear Legislation avoid-
ing Overlaps and Over-Regulation to simplify Compliance. These demands remain
valid and will be presented again below [18].

7.3  Effectively Mapping the Roles of Health Data Users

The EHDS Governance Framework must effectively consider the different roles of
health data users, discuss them with all stakeholders, and reconcile them. Although
the way in which health data is accessed and used is determined by the role of the
user in the healthcare system, these roles are not static: medical staff can also con-
duct research; representatives of statutory health insurance companies can also be
involved in political decision-making processes; and every citizen can also be a
patient, a family caregiver, or even a donor of data. The EHDS Stakeholder Forum
is an envisioned platform for gathering insights from citizens, healthcare profes-
sionals, patient organizations, researchers, and industry to foster trust and support
the consistent application of the EHDS Regulation throughout the EU.

All of this requires a regulatory framework that enables a smooth transition of
roles and responsibilities for all stakeholders, while consistently prioritizing the
rights and interests of patients. This must be reflected both in the European frame-
work and in its national implementation, including legislative processes in the
German Bundestag. Broad acceptance and meaningful adoption can only be
achieved through the active involvement of representatives from all relevant groups.
The overarching goal would be fundamentally undermined if large segments of the
population opted out of secondary use or if data access were so restricted that it no
longer provided meaningful value for innovation.

7.4  Data Interoperability Compliance and Monitoring

Emphasis must be placed on data interoperability as a central pillar across different
technologies and national borders. The practices and standards for the collection,
processing, and storage of health data vary greatly depending on countries and
areas, which naturally pose major challenges for interoperability, thus demanding a
comprehensive strategy that distinguishes syntactic interoperability (the ability of
systems to exchange and parse data, often via structured formats like HL7, FHIR,
and ISO/IEEE 11073), semantic interoperability (ensuring the consistent under-
standing of data’s meaning, exemplified by SNOMED or FHIR’s resource defini-
tions), and organizational interoperability (the overarching legal, policy, and trust
frameworks), enabling the effective cross-border application of these technical stan-
dards [19]. Common standards such as the European Electronic Health Record
Exchange Format (EEHRxF) will be crucial.
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In view of the current highly fragmented European healthcare landscape, it is by
no means trivial for the players in the healthcare industry, both from an organiza-
tional and technological point of view, to offer solutions for hospitals and doctors
that interact in a meaningful way without changing the content of data. On the one
hand, the aforementioned common rules and standards for ensuring syntactic and
semantic interoperability must be defined and monitored within the EHDS frame-
work and governance structures, and, on the other hand, it must remain affordable
to meet these requirements, especially for smaller players such as startups and
medium-sized companies. To support this, the Commission launched the
HealthData@EU central platform, released as open source in March 2025 [20]. It
provides a catalogue, gateway services, and interoperability components for the sec-
ondary use of health data across Member States.

Without interoperability, it will not be possible to achieve a target-oriented holis-
tic use of the data in question. The envisaged “single market” may perhaps be even
more important for smaller countries than is currently the case from a point of
view of larger countries like Germany, France, Italy or Poland; however, it is clear
that a knowledge and technological advantage for each country's players in this field
is completely unthinkable at the global level if the existing patchwork of different
systems from electronic health records and hospital information systems to bio-
banks and research databases is not overcome as quickly as possible. Theoretically,
telemedicine services should also be offered across borders. There will only be the
best solutions for patients if the data allows for it. Pilot initiatives such as the EHDS2
Project (2022-2024) and TEHDAS?2 Joint Action tested cross-border technical
solutions, interoperability, and governance models. Their outcomes informed the
regulation’s technical and governance framework [21].

7.5 Clear Legislation avoiding Overlaps and Over-
Regulation to simplify Compliance

Clarity will be essential in the interplay between the EHDS and related legislation.
The “unleashing of the European data economy” can only be possible through a
digital transformation of Europe into a digital single market. However, especially
regarding the commercialization of digital health solutions, there are still insur-
mountable obstacles. In the fast-growing field of digital health, innovators often
face major barriers to entry, as regulatory, reimbursement, and procurement pro-
cesses across Europe are highly fragmented and difficult to tap. Such barriers delay
patients’ and citizens’ access to effective solutions. The legal complexity and over-
laps with other regulations affecting the healthcare sector—such as the “Medical
Device Regulation,” “Health Technology Assessment Regulation,” and the EU “Al
Act”—must be carefully aligned to avoid the risk of over-regulation. Legislation
must be clear and user-friendly for both innovators and early adopters of modern
technologies, both on European and in member state levels. Nevertheless, in view of
the established but incompatible hospital information and practice management
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systems, decisive political alignment and prioritization will be required to achieve
interoperability across legacy systems. Only if a maximum of the amount of data
available under the European umbrella is available for both patients and innovators
can we do justice to the pioneering roles that Germany and France have taken on
through the Digital Care Act and the associated entitlement of insured persons to
benefits and reimbursement for the supply of digital health applications
(DiGA and PECAN).

The EHDS will roll out in phases. By March 2027, Member States must desig-
nate Health Data Access Bodies (HDABs), which will be fully operational by March
2029 to facilitate regulated access to health data for secondary use. But not every
member state has reached the same level of progress. In Estonia for example, a
pioneer in digital governance, the Estonian Health and Welfare Information Systems
Centre (TEHIK) with its origins tracing back to the early 2000s with the develop-
ment of the e-Health record system still has no final clarity on their institutional
role under the EHDS. In France, on the other hand, the Health Data Hub was offi-
cially established in 2019 with the mission to facilitate access to health data for
research and innovation and is well equipped to take on the role as a HDAB. In
Germany, the Forschungsdatenzentren (Research Data Centres) have been created
as foreseen in the Health Data Use Act (GDNG), which was adopted in 2024.
HDABs will be able to grant permits for access to health datasets according to stan-
dard processes. Also by 2029, the first priority categories of data (e.g., patient sum-
maries, electronic prescriptions) must be exchangeable under the rules for primary
use. By 2031, additional categories will follow, broadening the scope of both pri-
mary and secondary uses. To operationalize the regulation, over 20 implementing
acts are planned, covering technical standards, interoperability, privacy, cybersecu-
rity, and procedures for granting access [22].

The bottom line is that the EU Commission has now presented clear conditions
and created a suitable legal framework. Now it is up to the Member States to gain
trust in society on the one hand and to create technological conditions on the other.
The fact that neither will be an easy undertaking has already been shown in the
recent past. Public skepticism toward data sharing underscores the need for proac-
tive trust-building and communication strategies. The example of the large crowd of
vaccine sceptics, who were hardly open to scientific arguments during the COVID
pandemic and in many cases tended to fall prey to conspiracy theories, gives an idea
of the resistance to alleged “data theft” that could still be expected. Indeed, progress
will depend on better coordination, shared standards, and cultural change across the
health sector [23]. Local pilot projects, clear legal frameworks, incentives for data
sharing, and stronger communication will build trust and make the EHDS work in
real-world settings [24].

The enforcement of the EHDS Regulation may be difficult considering the cur-
rent diverse national realities across Member States [25].

Member States must now establish interoperable infrastructures that combine
security, usability, and cross-border functionality—a goal previously pursued pri-
marily by private technology firms: powerful cloud or crowd systems that not only
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secure the data in the background but also make it usable across systems and bor-
ders, while on the user side, the operation is as simple, attractive, and clear as pos-
sible so that digital health can actually find its way into the real life of each
individual.
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8.1 Integration of Digital Health into Clinical Workflows
and Hospital IT Systems

With the commitment of IT departments and the financial support structure pro-
vided by the Hospital Future Act (KHZG), many hospitals in Germany have taken
an important step toward digital solutions. The second DigitalRadar survey from
June 2024 shows an increase in the average DigitalRadar score from 33.3 to 42.4
points, an increase of 9.1 points or 27.3%. Particularly significant improvements
were seen in the areas of “Structures and Systems,” “Clinical Processes,” and
“Information Exchange.” This shows that KHZG funding has led to measurable
progress [1].

While significant progress has already been made within individual hospitals,
cross-institutional or cross-sectoral cooperation with digital solutions remains a
particular challenge, as the following section will examine in more detail.

An international comparison shows that Germany lags behind countries such as
Denmark, Estonia, and Canada in terms of the degree of digitization in its hospitals.
For example, German hospitals only achieve a median score of 3 out of 7 in the
international HIMSS-EMRAM model, while Scandinavian countries and the
Netherlands have significantly higher maturity levels. OECD indicators on the use
of electronic patient records and digital care processes also show that the pace of
digitization is slower in Germany. These comparisons highlight the need to catch
up, particularly with regard to standardized processes, end-to-end interoperability,
and strategic coordination across institutions and sectors.

The following sections examine how these developments are reflected in organi-
zation, technology, infrastructure, and acceptance.
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8.1.1 Organizational Integration and Change Management

Digital healthcare solutions must be seamlessly integrated into existing clinical
workflows in order to gain acceptance and achieve efficiency gains [2]. Due to the
heterogeneity of hospital services and departments, it is essential that the technol-
ogy be adapted to local processes [3]. Many hospitals are currently discussing the
extent to which existing processes actually need to be customized. These special
features are often rooted in the organizational structure and history of the respective
institution. From an IT perspective, however, many of these processes can be stan-
dardized without restricting medical practice or clinical freedom of decision-
making. Rather, the aim is to create a regulated and transparent organizational
structure that can also be adapted to new digital tools and systems within the frame-
work of well-managed change management. Early involvement of all stakeholders
(including doctors, nursing staff, IT) and professional change management are criti-
cal success factors in reducing resistance [4]. Studies emphasize that a clear, com-
municated vision and buy-in from staff are crucial for successful change.

However, surveys in European hospitals show that change management meth-
ods are still not used systematically enough (implementation gap), which under-
scores the need to firmly anchor change management in the organizational culture
[5]. At the same time, it can be observed that in some hospitals, committed actors
in management structures are setting out to develop new and context-appropriate
approaches to change management that question existing routines and establish
creative forms of participation and communication. If standardized processes
and clear procedures were established in hospital structures beforehand, digital
projects could be implemented much more easily and quickly. In addition, IT
specialists would be significantly relieved of work with, as they currently spend
a large part of their time bridging ambiguities in organizational processes (who
is the responsible process owner and has the authority to redesign this process)
before new solutions can even be implemented. It would therefore be ideal if
every IT project were preceded by an upstream organizational project that first
clarifies processes, roles, and standards.

In hospitals, the “organizational project” is a focused 4- to 8-week pre-
implementation track that stabilizes care processes before any configuration
begins. A cross-functional team (clinicians, nursing, pharmacy, operations, IT)
uses Lean value-stream mapping from admission to discharge to surface handoffs
and waste, frames priority workflows with SIPOC (e.g., e-medication, discharge
planning, OR scheduling), clarifies decision rights via a RACI, and agrees mini-
mum viable standards for data and controls (dose units, allergy codes, patient
identifiers, order-set naming, barcode conventions, audit trails). The track also
fixes the operating model, process owners, governance cadence, KPIs, and stan-
dard work and converts results into a costed backlog for the build plus a change
plan tied to measurable process targets.

For example, before introducing an e-medication module, a hospital runs a six-
week organizational track to harmonize order sets, clarify ward—pharmacy hand-
offs, and set metrics for turnaround time and error rates. When the IT project begins,
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configuration and training focus on these agreed standards, reducing rework and
accelerating adoption because roles, rules, and data are already settled.

On this basis, digital solutions could be implemented in a targeted and efficient
manner, rather than simply electrifying existing, potentially inefficient processes.
Both in corporate structures at larger institutions and in IT collaborations that extend
beyond individual institutions, it is clear that standardization is also possible across
institutions. Practical experience, for example, from the cooperation between the
Diak Clinic in Schwibisch Hall and the Crailsheim Clinic or the cooperation
between Southeast Bavaria and InnKlinikum, shows that such harmonization is not
only feasible from a technological standpoint or within a single institution but also
depends significantly on the commitment and cooperation of the parties involved.

Organizational clarity is a prerequisite for successful technical integration, as
described in the following section.

8.1.2 Technical Integration and Interoperability

Connecting new digital tools to existing hospital IT (e.g., HIS) requires standard-
ized interfaces and data formats. In Germany, the use of open, international stan-
dards (e.g., HL7/FHIR for clinical data or DICOM for image data) is required by
law to achieve end-to-end interoperability. Sections 371-375 of SGB V in conjunc-
tion with Section 19 KHG and Section 68 SGB V require hospitals to only use IT
systems with standardized interfaces that have been approved by gematik [6].
Accordingly, the ISiK (Information Exchange in Hospitals) interoperability initia-
tive was launched, which is based on HL7 FHIR. This initiative defines uniform
APISs so that new applications (e.g., mobile visit apps, decision support systems) can
communicate seamlessly with the HIS. All important German e-health specifica-
tions, from medical information objects (MIOs) to telematics infrastructure, are cur-
rently based on FHIR R4 (version 4.0.1), which promotes compatibility between
systems [7].

ISiK is only a first step toward standardized communication within inpatient
care. Initiatives such as ISiP (information exchange in cross-sector care) are cur-
rently being prepared for further development toward a cross-sector digital health
infrastructure. At the same time, MIOs (medical information objects) are being
developed for cross-sector applications, for example, in nursing communication or
in connecting rehabilitation and general practices. These developments show that
interoperability is not only a technical task but also a strategic one that must be
continuously adapted to new care contexts and stakeholders.

However, what appears convincing in theory often encounters considerable
obstacles in practice. Although the manufacturers of primary systems have obtained
certification on time, the actual implementation and market availability of the speci-
fied interfaces are limited or come at high cost [8]. This is particularly critical when
only a few of the connected subsystems (such as RIS, LIS, PACS) actually support
the new standards: the effort required for implementation in the first use cases is
enormous, while the immediate additional benefits are limited. Against this
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backdrop, many hospitals, especially in the current economic situation, are shying
away from the necessary investments, especially since the added value can often
only be demonstrated in the long term in a business case [9].

To make the long-term value visible, hospitals can use a lightweight benefits-
realization approach anchored in the Quadruple Aim. Define a small, stable set of
indicators, clinical outcomes (e.g., adverse drug-event rate, guideline adherence,
length of stay), patient experience (PROMs/PREMs), workforce impact (minutes
per task, overtime, turnover/burnout proxy), and financials (cost per case, avoided
spend, NPV/ROI). Baseline these before go-live, set target deltas and time-to-
benefit, and track adoption and process capability alongside them, so early leading
indicators can validate the business case before lagging savings appear.

For example, for an e-medication rollout, the benefits register sets a 30% reduc-
tion in prescribing errors, pharmacy verification <15 min, barcode-scan compliance
>85% by month six, a 0.2-day LOS reduction for selected DRGs, and 20 min per
nurse per shift saved. Using agreed unit costs, the program reports value-on-
investment in year one and a positive three-year NPV, making the long-term case
auditable.

The MII’s data integration centers (DIZ) use standardized FHIR-based models to
demonstrate how structured data integration works in practice. These experiences
offer valuable lessons learned for broader implementation in non-university hospi-
tals [10]. However, hospitals generally lack the necessary technical infrastructure,
suitable interfaces, specific expertise, or simply the human resources to implement
these solutions on site [11]. In addition to syntax standards, semantic interoperabil-
ity is also gaining in importance: the use of uniform terminology (e.g., SNOMED
CT for diagnoses, LOINC for laboratory data) ensures that exchanged information
is understood in the same way by all systems. Such standards and interfaces should
be integrated into the hospital’s IT strategy at an early stage in order to integrate
digital solutions smoothly and avoid isolated solutions [12].

8.1.3 IT Infrastructure and Security Fundamentals

A robust digital infrastructure is essential for successful integration. Hospitals need
high-performance networks, available server/cloud resources, and support struc-
tures to operate new digital services (such as telemedicine or Al tools) on a perma-
nent basis. At the same time, high data protection and information security
requirements must be taken into account, as health data is particularly sensitive
[11]. The IT security strategy must be an integral part of digitization projects from
the outset. In Germany, hospitals (above a certain size) are considered critical infra-
structure with legal requirements under the IT Security Act and § 75c of the
Sozialgesetzbuch V (SGB V) or § (new) 391 SGB V: they must comply with the
“state of the art” in IT security and demonstrate this regularly [13]. The industry-
specific security standards (B3S Hospital) of the German Hospital Association
define recognized catalogs of measures to ensure the availability, confidentiality,
and integrity of hospital data. These include, for example, the operation of an
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information security management system (ISMS) in accordance with ISO 27001,
24/7 monitoring for cyber attacks, emergency plans, and access control concepts
[14]. The Hospital Future Act (KHZG) already stipulated that at least 15% of fund-
ing must be spent on IT security. A secure, high-performance IT infrastructure is
therefore a fundamental technical prerequisite for the integration of digital solu-
tions. It ensures that digital processes function reliably and that patient trust is main-
tained through data protection (critical success factor) [15]. At the same time, most
hospitals face enormous challenges: the average German hospital has only around
250 beds and fewer than ten IT employees. Despite legal requirements and financial
support, it is almost impossible for individual clinics to meet the high requirements
of information security and digital operations management on their own, even with
considerable effort [16]. Within hospital groups, attempts are therefore being made
to pool synergies. A new and promising approach is the cross-institutional merger
of smaller hospitals or networks—such as the Klinik IT eG model—to jointly meet
requirements and develop and share resources, expertise, and infrastructure in the
form of a cooperative [17].

8.1.4 Al Readiness and Advanced Technologies

With the increasing importance of artificial intelligence in healthcare, hospitals
must also create the conditions for Al-based solutions. This includes not only tech-
nical aspects such as sufficient computing capacity and structured data sets but also
ethical guidelines and governance structures for the responsible use of Al [18].
However, we are only at the beginning of this development: the necessary gover-
nance structures are established in very few hospitals and certainly not across differ-
ent institutions if shared technology is to be used in care networks. Perhaps this is
one of the reasons why Al solutions have been slow to find their way into everyday
hospital practice. In addition, almost every manufacturer now advertises Al compo-
nents, but rarely clarifies whether they involve rule-based process automation,
machine learning, or generative Al, for example.

To make this concrete, Al in hospitals already covers distinct families: rule-based
automation in clinical decision support (drug—drug and allergy checks, renal dosing,
sepsis bundles) and administrative workflows (coding and claims edits); classical
machine learning for risk prediction and operations (early sepsis and deterioration
alerts, readmission and length-of-stay forecasts, patient-flow, and staffing fore-
casts); deep-learning pattern recognition in imaging and pathology (triage and pri-
oritization, fracture and stroke detection, nodule sizing, digital slide classification);
and generative/NLP systems that draft notes, discharge summaries and patient let-
ters, extract data from free text, and support ambient documentation. Surgical plat-
forms increasingly blend computer vision and planning with constrained autonomy
for tasks such as instrument tracking or suture assistance. Being explicit about
which family is used matters, because the data requirements, validation methods,
explainability, and regulatory pathways differ and so do the expected benefits
and risks.
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The term “Al” is increasingly being used as a marketing term, but there is
often a lack of clear differentiation between technical approaches. This leads to
further uncertainty, ambiguity, and reluctance to use Al. The integration of Al
systems therefore requires not only technical excellence but also education, dif-
ferentiation, and clear governance with regard to the intended use, data basis,
and responsibility [19].

Al governance in the hospital context is the regulatory framework of the European
Union, in particular Regulation (EU) 2024/1206 on artificial intelligence (Al Act).
This regulation establishes a binding set of rules for high-risk Al systems, which
include numerous applications in healthcare, and formulates requirements for trans-
parency, risk management, data quality, and internal control mechanisms.
Compliance with these requirements is essential for the development of viable gov-
ernance structures in hospitals, particularly with regard to clarifying legal responsi-
bilities, auditability, and traceability of algorithmic decisions.

Another key ethical aspect concerns the need for a structured approach to poten-
tial bias, validation, and auditing of Al applications. For responsible and accepted
use in clinical practice, Al systems must be designed to be transparent, non-
discriminatory, and systematically verifiable, especially with regard to their role in
diagnostic decisions or clinical decision support. Regulation (EU) 2024/1206 (Al
Act) also contains clear requirements in this regard, for example on risk assessment,
documentation of training data, and the establishment of independent review mech-
anisms. These requirements should be an integral part of every Al strategy in hospi-
tals and serve as the ethical and legal basis for trustworthy Al use.

Analogous to established maturity models such as HIMSS-EMRAM or the
German DigitalRadar, the maturity level of Al could also be systematically
recorded and evaluated. Such a classification for example, along the dimensions
of data availability, algorithmic transparency, clinical integration, regulatory
compliance, and ethical evaluation, could help hospitals realistically assess their
status and derive targeted development steps. In the long term, it would be desir-
able to integrate a standardized “Al Readiness Index” into existing maturity
models to enable strategic assessment and comparability in a national and inter-
national context. This would include structured data, computing power, and ethi-
cal and organizational frameworks.

8.2 Overcoming Implementation Barriers: Case Studies
and Solutions

8.2.1 Overcoming Human and Organizational Hurdles

The introduction of digital innovations often fails less because of technology than
because of cultural barriers in hospitals. Resistance arises, for example, when
employees fear additional work or a loss of quality. A practical example from a case
study shows that the perception and benefits of the technology must be clearly rec-
ognizable to clinical staff, otherwise the relative advantage over old methods
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remains questionable. Solutions lie in change management: training and early
involvement make employees feel empowered rather than threatened [4]. A multi-
national study recommended clear communication of the vision for change, involve-
ment of all professional groups from the outset, and adaptation to the local work
culture as factors for success [5]. In addition, some clinics are starting to consis-
tently pursue lean hospital approaches. In combination with and upstream of digiti-
zation projects, this methodology has shown in practice that digital projects can be
implemented much more quickly and stringently [20]. International best practices
demonstrate successful approaches: in Estonia, a national digitization strategy and
consistent citizen participation have achieved an electronic health record usage rate
of over 99% [21]. Denmark relied on regional pilot projects with intensive user
involvement before introducing national standards. Finland combined strong politi-
cal leadership with bottom-up innovations from the field. In the past, German hos-
pitals have sometimes lacked such systematic change management, which is why
change agents or digital multipliers are important in teams to serve as multipliers.
Managers should also make successes visible early on (quick wins) to convince
skeptical employees. Case studies from the COVID-19 pandemic show that com-
mitted leadership and interdisciplinary collaboration can significantly accelerate
digital transformation [4]. Against this backdrop, the hospital reform that came into
force on January 1, 2025, is also of particular importance: The legal provisions of
the Hospital Care Improvement Act (KHVVG) aim to ensure that individual clinics
not only organize themselves better but also establish cross-institutional and cross-
sector care networks. This is precisely why the implementation of systematic change
management is crucial, both for cross-functional digital projects and for issues
relating to joint patient care. This requirement has not yet been recognized in many
hospitals, as they are initially preoccupied with classification into care levels, secur-
ing budgets, and the remaining funding opportunities. The necessary IT infrastruc-
tures and interoperable system landscapes have also often not yet been recognized
as strategic prerequisites. Overall, the following applies: organization-wide digital
literacy, interprofessional cooperation, and an open error culture promote the sus-
tainable implementation of new applications.

8.2.2 Technical Integration Problems and Legacy Systems

The established IT landscape is often a major obstacle: hospital systems are histori-
cally heterogeneous and fragmented, which makes it difficult to introduce new digi-
tal tools. Case studies show that innovations in hospitals can fail if they cannot be
integrated into various departments and existing software environments [22].
Legacy systems are often monolithic legacy HIS with proprietary interfaces.
Lessons learned from failed projects reveal typical sources of error: underestimating
the complexity of existing systems, failing to involve the IT department from the
outset, lacking test phases, and inadequate data migration plans. According to a
recent study, inadequate technical preparation and lack of integration were the rea-
sons for around 60% of digitalization projects that were not successfully completed
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[23]. Creating interoperability and migration architectures is therefore key to over-
coming technical barriers. Solutions include the use of middleware or integration
platforms and the consistent use of standardized interfaces (see 8.1.2). In Germany,
structural solutions have been created to remove technical barriers through legal
requirements (Sections 371-375 of the German Social Code, Book V) and pro-
grams such as ISiK. For example, in the past, hospitals had to develop individual
interfaces for each device manufacturer; now, a FHIR-based exchange format is
intended to facilitate the connection of new systems to the HIS [24]. However, prac-
tical experience shows that many software manufacturers only make these standard-
ized interfaces available to hospitals to a limited extent or at high costs. As a result,
the potential benefits of standardization often fall short of expectations in practice.
Several initiatives are therefore currently underway in Germany to create platforms
that will enable truly interoperable data exchange across institutions and sectors. As
the implementation of legal requirements is repeatedly delayed, hospital initiatives
are launching pragmatic initiatives to set up their own platforms, which can be
replaced by legally regulated solutions in the future, provided that these actually
fulfill the practical needs of hospitals. Examples include the Mein-Krankenhaus.
Digital project by Klinik IT eG in Munich, the Gesundheitsplattform Rheinland-
Pfalz, Health Harbour Hamburg, and the cooperation between Charité and Vivantes
in Berlin. However, hospital groups and individual hospitals are also going their
own way, such as Alexianer, Helios, Asklepios, and Sana Kliniken. Integration pro-
files from IHE (Integrating the Healthcare Enterprise) are also being used in isolated
cases to exchange laboratory findings or medication data between systems, for
example. Another obstacle is the lack of interoperability between sectors (outpatient
and inpatient). In Germany, data exchange platforms such as the telematics infra-
structure (TI) are being expanded so that referrals, emergency data, and
e-prescriptions, for example, can be transferred seamlessly and without media
breaks between systems.

8.2.3 Data Protection, Regulation, and Financing

Strict data protection requirements (EU GDPR, national law) can delay the
implementation of digital solutions. In Germany, trust in digital health solutions
is closely linked to data security. According to the Charité, particular emphasis is
placed on ensuring that patient privacy is the top priority whenever digital cloud
solutions are introduced [25]. However, an international comparison reveals a
different trend: in many countries, a pragmatic assessment is made of the specific
benefits that digital health applications bring to patients and how these can be
reconciled with appropriate data protection standards. In the German debate,
therefore, a critical assessment must be made of whether patients benefit more
from the protection of their data or from the effective, interoperable exchange of
this information in the interests of better healthcare. For example, health data
may only be stored on servers that meet the high requirements of the BSI; this
often excludes the use of non-European cloud services or requires technically
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complex measures (encryption, pseudonymous storage, dedicated data centers).
A case study on the introduction of electronic patient records (ePA) in Germany
highlights regulatory hurdles: unclear access rights for those involved and a lack
of emergency provisions in the event of IT failures contributed to the delay, as
did insufficient communication about the benefits and handling of the ePA [26].
Solutions include further development of the legal framework; for example, an
opt-out solution for ePA was introduced in January 2025 to increase the usage
rate, accompanied by clearer guidelines on consent and access logs [27]. On the
other hand, transparent communication strategies are needed: international expe-
rience (e.g., Estonia, Denmark) shows that broad public education about the
added value of digital files and high security standards increase trust [28]. In
addition to data protection, financial aspects also pose an obstacle: the introduc-
tion of a clinical decision support system, for example, requires considerable
investment without any immediate return on investment. However, the connec-
tion of these decision support systems is technically complex, and the benefits
would initially be felt primarily in the quality of care. This quality feature is only
rudimentarily taken into account in the German hospital remuneration system,
which does not make the economic decision easy for hospitals currently in a dif-
ficult financial situation [9]. In Germany, this barrier has been partially addressed
by funding programs such as the Hospital Future Fund (KHZF, €4.3 billion) and
the Innovation Fund (€200 million annually for healthcare research). Hospitals
were able to apply for earmarked grants for digital projects, which enabled best
practice projects (e.g., digital patient portals, telemedicine platforms). However,
one condition was always co-financing and a commitment to continue operating
from their own resources after the funding ended which poses challenges for
smaller hospitals [29]. One solution here is to develop sustainability plans at an
early stage: financing, operation, and scaling should be considered for the long
term right from the pilot phase of digital projects. Studies show that clear legal
frameworks, binding standardization requirements, and financial incentives can
make a significant contribution to overcoming implementation barriers. In addi-
tion, innovative financing models should also be considered, such as pay-for-
performance approaches, earmarked innovation budgets, or targeted DRG
surcharges for digital infrastructure. Such mechanisms could create targeted
incentives for quality-oriented and sustainable digitization.

8.2.4 Patient Perspective and Acceptance

Societal acceptance of digital health solutions is a key prerequisite for their success-
ful implementation and sustainable use. Patients are not only the target group but
also active participants in the digital transformation, their perspective is a decisive
factor in the success of technological innovations in the healthcare context.

A key influencing factor that has received too little attention to date is patient
acceptance of digital health solutions. Studies show that patient trust and engage-
ment are crucial for the sustainable use of digital services.
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Key aspects of patient acceptance can be structured along technological, com-
municative, and normative dimensions:

* Technological dimension: User-friendliness is essential, especially for people
who are less tech-savvy. Systems must be intuitive to use and provide barrier-
free interfaces. This is particularly important for vulnerable groups such as older
people, people with disabilities, or people with limited language skills. The
requirements of EU Directive 2019/882 on the accessibility of digital products
provide a key reference framework in this regard.

* Communicative dimension: Patients want transparent information about the use
of their health data, including the ability to access it at any time. Concrete ben-
efits—such as faster transmission of findings or the avoidance of duplicate exam-
inations—must be communicated clearly and comprehensively.

¢ Normative dimension: Preserving data sovereignty is central to many users. They
want to determine for themselves who has access to their data and how it may
be used.

The Patient Engagement Framework, which describes various levels of activa-
tion, from pure information to active participation in decisions is a useful concep-
tual framework. In addition, the WHO’s definition of “digital health literacy”
provides a normative framework for empowering patients to use digital services
competently and independently.

The introduction of the opt-out ePA from 2025 marks a paradigm shift: instead
of having to actively register, patients must now actively object. This requires par-
ticular sensitivity in health communication and comprehensive information cam-
paigns to build trust and allay fears.

8.2.5 Perspective of Healthcare Professionals

The perspective of healthcare professionals is also a key factor in the success of
digital transformation in hospitals. Studies show that doctors, nurses, and therapists
are generally positive about digital technologies, provided that they lead to concrete
improvements in their everyday work and are intuitive to use [30].

Typical barriers to acceptance vary between professional groups:

¢ Nurses report unclear roles when it comes to using digital tools, especially for
maintaining master data or operating mobile documentation systems. On top of
that, there are often extra documentation requirements with no real added value,
plus a lot of time pressure when working shifts, which makes training and getting
used to things harder.

¢ Medical staff, on the other hand, express reservations about the reliability and clin-
ical relevance of digital decision-making aids, especially in Al-supported applica-
tions. There are also uncertainties regarding legal responsibility and liability for
automated decisions, as well as concerns about additional administrative work.
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Solutions lie in the early involvement of all professional groups, the provision of
tailored training opportunities, and close coordination between IT, management,
and hospital staff. Digital applications must be embedded not only technically but
also in terms of work organization [31].

Experience from KHZG projects and international model clinics shows that
when professionals experience noticeable relief, better information, and greater cer-
tainty in clinical decisions, acceptance also increases. Corresponding accompany-
ing research emphasizes the importance of targeted change communication,
feedback loops, and the identification of “digital champions” in order to anchor
transformation processes in the long term. The continuous promotion of digital
skills, for example, in the context of microlearning formats, simulation training, or
interdisciplinary learning forums, is a cornerstone of long-term success.

8.2.6 Scaling and Transfer to Broad Healthcare Provision

Many digital solutions start as pilot projects, the challenge is to successfully scale
them up to entire clinics or networks. This requires strategic planning that goes
beyond the mere use of technology. Theoretical frameworks such as the NASSS
framework (non-adoption, abandonment, scale-up, spread, sustainability) devel-
oped by Greenhalgh et al. provide guidance by highlighting relevant dimensions
(from the clinical picture to technology and value propositions to organizational and
market aspects) [32].

Compared to other models such as the Consolidated Framework for
Implementation Research (CFIR), the RE-AIM framework, or the WHO Digital
Health Atlas, NASSS stands out for its particular suitability for evaluating complex,
long-term implementation projects in highly regulated healthcare structures. While
CFIR primarily highlights internal implementation conditions and RE-AIM focuses
on evaluation effects, NASSS explicitly integrates contextual dynamics and change-
ability over time. It thus offers a particularly practical framework for hospitals that
want to develop data- and risk-based scaling and sustainability strategies.

The NASSS framework distinguishes seven key dimensions that influence the
success or failure of digital innovations in healthcare:

* Condition: The more complex or unpredictable the course of a disease, the more
difficult digitization is.

e Technology: Technical maturity, depth of integration, and usability influence
acceptance and scalability. Modular architectures, multi-tenancy, and standard
APISs are of central importance here.

e Value proposition: Innovation projects must deliver tangible added value for
patients, healthcare professionals, and payers alike.

e Adopters: The willingness and ability of user groups to embrace new digital
processes is crucial.

* Organization: Internal structures, culture, resources, and leadership play a key
role in implementation.
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 Infrastructure and regulation (Wider System): External conditions such as data
protection, remuneration, and interoperability requirements also determine
success.

¢ Embedding and adaptation over time: The ability to further develop and adapt
innovations over time is central to sustainability.

The NASSS framework provides support in the scaling-up process in particular
through its systematic analysis of scaling barriers. It reveals, for example, whether
the solution is technologically robust but not organizationally compatible, or
whether regulatory barriers are slowing down expansion. For hospitals, it thus pro-
vides a structured basis for decision-making (e.g., when choosing between central-
ized vs. decentralized rollout) in order to anticipate risks, derive targeted change
measures, and plan implementation strategies realistically.

In practical terms, this means that process standardization and modular system
architecture facilitate expansion to other departments or locations. Another critical
success factor is the early involvement of hospital management and cost centers in
order to plan the resources (budget, personnel) required for expansion.

Concrete implementation strategies such as the SmartHospital. NRW process
model offer structured approaches for gradual scaling:

e Assessment phase: Determination of maturity level and analysis of current
situation.

» Strategy development: Definition of digitization goals.

* Piloting: Small-scale tests with defined success criteria.

* Rollout: Gradual expansion with continuous monitoring.

* Optimization: Iterative improvement based on user feedback.

International comparisons show that successful scaling usually occurs where
continuous performance measurement and feedback mechanisms have been estab-
lished. For example, in a Canadian heart clinic, the telemonitoring service was itera-
tively adapted and expanded based on outcome data and user feedback until it
became routine for thousands of patients [33, 34].

Standardized maturity models (such as HIMSS EMRAM or DigitalRadar
Hospital) can help make digital progress measurable and identify gaps before large-
scale rollout [35]. Nevertheless, there are few detailed publications in the literature
on scientifically documented examples of successfully scaled digitization projects
in hospital practice—a gap in the research [32].

To address this gap, future work should study the post-pilot scale-up with mixed-
methods, multi-site, quasi-experimental designs. A pragmatic template is a stepped-
wedge or difference-in-differences evaluation of staged roll-outs across hospitals,
using a common outcome set aligned with the Quadruple Aim (clinical quality and
safety, patient experience, workforce impact, and costs) plus leading indicators for
adoption and process capability. Context should be captured with a NASSS-
informed complexity profile and reported alongside time-to-value, total cost of
ownership, and sustainability beyond initial funding, including neutral or negative
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results. An open registry of scaled implementations with standardized measures
would enable cross-site learning and meta-analysis.

Decision-makers should therefore continue to apply proven change management
practices (from 8.2.1) during the scaling phase: e.g., appoint key users in each
department, plan step-by-step rollouts with sufficient training capacity, and com-
municate success stories to generate momentum for widespread adoption.

8.2.7 Interoperability and Standardization as the Basis
for Sustainability

Interoperability across system and institutional boundaries is essential for the long-
term success and future expansion of digital solutions. Only if new applications can
exchange data with existing and future systems can they be embedded in larger care
networks (horizontal scaling) and survive technology changes. Strategically, hospi-
tals should therefore focus on open standards and actively participate in standard-
ization initiatives.

One solution that hospitals should already be considering and incorporating into
their standardization initiatives is the European Health Data Space (EHDS), which
will be implemented in stages starting in March 2025. The EHDS creates:

* Uniform data formats for cross-border exchange.
* Common governance structures for secondary use of health data.
* Mandatory interoperability standards for all EU member states [36].

Strategic importance of the EHDS for hospitals.

The European Health Data Space (EHDS) is by no means primarily a research
data project, but explicitly pursues a dual focus with equal importance for both
patient care and research and innovation. The regulation distinguishes between two
complementary forms of use:

Primary data use (direct care): treatment and rehabilitation, prescription and dis-
pensing of medicines, continuity in cross-border care, access to electronic health
records with patient summaries, e-prescriptions, medical images, and labora-
tory results

Secondary data use (research, innovation, policy-making): health research and
product development, Al training, evaluation of digital health applications, pub-
lic health monitoring, personalized care based on existing data

For primary use, the voluntary EU-wide infrastructure “MyHealth@EU,” which
enables cross-border data exchange, will be used. For secondary use, new national
Health Data Access Bodies and the HealthData@EU platform will be established.

Another example of sustainability through standards is the national commitment
to FHIR R4: All key projects, from ePA and e-prescriptions to research data sets
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from the Medical Informatics Initiative, use the same FHIR version, ensuring that
interactions and updates can be controlled [37].

Semantic standards also contribute to future-proofing: The introduction of inter-
national medical terminologies (such as SNOMED CT, ICD-11, OPS, ATC) and
mapping strategies between classifications enable clinical concepts to remain con-
sistent even when applications change [38].

However, interoperability does not only mean technical connectivity, but also
organizational connectivity, this includes standard processes for data exchange
between sectors (e.g., hospital « family doctor) and supraregional health data net-
works. One strategy is to establish so-called digital health ecosystems: platforms on
which various actors (clinics, practices, research, public health) share data accord-
ing to common rules [39].

It is crucial that clinics check compatibility and standards compliance for every
new purchase. This foresight ensures that today’s solutions can still be integrated
tomorrow, rather than jeopardizing sustainability as technical debt.

8.2.8 Long-Term Viability and Continuous Improvement

Sustainability in clinical digital projects requires stable structures for operation and
maintenance, on the one hand, and the ability to adapt to changing requirements, on
the other. Governance models at the hospital, group, network, or cooperative level
play a central role here, for example, digitization committees, CIO-led strategy
rounds, or interdisciplinary innovation boards.

Clear processes are a decisive factor in the effective and rapid implementation of
digital innovations in everyday hospital life. Without clearly defined responsibili-
ties, decision-making paths, and procedures, many projects get stuck in the planning
phase or lose momentum along the way. However, the pressure to digitize the
healthcare sector is increasing, while technological possibilities are developing rap-
idly. To avoid falling behind internationally, hospitals must drastically shorten the
duration of innovation cycles. This includes standardized procedures for assessing
needs, agile project methods, and accelerated approval steps.

It is also important to integrate innovation processes with the reality of healthcare
provision, for example, through the early involvement of users, testing in real clinical
practice, and evaluation based on practical benefit criteria. Clear processes create trust
and transparency, and enable scaling. They are therefore not an end in themselves, but
one of the most effective levers for sustainable digital transformation.

A critical success factor is ongoing staff training: high turnover or new employ-
ees require continuous training to ensure that digital applications are used correctly
and remain accepted. Studies emphasize that even well-established systems can lose
their usefulness without regular refresher training and support [30]. Formats of life-
long (micro-)learning, continuously embedded digital learning impulses in every-
day work, are becoming increasingly important. Structured mentoring programs
can further enhance the effectiveness of learning processes.
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It is equally important to establish adequate support, such as a 24/7 help desk or
a super-user network—to quickly resolve everyday problems. As digital processes
increasingly become critical components of care, a traditional on-call service is no
longer sufficient in the event of problems. Instead, structures will have to be estab-
lished that can provide adequate help and solutions consistently and
systematically.

In addition, the provision of test systems in particularly critical areas is essential
in order to be able to test new functions, configurations, or updates without risk
before they are put into productive use. At the technical level, the maintainability of
the systems must be guaranteed: this includes software updates, security patches,
and the ability to add new functions in a modular fashion without jeopardizing the
overall system operation.

Financial sustainability is also key: digital innovation must transition from proj-
ect mode to routine operation. This requires continuous funding and organizational
integration into the institution’s standard processes. Successful clinics have institu-
tionalized innovation boards, recurring retrospectives, and structured change man-
agement that views digitalization as an ongoing task. Business cases and benefit
analyses have proven effective in convincing administrators and cost bearers of the
need for long-term financing, for example, by demonstrating efficiency gains, qual-
ity improvements, or revenue increases in specific DRGs [9].

In practice, the business case that convinces boards pairs a total-cost-of-
ownership and net-present-value view with a benefits register aligned to the
Quadruple Aim. Productivity gains can be translated into avoided replacement
costs/full-time equivalents, price certainty, and quality effects through avoided
adverse events and readmissions; revenue gains can be quantified through complete
coding, throughput, and fewer denials at the DRG-level; and, where applicable, the
avoidance of risks/penatlies can be included. Where clinical outcomes are central or
payer negotiations are in play, complement ROI with cost-effectiveness (e.g., incre-
mental cost per QALY gained) to show value beyond internal savings. Track these
benefits against a pre-go-live baseline with clear attribution rules, so finance sees
value materializing over time.

For example, an outpatient clinic adopts an Al note assistant that cuts documen-
tation time from 8 to 5 min per encounter. With 100 encounters per day over a
period of 250 days, that amounts to 25,000 encounters and 75,000 minutes of time
saved 1250 hours. At an all-in staff cost of €50/h, the annual benefit is ~€62,500.
Costs are €35,000/year for licenses plus a one-off €20,000 setup. Year 1 net ~ €7500;
from Year 2 onward ~ €27,500/year. Payback is roughly 11 months, with side ben-
efits tracked via fewer documentation errors and higher staff satisfaction.

The clinic example above is the micro version of this board-ready logic: convert
minutes saved into an annual avoided cost, place it in a three-year TCO/NPV view,
then layer in safety/quality benefits as avoided events and DRG-level revenue lift;
where clinical outcomes drive the case, add cost-effectiveness (e.g., € per QALY).
Track all items against a pre-go-live baseline in a benefits register aligned with the
Quadruple Aim so that payback and NPV become visible month by month.
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In Germany, the introduction of reimbursable digital services (e.g., DiGA on
prescription) has been a step toward economic sustainability. These digital health
applications can be prescribed by physicians and reimbursed by statutory health
insurance companies, which secures them a permanent place in standard care. No
comparable structure exists for hospitals as yet: digital innovations such as patient
portals, Al-based assistance systems, or digital pathway documentation are often
only financed through temporary project budgets or special funding (e.g., KHZG).
To ensure that these solutions do not expire at the end of the project, but can be oper-
ated, maintained, and further developed on a solid basis, reliable and predictable
financing mechanisms are required within the framework of hospital remuneration.
One possibility would be mandatory refinancing via DRG surcharges or flat-rate
allowances for digital infrastructure [40].

Such structural anchoring would not only promote economic sustainability but
also create an incentive for hospitals to invest in digital excellence. Cross-
institutional initiatives, such as joint platform solutions or regionally coordinated
data rooms, should also become eligible for funding and billing in the future. They
not only enable economies of scale, but also strengthen cross-sector care and digital
resilience in the healthcare system as a whole.

Finally, hospitals should focus on flexibility: the digital landscape is evolving
rapidly (keywords: Al IoT, personalized medicine). Sustainable strategies therefore
involve adaptability—successful institutions create a culture of learning and adapta-
tion. Pilot projects are deliberately kept small, but scaled up quickly if successful.
This is precisely where a shortcoming in the German hospital system becomes
apparent: innovation cycles are often too long to keep pace with the international
speed of digital transformation. Procedures are complex, project approvals are
lengthy, and decision-making processes are often too hierarchical to allow for rapid
iterations.

That is why framework conditions are needed that allow successful solutions to
be scaled up quickly, both within individual institutions and across different provid-
ers. This requires not only more courage to prioritize, but also adapted funding
mechanisms, agile governance structures, and digital test environments with short
response times. Cooperation models such as the medical informatics initiative with
university data integration centers show how joint learning and coordinated action
can accelerate this process [41].

Taking these factors into account, including institutional learning, feedback
loops, governance, and user acceptance, significantly increases the chances of suc-
cess for digital transformation.
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9.1 Introduction

The healthcare sector is undergoing a profound transformation driven by demo-
graphic shifts [1], rising patient expectations, sustainability imperatives, and finan-
cial pressures. Hospitals are increasingly expected to deliver high-quality care with
fewer resources, while simultaneously improving operational efficiency, staff pro-
ductivity, and environmental performance [2]. WHO projected a shortfall of 11 mil-
lion health workers by 2030 [3]. This shortage underscores the need for digital
health solutions that enhance efficiency and enable task-shifting while maintaining
quality of care.

Initially, the concept of a “digital hospital” emerged, primarily focused on tran-
sitioning from paper-based systems to electronic health records (EHRs) [4]. As the
focus broadened beyond mere digitization to encompass improved care, health out-
comes, and cost reduction [5], the term “digital” started to evolve into “smart” [6],
signaling a new era of integrating advanced technologies for more intelligent opera-
tions [7]. In context of this comprehensive data utilization and technological inte-
gration, the concept of the “smart hospital” has emerged as a strategic imperative.

Another increasingly vital dimension in the understanding of smart hospitals is
their resilience. This perspective is notably championed by the Pan American Health
Organization (PAHO), which has integrated its Smart Hospital project into the
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broader Resilient Hospital program. PAHO defines a resilient hospital as “a safe,
smart, and inclusive facility that is flexible and adaptable to transform and learn,
through mitigation, preparedness, response, and recovery, within a multi-hazard
approach and based on a strategic risk assessment [8]. This definition expands the
conventional view of hospitals, beyond their roles in public health, significant gov-
ernment expenditure, or CO, emissions, to recognize them as threatened critical
infrastructure. Consequently, “smartness” and “flexibility” emerge as essential
requirements for ensuring their resilience and preparedness against a multitude of
hazards, including the latest potential threats such as geopolitical conflicts.

This chapter explores the frameworks and strategies for adopting digital health
solutions in hospital settings, focusing on implementation from a supplier
perspective.

9.2 The Case for Smart Hospitals
9.2.1 Four Steps to Becoming a Smart Hospital

Hospitals are facing diverse challenges such as aging populations, staff shortages,
cost pressures, and sustainability demands. Traditional infrastructure is ill equipped
to meet these evolving needs. A smart hospital offers a solution by integrating digi-
tal technologies to enhance patient outcomes, streamline operations, and reduce
environmental impact.

Technically, smart hospitals are characterized by their robust data integration
capabilities, enabling them to collect, analyze, and act on data from diverse sources,
including clinical data from medical devices, administrative data from information
technology infrastructure (IT), and building management data from operational
technology systems (OT) [9]. This data-driven approach enables predictive mainte-
nance, real-time asset tracking, personalized patient experiences, and optimized
resource utilization. The transformation is not merely technological. It also repre-
sents a profound change management challenge affecting both organizational cul-
ture and operational processes. It requires rethinking of workflows, stakeholder
engagement, and infrastructure design.

Digital technologies have quickly become an enabler for positive change within
many different areas of healthcare and hospitals are no exception. Becoming a
“smart hospital” has far reaching benefits from improved energy efficiency to
reduced waste and increased staff productivity.

However, the digitalization of an entire hospital is a complex undertaking, and
one that doesn’t happen overnight. It is a journey with many steps along the way, but
which is grounded in deploying future-proof technology that can adapt as tech natu-
rally evolves.

9.2.1.1 Embarking on a Digital Revolution
Digitalization can automate and enhance many aspects of a hospital’s infrastructure
that impacts day-to-day operations across three main areas:
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* Clinical operations, which can be improved by streamlining workflows, diagnos-
tics and therapies which not only boosts staff productivity but has the potential to
improve the delivery of healthcare services.

» Hospital operations, such as logistics and admin, which can be time consuming
for staff and hinder their productivity.

¢ Building technology, which can manage the energy efficiency and automation of
building structures, supporting cost and sustainability goals.

That last point—sustainability—is a critical driver for the digitalization of hospi-
tals, as they currently account for ~5% of the world’s carbon emissions [10].
Bringing that number down is a top concern for hospital CEOs.

In a compelling demonstration of energy efficiency, a study conducted in 2022
revealed that hospitals implementing Al systems for operating room optimization
achieved a 25% reduction in energy consumption [3]. Another article states that Al
is already helping companies reduce energy use by up to 60% [11]. This outcome
highlights how comprehensive digitalization can significantly lower energy foot-
prints across healthcare facilities, so that delivering great care doesn’t come at the
expense of the planet’s finite resources. For all these reasons and more, digitaliza-
tion is quickly becoming more than a “nice to have”; it’s an essential travel compan-
ion on the road to net zero.

9.2.1.2 A Roadmap for Digitalization
One concern frequently mentioned is that people don’t know where to start with
digital transformation, and this is why that should be seen as a journey.
Traditionally, hospitals have been run in a way where buildings were operated
reactively; solutions were based onsite; and control over the different elements,
such as lighting, heating, and cooling, were siloed. Bringing all these operations
together into one “smart” system would be difficult, as the building’s infrastructure
doesn’t “talk” or feed into an integrated control system.

Stage 1: Connected Hospital
The first step from traditional to automated begins with getting connected by imple-
menting basic sensor networks throughout the hospital facility. This means install-
ing environmental sensors (temperature, humidity, air quality), occupancy sensors,
and equipment monitors that can collect real-time data. Here it is key to prioritize
sensors that integrate through shared and common protocols rather than “closed” or
proprietary systems in order to ensure interoperability and limit interface costs.
Given the scale and complexity of hospital infrastructures, the initial implemen-
tation phase often appears challenging, so an important first step for a hospital
would be to identify high-impact areas, e.g., operating theaters, patient rooms, phar-
macies, and critical equipment storage, where environmental conditions directly
impact care quality and energy usage. Even a network of a few dozens of strategi-
cally placed sensors can provide valuable insights to begin a hospital’s innovation
journey. Furthermore, empowering patients with direct control over their immediate
environment, for example, through a bedside entertainment and communication
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terminal that manages lighting, window shades, temperature, and potentially venti-
lation, enhances well-being and alleviates staff workload. Infopoints and digital reg-
istration terminals reduce waiting times while improving patient experience,
especially if pre-registration from home is already possible.

Stage 2: Automated Hospital

Building on a sensor foundation, the next stage involves creating automated
responses to the data being collected. At this level, the building management sys-
tems begin to communicate with each other through software platforms that connect
between different systems.

For example, when occupancy sensors detect an empty room, automated systems
adjust lighting, temperature, and ventilation accordingly. Simple scheduling auto-
mation can reduce energy consumption significantly while maintaining optimal
conditions when spaces are in use. Real-time location services (RTLS) [12] can
track the availability of clean beds within a pre-defined area; upon the removal of a
bed from this area for patient use, a logistics request for a replacement can be auto-
matically initiated.

This stage also involves implementing basic predictive maintenance alerts for
critical infrastructure to prevent failures before they impact operations.

Stage 3: Smart Hospital

Once the building infrastructure is automated, the necessary foundations are in
place to become a smart hospital. Success hinges on one critical factor: interopera-
bility. The ability to connect devices means that all components can meaningfully
exchange and interpret data through an open protocol.

For instance, the efficiency of hospital logistics utilizing autonomously guided
vehicles (AGVs) is significantly enhanced when logistics requests are automatically
generated from the hospital information system’s surgery schedule. Furthermore,
AGVs can leverage real-time location system (RTLS) IoT sensors for navigation,
integrate with the building management system for elevator control, and optimize
charging based on surplus solar power and remaining transportation capacity, all
orchestrated by a central fleet and charging management system. Ultimately, smart
hospitals harness this integrated data from building infrastructure to generate pre-
dictive and prescriptive insights, thereby optimizing overall hospital operations and
facility management.

Stage 4: Autonomous Hospital

The next phase of the journey is one where hospitals evolve into autonomous facili-
ties, driven by real-time insights from connected, aggregated data and robust
Industrial AI. While this remains a forward-looking aspiration rather than current
reality, it represents the ultimate destination on the digital transformation roadmap.
Some aspects of this vision are already a reality with Al-powered insights that help
buildings adapt autonomously to changes in use or provide predictive maintenance
recommendations to maximize uptime and minimize disruption to care. Moreover,
the integration of functional Digital Twins, built upon Building Information
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Modeling (BIM) data, can establish a “Lifecycle Twin.” Such a twin not only facili-
tates process simulations for proactive planning but also supports continuous adap-
tation of operational processes.

9.2.2 A Helping Hand for Financing and Implementation

While the benefits of becoming a smart hospital are clear, the financial investment
required can seem daunting innovative financing models (e.g., outcome-based
financing or digital infrastructure leasing) represent crucial enablers for smart hos-
pital implementation. Unlike traditional capital funding models, smart healthcare
finance provides flexible options that align with individual digital maturity jour-
neys, helping institutions better manage resources, reduce costs, embrace efficiency,
and ultimately create a healthier future for all.

The challenges of transformation extend beyond finance. Investing in smart
building technology can be a complex undertaking if in-house digitalization exper-
tise, to make the right decisions for a hospital, isn’t available. With more than 70%
of digital transformation initiatives falling short on their objectives [13], it’s essen-
tial to work with experienced partners who will be a compass, ensuring the hospital
always heads in the right direction on its digitalization journey.

The future of hospitals is undoubtedly digital, and a digital transformation jour-
ney is needed to meet the complex challenges in healthcare. This journey becomes
less daunting when approached collaboratively, holistically, and in manageable
steps, understanding that meaningful transformation takes time.

9.3 Business Case and Return of Investment

The business case for smart hospital adoption is compelling. It was demonstrated
that digital health solutions can deliver a return on investment within one year for
new buildings and within two years for retrofitted facilities [ 14]. Key drivers include
energy savings from smart lighting and HVAC systems, space optimization through
data-driven planning, and workflow efficiency enabled by automation. These
improvements not only reduce costs but also enhance revenue potential by increas-
ing patient throughput and minimizing administrative overhead. Quantitative bene-
fits include reduced CO: emissions [15], increased bed capacity, and improved
compliance with hygiene protocols.

Real-world implementations underscore the effectiveness of this supplier-led
approach. At Sint Maarten Hospital in Belgium [16], a single integrated build-
ing management system coordinates power, security, and environmental con-
trols, creating a responsive and resilient care environment. At Ankara City
Hospital in Tiirkiye [17], one of the largest hospital campuses globally, one
command center manages over 800,000 data points across 22 subsystems, ensur-
ing operational continuity and safety at scale. Kantonsspital Baden [18], a
brand-new hospital in Switzerland, became the country’s smartest hospital when
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it opened in 2025. Industry players worked in partnership with the hospital’s
development team to create a unique offer which uses digital tools and services
to build an IoT platform in which solutions to specific challenges can be tai-
lored, added, and scaled as they arise. Together they have delivered a custom-
ized IoT smart hospital platform which uses 2000 asset tags and 7000 IoT
sensors to help patients and staff find their way around the hospital using app-
based navigation, and a real-time location service to keep track of critical assets,
such as beds and wheelchairs [19, 20].

94 Conclusion

These examples illustrate how digital transformation, when guided by a strategic
framework and executed in partnership with experienced suppliers, can fundamen-
tally reshape hospital operations. By aligning infrastructure modernization with
clinical and operational goals, hospitals can navigate current challenges while posi-
tioning themselves for future success.

The adoption of digital health solutions in hospital settings requires more than
technology. It demands a comprehensive framework that addresses complexity, fos-
ters collaboration, and delivers measurable outcomes. By aligning infrastructure
modernization with strategic goals, hospitals can navigate the challenges of today
while preparing for the demands of tomorrow.
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10.1 Al-Supported Diagnostics in Outpatient Care

In medical practices, classic heuristic questions are frequently observed, which are
characteristic in their recurrence in everyday working life. Heuristics are defined as
cognitive strategies that enable quick decisions to be made or problems to be solved
in uncertain or complex situations. This is particularly relevant in the context of
medical diagnoses. The likelihood that the practitioner will come up with a particu-
lar problem-solving strategy is influenced by the internal cognitive availability of
the diagnosis and by distorted perceptions of patients due to their external circum-
stances. Doctors tend to rely on a specific solution approach when making a diagno-
sis and tend to place more trust in the diagnoses of their superiors than in their own
beliefs [1]. Stress, lack of time, fatigue, and overload further exacerbate the prob-
lems and thus make it difficult to systematically collate the diagnostic data col-
lected. AI can help address the challenges described above in diagnostics and
treatment decisions by analyzing all available data on a treated person and, if neces-
sary, comparing it with scientific literature [2]. It offers a “second opinion,” ques-
tions clinical decisions, or points out when important information or connections
may not have been taken into account. Algorithms that aim to support decision-
making in the areas of diagnosis and therapy are referred to as clinical decision
support systems [3].

Imaging techniques play an essential role in medical diagnostics in almost all
specialist areas. The higher flow rate of diagnostics with the same staffing levels
during the same period currently poses a structural challenge for the field of radiol-
ogy both in clinical and private practice settings. Added to this is the requirement
for precise diagnosis of particularly small abnormalities and the exact estimation of
three-dimensional extensions with increasing image quality. This is where image
analysis software tools come in, which use Al to support the evaluation of X-ray,
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CT, and MRI images. Despite the ongoing digital transformation in Germany and
increasing digitalization in healthcare, the development of trustworthy Al in the
field of medical imaging often proves difficult, as only small amounts of data (little
data) are available, especially in the case of rare diseases. For the development and
evaluation of Al models, extensive amounts of data (big data) are essential to ensure
high precision and reliability of Al decisions [4].

FAST (feedback-guided automation of sub-tasks), a project run by the Fraunhofer
Institute, has the aim of finding a solution to these problems, to automate decisions,
and therefore processes, using an Al component. FAST essentially consists of two
components: an Al component making predictions about the captured images, and
a second component quantifying the reliability of these predictions and thus decid-
ing which data can be processed automatically. The central question is how an Al
model can be trained to enable reliable predictions even when only limited training
data is available. To this end, FAST introduces the concept of “subproblems.” A
subproblem is defined by the training data that the system can learn early on and by
a significantly smaller number of examples than would be required for the overall
problem [5].

As part of the project “Highly Reliable QC-Based Artificial Intelligence for
Medical Diagnosis Tasks,” which is being carried out in collaboration with the
Medical Centre of Ludwig Maximilian University in Munich, Fraunhofer IKS is
gaining to optimize medical diagnosis through the use of hybrid quantum comput-
ing-based machine learning models. The hybrid approach, which combines quan-
tum technology and classical methods, offers the advantage that a NISQ (Noisy
Intermediate-Scale Quantum) quantum computer can be used for this purpose [6].
The current quantum computing approaches have the potential to bring about sig-
nificant progress in the field of Al-supported diagnostic processes. Therefore, quan-
tum computing has the potential to train Al more efficiently in medical diagnostics.
This enables more accurate diagnoses, even when data are limited [6].

Another area of application for Al-supported diagnostics is dermatology due to
skin cancer diagnosis. Melanoma is responsible for most skin cancer-related deaths
worldwide. However, distinguishing between early-stage melanoma and other skin
tumors proves difficult. Recent advances in Al-based diagnostic support systems
have the potential to help dermatologists diagnose melanoma and birthmarks more
accurately by presenting them with digitized images of suspicious lesions. Doctors
strive to understand the characteristics that determine the results of Al systems, as
they ultimately bear primary responsibility for the diagnosis. Judgments made in
relation to Al-based systems must be traceable with regard to the selection param-
eters applied. The objective was therefore to design a support system that is tailored
to the perspective of dermatologists in the context of melanoma diagnosis and
explains their decision-making process. The development of explainable Al (XAI)
aimed to strengthen user confidence in Al support. XAl is the ability of Al systems
to provide clear and understandable explanations for their actions and decisions
[7-9]. Its central goal is to make the behavior of these systems understandable to
humans by elucidating the underlying mechanisms of their decision-making pro-
cesses. The Al is capable of providing dermatologically plausible explanations, as it
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refers to the characteristics of specific, individual zones of the lesion. A three-phase
study examined the impact on diagnostic accuracy, diagnostic certainty, and derma-
tologists’ confidence in the explanatory system. Over a hundred dermatologists
from 33 different countries participated in the randomized study. The doctors diag-
nosed a test panel of digitized images of various lesions three times—based on their
experience alone, with the support of a conventional Al system and with the
XAI. Previous studies have already documented that the use of an Al system
increases diagnostic accuracy in the detection of melanoma. While Al systems
improved melanoma detection accuracy, adding XAl primarily enhanced clinicians’
confidence rather than diagnostic accuracy. The use of Al technology also improved
dermatologists’ confidence in their own decisions, with the increase being even
more pronounced when using the XAI system. It was found that the confidence of
physicians in their own diagnoses was highly dependent on the consistency of their
decision criteria with those listed by the X Al. The results demonstrate that XAl can
optimize the diagnostic confidence of clinicians and has the potential to increase the
acceptance of Al methods among physicians. According to the European General
Data Protection Regulation, the interpretation of decisions relevant to the end user
that are based on algorithms is mandatory. This is significant for the successful use
of Al-based software in dermatology [10, 11].

Although Al is becoming increasingly widespread, many of these systems func-
tion in ways that are disadvantageous to users. In the complex world of Al systems,
even the providers of these systems are often unable to adequately interpret and
understand the decisions and results of the systems they have developed. This phe-
nomenon is known as the “black box” effect [12-14].

10.2 Optimizing Workflows and Practice
Management with Al

The use of Al has the potential to support a wide range of work processes in medical
practices [15]. It should be noted that this technology does not replace the expertise
of a medical professional or human contact. Rather, it helps to make routine and
analytical tasks more efficient. As a result, more time is available for patient care.
This idea becomes even more striking considering, that, in average, over 50% of the
time spent by established colleagues is taken with administrative tasks. The follow-
ing areas are particularly relevant in this context:

10.2.1 Patient Communication and Appointment Management

Al-supported chat or telephone assistants answer frequently asked questions, take
prescription requests, and can guide patients to some available appointments. They
are reachable around the clock and can handle simple requests independently.
Currently, Al benefits practices mainly in easily delegated organizational tasks.
However, full automation of complex practice planning is not yet feasible due to
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inconsistent workflows. This circumstance is due to the inconsistency of the organi-
zational structures, which consequently cannot be reliably mapped. Another part of
Al-optimized practice management is an online reception which offers patients
questionnaires download. Patients can fill out their medical history online at home
before they enter the office physically. Al processes the uploaded data and integrates
it into the practice software for more effectivity.

10.2.2 Scheduling and Reminding

Al efficiently assigns appointments, takes into account capacity utilization, no-
show forecasts, and reminds patients of follow-up appointments in good time. There
is the option of sending approved treatment and cost plans to both, patients and the
treating practice, using Al and messenger services. This has the advantage of avoid-
ing time-consuming search processes and high administrative costs, which are com-
mon in larger practices. Patients are simultaneously notified via a messaging service
that their desired treatment can begin and are asked to make an appointment there-
fore. Al systems are capable of analyzing findings and laboratory values, extracting
essential information and assisting with correct coding and billing. Automated fol-
low-up reminders serve as a tool for increasing compliance by informing patients
about checkups, vaccinations, and recall intervals. In everyday practice, automated
patient recall helps to reduce the administrative burden on the practice. Patients are
identified using an algorithm that filters out those patients who are due for their next
preventive checkup and then contacts them.

10.2.3 Organization Management, Resources, Costs

In the organizational area of a practice, Al can help to increase the efficiency of
resource allocation. By automating routine tasks and prioritizing tasks according to
their availability, Al can help tailor the use of staff and premises to specific needs. It
is evident that speech-processing programs and Al assistants make a significant
contribution to the optimization of documentation processes. They support the tran-
scription of patient consultations and enable the automated transfer of relevant con-
tent to electronic patient records.

In the area of practice organization, Al-based systems can identify material
shortages and initiate automated, timely reordering. This has the advantage of not
only avoiding a high administrative burden but also maintaining a cost- and benefit-
optimized warehouse that always keeps an eye on demand. Time-consuming inven-
tories are therefore no longer necessary.

The optimization of work processes in medical practices through the use of Al is
particularly evident in the automation of routine tasks, accelerated access to infor-
mation, and support in diagnostics and therapy. The software relieves staff of the
burden of scheduling appointments, documentation, coding and patient communi-
cation. At the same time, data protection, quality control, and medical responsibility
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are essential elements of the medical profession. Al systems generate suggestions
and offer support, particularly in the administrative area. This leads to significant
time savings, allowing doctors to spend more time treating their patients.

10.2.4 Alin Modern Dental Practices

Intraoral scanners have been an established part of dentistry for many years
now, replacing traditional methods of taking impressions of teeth using impres-
sion material. Al-supported intraoral scanners are characterized by their combi-
nation of high-resolution optical capture and intelligent algorithms. These
systems go beyond mere “digital impressions” and offer significant advantages
for the treatment team and patients. Modern scanners are user-friendly, wireless
and can be easily integrated into existing workflows. Thanks to the Al used, the
scanner easily returns to its original task even after interruptions in recording or
replacing the battery. Digital recording replaces manual mixing of impression
material and plaster models. Data can be sent directly to the dental laboratory,
significantly reducing production times for restorations. Al-based CAD/CAM
(computer-aided design/computer-aided manufacturing) software recognizes
anatomical structures and automatically leads to creating restorations or drilling
templates. This enables fast design and production processes, so that, for exam-
ple, a complete “smile design” can be discussed with the patient within an hour.
Intraoral scanners generate a precise 3D model in a fraction of a second, which
Al analyzes in real time and filters out even the smallest deviations. This ensures
excellent precision of the images even in areas that are difficult to access. From
the patient’s point of view, the main advantage is the noninvasive generation of
image data, which does not pose any challenges for them, because there are no
uncomfortable impression trays or gagging, which anxious patients in particular
find reassuring. Patients immediately see a 3D model of their teeth, realistic
visualizations, and treatment simulations, which facilitate decision-making and
increase confidence.

The use of Al-based intraoral scanners streamlines the workflow, as these devices
automatically process data, reduce sources of error, and enable rapid transfer to
digital manufacturing systems. Early detection of caries and automatic planning
contribute to improving diagnostic accuracy and the quality of dental prostheses.
For patients, the examinations offer advantages in terms of comfort, speed, and
clear visualizations. In addition, patient anxiety is reduced and cooperation with the
treatment team is promoted.

In dental technology, CAD/CAM programs based on deep learning algorithms
enable the automated recognition of structures and the generation of design propos-
als for crowns, bridges, and splints. In addition, the available algorithm technology
allows morphological duplicates to be created. The acceleration of the dental pros-
thesis production process, increased patient satisfaction, and the reduction of man-
ual errors on the part of dental technicians are significant advantages associated
with the digital manufacturing process [16].
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10.2.5 Cost-Benefit Analysis for Small-
and Medium-Sized Practices

The economic viability of investments in Al for small- and medium-sized practices
depends on the intended areas of application, the costs, and the resources of the
practice. The following facts contribute to the benefit assessment:

Efficiency gains—One of the most important strengths of Al is the automation of
routine tasks.

Greater diagnostic certainty and targeted treatment—ALI algorithms analyze intra-
oral scans, X-ray, and CT images in real time; detect subtle patterns, and provide
early indications of caries, periodontitis, or other anomalies.

Greater patient comfort and higher acceptance—Contactless digital impressions
prevent gagging and breathing difficulties.

Increasing affordability—According to market observations, modern scanners are
smaller, wireless, and significantly cheaper than they were just a few years ago.

Relieving staff in times of skilled worker shortages—Automated assistance systems
can handle the flood of calls per day at the practice and relieve the existing staff,
leaving more time for patient care.

Al systems involve initial acquisition and licensing costs as well as training for
the team [17].

10.2.6 Evaluation for Small- and Medium-Sized Practices

In short term, practices with limited staff will benefit particularly from telephone
assistants, automated appointment scheduling, and digital documentation. The
implementation of these applications involves low costs and results in a rapid,
noticeable reduction in workload and an improvement in quality.

It can be assumed that an Al-supported intraoral scanner will have a significant
impact on treatment quality in the medium term and will lead to an increase in rev-
enue. The purchase involves higher costs, but leads to time savings once the work-
flow within the practice has been optimized.

In the long term, the digitalization of the practice promises a competitive advan-
tage: efficiency, modern treatment, and positive patient experiences strengthen the
reputation and increase utilization.

For a large number of small- and medium-sized dental practices, investing in Al
will prove profitable, provided that it is designed to meet their needs and that staff
receive adequate training. The benefits are particularly evident in the form of time
savings, optimized diagnostics, and increased patient satisfaction.
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10.3 Interoperability and Data Integration
in Ambulatory Settings

The digital transformation of a medical practice involves more than just implement-
ing new devices. Rather, it requires the seamless integration of practice manage-
ment, diagnostics, and laboratory services. In practical application, three significant
barriers to integration become apparent:

10.3.1 Practice Management

The current software landscape is highly fragmented and characterized by poor
interoperability. A significant number of digital applications, such as online appoint-
ment booking, telemedicine, and e-prescription systems, are usually implemented
separately from the primary practice software, as interfaces are often not integrated.
Although proprietary interfaces exist for individual applications, duplicate data
entry or manual transfer of to-dos into the practice software is usually the norm.
Appointments booked via an online reception desk often have to be entered manu-
ally into the main calendar. Manual entry of e-prescriptions and electronic certifi-
cates of incapacity for work (e AU) is also frequently required. There is no universally
applicable set of rules that clearly defines interoperability between the various IT
solutions used in medical practices. In the outpatient sector, there are currently no
legally prescribed interfaces such as those specified by the ISiK standards for
hospitals.
The widespread opening up of practice software as a game changer:

Some providers apparently intend to open up their systems to other applications via
an FHIR-based standard interface [18].

Until these interfaces are implemented and certified across the board, practices will
continue to be forced to work with proprietary solutions and manual processes.

The following must be taken into account with regard to personnel and legal
requirements:

In addition to technical interfaces, the digital competence of personnel poses a sig-
nificant challenge. In many cases, there is a lack of training measures that enable
the efficient use of new systems.

Furthermore, the applicable data protection and telematics requirements must be
taken into account, such as gematik approval of components.

10.3.2 Medical Imaging

Integrating medical technology requires modern practice management solutions
that offer interfaces for connecting ultrasound, endoscopy, and digital X-ray
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systems. In practical application, however, technical integration of the devices, con-
figuration of data transfers, and training of staff are necessary. This requires a great
deal of effort and specific IT expertise.

With regard to data formats and system selection, the following should be noted:

In dentistry, it is essential that digital scanners and imaging systems are compatible
with the software used in the laboratory. The appropriate selection of software
and ensuring system compatibility, particularly in the context of data exchange
between the practice and the laboratory or between the scanner and in-house
production, is therefore of significant importance for a smooth digital process.

Open versus closed systems:

Open imaging systems export standard formats such as STL (Standard Triangle
Language) or DICOM (Digital Imaging and Communications in Medicine),
enabling further processing in third-party software. However, it should be noted
that some manufacturers encode their “open” files so that they only work with
their own software.

Closed systems work well internally, but tie the practice to one provider and make
it harder to integrate with external programs.

10.3.3 (Dental) Laboratory Connection

The harmonization of interfaces is of essential importance. In the context of trans-
ferring digital impressions or laboratory orders in dental offices, it is essential that
the relevant file (e.g., in STL format) can be imported directly into the laboratory’s
CAD software. Subsequently, after the design has been completed, a corresponding
transfer file is transferred to the CAM software. To ensure optimal results, the har-
monization of interfaces is of crucial importance. This means that the data from the
intraoral scanner must be compatible with the CAD software in the laboratory. In
traditional medical practices, the interfaces of the practice management software
should be compatible with all external data that is to be imported. Under optimal
conditions, the data can then be imported directly into the patient file and stored
there in a personalized manner.

10.3.4 ePA—Opportunities and Risks

The electronic patient record (ePA) is a central component of the German healthcare
system’s digitalization strategy. Like a digital health folder, it is intended to make
findings, doctor’s letters, X-ray images, and medication plans available in one place.
For private practices, this presents opportunities, but also risks in terms of data inte-
gration and interoperability.

Advantages for interoperability and practice workflow:
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The centralization of information and the avoidance of duplicate examinations are
key objectives pursued by the ePA. With the consent of the insured, doctors have
the opportunity to view all relevant documents. This eliminates the need for
duplicate examinations and makes the exchange of treatment data on paper or by
fax superfluous.

The flow of information in the context of referrals and emergencies has been opti-
mized. In the event of a referral to a specialist, the specialist is able to view the
existing documents in the ePA and add their own report.

In an emergency, important information is immediately available, which increases
patient safety.

According to the Federal Ministry of Health, the ePA will be expanded to include a
digital medication plan starting in 2025. This measure aims to improve the detec-
tion of drug interactions and facilitate the management of electronic
prescriptions.

The resulting time savings and patient involvement are significant advantages.
Patients no longer have to collect paper files and have access to their health data
at any time. In addition, they can obtain second opinions more easily and change
doctors more simply. For medical practices, this means less effort in taking medi-
cal histories and more efficient documentation.

10.3.5 Risks and Challenges

Data security and technical infrastructure—Data protection experts point out that
the central storage of sensitive health data is an attractive target for attacks. In 2024,
the Chaos Computer Club generated a significant number of access keys that can be
traced back to security vulnerabilities. Although the data in the telematics infra-
structure is encrypted and only approved file formats are used, there is still a resid-
ual risk of hacking or misuse. Fragmentation and a lack of standardization pose
significant challenges. The Federation of German Consumer Organisations criti-
cizes the fact that each of the 95 health insurance companies offers its own ePA app.
This results in high resource expenditure and information deficits for consumers.
Numerous digital applications are used in doctors’ offices that are operated sepa-
rately from the practice software. This means that information from online recep-
tion, telemedicine, or eAU must be transferred manually. As long as no binding,
standardized interfaces are established, the aspects of interoperability and continu-
ous workflow remain a challenge. There are technical and organizational obstacles
that can interfere with smooth access to the ePA. For example, a stable internet
connection is required to access the electronic patient record. In addition, up-to-date
practice software is crucial to ensure data integrity and security. It should be noted
that system failures or a slower internet connection can make access difficult. For
doctors, the ePA offers the possibility of optimized networking. The electronic shar-
ing of findings, X-ray images, and medication plans between different medical dis-
ciplines makes it possible to avoid duplicate examinations and improve patient care.
This results in a significant improvement in the quality of treatment and the exchange
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of information. At the same time, practices are confronted with technical and orga-
nizational challenges: the absence of standards for connecting practice administra-
tion, imaging, and laboratories complicates integration and data protection.
Successful use of the ePA requires investment in a secure IT infrastructure, training
for the practice team and a willingness to establish new processes.

10.4 Lessons Learned

Experience gained in the first few years of using Al systems shows that their poten-
tial is considered to be enormous, but that a number of prerequisites and framework
conditions are necessary for successful implementation. Several lessons can be
learned from the steps taken so far [19]:

The potential has been recognized, but its use is still selective. A Bitkom survey
conducted in May 2025 among more than 600 doctors shows that Al is already
being used in one in seven practices. Nearly, 12% of respondents use it to support
diagnoses and 8% in practice management.

A recent study has shown that 78% of doctors consider Al to be a significant oppor-
tunity and are calling for targeted promotion.

However, the available usage figures suggest that widespread use in the outpatient
sector is still in its infancy [20].

Interoperability and data integration are identified as key challenges. In many prac-
tices, digital services (online reception, eAU, telemedicine) are currently still
operated separately from the practice software, which requires manual transfers.

Although open standards such as FHIR are the subject of discussion, they are still in
the development phase in the outpatient sector.

The lack of interfaces is a significant factor limiting the benefits of Al. In order to
ensure efficient linking of data from imaging, administrative software, and labo-
ratories, it is necessary to establish interoperable systems and binding interfaces.

The quality of the data is crucial to the quality of the Al. Fraunhofer IKS empha-
sizes that the data set is the most time-consuming aspect of an Al project. Small data
sets, multimedia data, and distributed data requiring protection require special
approaches such as federated learning. Incorrect or incomplete data can cause
uncertainties and bias in the models. An important lesson is therefore that practices
must structure their data collection and ensure data quality before Al algorithms can
be used effectively. The present Bitkom study shows that although 68% of doctors
are generally open to electronic patient records, 77% feel insufficiently prepared for
their use. This can be attributed to a lack of digital competence and training among
staff. To realize AI’s potential, training and workflow redesign should precede or
accompany implementation rather than follow it. This usually does not lead to a
reduction in workload, but rather to an increase in effort. The integration of Al into
the workflow is therefore essential. Staff must be able to both understand and oper-
ate the systems. Ensuring data security and the legal framework are key aspects.
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Security breaches, such as those that have occurred with electronic patient records,
highlight the importance of robust protective measures. The future implementation
of the EU Al Act and national data protection rules will have a significant impact on
the success of the digital transformation.
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11.1 Introduction

Digital transformation has become a defining feature of modern health systems. The
integration of mobile health technologies, artificial intelligence, and patient-driven
digital tools into care processes has created both opportunities and challenges for
health policy. At the center of this transformation lies the question of how digital
health applications can strengthen patient autonomy, improve access to care, and
deliver measurable outcomes under the constraints of solidarity-based health financ-
ing [1, 2]. Germany was the first country worldwide to systematically include digi-
tal health applications (World Health Organization 2021, Digitale
Gesundheitsanwendungen, DiGA) in statutory health insurance coverage. Since the
adoption of the Digitale-Versorgung-Gesetz (DVG) in 2019, insured persons have
been legally entitled to reimbursement of listed DiGA, creating a unique framework
for innovation and patient empowerment [3]. The German DiGA model has thus
become a reference point for international health systems, inspiring similar
approaches in the countries France and Belgium [9, 10]. This chapter examines
patient-centric approaches to digital health from the perspective of payers, with a
specific focus on the development and utilization of DiGA. Section 11.2 outlines the
policy frameworks that govern access and reimbursement, while Sect. 11.3 analyzes
strategic approaches to digital transformation in healthcare. Section 11.4 traces the
evolution of DiGA from pilot projects to national infrastructure, and Section 11.5
explores utilization patterns and associated challenges. Finally, Section 11.6 criti-
cally examines reimbursement mechanisms and payer perspectives, situating the
German model in comparison with other countries including the United Kingdom,
the United States, and European initiatives. By synthesizing policy, strategic, and
financial perspectives, this chapter seeks to highlight both the potential and the
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limitations of digital health reimbursement models. It emphasizes that the sustain-
able integration of digital therapeutics depends on reducing bureaucratic barriers,
aligning incentives across stakeholders, and embedding outcome-based approaches
into broader value-based healthcare strategies [6—8].

11.2 Policy Frameworks

The development and implementation of policy frameworks for digital health appli-
cations illustrate how health systems balance patient rights, regulatory oversight,
and payer sustainability in the context of rapidly evolving innovation. Germany is
the first country worldwide to create a statutory entitlement for digital therapeutics,
guaranteeing reimbursement within the health insurance system [1-3]. Other coun-
tries, such as France, Belgium, the United Kingdom, and the United States, have
taken more selective or fragmented approaches. At the international level, the
European Union has advanced initiatives such as the European Health Data Space
(EHDS) and the Artificial Intelligence Act (Al Act), which provide a broader regu-
latory backdrop for national strategies [14, 15].

The Digitale-Versorgung-Gesetz (DVG, 2019) amended Social Code Book V (§
33a SGB V) to grant insured persons a legal entitlement to reimbursement of digital
health applications once listed in the Federal Institute for Drugs and Medical
Devices (BfArM) directory [2, 3]. Manufacturers of CE-marked medical devices of
risk class I or Ila can apply for the “DiGA Fast-Track,” if they can demonstrate a
positive healthcare effect, which may consist either of direct medical benefit or of
patient-relevant improvements in care processes such as adherence or accessibility
[2]. Provisional listing guarantees reimbursement for twelve months while manu-
facturers generate additional evidence, typically through randomized controlled tri-
als or comparative studies. If evidence is sufficient, permanent listing follows; if
not, the application is removed from the directory [2].

Reimbursement negotiations are carried out with the GKV-Spitzenverband, the
National Association of Statutory Health Insurance Funds. During the first twelve
months after listing, manufacturers may set their own prices. After this period,
prices are negotiated and applied retrospectively. This mechanism ensures rapid
access for patients but also exposes manufacturers to financial risks if repayment
obligations exceed revenues. For payers, the retrospective correction provides bud-
getary security and prevents uncontrolled cost escalation [4].

The German framework must also be situated within the broader European regu-
latory environment. Through the European Health Data Space (EHDS, 2022), pri-
mary and secondary use of health data are standardized, fostering interoperability
across member states [14]. The Al Act, adopted in 2024, introduces a risk-based
classification of artificial intelligence in medical devices, including digital therapeu-
tics, thereby shaping the criteria for compliance and patient safety [15]. Other
European countries have developed frameworks inspired by but distinct from
Germany. France introduced the PECAN procedure in 2023, which allows tempo-
rary reimbursement of digital medical devices for twelve months, conditional on
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evidence of clinical or organizational benefit assessed by the Haute Autorité de
Santé (HAS) [9]. Belgium launched the mHealth Belgium pyramid in 2019, a three-
level certification and reimbursement system that requires compliance with safety
and interoperability standards before reimbursement eligibility is granted [10].
These models reflect a selective adaptation of the German pathway, applying stricter
evidence requirements and more limited budgetary scope.

The United Kingdom has chosen a different solution. Instead of creating a statu-
tory entitlement, the NHS has developed standards under the National Institute for
Health and Care Excellence (NICE), which provide evidence frameworks for digital
health technologies and guide procurement [11]. This centralized approach ensures
quality and safety but limits patient choice, as only centrally approved applications
are reimbursed.

In the United States, the Food and Drug Administration (FDA) provides regula-
tory clearance for digital health applications through its Digital Health Center of
Excellence, but coverage decisions remain fragmented. Medicare reimburses only
specific services such as remote patient monitoring, while private insurers selec-
tively cover certain digital therapeutics [12, 13]. This results in unequal access and
limited scalability, as FDA approval does not guarantee reimbursement.

To enable systematic comparison, Table 11.1 summarizes the key features of five
major policy frameworks.

This comparison shows that Germany remains the only country with a statutory
entitlement embedded in its social insurance system, guaranteeing universal access
once a DiGA is listed. France and Belgium have adopted selective adaptations that
provide temporary or conditional reimbursement. The United Kingdom emphasizes
centralized quality assurance through NICE and NHS procurement, while the
United States illustrates the limitations of a market-driven approach where regula-
tory approval does not translate into systematic reimbursement.

Patient-centric digital health requires that innovation align with patient’s values
and expectations, not only with clinical efficacy. This includes transparent commu-
nication about data use, consent processes adapted to different levels of health lit-
eracy, and safeguards against bias to protect vulnerable groups. Embedding these

Table 11.1 Key features of five major policy frameworks

Country | Policy framework Coverage/reimbursement model

Germany | DVG (2019), DiGAYV, Free pricing 12 months, then negotiated tariff;
DigiG (2024); § 33a & § 134 | retrospective repayment; outcome-based >20%
SGB V from 2026

France PECAN procedure (2023) Temporary reimbursement (12 months),

permanent listing after benefit review

Belgium | mHealth Belgium pyramid 3-level system: safety — interoperability —
(2019-) reimbursement eligibility

UK NICE Evidence Standards Centralized NHS procurement; NHS Apps

(NHS) Framework; NHS Long Library
Term Plan

USA FDA Digital Health Center of | No uniform framework; fragmented coverage

Excellence; Medicare pi lots (Medicare RPM, private insurers)



112 U.l. Wiedemann

principles at policy level strengthens trust, supports informed decision-making, and
facilitates sustained engagement with digital interventions [1, 6, 7].

Operationalizing patient-centricity further entails choice and control for patients,
while preserving clinician-patient relationship, such as preferred communication
channels, feedback intensity, and the degree of automation. Professional guidance
from medical staff underscores the need for explainability and appropriate oversight
so that digital tools complement, rather than replace, clinical judgment [8].

11.3 Strategic Approaches to Digital Transformation
in Healthcare

Germany'’s strategic approach is anchored in the national Digital Health Strategy,
which emphasizes patient-centered use of electronic health records (ePA), interop-
erability, and integration of digital therapeutics [16]. In 2025, all insured persons
received an ePA by default, allowing DiGA use to be directly integrated into patient
records. Health insurers have also piloted digital infrastructures, such as app-based
verification processes for DiGA prescriptions [17]. These initiatives demonstrate
efforts to streamline administration and improve efficiency, although evaluations
show that code issuance still frequently exceeds the legal two-day target [4].

Stakeholder collaboration is essential for governance. In Germany, this includes
the BfArM for directory listing [2], the GKV-Spitzenverband for reimbursement
negotiation [4], and the Kassenirztliche Bundesvereinigung (KBV) for integrating
DiGA prescriptions into the Einheitlicher Bewertungsmaf3stab (EBM), the national
reimbursement catalog [18].

Industry partnerships play an important role in supporting patient-centric digital
transformation. Collaborations between health technology firms, payers, and
research institutions facilitate the validation of applications under real-world condi-
tions, thereby accelerating safe and effective integration into care pathways [19].
Such alliances also enable the co-creation of tools with patient groups, ensuring that
user needs and preferences are embedded from the outset [19]. By combining regu-
latory initiatives with industry-driven innovation, these partnerships can reduce bar-
riers to access and improve usability across diverse patient populations. Evidence
from European validation frameworks illustrates that participatory models contrib-
ute to higher acceptance and sustained engagement, particularly when cultural and
linguistic adaptation is prioritized [10, 11].

Internationally, the NHS emphasizes centralized curation of digital tools, with
NICE providing the evidence standards [11]. This ensures safety and quality but
limits patient choice and flexibility since reimbursement depends on NHS procure-
ment. The United States illustrates a market-driven model. The FDA provides regu-
latory approval [12], but reimbursement decisions are left to Medicare, Medicaid,
and private insurers [13]. Medicare has introduced reimbursement codes for remote
patient monitoring and telehealth, while private insurers selectively cover digital
therapeutics [13].
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These strategic differences reflect national priorities: Germany emphasizes legal
entitlement, the NHS focuses on centralized safety and quality, and the United
States fosters innovation through pluralism but at the cost of inequities in access.
The German case demonstrates how statutory frameworks can accelerate digital
adoption, but also how bureaucracy and financial risks can constrain innovation.
Ultimately, effective digital transformation depends on aligning patient rights, evi-
dence standards, and financial sustainability across stakeholders.

11.4 The Evolution of DiGA: From Pilot Projects to National
Infrastructure and Patient-Centered
Outcomes Measures

The evolution of the development of digital health applications in Germany can be
traced in three phases: early experimentation through pilots, the establishment of a
legal framework via the Digitale-Versorgung-Gesetz (DVG), and the creation of a
national infrastructure integrating digital therapeutics into broader care pathways.

In the initial phase, prior to 2019, digital health applications were predominantly
introduced within the framework of selective contracts and research pilot projects.
Health insurers occasionally financed digital solutions such as telemonitoring pro-
grams for diabetes or mental health apps within limited populations [20, 21]. These
pilots generated valuable insights into feasibility and patient acceptance but lacked
scalability, since each project depended on local arrangements or temporary research
funding. Patients’ access was therefore uneven and restricted to specific insurance
schemes or regions.

The second phase began with the adoption of the DVG in 2019, marking the
transition from fragmented experimentation to a regulated reimbursement pathway
[3]. With the creation of the DiGA directory, digital therapeutics could for the first
time be prescribed nationwide and reimbursed by all statutory health insurers. By
late 2024, 59 DiGA were listed, spanning therapeutic areas such as mental health,
metabolic disorders, musculoskeletal conditions, and sleep medicine [4]. This insti-
tutionalization provided clarity for patients and providers: every insured person
obtained the same legal entitlement once a DiGA was listed. Unlike the earlier pilot
logic, access no longer depended on local insurer initiatives but became part of the
statutory benefits catalogue.

In the third phase, the DiGA pathway evolved into a national digital infrastruc-
ture. By the end of 2024, nearly one million activation codes had been issued [4].
Most of these were prescribed by physicians, underscoring the continued centrality
of medical professionals in the diffusion of DiGA [4]. Usage patterns show that
adoption has been strongest among women and in the 50-64 age group, whereas
uptake among younger adults and men remains lower [4]. Integration into the elec-
tronic patient record (ePA) and electronic prescription (eRezept), mandated by the
2024 Digital Act, represents the next step toward interoperability with other health
services and the foundation for outcome-based reimbursement [5].
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The institutionalization of DiGA has transformed the market landscape for digi-
tal therapeutics. Whereas early pilots were dominated by small startups, the current
system requires increased investment in evidence generation, compliance with data
protection, and negotiation capacities [21]. Several providers have exited the market
due to financial strain, most prominently Aidhere, which declared insolvency in
2023 [22]. Retrospective repayment obligations after tariff negotiations proved
unsustainable for smaller firms. Currently, major technology and pharmaceutical
firms have entered the DiGA market, reflecting an ongoing transition from innova-
tion predominantly driven by startups to a model increasingly shaped by established
corporations [4]. This mirrors patterns in the United States, where FDA-approved
digital therapeutics initially pioneered the field but later faced bankruptcy, only for
larger companies to expand into the space [12, 13].

Germany’s DiGA model has also influenced international policy. France and
Belgium adapted aspects through the PECAN procedure and mHealth pyramid,
respectively [9, 10]. The NHS has drawn on German experiences in shaping its
standards and evidence requirements through the NICE framework [11]. The OECD
has explicitly highlighted DiGA as a benchmark for integrating digital therapeutics
into health technology assessment processes [19]. In the United States, selective
reimbursement pilots by Medicare and private insurers indicate a growing interest
in outcome-based models [13].

Beyond reimbursement pathways, evaluation frameworks increasingly highlight
the importance of patient-centered outcome measures (PCOMs). The evaluation of
digital health applications requires metrics that extend beyond clinical efficacy to
include patient-centered outcomes. These outcomes reflect dimensions such as
quality of life, functional capacity, and symptom relief that are directly relevant to
patients’ daily lives. Traditional clinical trials often rely on surrogate endpoints, yet
evidence suggests that patient-reported outcome measures (PROMs) and patient-
reported experience measures (PREMs) provide a more comprehensive assessment
of digital interventions [23].

International frameworks, such as the Patient-Reported Outcomes Measurement
Information System (PROMIS) and the EQ-5D instrument, have demonstrated fea-
sibility in capturing subjective health states across different conditions [24, 25].
Integrating such tools into the assessment of DiGA ensures that reimbursement
decisions reflect not only cost and safety but also the tangible benefits perceived by
patients. This approach aligns with international trends in value-based healthcare,
where outcomes that matter to patients are considered the benchmark for innova-
tion [26].

From a methodological perspective, embedding PCOMs into DiGA evaluations
presents both opportunities and challenges. On the one hand, digital tools can
streamline data collection through in-app questionnaires and passive monitoring,
enabling real-time outcome assessment. On the other hand, variation in digital lit-
eracy, response biases, and data security concerns require careful consideration to
maintain validity and trust. Nevertheless, applying PCOMs strengthens the link
between innovation and patient well-being, ensuring that DiGA are not evaluated
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solely as technological products but as integral components of patient-centered care
pathways.

The evolution of DiGA demonstrates how digital health applications can move
from isolated pilot projects to system-wide reimbursement and integration. Three
key lessons emerge. First, legal entitlement is decisive: without the DVG, pilots
would likely have remained fragmented and unequal. Second, infrastructure inte-
gration matters: linking DiGA with the eRezept and ePA is essential for sustain-
ability and outcome-based pricing. Third, market sustainability is fragile: while
DiGA have enabled innovation, the combination of high evidence requirements and
repayment obligations threatens smaller providers. Germany’s experience illus-
trates both the possibilities and pitfalls of institutionalizing digital therapeutics, and
its durability will depend on balancing patient-centered access, robust evidence, and
payer sustainability.

11.5 Patterns and Challenges in the Utilization of DiGA by
Insured Populations

By the end of 2024, nearly one million activation codes for digital health applica-
tions (DiGA) had been issued, yet adoption remains highly heterogeneous across
demographic groups, therapeutic areas, and access channels [4]. Analyses reveal
that women make up the majority of users, with the highest uptake among individu-
als aged 50 to 64 years. Younger adults between 18 and 34 as well as older adults
above 65 show substantially lower participation. These patterns are partly explained
by morbidity profiles, since middle-aged adults are more likely to suffer from
chronic conditions such as depression, back pain, or metabolic disorders. Younger
groups, despite their digital affinity, tend to have less medical need, while older
populations face barriers of digital literacy, device access, and usability [6, 7, 21].

The indication-specific distribution of DiGA appears consistent with the demo-
graphic profile. Mental health applications dominate overall usage, followed by
musculoskeletal and metabolic disorders [4, 27]. The strong uptake in mental health
reflects high demand and the suitability of digital cognitive-behavioral interventions
for remote delivery. By contrast, adoption in multimorbid or somatic conditions
remains limited, highlighting difficulties in integrating DiGA into more complex
treatment regimens [21, 27].

Patient access occurs predominantly via prescriptions from physicians and psy-
chotherapists. Surveys indicate that many providers remain cautious, citing con-
cerns about time investment, integration into practice routines, and uncertainty
about patient adherence [27]. Direct requests to insurers account for only a small
fraction of activations. Intended to facilitate patient autonomy, this route is impeded
by procedural bureaucracy (e.g., medical certificates) and by variation in approval
practices across insurers, which in turn generates delays in the distribution of activa-
tion codes [4].

Experiences reported by patients show both benefits and limitations. Many users
value the flexibility and discretion of DiGA, particularly in sensitive areas such as
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mental health, and report improvements in motivation and self-management [21,
27]. At the same time, elevated dropout rates have been observed. A substantial
share of patients discontinue after only a few weeks, citing declining motivation,
lack of support, or technical barriers [28, 29]. For long-term conditions such as
obesity or diabetes, these adherence problems undermine the potential for lasting
health gains. This suggests that DiGA may be most effective when embedded in
blended care models rather than as isolated digital interventions [30, 31].

Equity of access remains a pressing challenge. While all insured persons are
formally entitled to DiGA, actual use is strongly influenced by education, socioeco-
nomic status, and digital literacy [6, 7]. Patients with lower income or language
barriers encounter difficulties in onboarding and navigating app content, creating a
second-level digital divide that risks reproducing existing health inequalities [32,
33]. Addressing these disparities will require targeted outreach strategies, user-
friendly app design, and multilingual support [34, 35].

Addressing these challenges requires not only broader access but also strategies
to sustain patient engagement over time. Sustained engagement with DiGA repre-
sents one of the most critical determinants of their long-term effectiveness. Evidence
from early pilots shows that many patients discontinue use within the first weeks,
limiting potential health benefits despite initial uptake [20, 21]. This pattern mirrors
findings in other digital health contexts, where dropout rates of 40-60% after three
months are not uncommon [28, 29]. Addressing adherence is therefore essential for
ensuring that DiGA deliver measurable improvements in patient outcomes rather
than transient effects.

Several strategies have been proposed to enhance longitudinal engagement.
Behavioral design elements such as reminders, feedback loops, and gamification
can support daily adherence, while personalized goal setting increases perceived
relevance [30]. Moreover, integrating DiGA with professional follow-up, through
dashboards accessible to physicians or teleconsultation interfaces, links patient
activity to clinical care, reinforcing accountability [31]. Studies also suggest that
social support features, including peer communities or caregiver involvement, can
mitigate attrition and foster long-term usage [31].

From a patient-centric perspective, adherence depends not only on motivational
design but also on usability and contextual fit. Complex onboarding procedures,
high cognitive demands, or rigid intervention schedules often reduce engagement,
especially among older adults or patients with multiple chronic conditions [33, 34].
Conversely, adaptive algorithms that adjust intensity, content, or feedback to indi-
vidual preferences show promise in maintaining usage over time [32, 36]. Taken
together, patient-centric DiGA must be designed not as short-lived interventions but
as sustainable components of chronic care pathways, requiring equal attention to
clinical validity and user adherence.

From the perspective of payers, these utilization patterns raise concerns about
scalability and efficiency. Limited uptake among certain groups reduces the cost-
effectiveness of DiGA as a collective benefit, while inconsistent physician engage-
ment and patient adherence complicate outcome measurement, which is central for
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the upcoming value-based reimbursement components [4]. Administrative delays in
code issuance further undermine patient trust in insurers’ digital competence [4].

Addressing these disparities requires a stronger emphasis on equity and usability
in DiGA design. Simplified interfaces, multilingual support, and targeted outreach
can reduce barriers for vulnerable populations, thereby aligning digital health more
closely with patient-centric care principles [6, 7, 34]. Special attention is needed for
older adults, patients with complex chronic conditions, and individuals with limited
digital literacy. Tailored interventions—such as adaptive feedback, integration with
caregiver support, and training resources—help ensure that digital applications do
not widen existing inequalities but instead contribute to more inclusive and equita-
ble healthcare delivery [33, 35].

Yet, even the most engaging design features cannot compensate for limited digi-
tal health literacy, which remains a critical barrier to equitable uptake. Digital health
literacy goes beyond the technical ability to operate an app; it includes the capacity
to access, understand, and critically evaluate health information in order to make
informed decisions. Low digital health literacy has repeatedly been linked to
reduced adoption and weaker adherence, particularly among older adults, socioeco-
nomically disadvantaged groups, and patients with multimorbidity [6, 7, 32].
Without targeted interventions, DiGA risk reinforcing existing inequalities rather
than mitigating them.

Validated instruments such as the Digital Health Literacy Instrument (DHLI) and
the eHealth Literacy Scale (¢HEALS) have provided systematic ways to measure
these skills [33, 34]. European studies reveal marked disparities: younger, higher-
educated users consistently score higher, while older adults and individuals with
limited formal education report significantly lower competencies [35]. These find-
ings underline the importance of addressing digital skills as a precondition for effec-
tive and patient-centered use of DiGA.

Practical strategies to improve digital health literacy include step-by-step
onboarding tutorials, intuitive navigation with low cognitive load, and multilingual
support functions. Collaborative models with patient advocacy groups and commu-
nity health workers have shown potential to increase confidence and sustained use,
as they provide personalized guidance and peer-to-peer learning opportunities [36].
Ultimately, enhancing digital health literacy is not a peripheral issue but a central
element of patient-centric digital transformation. Only when patients are adequately
empowered to navigate and apply digital health information can DiGA realize their
full potential in equitable and sustainable care delivery.

In summary, utilization of DiGA in Germany demonstrates their potential to
improve access and empower patients, particularly in mental health. At the same
time, uneven demographic distribution, barriers in direct insurer access, high drop-
out rates, and social inequalities indicate that DiGA have not yet achieved their full
integrative potential. For sustainable impact, greater attention must be paid to
equity, long-term adherence, and supportive structures that connect digital thera-
peutics with routine care.
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11.6 Reimbursement Mechanisms and Payer Perspectives
on DiGA Coverage

Reimbursement structures determine whether digital health applications can be
sustainably integrated into statutory health systems. The German DiGA model
illustrates both innovative mechanisms and structural risks. Central to this frame-
work is a dynamic pricing system in which manufacturers initially set prices freely
during the first twelve months after listing. Thereafter, prices are negotiated with
the GKV-Spitzenverband, the National Association of Statutory Health Insurance
Funds, and applied retrospectively. This mechanism ensures rapid access for
patients but introduces financial risks for smaller manufacturers, who may face
repayment obligations if negotiated tariffs fall below initial prices. While this
secures budgetary control for payers, it has contributed to insolvencies among
DiGA providers, reflecting the broader challenge in aligning innovative capacity
with fiscal constraints [22, 26].

Physician participation remains a key factor, as the majority of DiGA are
accessed through prescriptions rather than direct patient applications. For each pre-
scription, physicians receive a flat-rate remuneration of €7.64, which is included in
the national reimbursement catalogue (EBM). This compensation is intended to
acknowledge the associated administrative effort [18]. From the perspective of pay-
ers, such restrained remuneration supports cost containment and mitigates the risk
of overutilization. However, survey data indicate that providers often regard the fee
as insufficient, which may contribute to limited diffusion [27].

Beyond financial considerations, physicians remain central to the successful
integration of DiGA into routine care. Their involvement is guided primarily by
professional responsibility to ensure evidence-based, patient-centered treatment
rather than by remuneration alone. When digital applications are presented as tools
that support rather than replace clinical judgment, acceptance among both provid-
ers and patients is enhanced [7, 8]. Training and institutional support further shape
how physicians engage with digital tools. Providers who are equipped to explain
benefits and limitations of DiGA can better contextualize their use within individ-
ual care plans, strengthening patient trust and adherence. Empirical analyses of
patient perspectives suggest that such professional guidance is decisive for sus-
tained utilization [27].

A major strategic innovation is the introduction of outcome-based reimburse-
ment. From 2026 onward, at least 20% of the reimbursement will be linked to real-
world effectiveness indicators, measured through Anwendungsbegleitende
Erfolgsmessung (AbEM) [5]. Insurers welcome this as a step toward value-based
healthcare, but manufacturers express concern about the validity of metrics and the
administrative burden of data collection. Patients may ultimately benefit if reim-
bursement aligns more directly with demonstrated outcomes, but only if evaluation
methods capture meaningful health improvements [23, 26].

International comparisons highlight alternative approaches. France employs the
PECAN procedure, offering temporary reimbursement for twelve months while
requiring evaluation of benefit by the Haute Autorité de Santé [9]. Belgium applies
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the mHealth Belgium pyramid, a staged certification model linking reimbursement
to safety and interoperability compliance [10]. In the United Kingdom, NHS reim-
bursement is based on procurement processes guided by NICE evidence standards,
without separate remuneration for physicians [11]. The United States provides FDA
regulatory approval but leaves reimbursement fragmented across Medicare and pri-
vate insurers, with limited outcome-based contracts piloted [12, 13].

Table 11.2 summarizes these reimbursement mechanisms across Germany,
France, Belgium, the United Kingdom, and the United States, comparing evidence
requirements, physician remuneration, and outcome-based components. Beyond
institutional mechanisms, a patient-centric perspective highlights how different
national systems integrate usability, equity, and patient involvement into digital
health strategies. In France, the PECAN procedure requires not only demonstration
of clinical efficacy but also evidence of real-world usability, thereby emphasizing
patient experience alongside safety and effectiveness [9]. Belgium’s mHealth pyra-
mid goes one step further by embedding co-creation: patient associations are sys-
tematically involved in the evaluation process, ensuring that applications respond
to everyday needs rather than only to regulatory criteria [19]. The United Kingdom
has developed its NHS framework with a strong focus on transparency for patients,
providing easily understandable summaries of app functions, data use, and evi-
dence standards [11]. This emphasis on communication enhances trust and facili-
tates informed decision-making, particularly for individuals with lower health
literacy [6, 7]. In the United States, by contrast, reimbursement pilots under
Medicare and private insurers have been more fragmented, often limiting patient
access to specific populations or conditions [13]. Although pilot projects have
highlighted potential benefits, the absence of standardized patient-centered out-
come reporting constrains scalability.

Table 11.2 Reimbursement mechanisms across different countries

Outcome-based

Country | Evidence requirements Physician remuneration components
Germany | RCTs or comparative Flat-rate fee (€7.64) via >20% outcome-linked
studies required within EBM code from 2026 (AbEM)
12 months of provisional
listing
France Clinical or organizational No specific Planned incorporation
benefit required (HAS remuneration; integrated | of real-world evidence
evaluation) into physician fee in revisions
schedules
Belgium | Certification at staged No dedicated physician Outcome-based
levels, no fixed RCT fee; system-level mechanisms not yet
requirement reimbursement defined
UK Evidence required via No extra remuneration; Focus on safety and
(NHS) NICE standards framework | included in NHS clinical validation, not
contracts outcome-based pricing
USA FDA approval for safety/ Varies by insurer; no Outcome-based

efficacy, no reimbursement
guarantee

standard remuneration

contracts piloted by
private insurers
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Taken together, these comparisons suggest that international approaches differ
not only in reimbursement structures but also in the degree to which patient perspec-
tives are embedded in evaluation and communication. While Germany has pio-
neered entitlement-based access through the DiGA pathway, other countries
highlight complementary dimensions: usability (France), co-creation (Belgium),
transparency (UK), and accessibility (USA). Incorporating these elements may help
refine Germany’s model toward a more comprehensive patient-centered strategy,
ensuring that regulatory innovation translates into tangible improvements for diverse
patient populations.

As Table 11.2 shows, Germany is distinctive in combining early market access
with retrospective tariff corrections and a planned outcome-based component.
France emphasizes stringent evidence requirements, Belgium prioritizes layered
certification, the NHS focuses on centralized procurement and safety standards, and
the United States illustrates the challenges of fragmented reimbursement. Each
model reflects different trade-offs between payer security, provider incentives, and
manufacturer sustainability. For Germany, the long-term sustainability of DiGA
reimbursement will depend on balancing payer safeguards with stronger provider
engagement and more predictable conditions for manufacturers.

Looking ahead, patient-centric care can be further strengthened by value-based
reimbursement models. Rather than linking payment to utilization volumes, such
approaches tie coverage to improvements in patient-relevant outcomes, including
quality of life, symptom relief, and functional capacity [23, 25, 26]. This alignment
encourages manufacturers to design digital applications that generate sustainable
benefits for patients. For payers, outcome-based contracts also mitigate the risk of
financing tools with limited clinical impact. By focusing on evidence of effective-
ness and patient engagement, reimbursement mechanisms can promote innovations
that demonstrably improve care delivery. In this way, value-based care links eco-
nomic considerations to the principle of patient-centeredness, ensuring that finan-
cial structures directly serve the well-being of patients [23, 26].

11.7 Conclusion

The German DiGA framework demonstrates how digital health applications can be
incorporated into statutory care, but it also reveals persistent structural challenges
such as uneven utilization, high dropout rates, and financial risks for smaller provid-
ers. Ensuring transparency, meaningful consent, and safeguards against bias is
essential for patient trust and long-term acceptance of digital health applications.

Utilization remains concentrated among women in midlife, while younger, older,
and socioeconomically disadvantaged groups are underrepresented. Equity must be
addressed so that digital transformation reduces, rather than reinforces, existing
divides in age, gender, and socioeconomic status.

Physician involvement continues to be a cornerstone of DiGA implementation.
While remuneration acknowledges administrative effort, physicians’ participation
is decisive, guided by their professional work and their ability to contextualize digi-
tal tools within evidence-based patient care.
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International comparisons illustrate that reimbursement mechanisms vary across
Europe and beyond, but Germany remains the first country to combine regulatory
approval with systematic reimbursement. Partnerships between industry, payers,
and patient groups can enhance usability and ensure that digital tools reflect real
patient needs.

Current reimbursement safeguards budgetary control but also create tensions
between innovation and financial sustainability. Future reimbursement strategies
should increasingly link coverage to patient-relevant outcomes, aligning financial
mechanisms with the principle of patient-centered care.

For the further development of DiGA, three factors are decisive: first, building
patient trust through transparency and equitable access; second, ensuring physician
involvement based on professional ethos and evidence-based guidance; and third,
implementing value-based reimbursement models that reward measurable improve-
ments in patient outcomes. Together, these elements form the foundation for sus-
tainable, patient-centered digital health integration.
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Demographic change is leading to a steadily aging society. By the end of 2023, 5.7
million people in Germany were in need of long-term care under the Social Code
Book XI [1]. Projections estimate an increase to between 6.8 and 7.6 million by
2055. The shortage of skilled nursing staff is already one of the greatest challenges
facing the German health care system. According to the Pflege-Report 2019 [2],
depending on the scenario, between 130,000 and more than 300,000 additional pro-
fessional nurses will be required by 2035. These shortages result primarily from
demographic change, rising care needs, and age-related retirements, while the num-
ber of newly trained nurses will not cover demand. Moreover, the high workload
contributes to dropouts during training and to nurses leaving the profession, thereby
exacerbating the shortage.

Against this background, digitalization is often discussed as a central response to
existing care gaps. Digital technologies can reduce the burden on nursing practice,
make workflows more efficient, and improve quality of care. However, in order to
fully realize this potential, their introduction and use must be carefully managed. In
addition to technical infrastructure and clear strategies, three central prerequisites
are required: organizational digital readiness, meaning the capacity to integrate
innovations into existing structures; digital maturity, reflecting the stage of develop-
ment and strategic anchoring of digital transformation within the organization; and
digital competencies among staff and leadership, enabling the reflective, safe, and
effective use of technologies.

This chapter focuses on the digital transformation of long-term residential care
facilities. Following a categorization of digital innovations in nursing and a discus-
sion of the foundations for successful implementation, Section 12.1 analyzes the
opportunities and challenges of digital innovations in long-term care. Section 12.2
examines the transferability of concepts of digital readiness and maturity to the care
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sector, with particular emphasis on organizational prerequisites, strategic gover-
nance, and leadership behavior. Finally, Sect. 12.3 highlights the digital competen-
cies of staff and leadership, which are considered key qualifications for successful
digital transformation. This underlines that digital competencies are an essential
component of professional nursing and must be developed systematically at the
individual, organizational, and leadership levels.

12.1 Digital Innovations in Long-Term Residential Care:
Opportunities and Constraints

Digital innovations are becoming increasingly important in long-term residential
care. They encompass a wide range of applications, from digital documentation and
communication platforms to sensor-based monitoring systems and robotic assis-
tance solutions. The common goal of these technologies is to relieve nursing staff,
improve quality and safety of care, and promote the independence and participation
of residents in long-term care facilities. In doing so, digital solutions address central
challenges of long-term care such as staff shortages, rising care needs, and the
demand for high-quality services. At the same time, however, the implementation of
such technologies faces numerous barriers. Issues of financing, data protection, and
interoperability, as well as acceptance problems among staff, residents, and family
members, pose significant challenges.

12.1.1 Foundations of Successful Implementation
in Long-Term Care

In care-related areas, digital solutions primarily include systems for nursing docu-
mentation and information management. Electronic documentation systems are
increasingly replacing paper-based procedures, enabling faster, more structured,
and often legally reliable recording of care processes. In addition, monitoring sys-
tems such as wearables continuously measure vital signs, detect abnormalities, and
automatically transmit them. These technologies facilitate the monitoring of resi-
dents, reduce sources of error, and allow for quicker responses to critical situations
in long-term care facilities [3].

In non-care areas, robotic systems are being tested primarily for household and
logistical tasks. Robots can transport laundry or distribute materials more effi-
ciently. This automation relieves nursing staff of physically demanding routine
tasks, enabling them to focus more on their core nursing responsibilities. At the
same time, systems for social interaction are being introduced, such as social robots
or digital communication platforms. They aim to reduce loneliness, involve rela-
tives, and provide residents with new opportunities for leisure activities [4].

Regardless of the specific technology used, the successful implementation of
such systems requires careful preparation with respect to ethical, legal [especially
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data protection under the General Data Protection Regulation (GDPR)], social,
nursing practice, economic, and technical issues and prerequisites [5].

A number of technical requirements must be met: a powerful IT infrastructure
with stable network coverage, appropriate end devices, and secure server solutions
are indispensable. Insufficient Wi-Fi coverage or inadequate equipment quickly
results in systems not being used or in acceptance problems. Equally important is
interoperability: only if systems can communicate with one another can media dis-
continuities be avoided and data used efficiently. Missing interfaces to the telemat-
ics infrastructure or incompatible software solutions are currently among the
greatest obstacles to digitalization in long-term care facilities [6].

In addition to technical foundations, legal and ethical issues play a decisive role.
Long-term care facilities work with highly sensitive health data, the protection of
which under the GDPR has the highest priority. Therefore, data protection and IT
security concepts must already be developed during the preparation phase. Liability
issues also need to be clarified. Financing is equally crucial, as digital systems
involve high acquisition and maintenance costs. Another prerequisite for success is
the involvement of staff. Studies show that the acceptance of digital technologies
depends heavily on the early participation of nursing professionals [2, 3, 6].

In addition to these practical foundations, it can be useful to apply structured
frameworks to analyze barriers to implementation. One example is the Nonadoption,
Abandonment, Scale-up, Spread, and Sustainability (NASSS) framework [7], which
considers factors such as NASSS of digital technologies. It highlights why digital
solutions may fail in practice despite technical feasibility or strategic planning. A
more detailed discussion is provided in Sect. 12.2.2.

12.1.2 Opportunities of Digital Innovations in Long-Term Care

The digital transformation offers long-term care facilities a wide range of opportu-
nities that affect both work processes and the quality of care. A central potential lies
in relieving the nursing staff. Electronic documentation systems enable standard-
ized and faster recording of information. Automated collection of vital signs reduces
the time required for routine checks. Digital scheduling or route planning software
optimizes staff deployment and workflows. Robotic systems that handle internal
transport reduce the physical strain on caregivers. This relief allows nurses to dedi-
cate more time to their core nursing tasks and direct care. The aim of these develop-
ments is to support nursing practice, not to fully substitute it. Frey and Osborne
show in their analysis of the automation potential of more than 700 occupational
groups that activities with a high proportion of routine tasks are particularly at risk.
For elderly care, however, the substitutability potential is low, since complex social
interactions, empathy, and situational judgment are central. These skills can hardly
be replaced by digital systems so far and underline that digitalization in nursing
should be understood not as a replacement but as a support and complement to
human work [8].
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In addition, digital technologies can improve the quality of care and patient
safety. Monitoring systems that continuously record vital signs help detect deterio-
ration in health conditions at an early stage. Smart mattresses or sensors can prevent
falls or report them in time. Digital medication systems minimize the risk of pre-
scription and administration errors by cross-checking medication plans and auto-
matically alerting nursing staff.

Another advantage lies in the improvement of communication and transparency.
Digital platforms allow relatives to gain insight into the care situation of their family
members at any time. Video calls create opportunities to involve relatives more
closely, even when they live far away. Within the facility, digital handover tools
facilitate the exchange of information between shifts and professional groups. This
reduces misunderstandings and, in turn, increases the quality of care.

Digital innovations also contribute to the quality of life and participation of resi-
dents. Social robots or interactive assistance systems can expand leisure activities,
support activation measures, or initiate conversations. Ambient assisted living tech-
nologies strengthen independence, for example, by reminding residents to take their
medication. These applications can not only improve care but also reduce loneliness
and promote social participation.

Moreover, digitalization can enhance the attractiveness of the nursing profession.
A work environment that meaningfully integrates digital systems is perceived as
modern and future-oriented. Nurses who are relieved by digital support report
higher job satisfaction. For a sector heavily affected by staff shortages, this can be a
decisive advantage [2].

12.1.3 Constraints of Digital Innovations in Long-Term Care

As great as the potential of digital innovations in elderly care may be, the challenges
and limitations that can restrict the success of digital technologies in long-term resi-
dential care are equally numerous.

One of the central barriers is financing. Digital systems are associated with high
acquisition and ongoing costs. While research and funding projects can facilitate
initial adoption as short-term support, sustainable refinancing models are often
lacking. Facilities are therefore faced with the challenge of developing long-term
investment strategies that take ongoing costs into account. For many institutions,
this represents a significant hurdle, as they are already operating under considerable
financial pressure [5].

Another problem concerns the acceptance of technologies. Nursing staff some-
times respond with skepticism when they fear that technology will complicate their
work or eventually replace them. Residents and relatives also express reservations,
particularly regarding data protection. Different levels of competence can lead to
risk of digital exclusion, especially when older employees or residents have difficul-
ties handling digital tools. Studies show that technological stress (“technostress”)
arises less from the technologies themselves than from problematic implementa-
tion, for example, due to insufficient training or lack of participation [9].
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Nursing professionals must have the opportunity to contribute their perspectives
in the context of co-creation, so that technologies can be adapted to their working
reality. Equally decisive is continuous training and competence development that
enables staff to use the systems safely and reflectively. Without such support, uncer-
tainty and overload arise (see Sect. 12.3).

Another major issue is the lack of interoperability. Many facilities use isolated
software solutions that cannot communicate with each other. This leads to media
discontinuities and redundant documentation. Connection to the telematics infra-
structure is still not comprehensively ensured. Standardized interfaces are missing,
which makes the integration of new systems more difficult.

Data protection and data security are also critical issues. Working with highly
sensitive health data requires the highest security standards. Uncertainty about
responsibilities or access rights often leads to skepticism among residents and rela-
tives. Questions of data sovereignty, i.e., who decides on the use and disclosure of
data remain largely unresolved.

Structural conditions are also problematic. The shortage of skilled staff persists
and is exacerbated by additional demands for digital competencies. Facilities must
not only recruit and retain staff but also provide continuous training. In addition, the
implementation of the Nursing Professions Act requires considerable resources and
binds attention that would otherwise be needed for digitalization.

Finally, ethical tensions must not be overlooked. An overly technology-oriented
approach carries the risk of dehumanization. Nursing is more than process optimi-
zation; it is characterized by empathy, relationships, and situational judgment. Here,
tensions arise between efficiency and personal care, which must always be consid-
ered when implementing new technologies [3].

Table 12.1 summarizes the key opportunities and constraints of digital innova-
tions in long-term residential care and provides a basis for the subsequent discussion.

Opverall, it becomes clear that the digital transformation in nursing offers consid-
erable opportunities, but these can only be realized if the necessary foundations for
implementation are in place and the existing barriers are consistently addressed.
Digital innovations in long-term residential care can relieve staff, improve care
quality, enhance residents’ quality of life, and increase the attractiveness of the pro-
fession. At the same time, however, significant barriers remain in terms of financing,
interoperability, data protection, acceptance, and ethical implications. The opportu-
nities and risks presented demonstrate that digital transformation does not occur
solely at the technical level but constitutes a comprehensive socio-technical and
cultural change process at both the organizational and employee levels in long-term
care facilities. This makes it clear that digitalization should not be understood as a
one-time project but as a continuous process that can only succeed under appropri-
ate infrastructural conditions [10].

This change affects structures, strategies, processes, and organizational culture
within facilities and must therefore be regarded as a profound organizational devel-
opment process [11]. This becomes particularly evident in communication, which
in many facilities is hampered by parallel paper-based and digital documentation,
impeding the flow of information. At the same time, it is clear that digitalization is
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Table 12.1 Opportunities and constraints of digital innovations in long-term residential care

Opportunities

Relief of nursing staff through digital
documentation, automated vital sign
recording, robotic logistics systems
Improvement of care quality (e.g., through
monitoring, fall sensors, medication
management)

Enhanced communication and transparency
(digital handovers, family portals, video
calls)

Increased quality of life and participation

Constraints

High investment and operating costs, lack of
sustainable refinancing models

Lack of interoperability between systems,
heterogeneous IT landscapes, insufficient
connection to telematics infrastructure

Data protection and security risks, unresolved
questions of data sovereignty

Low acceptance among staff, residents, and

through social robots, assistance systems, relatives; risk of technostress
and activation offers
Data-based care and service planning

through systematic evaluation of care data

Staft shortage, additional need for training and
qualifications

Ethical tensions, risk of dehumanization due to
excessive technology orientation

Increased attractiveness of the nursing
profession through modern work
environments and relief from routine tasks

Own presentation based on [2, 3, 6, 9, 10]

redefining leadership qualities: leadership, management, and communication are
taking place under the conditions of digital transformation and must actively shape
change. Staff are also challenged, as the acquisition of digital competencies—such
as handling Al-based systems—is a prerequisite for acceptance and successful use.
It is crucial that both organizations and employees are enabled to participate in the
transformation process through continuous support from leadership, transparent
communication, and participatory involvement.

Thus, digital transformation must be understood as a change process that requires
a reassessment of resources, skills, and processes at the organizational level, while
also transforming attitudes, competencies, and role models at the individual level.
This dual perspective is further elaborated in the following sections on organiza-
tional digital maturity (Sect. 12.2) and digital competencies of staff and leadership
(Sect. 12.3).

12.2 Assessing Organizational Digital Readiness
and Maturity in Long-Term Care

The successful implementation of digital transformation in long-term residential
care largely depends on the organizational conditions of the institutions. In addition
to technical infrastructure and financial resources, increasing attention is being paid
to digital readiness and digital maturity. These concepts make it possible to system-
atically assess the extent to which organizations are capable of implementing digital
technologies and embedding them sustainably into structures, processes, and cul-
ture. The following sections define the key terms (Sect. 12.2.1), present existing
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models for measurement (Sect. 12.2.2), and discuss their transferability to the con-
text of long-term care (Sect. 12.2.3).

12.2.1 Digital Readiness and Digital Maturity: Concepts
and Distinctions

The terms digital readiness and digital maturity have become established in organi-
zational research and today represent central analytical categories for assessing the
digital development status of companies, facilities, or institutions. Both concepts
are closely related but address different perspectives in the digital transformation
process.

Digital readiness describes the degree of attitude, capability, and organizational
preparedness of an institution with regard to the introduction and use of digital tech-
nologies. It encompasses technical and infrastructural prerequisites, strategic capac-
ity to act, and individual and collective competencies required to integrate digital
innovations into work and care processes. Typically, it is an ex ante perspective: the
key question is whether an organization is “ready to begin digitalization.” This
includes the availability of stable IT infrastructures, the provision of financial and
human resources, and an organizational culture that allows for change. An example
from nursing would be a home care service assessing whether its employees are
sufficiently trained to use a new documentation system.

Digital maturity, on the other hand, refers to the achieved level of development
of an organization within the process of digital transformation, that is, the degree
and depth of integration of digital processes, technologies, and structures. The term
is understood as a state in which digital technologies are not only introduced but
firmly embedded in core processes (strategies, structures, and organizational cul-
tures) and accompanied by profound structural and cultural changes [12, 13].
Operationalization typically takes place through maturity models that assess the
level of development across several dimensions—such as technology, processes,
culture, competencies, and strategy [14]. This perspective is ex post or concurrent:
for example, a nursing home might reach an intermediate level of maturity if digital
documentation is already established but teleconsultations or Al-supported assis-
tance systems are still lacking.

In summary, digital readiness evaluates the ability and preparedness for digital
change, while digital maturity captures the achieved level of integration and trans-
formation. Both concepts are complementary and allow for a differentiated analysis
of organizational digitalization processes in long-term care.

Applied to health care, it is assumed that higher maturity levels are associated
with more efficient processes and improved care outcomes. This applies both to the
quality of nursing services and to organizational performance, for example, through
streamlined workflows, fewer media discontinuities, and better use of data [15-17].
Readiness and maturity models are therefore essential instruments for systemati-
cally assessing the state of digital transformation, guiding investments, and securing
competitiveness and sustainability in the long term [18].
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Building on these conceptual distinctions, the next section (Sect. 12.2.2) intro-
duces existing models for assessing digital maturity. These models provide struc-
tured approaches to evaluating the degree of digital development across multiple
dimensions. They differ in scope, methodology, and applicability, and their benefits
and limitations must be carefully considered, particularly when transferring them to
the specific context of long-term care.

12.2.2 Models for Measuring Digital Maturity

In recent years, numerous models have been developed to measure the digital matu-
rity of organizations and enterprises. Their purpose is to support institutions in
determining their stage of digital development. However, the scientific evidence on
the quality and effectiveness of existing models remains limited. Many approaches
are associated with high time and resource requirements, methodological uncer-
tainty regarding reliability and validity, or biases caused by self-assessment [15,
17]. In addition, capturing the complexity of digital transformation in standardized
instruments without overburdening organizations remains a major challenge.
Cresswell et al. emphasize the high costs of data collection, questions of measure-
ment accuracy, and issues of long-term comparability [17].

Flott et al., in a systematic review, identified five core dimensions of digital
maturity: evaluation methodology, resources and capabilities, use, interoperability,
and outcomes. Methodological approaches and usage aspects have been studied
most frequently, whereas outcome dimensions have so far been underrepre-
sented [18].

Duncan et al. expand this perspective by highlighting dimensions such as educa-
tion and training, knowledge management, individual competencies, and technol-
ogy use. This illustrates that digital maturity encompasses not only technology and
processes but is closely linked to organizational learning. Moreover, they argue that
digital maturity should ultimately be measured against the goals of the Quadruple
Aim: improved patient outcomes, promotion of population health, cost reduction,
and higher professional satisfaction [19].

Particularly widespread are the models of the Healthcare Information and
Management Systems Society (HIMSS), most notably the Electronic Medical
Record Adoption Model (EMRAM), which classifies hospitals in seven stages
according to their adoption of electronic medical records [20]. Other models include
O-EMRAM (outpatient), CCMM (continuity of care), and DIAM (digital imaging).
These are considered international standards, but they have been criticized for being
too technology-centric while neglecting organizational and cultural factors [12].

The WHO and OECD have also published frameworks that emphasize interoper-
ability, data analytics, and competencies. These models underline the importance of
structured assessments for steering digital transformation projects but at the same
time demonstrate that technological evaluations must always be complemented by
organizational and human dimensions [16, 21].
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InGermany, theDigitalRadarwasintroducedunderthe Krankenhauszukunftsgesetz
(KHZG) as a comprehensive instrument. It is based on 234 items, covers seven
dimensions (including IT infrastructure, clinical processes, data management,
patient engagement, and telemedicine). The results revealed significant deficits in
interoperability and process integration, while baseline technologies were more
strongly developed [22].

In addition, a maturity model was developed for German public health authori-
ties, comprising eight dimensions (e.g., infrastructure, data protection, strategic
management, staff qualification), enabling targeted planning of digital strate-
gies [23].

12.2.3 Transferability of Existing Models to Long-Term Care

So far, no validated maturity models exist for long-term care. Most existing
approaches originate from the hospital context and can only be transferred to a lim-
ited extent, as structures, resources, and processes differ significantly in key respects
[17]. Long-term care facilities operate with smaller teams, have limited financial
resources, and rely heavily on relatives and informal caregivers; these aspects are
hardly taken into account by existing models.

Against this background, Savic and Biichner aim for the first time to systemati-
cally focus on digital maturity models for long-term care and to develop a digital
maturity care model: PflegeDigitalRadar tailored to the requirements of residential
and home-based care. The basis is a systematic literature review (856 publications
identified). The analysis shows that, in addition to strategy, processes, and interop-
erability, technological infrastructure can be used as an established dimension. At
the same time, greater emphasis must be placed on the digital competencies of pro-
fessionals and managers [19, 24]. These dimensions will be operationalized in the
further research process to enable organizations to make a realistic
self-assessment.

Overall, it becomes clear that specific maturity models must be developed for
long-term care that equally capture technological, organizational, and personnel
aspects. Only in this way can the potentials of digitalization, such as efficiency
gains, quality improvements, and sustainable care provision be realized.

The previous discussion also makes it clear that digital maturity cannot be con-
sidered in isolation. It is closely linked to the competencies of staff and leadership
and requires a parallel cultural transformation. Thus, Sect. 12.3 forms the logical
next step: the targeted development of digital competencies in long-term care.
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12.3 Developing Digital Competencies in Long-Term Care
Staff and Leadership

Digital transformation is fundamentally reshaping nursing practice. In particular,
artificial intelligence, robotics, sensor-based assistance systems, and digital docu-
mentation and communication solutions open up new possibilities for organizing
workflows more efficiently and improving the quality of care for residents in long-
term care facilities. At the same time, however, the introduction and use of these
technologies confront nursing professionals, organizations, and leadership with
profound challenges. Integrating new systems into everyday practice requires not
only technical infrastructure and financial resources, but above all competencies
that ensure the safe, reflective, and responsible use of digital technologies. Central
to this is the systematic development of digital competencies among nursing profes-
sionals. Yet digital competencies concern not only individual staff members but also
entire institutions and their leadership levels. They therefore represent a systemic
construct that can only unfold its impact if developed strategically and in a struc-
tured manner across all levels.

12.3.1 Empirical Evidence and Research Findings

In the scientific literature, digital competencies are not reduced to mere technical
proficiency but encompass a wide range of skills. These include media literacy, data
and information literacy, problem-solving ability, ethical judgment, as well as col-
laborative and communication skills [25, 26]. The concept of competence serves as
a binding frame of reference both in the German education system and in health
care. Competence describes the ability to apply knowledge and skills in specific
situations, to reflect on actions, and to act autonomously. As early as 2017, the
Nursing 4.0 Guidelines emphasized that nursing professionals should acquire basic
IT education and specific media literacy during their training. However, given the
high dynamics of technical and digital innovation, it is not possible to comprehen-
sively convey all relevant knowledge during initial training. Continuous, modular
continuing education concepts are therefore required, targeting different groups and
making use of modern teaching and learning methods [27].

For nursing, this means that professionals must be enabled not only to use digital
applications, but also to critically assess them, integrate them into their work pro-
cesses, and evaluate their impact on care, organization, and patient well-being.
Digital competencies are thus not merely technical skills but also a matter of com-
munication and ethical reflection.

Research on the acquisition and transfer of digital competencies in nursing has
increased significantly in recent years, but remains largely fragmented. Krick et al.,
for example, show in their review that numerous pilot projects promise positive
effects, but evidence of their effectiveness is rarely empirically verifiable. There is
therefore still a lack of robust evaluations of the actual benefits of digital care tech-
nologies [6]. Seyda et al. examine digital competencies in elderly care compared
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with the overall economy in Germany. They show that in addition to technical skills,
digital communication competencies and an awareness of data protection are also
necessary. Barriers are primarily technical problems, lack of training, and insuffi-
cient acceptance [28]. In Wales, Havard et al. surveyed nurses about “digital nurs-
ing.” The results show that nursing professionals have very different ideas of what
digital nursing means. Central issues include access, impact on care, specific tech-
nologies, and the digital future [29].

The selection of current studies underlines that digital competencies include both
technical knowledge and communicative and ethical skills. At the same time, they
show that acceptance and successful use can only be achieved through participatory
development processes and targeted continuing education.

12.3.2 Dimensions of Digital Competencies

A systematic overview makes it possible to structure digital competencies along
three levels: the individual level (employees/nursing professionals), the organiza-
tional level (organizations and institutions), and the leadership level [3, 30]. This
overview provides a sound basis for designing competence development not as a
one-off intervention but in a strategic and systemic manner:

* Digital understanding and knowledge
— Employees: technical knowledge, user competence, media and data literacy,
problem-solving ability, handling of digital interfaces, willingness to learn
— Organizations: integration of digital technologies into work processes, ensur-
ing IT infrastructure
— Leadership: promotion of digital processes, active use of Al-supported
decision-making
» Digital ethics
— Employees: data protection awareness, ethical judgment, critical reflection.
— Organizations: establishment of data protection and IT security policies,
implementation of ethical standards
— Leadership: role model function, ethical decision-making, communication of
values, ensuring fairness and transparency
* Leading with technology/collaboration
— Employees: introduction of digital tools into daily work, self-organization,
digital communication, teamwork
— Organizations: digital training programs, promotion of teamwork and net-
working, design of transparent processes
— Leadership: collaboration and co-creation, new leadership models, mentoring
and coaching
e Agility & innovation
— Employees: adaptability, flexibility, continuous willingness to learn, use of
agile methods
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— Organizations: capacity for innovation, promotion of agile structures, “new
work™ approaches, development of an innovation culture
— Leadership: accompanying cultural change, active change management, deal-
ing with resistance and fears
* Digital attitude and behavior
— Employees: acceptance, critical thinking, openness, active use of digital
solutions
— Organizations: provision and maintenance of user-friendly systems, promo-
tion of the application of digital solutions, creation of suitable framework
conditions, support for digital practices
— Leadership: process support, motivation, reduction of fears, support for tech-
nology acceptance, communication, role model function
*  Consultation and communication
— Employees: advising patients and relatives on digital support options
— Organizations: provision of suitable information channels
— Leadership: positioning as a competent partner in the digital care network
(see, e.g., [3, 30-35])

This overview highlights that digital competencies cannot be understood in iso-
lation as pertaining to individual nursing professionals but must be embedded in
organizational structures and leadership practices.

12.3.3 Success Factors for Digital Transformation
and Competence Development

A successful digital transformation is closely linked to organizational development.
Wolf-Ostermann & Rothgang show that although digital technologies in nursing
hold great potential for reducing workloads and improving quality, their integration
often fails due to barriers such as lack of practical applicability, unclear financing,
and insufficient evaluation. They emphasize the importance of participatory devel-
opment, organizational embedding, and sustainable financing [3].

The German Federal Ministry of Labour and Social Affairs (BMAS) and studies
by Kubek et al. also highlight that digitalization is not merely a technical project but
a comprehensive transformation process that affects work organization, qualifica-
tion, and leadership equally. Organizational development includes adapting pro-
cesses, promoting an innovation-friendly culture, and creating a learning-oriented
environment. It is therefore not only a framework condition but an active compo-
nent of digital competence development [34, 35].

The following central success factors can be identified:

e Leadership competence and change management: Leaders must formulate a
clear digital strategy, communicate it, and accompany its implementation.

* Participation of nursing practice: Nursing staff should be involved from the out-
set in selection and implementation processes to ensure acceptance and relevance.



12 Digital Transformation in Long-Term: Perspectives from Nursing Practice 137

* Organizational development: Digital transformation requires structural adjust-
ments, such as agile work practices and innovation cultures.

* Learning and error culture: Mistakes must be understood as learning opportuni-
ties. Only then can an open attitude toward new technologies emerge.

* Communication and transparency: Clear and continuous communication about
opportunities and challenges strengthens trust in digital solutions.

These factors make it clear that digital competencies can only be developed sus-
tainably if they are embedded in a comprehensive, strategically managed organiza-
tional development process.

The future of digital competence development in nursing is characterized by
several open research questions. Westerman et al. already emphasized that estab-
lishing a culture of digital readiness is a key prerequisite [12]. Deficits in digital
competencies at all levels not only hinder the introduction of new technologies but
also their sustainable integration into digital transformation processes. Santarsiero
et al. and Tenggono et al. point to a significant evidence gap: it remains unclear how
management qualifications foster the development of dynamic leadership compe-
tencies and to what extent these competencies are decisive for the digital readiness
of organizations. They stress the need to systematically link management develop-
ment with competence promotion [36, 37].

Against this background, it becomes evident that digital competencies in nursing
are no longer an optional addition but an indispensable part of professional practice.
Cheeseman points out that nursing professionals already rely on digital skills in key
areas such as digital documentation. Furthermore, the concept of competence must
be understood more broadly: digital competence includes technical knowledge, an
understanding of data protection, ethical judgment, as well as communicative and
collaborative skills [38].

Overall, it becomes clear that digital competencies represent a strategic resource
for the future of nursing. At the individual level, they concern technical knowledge,
data protection, and ethical judgment; at the organizational level, they relate to inte-
gration, infrastructure, and standards; at the leadership level, strategic change man-
agement and a culture of digital readiness are decisive. Their development must
therefore not take place sporadically but must be systematic, continuous, and sus-
tainable in order to shape the digital transformation of nursing successfully and
responsibly.

Digital transformation in nursing is not merely a process of introducing technol-
ogy, but a complex socio-technical change in which technological innovations,
organizational development processes, and cultural shifts are closely intertwined.
Its success depends fundamentally on three factors: reliable infrastructure, clear
strategic governance, and the targeted involvement and qualification of staff.

Digital technologies such as robotics, Al, or sensor-based assistance systems
offer significant potential, for example, to relieve nursing staff, ensure quality of
care, and strengthen transparency and participation. At the same time, risks such as
digital divide, overload, or ethical tensions must be addressed. What is crucial is an
innovation-oriented organizational culture that fosters openness, participation, and
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a constructive error culture. Leaders play a key role by building trust, promoting
acceptance, and actively shaping change processes.

In addition, the digital maturity of institutions is a decisive indicator for success-
ful implementation: it reflects the extent to which technological innovations are
integrated into structures, processes, and culture, and whether organizations possess
the necessary strategic management capacity.

Sustainable digital transformation also requires digital competencies at all lev-
els: nursing staff need practical application and reflection skills, middle manage-
ment requires process and coordination competencies, and leadership must provide
strategic change management. Strategic change management and a culture of digital
readiness are decisive. These competencies must be continuously developed and
promoted through ongoing education and practice-oriented transfer strategies.
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Referring back to previous chapters, Al has the potential to transform healthcare
delivery by enhancing diagnostic accuracy, predicting health risks, optimizing
resource allocation, and enabling personalized interventions. Yet, as with any trans-
formative technology, its benefits and risks are not equally distributed. For margin-
alized groups—such as ethnic minorities, individuals with disabilities, people with
low socio-economic status, the elderly, and populations in rural or underserved
areas—the integration of Al into healthcare brings both opportunities for improved
access and significant ethical challenges.

Ensuring that Al supports rather than undermines health equity requires an inten-
tional focus on governance, inclusivity, and bias mitigation at every stage of the Al
life cycle. This subchapter examines key ethical considerations for the responsible
deployment of Al in healthcare with a focus on marginalized populations, structured
around five core dimensions: data equity, algorithmic fairness, explainability and
transparency, participation and co-design, and governance for accountability.

13.1 Data Equity: Representation and Quality

The reliability of any Al system depends on the quality and representativeness of its
underlying data. When marginalized populations are absent or under-represented in
training datasets, predictive models may perform poorly for these groups. For
instance, diagnostic algorithms trained largely on majority-population data have
been shown to misclassify conditions in patients with different skin tones or atypi-
cal symptom profiles [1].
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Data inequities can arise from several sources [2, 3]. Electronic health records
(EHRs) may systematically contain less detailed clinical histories for individuals
with inconsistent access to healthcare. Language barriers, cultural mistrust, and lim-
ited digital literacy can restrict participation in clinical trials or data collection ini-
tiatives. Moreover, historical patterns of exclusion and discriminatory practices
have left notable gaps in longitudinal datasets.

Addressing these inequities requires targeted strategies. These may include pur-
poseful data collection in under-represented communities, the careful use of syn-
thetic data to increase diversity, and partnerships with trusted local organizations to
improve completeness and accuracy [4]. Initiatives such as the European Health
Data Space (EHDS) offer additional opportunities to strengthen diversity in datasets
[5] (see Chap. 7 for a more detailed discussion).

13.2 Algorithmic Fairness: Detecting and Correcting Bias

Even when data is representative, algorithmic bias can arise from how models are
designed, trained, and validated [6]. For example, risk prediction tools that incorpo-
rate variables correlated with socio-economic status—such as healthcare expendi-
ture—can inadvertently deprioritize patients from lower-income backgrounds for
advanced care interventions [7].

Ensuring fairness requires systematic bias assessment at multiple stages, draw-
ing on measures such as disparate impact ratios or subgroup performance metrics.
Tools such as IBM’s Al Fairness 360 and Microsoft’s Fairlearn provide frameworks
for evaluating and improving fairness. Validation should be conducted for diverse
demographic, clinical, and geographic subgroups to confirm consistent performance
[8]. Additionally, fairness-aware modelling techniques, such as re-weighting sam-
ples or introducing fairness constraints during model training, provide concrete
means of mitigating the identified disparities [9].

Bias mitigation must be viewed as a continuous responsibility. Post-deployment
monitoring is essential to identify changes in performance over time, particularly
when these shifts disproportionately affect marginalized populations [10].

13.3 Explainability and Transparency: Building Trust
in Marginalized Communities

Trust is a prerequisite for adoption, especially among communities with historical
reasons for scepticism towards healthcare systems. Black-box Al models can cause
distrust if patients or clinicians cannot understand how recommendations are made.

Explainability therefore carries both technical and ethical importance. Methods
that make model behaviour more interpretable, such as feature attribution (e.g.,
SHAP, LIME), should be tailored for clinical use and explained in clear, accessible
terms [11]. Transparency regarding data sources, decision-making processes, and
system limitations should be an integral part of patient engagement, including dis-
closure of known biases [12].



13 Responsible Use of Al: Ethical Considerations for Marginalized Groups 145

Incorporating human-in-the-loop mechanisms allows clinicians to validate Al
outputs while considering the patient’s sociocultural context [13].

For marginalized groups, transparency should also address power asymmetries:
making it clear who controls the Al system, how decisions can be appealed, and
what recourse is available in case of harm.

13.4 Participation and Co-design Beyond the Dataset

Responsible Al is not solely about technical fixes—it also requires inclusive pro-
cesses in which marginalized communities actively shape the tools intended to
serve them [14].

Community-based participatory design, which brings together patient advocates,
cultural mediators, and local healthcare providers in early development stages, can
ensure that Al tools reflect the values and needs of the target population [15].
Equally important is capacity building, which equips community members with the
knowledge and resources to engage critically with Al systems rather than remaining
passive recipients [16].

Such participatory approaches can help ensure that Al systems do not inadver-
tently reinforce existing inequities or perpetuate stereotypes [17].

13.5 Governance, Regulation, and Accountability

Robust governance frameworks are necessary to protect marginalized groups from
disproportionate risks. Under the EU Al Act, many healthcare-related Al applica-
tions are classified as “high-risk,” requiring transparency, robust data and quality
management systems, and human oversight [18, 19]. While this legislation offers a
baseline, it must be operationalized with equity in mind. Equity-oriented gover-
nance could entail conducting impact assessments that explicitly examine differen-
tial effects on marginalized groups before deployment [20], ensuring that
independent ethics review boards include representatives from the affected com-
munities [21], and establishing clear mechanisms for liability and remediation when
harm occurs [17].

Responsibility should be shared across all stakeholders—developers, healthcare
providers, regulators, and funders—to ensure Al serves marginalized populations
fairly [22].

13.6 Opportunities for Positive Impact

When designed and implemented responsibly, Al can help address longstanding
barriers to care for marginalized groups. Remote diagnostic services can expand
access to specialty care in rural and underserved regions [23, 24]. Language pro-
cessing tools can support more inclusive, multilingual patient engagement [25].
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Predictive analytics can identify at-risk patients earlier, enabling proactive interven-
tions [26].

To realize these benefits, however, ethical safeguards must be integrated from the
outset—not retrofitted after deployment.

The responsible use of Al in healthcare for marginalized groups is not a matter
of optional ethical refinement—it is a core requirement for equitable digital trans-
formation. Without careful attention to data equity, algorithmic fairness, transpar-
ency, participatory design, and governance, Al risks amplifying the very disparities
it is capable of reducing.

For healthcare systems undergoing digital transformation, the ethical responsi-
bility is twofold: to harness AI’s potential for reducing inequities and to ensure that
in doing so, no community is left behind. This requires sustained commitment,
cross-sector collaboration, and continuous dialogue with those whose voices have
too often been absent from the design and deployment of health innovations.
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14.1 Introduction

Digital transformation opens up new opportunities and flexibility but may reinforce
existing inequalities if barriers remain in place. In particular, students with disabili-
ties as well as those in special life situations (e.g., temporary physical or psycho-
logical impairments, multiple burdens from caregiving and parenting, linguistic and
cultural adjustment challenges, high work-related pressures) find themselves navi-
gating between new technological possibilities and persistent barriers. In the higher
education context, digital health refers to the health-promoting, data-protection-
compliant, and accessible design of digital teaching, counseling, and support ser-
vices (e.g., e-mental health, tele-based counseling, digital exam accommodations).
The aim of this chapter is to consolidate strategies for inclusive university develop-
ment along the dimensions of accessibility, well-being, and participation in an
implementation-oriented manner.

14.2 Inclusion: Normative and Educational
Policy Foundations

Inclusion is both enshrined in human rights and mandated by educational policy.
The UN Convention on the Rights of Persons with Disabilities (CRPD) defines
equal access to education as an inalienable right, which also extends to digital learn-
ing environments. This creates a reform mandate for education systems and univer-
sities to systematically dismantle barriers—both analog and digital—and to shape
participation within the framework of digital health in an equitable manner.
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14.2.1 Inclusive Education as a Human Right

Education is a fundamental human right to which all learners are entitled. It also
represents a central means for the realization of other human rights: it enables lib-
eration from poverty, promotes full participation in social life, and contributes to
reducing exploitation. Against this backdrop, inclusion must be understood as a
comprehensive reform process of the education system that requires profound
changes at the levels of content, didactic approaches, institutional structures, and
educational policies [1]. The goal is to remove barriers in favor of a participation-
oriented educational experience for diverse learners.

14.2.2 Inclusive University as an Institutional Paradigm

An inclusive university ensures equal participation in education regardless of indi-
vidual characteristics and embeds digital accessibility as well as health-promoting
conditions. It carries a dual mandate: on the one hand, to qualify students for inclu-
sive professional practice, and on the other, to provide an inclusive study environ-
ment itself.

Key design principles include:

(a) Accessible entry: Physical, digital, and didactic structures must be designed so
that students with disabilities, chronic illnesses, or other limitations can learn
without obstacles. Accessibility must be understood comprehensively (§ 4
Behindertengleichstellungsgesetz, BGG).!

(b) Social justice: Inclusion requires consideration of diverse social backgrounds
and life situations. Universities are obliged to compensate for study-impeding
inequalities through transparent admission procedures, targeted support instru-
ments, and counseling structures. These include scholarship programs, support
services for first-generation students, and measures to reconcile studies,
employment, and family responsibilities.

(c) Didactic diversity: Teaching methods and examination formats should be
aligned with the learning needs of students rather than primarily with the rou-
tines or preferences of lecturers. In an inclusive university, this means, for
example, offering accessible examination formats, addressing heterogeneous
prior experiences through differentiated assignments, and using activating
teaching methods that engage students with and without disabilities equally.

'The German Disability Equality Act (Behindertengleichstellungsgesetz, BGG) is a federal law
adopted in 2002 and subsequently amended, which aims to ensure equal rights and eliminate dis-
crimination against persons with disabilities. It establishes the legal framework for accessibility in
public services, buildings, transportation, and information technology. The Act obliges federal
authorities to make their services, communication, and digital offerings accessible, thereby pro-
moting equal participation in social life for people with disabilities.
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Lecturers take on the role of moderators, systematically shaping the relation-
ship between the learning environment and learning success.

(d) Non-discrimination: An inclusive university is a place where diversity is valued
and where students feel accepted regardless of disability, gender, ethnic origin,
religion, or sexual orientation.

(e) Structural support: Inclusion requires targeted measures such as financial assis-
tance, counseling services, and the awareness-raising of both teachers and
learners. University communication (internal and external) plays a decisive role
in strengthening acceptance of and visibility for inclusion.

14.3 Accessibility: Digital Accessibility as a Prerequisite

Digital accessibility is a prerequisite for equal participation and an integral compo-
nent of access to higher education in Germany. It is not an add-on but a quality cri-
terion in teaching, counseling, and administration.

14.3.1 Technical and Didactic Dimensions

From a technical perspective, accessibility includes, among other things, screen
reader compatibility, captioning/transcripts (including live captioning), semanti-
cally correct structuring of documents, and the use of accessible learning platforms.
From a didactic perspective, it means designing teaching and examination formats
as well as accommodations in such a way that different learning and communication
needs are taken into account (e.g., flexible deadlines, alternative examinations,
adaptive resources). Accessibility is therefore a pedagogical principle, not merely a
technical standard.

14.3.2 Implementation Strategies

The implementation of digital accessibility requires a systematic, multidimen-
sional strategy. Digital content is considered accessible if it can be used by all
users, regardless of device, technical setup (browser, operating system), or existing
impairments, without any loss of information [2]. The foundation of implementa-
tion lies in the principles of operability, perceivability, understandability, and
robustness. These must, however, be translated into concrete procedures and test-
ing mechanisms in order to ensure their effectiveness in everyday university prac-
tice. Examples include:

Interoperability: Open standards (e.g., LTI 1.3/0IDC, WebVTT/TTML, EPUB 3/
ISO/IEC 24751 “AccessForAll”’) connect teaching, counseling, and examination
systems. In this way, an accessible application can be launched directly from the
learning platform, and exam accommodations can be technically embedded—
without disclosing sensitive diagnostic data.
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Accessibility audits: Universities are already obliged under the Disability Equality
Act (BGG) and the Ordinance on Barrier-Free Information Technology (BITV
2.0%) to make their digital services accessible. On June 28, 2025, the Accessibility
Strengthening Act (BFSG?) additionally came into force, adapting certain digital
products and services—including platforms used by universities—to European
requirements (European Accessibility Act). Against this backdrop, learning plat-
forms and websites are regularly reviewed and, if necessary, adapted according
to international standards, particularly the Web Content Accessibility Guidelines
(WCAG 2.1 or 2.2) (e.g., keyboard operability, semantics, screen reader compat-
ibility). The same applies to examination and teaching materials, which must be
created or converted in accessible formats in line with legal requirements, such
as 3D models, Braille editions, or interactive digital resources. A key monitoring
function is carried out by the supervisory bodies for accessibility established in
the federal states: they check compliance with legal requirements, uncover short-
comings, and increase pressure for action on public institutions, including uni-
versities [3].

Qualification and awareness-raising of university staff: Staff members need specific
knowledge about digital accessibility in order to implement it consistently in
teaching, examinations, and services. Training should be practice-oriented, for
example, in creating accessible teaching materials, using assistive technologies,
or applying case studies for reasonable accommodations. In addition, guidelines
and checklists support staff by making standards tangible and facilitating their
transfer into daily work. Awareness-raising relates not only to technical aspects
but also to disability as a broader topic: disability is often not addressed within
university culture because it is perceived as “not belonging.” As a result, disabil-
ity-related needs are easily overlooked or misjudged. For example, the effects of
a visual impairment vary depending on the type of eye condition—such as con-
trast sensitivity, depth of field, or visual field loss—which may require different
forms of compensation. Qualification measures therefore contribute not only to
skill development but also to fostering a culture of responsibility in which acces-
sibility is understood as an integral part of quality assurance and inclusion.

14.3.3 Challenges

The implementation of digital accessibility is hampered by limited financial
resources, a lack of expertise, and, at times, low institutional prioritization.

2The Ordinance on Barrier-Free Information Technology (Barrierefreie-Informationstechnik-
Verordnung, BITV) is a German regulation that specifies accessibility requirements for public
sector websites, mobile applications, and digital services, aligning them with the standards of the
Web Content Accessibility Guidelines (WCAG).

3The Accessibility Strengthening Act (Barrierefreiheitsstirkungsgesetz, BFSG) is a German law
that implements the European Accessibility Act. It defines binding accessibility requirements for

certain products and services, including digital platforms used by universities, and came into effect
in June 2025.
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Nevertheless, it remains an indispensable prerequisite for equal education and par-
ticipation. Inclusive university development is situated in the tension between dys-
topian scenarios—characterized by exclusion, selection mechanisms (keyword:
elite education), and structural barriers—and utopian visions in which accessibility
is not only consistently implemented but also regarded as a self-evident foundation
of all academic and administrative practices. In this vision, diversity is understood
as a central resource for innovation, justice, and social progress. How universities
navigate these tensions will determine whether they reproduce existing inequalities
or overcome them in a transformative way.

14.4 Well-Being: Digital Health and Psychosocial Dimensions

The Student Survey in Germany: best3 [4] shows that 15.9% of students report
health-related impairments that make their studies more difficult—a significant
increase compared to 2021 (11%). This development underscores the growing
importance of psychosocial support and highlights the responsibility of universities
to create supportive conditions for well-being in order to reduce dropout rates and
ensure participation.

The digitalization of higher education not only changes learning and working
processes but also affects the mental well-being of students. For students with dis-
abilities or chronic illnesses in particular, issues of digital health are closely linked
to inclusion. In this context, well-being becomes an educational policy and didactic
guiding principle that takes into account both individual burdens and structural
conditions.

14.4.1 Burdens and Opportunities

Digital formats open up diverse opportunities for students, such as flexible study
times, participation in courses independent of location, and the use of assistive tech-
nologies. These factors can reduce barriers and facilitate the reconciliation of stud-
ies, therapy, and private life. At the same time, burdens arise, such as digital
overload, constant availability, and increased cognitive demands due to complex
learning platforms [5]. For students with disabilities, digital formats that are well-
intentioned but poorly adapted to specific target groups often create multiple bur-
dens: long online sessions can be overwhelming despite supportive tools such as
captioning or sign language interpretation, while non-accessible PDFs create addi-
tional effort for visually impaired students.

These challenges are particularly severe for students with psychological disabili-
ties, who at 65.2% represent the most common form of study-impairing condition.
Schirl et al. [6] show that, for example, the symptoms of ADHD (prevalence in
adulthood approx. 2.5% in Germany [7]) entail a wide range of challenges that con-
tinue beyond compulsory schooling into higher education. Such burdens affect not
only learning and performance processes but also social interactions. Adolescents
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and young adults with psychological impairments generally report reduced well-
being and simultaneously face difficulties in managing academic tasks [8].

14.4.2 Support Services

Institutionally anchored measures are required to promote digital well-being. These
include, for example:

(a) awareness trainings on discrimination and accessibility for all members of the
university (teaching staff, administration, students), which raise sensitivity for
the psychosocial dimension of digital exclusion,

(b) psychosocial counseling services that take into account the particularities of
digital study environments (e.g., stress caused by online examinations, uncer-
tainty in handling assistive technologies) and,

(c) accessible e-mental health services or hybrid sports and relaxation programs [9].

Practical examples show that students with disabilities particularly benefit from
low-threshold online counseling formats when these are consistently designed to be
accessible and combined with individual support. E-mental health services are espe-
cially effective when they are WCAG-compliant, low-threshold (e.g., multilingual,
Easy-to-Read language [10]), hybrid (online/offline), and when they are continu-
ously evaluated using indicators such as usage rate, waiting time, and dropout rate.
Self-help apps offering psychoeducation, exercises, and progress tracking have
shown good to very good effects and should be part of university health management.

14.4.3 Prevention and Resilience

Universities can contribute to relief through protective concepts (e.g., clear rules on
digital availability, time buffers for online examinations). Promoting resilience in
higher education includes measures such as peer mentoring, reflection spaces for
digital stress, or training programs for stress management [11]. It is also essential
that universities do not address digital health as an individual problem of specific
students but rather as a structural task. Digital learning and working environments
must be designed in ways that support well-being instead of jeopardizing it.

14.5 Participation: Key to Sustainable Inclusion

The active involvement of students with disabilities is a prerequisite for needs-
oriented measures, acceptance, and effectiveness. Co-design formats, sounding
boards, and peer tutors support the sustainable anchoring of inclusive standards.
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14.5.1 Co-governance and Binding Participation Rights

Participation is established as co-determination in decision-making processes, not
merely as consultation. Universities guarantee students with disabilities permanent
seats and voting rights in relevant committees (e.g., senate, examination boards,
quality circles) and record this in official documents (e.g., Inclusion Action Plan).
Accessible formats (sign language interpreting, Easy-to-Read language, hybrid par-
ticipation, provision of appropriate background information) as well as compensa-
tion for expenses and allocated time budgets ensure the actual exercise of these
rights. Example indicators: proportion of committees with reserved seats; number
of decision-relevant documents with documented participation of affected students;
budget allocated for accessibility and honoraria.

14.5.2 Participatory Monitoring, Evaluation, and Accountability

Quality objectives for accessibility, well-being, and academic success are defined
jointly with students with disabilities and regularly evaluated. A public Inclusion
Report compiles key figures, progress of measures, and corrective actions; an inde-
pendent ombudsperson’s office ensures complaint procedures and follow-up. Data
collection is carried out in a diversity-sensitive manner (e.g., voluntary self-
disclosure, multiple disability categories) and feeds back into planning and budget-
ary decisions. Example indicators: implementation rate of accessible teaching
materials; processing time and quality of reasonable accommodations; dropout/
transfer rates and student satisfaction.

14.6 Conclusion

Accessibility, well-being, and participation form a triad that is crucial for inclusive
universities in the digital age. Universities that reliably embed these dimensions
ensure equal opportunities and enhance the quality of academic education. The
inclusive university is not solely oriented toward the removal of barriers but toward
a fundamental cultural transformation: moving away from conformity and toward
new patterns of academic practice. Inclusion thus becomes a future-oriented project
that enables progress through alternative structures and ways of thinking. In this
sense, inclusion can be understood as a process of a “new enlightenment”—a depar-
ture from self-imposed conformity toward a self-determined, equitable, and diver-
sity-sensitive academic culture.

In parallel, inclusion also has a strategic dimension: with around 90,000 people
with disabilities in Germany who, despite being qualified, are currently not study-
ing, and approximately 12,000 more each year, inclusion also represents a strategic
recruitment decision—with real growth potential for universities that institutionally
secure accessibility, digital health, and participation.
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Healthcare leaders face mounting pressure to modernize IT landscapes while
upholding safety, compliance, and interoperability. Traditional software engineer-
ing often struggles to keep pace with regulatory change, integration demands, and
the rapid evolution of digital health services. This chapter explores whether model-
driven software engineering (MDSE) and low-code/no-code (LC/NC) platforms
can provide a viable path forward. By combining formal models with rapid develop-
ment capabilities, these approaches aim to shorten delivery cycles without compro-
mising quality or regulatory assurance. We illustrate this potential through examples
from the DACH region—including Germany’s Hospital Future Act
(Krankenhauszukunftsgesetz, KHZG), Austria’s national electronic health record
system (ELGA), and Switzerland’s electronic patient record (EPR, Elektronisches
Patientendossier)—and position LC/NC within the broader trend towards agentic
software development. The discussion culminates in decision guidance for health-
care executives, offering criteria to evaluate LC/NC adoption in clinical
environments.

15.1 Definitions and Core Principles

15.1.1 Definitions and Core Principles of MDSE

In regulated healthcare, model-driven software engineering (MDSE) is less about
hand-coding and more about engineering durable systems that can evolve safely.

Here, models function as operational knowledge interpretable by both humans and
machines. They decouple clinical semantics from the underlying technology:
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medical concepts can change at their own pace, while the technical stack can be
renewed independently. This separation enables three recurring programme goals:
reducing risk before go-live, supporting flexible adaptation to domain-specific and
technical changes, and preserving the long-term value of applications.

In MDSE, models are not just documentation but the primary building blocks of
a system. They describe the domain logic, behaviour, and architecture in a way that
can be processed by machines. From these models, software is generated automati-
cally through defined transformations and code generation [6]. The Object
Management Group’s Model-Driven Architecture (MDA) helps explain this pro-
cess. It defines three kinds of models:

* Computation-Independent Models (CIM): focus only on clinical requirements
and workflows, without any IT details.

¢ Platform-Independent Models (PIM): describe the system’s structure and behav-
iour in general terms, still without tying it to a specific technology.

* Platform-Specific Models (PSM): adapt the PIM to a concrete technology or
platform (e.g., Java, .NET, or a cloud service).

This layered approach makes it easier to move systems between technologies
and to maintain them over time. Automated model-to-model and model-to-text
transformations ensure consistency across layers. Domain-specific languages
(DSLs) allow clinicians to describe medical rules and concepts in a formal, comput-
able way. A common example would be a change in how laboratory values are
interpreted. If the threshold for an abnormal blood glucose level is updated, this
adjustment can be entered once in the model and then automatically applied across
all generated parts of the system, ensuring consistency without manual re-coding.
Another frequent case is medication dosage rules: if guidelines change the recom-
mended maximum daily dose for a drug, the update is made once in the model and
then carried through to all relevant software components, from prescribing modules
to decision-support checks.

15.1.2 Definition and Characteristics of Low-Code/No-Code

Low-code/no-code (LC/NC) development reduces the amount of manual program-
ming required to build software applications, enabling faster delivery through visual
tools and automated generation. While both approaches minimize hand-coding,
“low-code” platforms still allow limited scripting or configuration by developers,
whereas “no-code” platforms are designed for users without any programming
skills. LC/NC platforms apply model-driven principles in a practical way, offering
visual modelling, reusable components, and automated generation of applications
[4]. Their aim is to reduce repetitive project effort, enforce consistent standards, and
enable faster delivery compared to traditional coding.

In enterprise settings, professional developers and domain experts collaborate
using visual models, component libraries, and configuration rather than
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hand-coding most functionality. LC/NC tools that require no programming skills
are often aimed at “citizen developers”, but in healthcare the complexity of rules,
integrations, and regulatory requirements usually demands enterprise-grade LC/NC
rather than simple citizen-developer tools [1, 2, 8].

Key characteristics of LC/NC platforms include:

e Visual development: drag-and-drop editors for data, workflows, and user
interfaces.

¢ Reusable assets: component and widget libraries that enforce consistency.

 Integration connectors: pre-built links to common systems (EHRs, LIS/RIS, bill-
ing, [AM).

¢ Policy as code: built-in access-control and compliance rules.

¢ Automation: pipelines for deployment, testing, and monitoring.

Healthcare contexts demand more than speed: platforms must expose artefacts
transparently, align with standards such as HL7 Fast Healthcare Interoperability
Resources (FHIR) and openEHR, and integrate into verification and validation
(V&V) pipelines. As discussed in Sect. 15.2.3, a well-governed LC/NC programme
blends clinical expertise with software-engineering discipline, avoiding unstruc-
tured citizen development and reducing vendor lock-in through openness and stan-
dards support.

15.2 The Relevance of MDSE
15.2.1 Benefits for Healthcare IT

MDSE offers several advantages for healthcare IT, but its limitations must also be
acknowledged.

Benefits

MDSE promotes modularity and maintainability by decoupling clinical knowledge
from technical implementation. This makes it easier to update medical logic without
rewriting large parts of the system. It also strengthens compliance and traceability:
models can be linked directly to standards and regulatory artefacts, supporting
audits and life cycle processes ([10]; [20]). Furthermore, MDSE enables interoper-
ability by encoding domain semantics in a structured, machine-interpretable way.
When combined with standards such as HL7 FHIR (Fast Healthcare Interoperability
Resources) or openEHR, this reduces bespoke interfaces and improves semantic
consistency across systems. Finally, MDSE encourages early quality assurance.
Because models are executable, prototypes and simulations can be validated before
deployment, reducing risk and time-to-value [6]. Moreover, MDSE fosters long-
term strategic benefits such as a more agile IT environment, increased innovation
capacity, and improved patient outcomes through better digital tools.
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Limitations
MDSE adoption requires specialized expertise in modelling languages and transfor-
mation pipelines. Without proper governance, models may fragment or drift from
implementation, undermining their reliability. Tool ecosystems can also be vendor-
specific, raising lock-in concerns and limiting portability though open-source
frameworks such as Acceleo, Eclipse Sirius, and Capella offer alternatives that
reduce dependency on proprietary solutions. Performance overhead is another risk:
automatically generated artefacts may be less efficient than hand-crafted code in
high-volume scenarios. Finally, organizational readiness is crucial. Beyond techni-
cal skills, MDSE adoption faces human and organizational challenges including
resistance to change from established workflows, significant skill gaps among clini-
cal and technical staff, and the need for new governance models to manage collab-
orative model development. Without addressing these factors, MDSE can become a
bottleneck rather than an enabler.

In summary, MDSE brings strong benefits for compliance, adaptability, and
interoperability in healthcare IT, but these gains depend on sustained governance,
skills, and integration with established standards.

15.2.2 Modelling Artefacts and Languages in Healthcare

Model-driven software engineering (MDSE) in healthcare relies on a variety of
modelling artefacts and languages. These artefacts serve as the bridge between clin-
ical knowledge and technical implementation, ensuring that systems remain consis-
tent, interoperable, and safe.

Clinical Content Models

A central example is openEHR, an international open standard for health data. Its
key idea is to separate medical knowledge from technology. Clinical concepts such
as blood pressure, allergies, or lab values are defined in reusable building blocks
called archetypes. These archetypes describe in detail how a clinical concept is
structured. For practical use, several archetypes are combined into templates, for
example to represent a discharge letter or a diabetes assessment. This separation
ensures that medical knowledge can be reused across projects, governed jointly by
clinicians and IT experts, and validated automatically—while the underlying tech-
nical platform can evolve independently [14].

Process and Decision Models
Healthcare processes involve pathways, decision points, and case handling. Three
notations from the Object Management Group (OMG) are widely applied:

e BPMN (Business Process Model and Notation): Describes end-to-end work-
flows such as patient admission or discharge [15].
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e DMN (Decision Model and Notation): Captures decision logic using tables and
rules, for example medication dosage based on patient parameters [17].

* CMMN (Case Management Model and Notation): Represents less structured,
event-driven processes, such as handling complex oncology cases [16].

Together, these notations—often referred to as the Triple Crown—allow precise
modelling of healthcare pathways and decisions, [5] making them executable and
testable.

Computable Clinical Guidelines

Traditional clinical guidelines are written in natural language and thus ambiguous
for machines. HL7’s CPG-on-FHIR initiative transforms narrative guidelines into
machine-readable artefacts, [12] such as recommendations, pathways, and quality
measures. Using FHIR resources, these computable guidelines ensure that evidence-
based practice can be directly embedded into clinical workflows and decision sup-
port tools.

Terminologies and Constraints
Safe interoperability requires unambiguous codes and robust data constraints:

* SNOMED CT provides a comprehensive clinical terminology for diagnoses,
findings, and procedures.

* LOINC offers standard codes for laboratory tests and clinical measurements.

¢ RxNorm standardizes medication names and dosages for exchange across
systems.

MDSE and LC/NC platforms can expose these terminologies as constraints in
user interfaces and APIs, automatically validating data entries and preventing inte-
gration errors.

Safety Annotations

Safety requirements are increasingly attached directly to models. For example,
potential hazards, mitigations, and risk controls—defined in standards such as ISO
14971—can be annotated within the models [18]. Automated linters and tests then
verify that safety requirements are consistently implemented. NHS England’s guid-
ance further emphasizes embedding clinical safety checks throughout the life cycle.

15.2.3 Organizational Prerequisites and Governance

While Sect. 15.2.2 described the modelling artefacts and languages that provide the
technical foundation, this subsection focuses on the organizational and governance
prerequisites that ensure these models can be applied safely in healthcare. In short,
strong governance closes the loop between conceptual models and their execution,
preparing the ground for the practical tools discussed in Sect. 15.3.
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Safety Leadership and Governance Structures

Clinical safety cannot be left to technology alone. Organizations must appoint
Clinical Safety Officers with the authority and protected time to oversee safety
throughout the life cycle. NHS standards DCB0129 and DCBO0160 illustrate how to
manage risks in development, deployment, and daily use, and these principles trans-
fer well to model-driven pipelines. However, such standards are not yet systemati-
cally adopted across Europe, highlighting an important area for policy transfer and
further research. Governance must therefore be dual in nature: combining clinical
leadership with technical oversight.

Repository and Versioning Practices
Sustainable model-driven development depends on mature practices for storing and
evolving models:

* Central repositories act as the single source of truth for all models.

* Semantic versioning makes it clear how each update changes meaning, not just
structure.

e Peer review ensures that every change is checked by both technical and clinical
experts before acceptance.

Verification, Validation, and Change Management

Verification and validation (V&V) should be integrated into pipelines, providing
automated checks on safety, conformance, and performance. When changes are pro-
posed, Change Advisory Boards should review model differences together with
supporting test evidence, ensuring that updates do not compromise safety or
interoperability.

Traceability and Design Controls

To remain auditable and compliant, every artefact should be linked along the chain
from user need — requirement — model — test — deployment artefact. This trace-
ability, emphasized in standards such as IEC 62304 [20] and ISO/IEC 25010 [19],
makes it possible to show regulators and auditors exactly how requirements were
implemented and verified.

15.3 Low-Code Platforms as Enablers
of Digital Transformation

Building on the MDSE principles and governance prerequisites discussed in Sect.
15.2, the following subsections explore how LC/NC platforms operationalize these
concepts to enable digital transformation.



166 J.F. Jikeli

15.3.1 Synergies with MDSE

Having defined LC/NC platforms, we now explore how they synergize with
MDSE. LC/NC platforms can be seen as the practical implementation of MDSE:
where MDSE provides the theoretical foundation—defining how models describe
domains, behaviour, and architecture—LC/NC tools turn these ideas into usable
platforms that clinicians and developers can apply directly.

Shared Principles

Both MDSE and LC/NC rely on models as first-class artefacts. In MDSE these are
formal abstractions; in LC/NC they appear as visual workflows, forms, and data
models. In both cases, automated transformations generate the technical artefacts
needed for execution. This shared foundation makes the two approaches mutually
reinforcing [6].

Benefits of Synergy

» Rapid feedback loops: Clinicians can interact with prototypes generated from
models, ensuring requirements are captured early and accurately.

» Consistency across layers: Model compilers and interpreters align data, Ul, and
workflow layers, reducing translation errors between design and
implementation.

* Governed adaptability: Controlled propagation of model changes supports fast
adaptation to evolving clinical protocols and regulatory updates.

e Standards alignment: Combining MDSE rigour with LC/NC tooling helps
encode FHIR, openEHR, and terminology bindings natively, lowering the cost of
integration.

Healthcare Impact

Together, MDSE and LC/NC bridge the gap between abstract modelling and day-to-
day clinical IT delivery. This synergy allows healthcare organizations to accelerate
digitalization while still maintaining traceability, safety, and compliance.

15.3.2 Applications in Healthcare

With the foundational principles and synergies in mind, we now survey where LC/
NC platforms are applied in healthcare. LC/NC platforms are increasingly used
across healthcare, but their application varies by domain complexity and gover-
nance maturity.

Administrative and Operational Tools

LC/NC accelerate the digitization of routine workflows such as appointment sched-
uling, staff rostering, procurement, and patient communication portals. These appli-
cations benefit from visual modelling and pre-built connectors without exposing
sensitive clinical logic.
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Clinical Support and Patient-Facing Apps

In combination with model-driven principles, LC/NC can power patient portals [7],
e-prescription flows, structured intake forms, and care-pathway support tools [3].
Visual models make it easier to update questionnaires or consent forms in line with
regulatory change. For clinicians, rule-based decision support and order-entry
workflows can be prototyped rapidly and validated against FHIR profiles.

Data Integration

Hospitals and research networks have begun experimenting with LC/NC for inte-
gration scenarios, as documented in early case studies ([1]; [8]): mapping HL7 v2
messages to FHIR resources, synchronizing laboratory or imaging results, or
enabling secure patient-data exchange across institutions. Low-code’s reusable con-
nectors reduce bespoke coding, while governance guardrails ensure traceability and
auditability.

Limits of Application
While LC/NC is effective for structured workflows, integration, and user-facing
interfaces, it is less suitable for high-performance analytics, complex algorithms, or
device-level software where safety and latency constraints demand specialized
engineering.

In summary, LC/NC platforms provide rapid solutions in healthcare administra-
tion, patient engagement, and interoperability, provided that clinical safety, compli-
ance, and life cycle governance are built in from the outset.

15.3.3 Landscape of Low-Code Platforms for Healthcare

This subsection examines different low-code platforms to show how MDSE prin-
ciples work in practice. We can divide platforms into two main categories: general-
purpose platforms that can be used across domains including healthcare (such as
Mendix, OutSystems, Microsoft Power Apps, and A12) and purpose-built health-
care platforms that are designed specifically for clinical applications (such as Better
Studio). This distinction helps organizations choose the right platform for their
needs. While systematic comparisons of low-code platforms exist [13], healthcare-
specific evaluations are still limited.

General-Purpose Platforms

General-purpose LC/NC platforms focus on rapid development, broad integration
options, and large user communities [13]. However, they differ significantly in how
well they support healthcare-specific requirements:

¢ Mendix provides visual development tools and a marketplace for reusable com-
ponents. To integrate FHIR and HL7, users typically need custom connectors
rather than built-in features.
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* OutSystems offers high-performance development with strong DevOps support.
Healthcare interoperability features (e.g., FHIR, DICOM) usually need to be
developed by project teams. This increases the governance effort.

* Microsoft Power Apps works closely with the Microsoft ecosystem (Office 365,
Teams, Dataverse). FHIR integration is available through Microsoft’s broader
healthcare cloud services but is not part of the core platform. Deployment is
mainly cloud-based.

* Al2 is a general-purpose platform that uses an MDSE-centred approach [13]. It
supports healthcare standards including FHIR and HL7 v2, with governance fea-
tures aligned with IEC 62304 and IEC 82304-1. Deployment options include
on-premises, sovereign cloud, and hybrid setups, addressing digital sovereignty
requirements in the DACH region ([25]; [26]).

Purpose-Built Healthcare Platforms
Purpose-built healthcare platforms are designed specifically for clinical:

* Better Studio targets healthcare application development with openEHR and
FHIR at its core. It provides ready-made clinical data models and templates. This
makes it faster to build standards-compliant applications. It focuses on interoper-
ability and clinical data structures. However, comparative performance data and
adoption numbers are not widely available.

Interpretation

The choice of platform depends on what an organization needs. Most general-
purpose tools have mature ecosystems and enable rapid digitization. However,
platforms like Mendix, OutSystems, and Power Apps often need significant
customization for clinical-grade interoperability and regulatory compliance.
A12 demonstrates that general-purpose platforms can also provide strong built-
in support for healthcare standards and governance, reducing the customization
effort. Purpose-built platforms like Better Studio go even further by designing
the entire platform around clinical workflows from the start. However, they
may have smaller user communities and less mature marketplaces than gen-
eral-purpose alternatives.

In the DACH region, digital sovereignty is an important consideration. Hospitals
and public authorities want control over data location, cloud dependencies, and
compliance with national standards (e.g., BSI C5). Most general-purpose platforms
rely on global cloud infrastructure. Platforms like A12 that offer sovereign or hybrid
deployment options can meet these requirements through rigorous modelling,
embedded governance, and standards alignment. Still, broader empirical validation
would strengthen the evidence. This includes performance benchmarks, long-term
adoption studies, and comparative safety assessments.
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15.3.4 Interoperability and HL7 FHIR Integration

The Fast Healthcare Interoperability Resources (FHIR) standard has become the
backbone of modern health IT integration. FHIR provides granular resources (e.g.,
Patient, Observation, Medication), RESTful APIs and extensibility mechanisms,
making it well suited to LC/NC and model-driven platforms [11].

Opportunities
Mature LC/NC platforms can embed FHIR natively into their metamodels.
Capabilities include:

¢ Resource modelling: visual editors that work directly with FHIR resources and
profiles.

e Profile import: support for national implementation guides such as MII Core
(Germany), US Core, or UK Core.

¢ Terminology services: binding to SNOMED CT, LOINC, and ICD, with valida-
tion at design and runtime.

¢ Conformance testing: automated checks against FHIR profiles and capability
statements.

 Integration adapters: connectors for HL7 v2, DICOM, IHE profiles [35, 37], and
bulk import/export scenarios.

e Subscriptions and eventing: support for push-based updates, crucial for clinical
workflows such as new lab results or medication orders.

Challenges

Despite its modular design, FHIR adoption in practice is uneven. Local extensions,
partial implementations, and immature servers can fragment interoperability. LC/
NC platforms must therefore balance flexibility with rigorous validation to avoid
“FHIR in name only” integrations. Performance also matters: large-scale FHIR
transactions (bulk exports, analytics feeds) can strain generic runtimes if not
optimized.

Regulatory Framework in Germany
In the DACH region—and particularly Germany—FHIR is not only a de facto stan-
dard but has been anchored in law and regulation:

¢ ISiK (Informationstechnische Systeme im Krankenhaus): Under § 371 and § 373
SGB V, hospitals must implement gematik’s ISiK specifications, which mandate
FHIR-based interfaces. Compliance is verified through defined test procedures
and transition deadlines.

e ePA (elektronische Patientenakte): The nationwide electronic patient record,
rolled out from January 2025, is built on FHIR and IHE standards. Healthcare
providers are legally obliged to connect, with financial sanctions (e.g., reduced
TI-Pauschale from mid-2025, further sanctions from 2027) if integration is
delayed.
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» gematik specifications: gematik publishes official FHIR implementation guides
and packages (e.g., de.gematik.thir.*) [30] that serve as binding reference arte-
facts for industry and providers. These define resources, profiles, and validation
rules required for conformance.

DACH Perspective and Digital Sovereignty

In Germany, Austria, and Switzerland, FHIR is central to national initiatives such as
KHZG, ELGA, and EPR. Low-code platforms that natively handle these profiles
reduce custom integration work and strengthen compliance. At the same time,
healthcare authorities increasingly demand deployment in sovereign or hybrid
clouds to ensure that FHIR data flows remain under national and institutional con-
trol [25, 26].

In sum, FHIR offers a powerful foundation for interoperability, but only when
LC/NC platforms treat it as a first-class concern with governance, conformance
tooling, and sovereignty-aware deployment options. In Germany, compliance with
ISiK and ePA regulations makes FHIR not only a technical best practice but a legal
requirement for healthcare IT systems.

15.3.5 Performance and Scalability Considerations

Healthcare workloads are diverse, spiky, and safety-critical. LC/NC platforms must
therefore be designed for both resilience and scalability.

Workload Patterns

Clinical systems often run long-lived workflows (e.g., care pathways, treatment
authorizations) that require durable state and guaranteed execution. At the same
time, integrations with Electronic Health Records (EHR), Laboratory Information
Systems (LIS), or Radiology Information Systems (RIS) generate bursts of high-
volume transactions, particularly during peak hours. LC/NC runtimes must manage
idempotent retries, back-pressure on Application Programming Interfaces (APIs)
and safe roll-back mechanisms to ensure clinical continuity.

Design for Scale
Key patterns include:

e Horizontal scaling at the API tier (Application Programming Interface tier) to
handle large numbers of simultaneous requests.

¢ Durable state handling for workflow and decision engines.

¢ Asynchronous messaging for high-volume interfaces and background tasks.

* Model annotations for Service Level Agreements (SLAs), enabling automated
verification of performance goals in pipelines.
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Observability

Structured logs, metrics, and distributed traces provide transparency into runtime
behaviour. Error budgets and Service Level Objectives (SLOs) can then be defined,
monitored, and acted upon. This level of observability is critical for regulated
healthcare, where performance failures can have patient-safety implications.

Optimization Strategies

Caching must balance speed with privacy and data freshness. Bulk FHIR exports
should be queued during off-peak times. Mobile applications should support offline
forms with conflict resolution and auditable synchronization. Data at rest and in
transit must remain encrypted to meet GDPR and NIS2 requirements.

In summary, performance and scalability in healthcare LC/NC platforms are not
optional technical extras but central safety requirements. Designing for predictable
load, transparent observability, and secure optimization ensures that LC/NC solu-
tions remain reliable even under the stress of real-world clinical operations.

15.3.6 Testing Strategies and Model-Based Testing

Testing in regulated healthcare cannot be an afterthought. LC/NC platforms must
integrate testing into every stage of the life cycle, leveraging the strengths of model-
driven approaches and adopting a shift-left testing mindset—bringing verification
as early as possible into the design process.

Model-Based Test Generation

Models of workflows, decision logic, and access rules can be used to automatically
derive test cases. For example, every path in a clinical workflow model can generate
a test sequence, while decision tables can be transformed into unit tests for rule
engines. This reduces manual effort and ensures coverage of edge cases.

Complex Rule Validation at Scale

Healthcare applications often encode hundreds of interdependent rules, from medi-
cation dosage checks to insurance authorization logic. Manual testing is infeasible
at this scale. Automated test generation from models ensures that thousands of com-
binations can be validated systematically, reducing the risk of hidden conflicts or
omissions.

Contract Testing for Interoperability

When integrating with Fast Healthcare Interoperability Resources (FHIR) servers
or other standards-based systems, contract tests verify that both sides conform to
agreed profiles and capability statements. Stub servers can be generated from FHIR
profiles to test message exchange without relying on live systems.
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Regression and Safety-Critical Tests

Regression suites ensure that safety-relevant behaviour remains stable as models
evolve. For example, medication dosage rules encoded in models should always
trigger the correct alerts in generated applications. Automated regression tests lock
in this behaviour and flag deviations early.

Security and Access-Control Validation

Executable policies derived from Role-Based Access Control (RBAC) or Attribute-
Based Access Control (ABAC) models can be tested systematically. For instance,
regression tests can assert that only authorized roles may access sensitive datasets.

Governance Integration

Testing must be embedded into continuous integration and continuous deployment
(CI/CD) pipelines. Visual diffs of models allow reviewers to understand changes
and their potential impacts before release. Evidence from automated tests—func-
tional, security, conformance, and rule validation at scale—should be bundled for
audits and compliance verification [19].

In summary, model-based testing transforms verification from a late-stage activ-
ity into an integral part of the development cycle. By shifting testing left, automat-
ing large-scale rule validation, and embedding results into governance pipelines,
healthcare organizations can improve coverage, compliance, and clinical safety
assurance.

15.3.7 Data Modelling Patterns for Clinical Applications

Clinical applications must capture the complexity of care: it is longitudinal (patients
are treated over years), episodic (care is organized around encounters or condi-
tions), and role-based (different professionals contribute at different stages). Model-
driven and LC/NC platforms can represent these aspects through well-established
modelling patterns.

Patient Timeline

A patient record should provide a longitudinal timeline that links encounters, obser-
vations, procedures, and orders in chronological order. This makes it possible, for
example, to track how blood pressure develops over time or to compare laboratory
values across multiple hospital stays.

Episode Bundles

Clinical care often revolves around specific episodes, such as diabetes management
or a hip replacement. Grouping all related data—diagnoses, medications, lab results,
and follow-ups—into an episode bundle ensures consistency, easier retrieval, and
more accurate quality reporting.
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Task-Centric Records

Care delivery is not only about storing data but also about performing actions. Task-
centric records link intent to action: for instance, a physician orders a medication,
the nurse administers it, and both actions are linked in the record as a verifiable
task chain.

Technical Expression

These patterns can be expressed as reusable model templates. They include guard-
rails such as mandatory coding systems, allowed state transitions, provenance rules,
and audit trails. Fast Healthcare Interoperability Resources (FHIR) entities—includ-
ing Encounter, EpisodeOfCare, CarePlan, and Task—map directly to these tem-
plates. Implementation guides with explicit invariants and value-set bindings ensure
that systems remain semantically consistent across institutions.

Anti-patterns to avoid:

* Over-denormalized forms: Putting all data into a single form leads to duplication
and problems when values change. For example, storing a patient’s address in
multiple records creates inconsistencies when the patient moves.

* Monolithic mega-models: Combining unrelated domains (e.g., cardiology and
billing) into one large model makes systems inflexible and hard to maintain. In
practice, changing billing codes may require clinical workflow recertification,
causing unnecessary delays.

A better approach is to design modular sub-models with clear contracts and inde-
pendent life cycles. Warning signs of emerging anti-patterns include growing user
complaints about redundant data entry and very high costs for simple changes. If
legacy systems enforce awkward structures, an anti-corruption layer at the integra-
tion tier should protect the clarity of the core clinical models.

In summary, data modelling patterns make clinical complexity manageable. By
structuring records into timelines, episodes, and task chains—and by avoiding anti-
patterns—healthcare applications built on model-driven and low-code/no-code plat-
forms can be extended, validated, and governed in a controlled manner while
maintaining semantic consistency and regulatory compliance.

15.3.8 Accessibility and Clinical UX Considerations

Clinical environments are stressful, noisy, and often low-light. Software used in
these settings must prioritize clarity, speed, and accessibility over decorative design.
LC/NC platforms can support this by embedding accessibility and usability patterns
directly into reusable components.

Core accessibility requirements. International standards such as the Web Content
Accessibility Guidelines (WCAG 2.1), the EU Web Accessibility Directive
(Directive 2016/2102), the German Barrierefreie-Informationstechnik-Verordnung
(BITV 2.0), and EN 301549 define measurable requirements. These include
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sufficient colour contrast, scalable typography, keyboard navigation, predictable
focus order, and assistive-technology support via Accessible Rich Internet
Applications (ARIA) landmarks.

Design for clinicians under pressure. Interfaces should emphasize signal over
noise: large hit targets, clear typography, keyboard shortcuts for rapid entry, and
reliable error recovery. Inline validation with explanatory feedback helps clinicians
understand rules instead of blocking workflows without context. Defaults should be
safe and transparent.

Reusable design systems. LC/NC platforms can encode accessibility standards
into design tokens, style guides, and component libraries. This ensures that every
generated application inherits accessibility compliance without bespoke rework.
Design systems should also support multilingual content, since patient-facing por-
tals in the DACH region must provide legally required notices and consents in
German and other national languages.

Life cycle integration. Accessibility must be planned and checked throughout the
entire software life cycle, not only at the end. This means:

* Automated accessibility checks should run in the Continuous Integration/
Continuous Deployment (CI/CD) pipelines, so that every new version of the
software is automatically tested for issues such as colour contrast or keyboard
navigation.

¢ Review gates should include a requirement that each release provides an acces-
sibility statement and evidence of successful tests before it can go live.

e Training for developers, business analysts, and testers ensures that all roles
understand and apply accessibility requirements consistently.

This approach makes accessibility a measurable quality attribute that is built in
from the start rather than being added at the end.

15.4 Shared Models and Federated Interoperability
in German-Speaking Countries

After covering the technical and conceptual foundations of model-driven and low-/
no-code (LC/NC) development, this section looks at how these concepts are being
implemented in the DACH region—Germany, Austria, and Switzerland. In all three
countries, interoperability frameworks built on open, machine-readable models are
increasingly replacing isolated, custom-built solutions. National initiatives now use
standards like FHIR, CDA, or IHE profiles not just for data exchange, but as com-
mon models that can generate executable components. This unified approach cre-
ates a type of model-driven interoperability that speeds up development, reduces
duplication, and strengthens digital sovereignty.
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15.4.1 Germany: KHZG, ISiK and the Model-Driven Reform
of Hospital IT

Germany’s Hospital Future Act (Krankenhauszukunftsgesetz, KHZG) is investing
several billion euros in modernizing hospital IT systems. The funding covers key
areas such as patient portals, digital documentation, medication management, tele-
medicine, and IT security [28]. Since 2024, e-prescriptions have been mandatory
for all patients with statutory health insurance [27], and from 2025 onwards, the
electronic patient record (ePA) is being introduced nationwide using an opt-out
model [28]. All these services are built on FHIR APIs defined in the ISiK specifica-
tion series. Gematik’s publicly available implementation guides, automated Titus
test suites, and confirmation procedures transform the ISiK profiles into working
interoperability models [29].

This means hospitals can develop or generate interfaces and data structures
directly from these models instead of writing custom code from scratch. New
model-driven toolchains—such as those using FHIR Shorthand (FSH/SUSHI) or
open FHIR validators—enable developers to build compliant systems from the
ground up. The Medical Informatics Initiative (MII) takes this approach further by
applying it beyond patient care: A standardized FHIR-based core dataset and reus-
able consent models ensure that research and clinical data exchange follow the same
structural principles [31]. This shows how shared models can speed up implementa-
tion and help organizations stay compliant even as regulations change.

15.4.2 Austria: ELGA and Model Governance Through ART-DECOR

Austria’s Electronic Health Record “ELGA” is an established national EHR infra-
structure that provides access to clinical documents, laboratory results, and medica-
tionlists. ELGA manages its CDA and emerging FHIR resources using ART-DECOR,
an open-source platform that stores templates, value sets, and terminologies as
version-controlled models [32]. Any change to a template—such as adding a new
medication or observation structure—can be automatically applied to all dependent
applications. Software built on these resources, whether using conventional devel-
opment or LC/NC approaches, therefore achieves interoperability and consistency
by design. In practice, this allows regional disease-management and e-medication
projects to update their applications simply by synchronising with the latest model
definitions rather than rewriting code.

15.4.3 Switzerland: EPD, IHE/CDA-CH, and the Shift Towards FHIR

Switzerland’s Electronic Patient Record (Elektronisches Patientendossier, EPD) is
currently undergoing legal and technical updates to increase participation and patient
engagement [34]. The EPD architecture is based on IHE XDS for document exchange
and uses national CDA-CH content profiles managed by eHealth Suisse [36]. All
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specifications are publicly available and tested at regular “Projectathons”. Recent
national initiatives are introducing FHIR-CH profiles for selected processes to com-
plement the existing CDA-based workflows. Because these specifications are openly
developed and can be tested automatically, hospitals can generate CDA or FHIR
documents directly from structured data models—reducing the need for manual cod-
ing and ensuring that data exchange is multilingual and legally compliant.

15.4.4 Cross-Sector Learning: The OZG-Cloud and the A12
Platform Concept

A useful example from outside healthcare is Germany’s OZG-Cloud initiative in
public administration. Developed by Dataport, FITKO, and several federal states,
the OZG-Cloud provides a federated, open-source cloud environment that standard-
izes how digital public services are implemented and shared across different Lénder.
Following the “Einer fiir alle (EfA)” principle—meaning “one for all’—modules
for forms, workflows, and document exchange are built once and then deployed
multiple times, while data ownership stays local.

Within this framework, the A12 platform developed by mgm technology partners
demonstrates how model-driven principles work in practice. A12 separates domain
logic, user interface definitions, and integration rules into declarative models, which
are then used to automatically generate working services. In the OZG-Cloud con-
text, this architecture ensures that EfA services develop consistently, can be tested
against shared specifications, and can be redeployed across different IT infrastruc-
tures. A12 therefore shows how model-driven architectures can turn interoperability
standards into maintainable, scalable solutions that avoid vendor lock-in.

15.4.5 Implications for Digital-Health Platforms and Sovereignty

The experiences from healthcare and public administration converge on a common
principle: shared, standardized models enable sovereign digital ecosystems. If hos-
pitals, insurers, and research institutions adopt open artefacts such as FHIR profiles,
CDA templates, and IHE workflows as the basis for generation rather than integra-
tion, they can build software that is:

. Faster to implement—artefacts can be generated from existing models.

. Easier to maintain—updates propagate automatically through toolchains.

. Compliant by design—validation against published profiles is automated.

. Digitally sovereign—models and toolchains remain open, self-hostable and
reusable across sectors.

AW N =

Such an approach would transform current interoperability programmes into a
federated health-cloud architecture similar in spirit to the OZG-Cloud. Instead of
isolated projects, national health systems could rely on a common semantic and
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technical foundation—enabling innovation, ensuring conformance, and maintain-
ing long-term autonomy.

15.5 Benefits and Challenges of Model-Driven LC/NC
Solutions in Healthcare

Building on the shared-model approach described in Sect. 15.4, this section exam-
ines the benefits and limitations of model-driven and low-/no-code (LC/NC) devel-
opment in healthcare. While early pilots mainly focused on rapid prototyping,
current initiatives under KHZG, ELGA, EPD, and MII show that LC/NC approaches
can deliver FHIR- and IHE-compliant services at scale—as long as governance,
security, and sovereignty requirements are built in from the start. The discussion
covers four areas: technical, organisational, regulatory, and strategic.

15.5.1 Technical Considerations

Model-driven LC/NC pipelines can significantly reduce development time by auto-
matically generating components—forms, APIs, validation logic—from common
FHIR or CDA profiles. However, healthcare environments place exceptional
demands on performance, scalability, and safety. Automatically generated compo-
nents may need further optimization to handle high-volume FHIR transactions or
imaging workloads.

Security is particularly critical: the OWASP LC/NC Top 10 highlights common
vulnerabilities such as weak authentication, excessive permissions, and data leak-
age [22]. To address these risks, generated systems must include single sign-on
(SSO), fine-grained role-based and attribute-based access control (RBAC/ABAC),
encryption for data in transit and at rest, and continuous monitoring [23, 25, 26].

Model-based testing is equally important: quality gates should validate clinical
rules and access policies against shared FHIR or CDA models [19]. Only when
model generation, validation, and testing work together in a continuous cycle can
healthcare systems combine clinical safety and performance with development
agility.

15.5.2 Organizational Considerations

While LC/NC environments make development more accessible, they can also lead
to shadow IT if governance is insufficient. To prevent this, hospitals are establishing
Centres of Excellence (CoEs) to maintain templates, ensure that verified compo-
nents are reused, and control releases. Training is essential: clinicians, modellers,
and IT staff need to learn how to co-develop components—interpreting visual work-
flows and understanding what the models mean.
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Effective change management depends on transparent versioning, documented
test results, and regular user feedback. Metrics such as task-completion time, inci-
dent reduction, or profile-validation rates can demonstrate improvement [1, 9].
Ultimately, LC/NC adoption only succeeds when organizations treat modelling as a
shared, traceable discipline rather than an ad-hoc configuration activity.

15.5.3 Regulatory and Compliance Considerations

Health software regulation in Europe requires documented compliance with multi-
ple frameworks. The GDPR (Article 9) governs the processing of health data, while
medical device software must follow IEC 62304 and IEC 82304-1 [21]. National
laws add additional requirements:

¢ In Germany, KHZG and ISiK require certified FHIR interfaces [28, 29].

¢ In Austria, ELGA and e-Medikation are defined by federal law [32].

* In Switzerland, the EPD law specifies CDA-CH and IHE compliance (BAG
2025; [33]).

LC/NC platforms operating in these environments must therefore provide audit
trails, automated compliance validation, and policy-as-code mechanisms that
enforce access rules directly at the model level. Model-driven components support
this compliance: when a regulatory template or FHIR profile changes, all dependent
modules can be automatically regenerated with updated validation logic—turning
compliance into a repeatable engineering process.

15.5.4 Strategic Considerations and Digital Sovereignty

Strategic debates increasingly focus on digital sovereignty—the ability to deploy,
audit, and develop software without external dependencies [24]. Proprietary LC/NC
runtimes or closed modelling languages create vendor lock-in, which undermines
long-term independence. The DACH region’s public sector experience provides a
useful model: the OZG-Cloud operates as an open, federated environment where
model-driven components are shared nationwide (FITKO 2023; Dataport 2025).
Within that ecosystem, the A12 platform shows how declarative, model-based gen-
eration can speed up service delivery while remaining compatible with open
standards.

Applied to healthcare, the same principle supports sovereign health-cloud archi-
tectures: shared FHIR or CDA models, open toolchains (ART-DECOR, FSH/
SUSHI, Camunda, Keycloak, Blaze FHIR), and federated governance ensure porta-
bility and independence from any single vendor. Key criteria for selecting platforms
therefore include:
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. Openness—use of standard APIs and exportable models.

. Portability—ability to deploy across sovereign or hybrid clouds.

. Alignment—compatibility with ISiK, ELGA, and EPD profiles.

. Sustainability—transparent roadmap and long-term vendor or community
commitment.

5. Governance maturity—established safety, testing, and version-control policies.

AW N =

Balancing short-term speed with long-term control is essential to avoid repeating
past cycles of fragmentation and vendor lock-in.

Summary

Model-driven LC/NC development can deliver substantial benefits—speed, adapt-
ability, and built-in compliance—when combined with strong governance and open
standards. Beyond immediate efficiency gains, organizations can achieve long-term
strategic benefits such as a more agile IT environment, increased innovation capac-
ity, and improved patient outcomes through better digital tools. However, the chal-
lenges are equally multifaceted: technical performance, organizational discipline,
regulatory compliance, and strategic sovereignty must all be managed together. The
lesson from both DACH healthcare and the OZG-Cloud/A12 experience is that agil-
ity and sovereignty are not competing goals but complementary outcomes of a fed-
erated, model-based architecture. Only by treating shared models as primary,
auditable components can healthcare achieve sustainable, sovereign digital
transformation.

15.6 Conclusion and Outlook

The preceding analysis has demonstrated that MDSE and LC/NC development can
transform the digital foundations of healthcare when they are anchored in gover-
nance, interoperability, and open standards. The chapter began by outlining how
models as first-class artefacts enable traceability and semantic alignment across
complex clinical environments. It then connected these theoretical principles with
the practical architectures and national frameworks introduced in Sects. 15.4 and
15.5, showing that shared interoperability models—FHIR, CDA and IHE—consti-
tute not only technical standards but a new methodological layer for federated
innovation.

The evidence from Germany, Austria and Switzerland indicates that MDSE and
LC/NC methods, when combined with open implementation guides, can substan-
tially reduce redundancy and accelerate deployment. Germany’s ISiK and KHZG
programmes, Austria’s ELGA ecosystem, and Switzerland’s EPD framework illus-
trate how interoperability models act as living artefacts whose evolution can be
governed collectively. The parallel developments in public administration, particu-
larly the OZG-Cloud and the A12 platform, show that declarative, model-based
generation can also operate at national scale while preserving local data control
(FITKO 2023; Dataport 2025; mgm 2023). Together, these experiences suggest that
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shared modelling infrastructures could evolve into a “federated health cloud”, com-
bining reuse, transparency, and digital sovereignty.

From a technical and organizational perspective, the advantages of model-driven
LC/NC development lie in reproducibility and adaptability. Automatically gener-
ated artefacts are consistent by construction, and updates to the underlying models
propagate through all dependent modules. Yet these benefits depend on disciplined
governance, continuous validation, and protection against security and performance
risks. As highlighted in Sect. 15.5, the Low-Code/No-Code Top 10 (2023) under-
scores vulnerabilities such as weak authentication and excessive privileges, which
must be mitigated by integrated identity management, encryption, and monitoring
[25, 26]. Organizationally, new roles—clinical modellers, data stewards, and safety
officers—become crucial to maintain the link between domain expertise and techni-
cal automation [1, 9].

Beyond these operational concerns, the most profound opportunity may lie in
what can be termed agentic modelling with artificial intelligence [39]. Emerging
research explores how Al agents can participate directly in the model-driven life
cycle—reading regulatory texts, suggesting model updates, generating test cases,
and detecting inconsistencies across FHIR profiles or policy rules [38]. Unlike tra-
ditional code-generation approaches, agentic modelling focuses on the meta-level:
the Al operates on models rather than source code, producing explainable artefacts
that remain subject to human review. This paradigm could transform how healthcare
systems adapt to regulatory or clinical change. For instance, when new data-
protection clauses or interoperability requirements are issued, agents could extract
the relevant constraints, propose model adjustments, and run validation scenarios
automatically. Human experts would then verify and approve these changes, main-
taining the legal and clinical accountability of the system.

Such a collaboration between human governance and machine reasoning prom-
ises a new form of continuous compliance by design. Instead of periodic manual
audits, regulatory assurance could become a dynamic process in which models,
agents, and validation tools interact. In the longer term, a network of federated
model repositories—synchronized through shared ontologies and policy rules—
could allow European healthcare institutions to co-evolve their digital infrastruc-
tures while remaining locally sovereign. The combination of MDSE rigour, LC/NC
accessibility, and agentic automation thus offers a pathway to faster yet safer trans-
formation, bridging the gap between regulatory complexity and practical
implementation.

Nevertheless, the approach requires careful safeguards. Agentic systems must
remain transparent, traceable, and bounded by explicit governance frameworks.
They should record every inference, justify modifications, and restrict autonomous
actions to the modelling layer. Ethical oversight and human-in-the-loop validation
are indispensable to ensure that Al-assisted updates do not introduce latent bias or
compromise clinical safety. If these conditions are met, agentic modelling could
redefine software evolution in regulated environments—not by replacing human
developers, but by amplifying their ability to reason across the expanding web of
standards, terminologies, and policies.
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The combination of MDSE, LC/NC platforms, and agentic Al opens several
important research areas. Key questions include how to formalize healthcare mod-
els so that both developers and Al agents can reliably work with them, and how
model-driven architectures can scale across federated systems while maintaining
consistency when many institutions use local variations of shared models.

Technical priorities focus on hybrid approaches that combine generated compo-
nents with hand-written code while keeping everything traceable and testable.
Research is also needed on optimizing performance for high-volume clinical work-
loads and integrating model-driven methods with microservice architectures.

Agentic modelling raises questions about how Al and humans should work
together in regulated environments. How should agents propose and document
model changes? What verification methods ensure that Al-generated modifications
maintain clinical safety? How can we keep agent systems explainable and auditable?

Other critical areas include governance (how Centres of Excellence manage
model libraries and train clinical staff), security (privacy-preserving model sharing
and audit mechanisms), and evaluation (measuring quality and safety compared to
traditional development). Cross-sector learning from finance, public administration,
and manufacturing could reveal useful patterns. Addressing these questions will be
essential to realize the full potential of MDSE-centred LC/NC ecosystems in
healthcare.

The implications reach beyond healthcare. The interplay between model-driven
design, LC/NC toolchains, and Al-assisted reasoning may represent a general para-
digm for the public sector: one in which shared, interpretable models mediate
between legislation and execution. Ongoing research in federated FHIR tooling [11,
31], policy-as-code frameworks [23, 26], and hybrid edge-cloud architectures will
further define how such ecosystems operate.

Although the empirical evidence in this chapter is primarily drawn from the
DACH region, the underlying principle is broadly transferable: semantic interoper-
ability and governance automation are not regional peculiarities but structural
requirements of any data-intensive domain. Implementing these ideas will require
gradual institutional learning, integration with identity and access management,
automated testing, and careful piloting. The central lesson is conceptual rather than
procedural: sustainable digital transformation emerges when models, automation,
and governance are treated as interdependent elements of a single socio-
technical system.

In conclusion, model-driven and LC/NC development, strengthened by Al-based
agentic modelling, provides a coherent strategy for reconciling speed with account-
ability in digital health. It transforms software engineering from a craft into a con-
tinuously verifiable process of knowledge representation and execution. When
supported by open standards, sovereign infrastructure and transparent oversight,
this approach can deliver a healthcare IT landscape that is not only faster and more
adaptive, but also safer, more explainable, and fundamentally more
human-centred.
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16.1 The Rise of LLMs in Healthcare
16.1.1 Introduction

Large language models (LLMs) have moved rapidly from research demos to pilots
and early deployments across clinical workflows, patient communication, and bio-
medical research. Clinically oriented LLMs like Med-PalLM [19] or Med-Gemini
[10] now achieve exam-level performance on many benchmark tasks, and multiple
randomized and observational studies show that they can improve clinician produc-
tivity and decision-support—but important failure modes (hallucinations, bias, pri-
vacy, and regulatory uncertainty) remain [9]. Regulatory agencies are responding
with lifecycle and marketing-submission guidance these systems and call them “Al
as a medical device” [13]. Healthcare organizations should adopt LLMs cautiously,
using retrieval-augmented approaches [2, 47], human-in-the-loop workflows, and
rigorous local validation before clinical use [11].

16.1.2 LLMs

LLMs are large neural networks using the transformer architecture [50]. They are
trained on massive amounts of text; sometimes images and other types of content is
also used. After training, these models can generate, summarize, translate, and rea-
son about language. So-called fine-tuning [41] is extremely effective and allows
adapting the models to specific domains. Using retrieval augmented generation [2]
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Table 16.1 Timeline of LLM usage in healthcare

2020 Release of GPT-3 [6], shows potential for medical Q&A, sparking initial
experiments in healthcare text generation

Nov 2022 | Release of ChatGPT [40] sparks the gen Al boom

2022-2023 | LLMs like the GPT family [6] and PaLLM [36] are tested for medical Q&A; first
results look convincing, but problems like hallucinations remain

2023-2024 | Medical fine-tuning and specialized models like Med-PaLM [19] and Med-
PalLM-2 [47] show improved benchmark scores and excel in clinical evaluations

2024-2025 | Randomized trials and implementation studies exploring LLMs for drafting
patient messages [16], decision support, and diagnostic assistance; regulators
(FDA) publish lifecycle and marketing-submission recommendations for AI/ML
devices [21]

restricts the knowledge base to a set of expert documents and makes hallucinations
much less likely while allowing more frequently updated content.

16.1.3 LLMs in Healthcare

In healthcare applications, several precautions need to be taken. Safety-critical deci-
sions, privacy (personal health information, PHI), heterogeneous data (EHR notes,
images, labs), and legal/regulatory obligations amplify both potential benefits and
risks. Review articles analyze the clinical tasks where LLMs show promise. Among
these are documentation, triage, coding, summarization, and clinical decision sup-
port [2, 29].

With a slow beginning, the adoption speed of LLMs in healthcare has increased
in the last few years (see Table 16.1).

16.1.4 Examples of Existing LLM-Based Healthcare Applications

Documentation and inbox triage are used for drafting clinic letters, creating replies
in the patient portal [16], and coding suggestions. Improvements have been shown
in clinician efficiency in multiple QI (quality improvement) studies [23]. Clinical
decision support uses LLMs to get and check differential diagnoses [11], guideline
retrieval, and treatment suggestions when integrated as assistive tools (not autono-
mous). Clinical evaluations show potential but mixed reliability [18]. Patient
engagement and education—introduces scalable, personalized explanations of con-
ditions and meds, with risk of inaccuracies if not verified [49].

Multimodal clinical tasks use models that combine images and text (e.g., radiol-
ogy, dermatology) that are emerging as successors for Med-Gemini and Med-PaLM
[10, 19]. LLMs are also used for biomedical research and summarization; research-
ers have performed a literature study, generated hypotheses, and drafted protocols.
The focus was on data extraction from unstructured content [2].



16 Leveraging Large Language Models in Healthcare: From Speech Documentation... 189

16.1.5 Measuring Success

Although not all these solutions work out of the box, a lot of success can already be
observed. Med-PalLM [19] and Med-PalLM-2 show large gains on medical QA and
exam-style benchmarks; Med-PalLM 2 reported large performance increases across
MedQA/MedMCQA/PubMedQA [47]. Additionally, randomized and observational
studies indicate LLMs can aid diagnostic reasoning and administrative tasks, but
results vary with prompt design, grounding (retrieval), and clinician supervision.
Some trials found improvements in speed and/or accuracy of diagnostics; others
flag overreliance (physicians believe everything the LLM proposes) or error propa-
gation, i.e., erroneous training information influences LLM predictions [11, 18].

The field is evolving rapidly; systematic review articles map promising roles but
emphasize the lack of large-scale, multisite clinical outcome studies and standard-
ized evaluation frameworks [9, 29].

16.1.6 Risks Using LLMs in Healthcare

No new technology goes without risks; some of those associated with LLMs can be
challenging. LLMs can produce plausible but incorrect statements called hallucina-
tions. This is especially dangerous in clinical advice. Later chapters shed some light
on possible mitigation like retrieval augmentation, citations, human verification, or
conservative prompting [2]. Another problem is bias and fairness as training data
biases can amplify disparities. To cure that, domain-specific fine-tuning and spe-
cially curated audit datasets can be used for verification [9].

It is crucial that models exposed to health data follow strict de-identification,
secure training, and data governance. Health data is very private, especially those
associated with patients. Fortunately, regulatory expectations are evolving as agen-
cies like the FDA are publishing lifecycle guidance for AI/ML in medical devices
[13]; however, approval pathways and post-market monitoring practices are still
maturing. Providers must document intended use and human oversight. Organizations
planning clinical deployment must evaluate whether an LLM-based function quali-
fies as a medical device under the respective regulations and follow submission/
lifecycle recommendations [13]. Meanwhile the European Union focuses on the EU
Al Act [12], which imposes strict regulations on medical applications.

Finally, the LLMs must be integrated into the clinical workflow and have to build
trust. Poor UX, misaligned outputs, or trivialization of clinician expertise can reduce
adoption or cause harm. Checking the implementation and its adoption regularly is
essential and can, e.g., be achieved by monitoring the usage via log files [29].

16.1.7 Practices for Safe Implementation

Most importantly, the intended use and risk class, i.e., clinical aid vs. autonomous
decision, need to be defined. [12, 13]. Instead of “pure” LLMs, RAG should be
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preferred. Models can be connected to verified internal knowledge bases and show
sources to reduce hallucinations [2]. Details will be discussed in a later section.

A human-in-the-loop approach should be considered as a further safety measure.
It requires that clinicians review for any output that affects diagnosis/treatment [18].
Additionally, local validation and monitoring is a very good option. This can be
used for prospective evaluation in the population, continuous performance monitor-
ing, and feedback loops [29].

Finally, it is a good idea to make use of encryption, de-identification, and con-
tractual protections for models trained on patient data [12, 13] to avoid any possible
problems with data governance and privacy. Logging the used prompt, their respec-
tive output, and clinician actions contributes significantly to safety and liability [9].

16.1.8 New Opportunities for LLM in Healthcare

Apart from all challenges, there are massive opportunities in leveraging LLM tech-
nology in healthcare. Some ideas have been created but have not yet been com-
pletely implemented and verified.

The question whether LLM-enabled interventions improve patient morbidity,
mortality, or health equity still needs to be proven on a clinical level. So far, large
multisite RCTs are limited [9]. There has been some research on fine-tuning on
local data and dealing with distribution shift [46]. However, the robustness and
domain adaptation of this approach need to be proven, leading to optimized meth-
ods for continuous updating.

From a UX perspective, human factors need to be considered. A good method
would be to observe how clinicians interact with LLMs under time pressure and
cognitive load [29]. Finally, regulatory evaluation metrics may not be neglected.
Standardized benchmarks that reflect safety-critical clinical tasks rather than only
exam-style QA are the topic of current research [47].

16.2 Speech-Based Documentation with LLMs
16.2.1 Introduction

Speech-based documentation systems—often called ambient AI scribes or
Al-powered clinical documentation assistants [30]—pair automated speech recog-
nition (ASR) with natural-language understanding and LLMs to transcribe and con-
vert clinician—patient conversations into clinical notes.

Recent multi-site pilots and the first randomized clinical trial(s) of LLM-powered
ambient scribes report modest but meaningful reductions in documentation time,
improvements in clinician workflow and satisfaction in some settings [33], and a
rapidly expanding commercial adoption [32, 48]. However, important caveats
remain: sometimes modest accuracy (speech recognition and LLM summarization),
hallucination/factual errors, privacy/PHI risk, and limited evidence linking
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deployment to improved patient outcomes [27]. Key recent studies showing these
points include the first randomized clinical trial of two ambient Al scribes, several
multi-site implementation reports (including large health systems), and systematic
reviews of Al-based speech/documentation tools [37].

16.2.2 Components and Workflows

There is a variety of technologies included, from the audio ingestion of clinical
encounters (live or recorded), the actual ASR, and the use of LLMs/NLP to sum-
marize, structure, and output clinical documentation (notes, problem lists, orders,
patient instructions). Typically, these are arranged in a pipeline (see Fig. 16.1).
Capabilities, evidence, implementation patterns, risks, regulatory considerations,
evaluation metrics, and recommendations must be addressed and are discussed in
the following sections.

16.2.3 Capabilities of Current Systems

This section illustrates for which tasks speech-based systems can be used and their
specific advantages. The most crucial capability is the tremendous speed increase
for basic documentation. Spoken encounters can be converted to draft notes very
efficiently and quickly, which reduces repetitive typing and allows focusing on the
really difficult problems. Also, automatically filled structured fields (e.g., medica-
tions, vitals) and generated discharge instructions prove to be a valuable optimiza-
tion provided by LLMs.

But it is not only internal templates and reports that can be filled in automati-
cally; vendors increasingly provide specialty-specific templates and include models
to improve phrasing and relevance. This must be integrated into the clinical work-
flow. Some solutions already integrate directly with major EHRs (API or vendor
partnerships). These capabilities are well documented in large-scale deployments
and product evaluations [32, 34].

16.2.4 Examples of Current Use

Some of the first pragmatic randomized trials comparing two ambient Al scribes
(Microsoft DAX and Nabla) to usual care found modest reductions in time-in-note
and mixed effects on clinician burnout metrics; the trials also highlight usability and
error-detection needs. The first RCT evidence for LLM-powered ambient scribe
tools is a milestone achievement [32].

Large health systems, e.g. [42], report rapid adoption with millions of uses and
substantial time savings and clinician satisfaction in some specialties but emphasize
careful rollout, consent processes, and monitoring. On the implementation side, reports
show big operational gains but at the same time note the need for governance [7, 48].
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Several single-site evaluations of products like Nuance DAX, Dragon Medical,
and other commercial tools show mixed results—some efficiency gains, others
showing no statistically significant improvement for certain productivity measures.
Accuracy and clinical quality vary by specialty, encounter type, and local workflow
integration [20, 55].

Recent systematic reviews and evaluation frameworks examine ASR and LLM
systems’ technical performance, human factors, and ethical/regulatory gaps. They
stress that standardized evaluation metrics like time, edits, accuracy, safety events,
and equity need to be evaluated carefully [37, 53].

16.2.5 Key Advantages and Expected Benefits

The technology can support existing processes and make them more effective and
efficient. Multiple reports and deployments document reduced clinician documen-
tation time, which leads to improved work-life balance in many cases. Moreover,
work happiness grows as routine tasks take less time [7, 48]. This also has implica-
tions for patients, as clinicians report being able to focus more on patients’ needs
when not having to spend too much time on documentation. Qualitative interviews
show a positive perceived impact on patient engagement [45]. Finally, ambient Al
scribes promise greater scalability and cheaper per-visit cost compared to hiring
specialized human scribes [35]. The saved costs can be invested otherwise.

16.2.6 Risks and Potential Failures

Although the technology is already quite sophisticated and has proved valuable in
other domains, there are some risks involved in the implementation. Mis-transcribed
words (medical terms, names, numbers) can introduce dangerous inaccuracies if not
corrected during automatic speech recognition. Accuracy depends on audio quality,
accents, specialty vocabulary, and background noise, but also on the quality of the
software and models used. Models may perform worse with non-standard accents,
non-English languages, or underrepresented subpopulations, risking inequitable
documentation quality. Moreover, during speech recognition, a statement might be
misattributed (clinician/patient ambiguity) and can create inaccurate history or
orders [37]).

A structural problem arises when LLMs invent facts (e.g., assert exam findings
not said, infer wrong duration or dosing). Without reliable grounding and clinician
review, these hallucination errors can be propagated. Several implementation stud-
ies and reviews flag this as a core safety concern [37].

Audio and intermediate transcripts are PHI; storing and transmitting them to
cloud vendors introduces both legal and contractual risks. Therefore, consent,
encryption, and data governance are essential [43]. Also, (local) regulations need to
be considered. Whether an ambient scribe or an LLM-generated note constitutes a
medical device or clinical decision support varies by jurisdiction and by the
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product’s intended claims; liability for errors (clinician vs vendor) is not fully set-
tled. Regulatory frameworks and guidance are rapidly evolving [5, 53].

16.2.7 Implementation and Deployment

Typically, a project is arranged in distinctive phases as can be seen in Fig. 16.2.

Before the actual implementation, a project governance must be established by
creating, e.g., a multidisciplinary steering group (clinicians, IT, privacy, legal, QI,
patient reps). The use cases need to be defined, and it’s often best to start with low-
risk specialties/visit types (e.g., primary care follow-ups, non-procedural visits) and
specific documentation tasks (note drafting, problem list suggestions). If (software)
vendors are involved, due diligence checks need to be performed. Typical (vendor)
documents supporting that can be model cards, training-data provenance, ASR
word-error rates on clinical speech, privacy controls, and SOC/HIPAA compliance.
If patients are involved, getting their consent is crucial, e.g., for audio capture where
required by law or institution policy [48].

The deployment itself needs to start with a verification of all Al-generated notes
by clinicians, which is directly followed by a (pilot) acceptance test. Canonical test
cases should be conceived for verifying ASR accuracy and specialty-specific
prompts, hallucination challenge sets, and equity testing (accent/language subsets).
Logging and auditing are crucial and can be achieved by storing both the original
audio and ASR transcript, LLM drafts and the edit history, and final note for QA and
regulatory purposes. Finally, data security must be considered. Typical measures
include data encryption, limited retention policies, and role-based access con-
trols [48].

Finally, after the solution is in production, it needs to be carefully monitored and
maintained. For this, a real-time monitoring dashboard can be used to look at time-
saved metrics, edits/note, hallucination incident rate, and clinician feedback. This
feedback should be integrated into the feedback loop to enable clinicians to flag
errors and propagate this to vendor/model updates. As models and software tend to
change, a periodic revalidation after software updates or model changes is

Project progress

Pre-Implementation Deployment Monitoring &

Maintenance
Governance Clinician verification
Use case & scope Acceptance test Monitoring dashboard
Vendor check Logging & audit Feedback loop
Consent & disclosure Data security Periodic re-evaluation
Incident response

Fig. 16.2 Project phases
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necessary, both pre- and post-release. If incidents occur, a predefined process for
investigating and remediating must start as soon as possible and include the Al out-
put [53].

16.2.8 Ethical, Legal & Regulatory Notes

As conversations between clinicians and patients are analyzed, ethical and legal
considerations must be taken into account. Audio capture often contains sensitive,
privacy-relevant data. Therefore, it must follow local laws (e.g., one-party vs. two-
party consent) and institutional policies. Explicit patient opt-out workflows are rec-
ommended [43]. Some deployments (if they make diagnostic or therapeutic claims)
may be considered medical devices where local regulations might apply [13].
Therefore, it is crucial to engage regulatory/compliance teams early. Evaluation and
post-market surveillance expectations are increasing [53]. Al often has a reputation
of being untransparent. To overcome this, clear UI signals that the document was
created with Al assistance must be included.

16.3 Conversational Al and Medical Chatbots
16.3.1 Introduction

Conversational Al (chatbots, virtual assistants, and voice agents) is rapidly becom-
ing a mainstream tool in healthcare for patient triage, mental-health support, admin-
istrative automation, medication adherence, and clinician-assist functions.
Randomized and controlled studies—especially in mental health and history-
taking—show promising clinical and operational benefits, e.g., reduced symptom
scores, faster intake, but evidence on improved hard clinical outcomes like morbid-
ity and mortality is limited and heterogeneous. Major risks remain: safety (halluci-
nations, incorrect triage) [33], privacy (PHI in chat logs), equity (worse performance
for underrepresented languages/accents), and regulatory uncertainty. Regulatory
bodies like the FDA have published lifecycle guidance for Al-enabled device soft-
ware functions [13], increasing expectations for transparency, monitoring, and post-
market surveillance. Health systems should treat conversational Al as high-value
but high-risk—pilot narrowly, require human-in-the-loop oversight for clinical
tasks, and use rigorous evaluation and monitoring before scaling [27, 30, 47].

16.3.2 Architectures & Flavors

Conversational Al systems vary along three axes as can be seen in Fig. 16.3.

The task intent can be, e.g., patient-facing triage or symptom checkers with auto-
mated routing. This is realized by therapeutic chatbots like Woebot [57], Wysa [58],
and Youper [60]. On the other hand, administrative voice agents can make insurance
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calls or schedule appointments. Moreover, the systems can support clinicians by
note drafting or question answering.

In the core stack, ASR is used for converting voice recordings to text. Responses
can be created by generative LLMs supported by rules. RAG (see later section)
grounds outputs in knowledge bases.

This technology can be deployed in closed, domain-adapted models with local
data or vendor-hosted LLMs. Hybrid designs facilitate the combination of scripted
triage with generative fallback. A pure cloud scenario where everything is running
in the cloud is also possible.

16.3.3 Historic and Current Usage (Table 16.2)

Today, there is a focus on various solutions and domains:

Scalable CBT and supportive conversations are used in mental health and chat
therapy; several RCTs/meta-analyses show small-to-moderate reductions in anxi-
ety/depression symptoms [30, 62]. Self-triage apps guide users to the appropriate
level of care and check symptoms; mixed accuracy vs clinicians and varied conser-
vative/over-triage tendencies can be observed [33].

Chatbots collect structured histories and social-determinant screenings in clini-
cal intake and patient history; this improves completeness and standardization [24].
Automated insurance calls help relieve administrative burden; voice agents support
prior-authorization tasks. Scheduling, and benefits verification show operational
ROI in some case studies [54]. Medication reminders are used for patient naviga-
tion, chronic care engagement, symptom monitoring, and resource navigation
bots [4].

16.3.4 Literature Review

Some solutions are already in operation, with researchers reporting different suc-
cess rates. Multiple RCTs and meta-analyses demonstrate reductions in anxiety and
depressive symptoms vs. control conditions, though effect sizes and durability vary
[27, 62]. Additionally, conversational Al can improve completeness and efficiency
of medical history-taking. Systematic reviews report improved data collection and



16 Leveraging Large Language Models in Healthcare: From Speech Documentation... 197

Table 16.2 Development of LLM-based chatbots in healthcare over time

2010-2015 | Rule-based chatbots and symptom checkers

2016-2020 | ML/NLU-based virtual assistants in administrative workflows

2020-2023 | Scalable mental-health chatbots (Woebot, Wysa) collect RCT evidence for
short-term symptom reduction [27]

2023-2025 | LLMs and multimodal models expand conversational capabilities; studies
compare LLM triage/QA to clinicians and examine hallucination/triage
performance. Regulatory agencies publish lifecycle guidance for Al-enabled
medical devices [12, 21]

patient satisfaction in certain settings [24]. However, triage accuracy of LLMs and
chatbots is mixed. Large models can triage reasonably but often differ from clini-
cian judgment; some studies find LLMs over- or under-triage compared to profes-
sionals. This heterogeneity demands local validation before clinical use [33].

Deployment evidence is dominated by single-site pilots; only a few multisite
pragmatic RCTs measure hard clinical outcomes. Reviews call for larger, rigorously
designed pragmatic trials with patient-centered endpoints [25, 30]. At the same
time, regulators are tightening expectations. The FDA and other agencies now
expect total-product-lifecycle management, transparency, bias testing, and post-
market surveillance for Al-enabled medical devices [21].

16.3.5 Benefits, Limitations, & Risks

The new technology has a lot of benefits. The systems are very scalable and offer
both 24/7 access and lower marginal cost per interaction [26]. By improving access
and using equity potential, they can reach underserved areas or times when clini-
cians aren’t available [52]. Standardization makes sure that intake remains consis-
tent, while checklist completion ensures the reliability of screening tasks [24].

However, there are some important limitations and risks. Generative models can
produce plausible but incorrect medical statements. RAG and conservative policies
help but do not completely eliminate the risk [1, 33], as will be shown in the next
section. Chat logs and audio are PHI and therefore sensitive information; the storage
and vendor data usage must meet HIPAA and local laws [12, 13]. ASR and NLU
often perform worse for non-native accents, underrepresented languages, and cer-
tain demographic groups, which makes equity audits essential [3]. Finally, regula-
tory and legal requirements need to be met. Classification as clinical decision
support or medical device depends on claims and uses; liability boundaries are still
unclear [14, 56].

The FDA (and other regulators) issued draft and final guidance emphasizing life-
cycle oversight for AI/ML-enabled medical software, transparency, and bias mitiga-
tion; developers may be required to submit more detailed documentation depending
on claims and risk. Jurisdictions differ in definitions and thresholds. Engage regula-
tory/compliance teams early [12, 21].
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16.3.6 Implementation
The following steps are recommended for an implementation:

1. Define intended use and perform risk classification:
differentiate between informational, diagnostic, and therapeutic use cases [13].
2. Require provenance and grounding:
for medical claims, use RAG and cite sources where possible [1].
3. Human-in-the-loop for clinical decisions:
mandate clinician review for high-risk outputs.
4. Data governance and consent:
ensure explicit consent, retention limits, encryption, vendor contracts with
HIPAA/SOC2 [13].
5. Equity and robustness testing:
test across languages, accents, and subpopulations [3].
6. Monitoring and incident response:
implement real-time dashboards, error flagging, and rapid rollback plans [14].

16.4 Enhancing Trustworthiness with RAG
16.4.1 Introduction

RAG—the pattern of retrieving authoritative, domain-specific content and supply-
ing it as context to a generative LLM—is one of the most promising practical strate-
gies to improve LLM trustworthiness in healthcare. RAG improves factuality,
enables provenance (source linking), reduces hallucinations on many tasks, and lets
organizations constrain models to current, local, and regulated knowledge (guide-
lines, formularies, and charts). Recent empirical work across radiology, medication
safety, surgical guidance, and broader LLM evaluations shows substantial gains in
accuracy and reduction of dangerous errors when RAG is used and properly engi-
neered. However, RAG is not a silver bullet: retrieval quality, index freshness,
prompt & answer verification, privacy of retrieval sources, and system-level work-
flows remain critical [2, 59].

RAG combines two main components: The retriever is a fast module (vector
retrieval with sparse or dense vectors) that searches a knowledge corpus (guidelines,
local EHR notes, drug formularies, literature, and all kinds of documents) and
returns a small set of relevant documents or passages. The generator is a large gen-
erative language model. It consumes the retrieved context plus the user query
(prompt) to produce an answer. Optionally, the generator is instructed to quote or
cite retrieved passages and to be conservative when no high-confidence
retrieval exists.

There are some popular variants of RAG. In closed-index RAG, the index is built
from local, controlled sources (hospital guidelines, drug database). This is the best
option for safety and PHI control. Hybrid RAG combines the local index with
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public knowledge sources (like websites) for up-to-date coverage and is also able to
answer generic questions. To avoid hallucinations, a RAG pipeline can include a
reranker for narrowing the list of potential results and an additional verification
stage that detects exactly those hallucinations [2, 31].

RAG helps by providing explicit, up-to-date evidence to the LLM at generation
time and constrains the output while enabling provenance linking (citations). All
this helps to reduce the model’s tendency to invent facts and makes outputs audit-
able [61]. Moreover, updating content in RAG systems is much easier compared to
fine-tuning a generative LLM.

16.4.2 Mechanisms for Improving Trustworthiness

RAG has several mechanisms that increase trustworthiness. The most important
point is the reduction of hallucinations. Empirical studies show markedly fewer
fabricated facts when responses are grounded on retrieved texts rather than pure
prior models. For example, RAG significantly reduced hallucinations in radiology
contrast guidance and other clinical vignettes [22, 51]. The reason is that the genera-
tive LLM is not used as a knowledge base but rather as a summarizer. Moreover,
RAG enables provenance and transparency. Retrieved passages can be shown as
citations or links, enabling clinicians to verify claims and auditors to trace recom-
mendations to sources [2].

On the operational side, RAG makes sure that knowledge is kept current, as it
can query up-to-date documents (EHR notes, recent guidelines), bypassing model
training cutoffs or fine-tuning. Studies benchmarking LLM workflows with RAG
report better performance on time-sensitive tasks [15]. This facilitates domain adap-
tation; indexing local protocols or formulary content makes outputs reflect institu-
tional practice, increasing relevance and reducing harmful mismatch. Case studies
(e.g., MedLM/RAG integrations) report operational improvements when local
knowledge is used [17]. In addition to that, the database can stay on-premise.

Empirical results look great. A recent study reported RAG-enhanced local mod-
els eliminated dangerous hallucinations for radiology contrast questions and outper-
formed cloud LLM baselines on safety metrics [22]. This is achieved by taking a
look at only trusted sources. Multi-model assessments show RAG variants outper-
form plain LLMs for tasks like preoperative instruction generation and surgical-
fitness assessment across multiple guidelines [28]. The much narrower database
contributes to the improved results. ClinicalRAG and other academic pipelines
demonstrate improved reference ability and decision-support performance in exper-
imental benchmarks [31]. This helps in constructing an audit trail.

16.4.3 RAG Architecture and Engineering Patterns

There is no reference architecture, but some practical aspects are considered by [2,
44] and depicted in Fig. 16.4:
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Indexing layer
Data sources: clinical guidelines (NICE, professional societies), local SOPs, EHR clinical notes (de -
identified or private index), drug monographs, lab ref-erence ranges, institutional policies, biomedical
literature (PubMed).
Vectorization: embedding models (clinically tuned where possible) + chunking strategy (section -level vs
sentence).

Retriever
Dense retrieval (semantic search) via vector DB (qdrant, FAISS, Milvus, Weaviate) or hybrid BM25
(ElasticSearch) and dense for better recall
Reranker stage to prioritize high-precision matches.

Generator & control
LLM receives top-k passages in context; prompt en-forces conservative behavior (e.g., “if no matching
passage, say ‘insufficient evidence”).
Optionally uses chain-of-thought-style decomposition + citation of passages.

Verification & human-in-the-loop
Factuality checks, cross-reference scoring, or secondary model that flags contradictions between retrieved
evidence and LLM output.
Ul shows retrieved snippets and highlights provenance for clinician review

Fig. 16.4 RAG architecture in healthcare

It turns out that engineering is critical [2]. Retrieval length should be limited, and
a chunking strategy should be chosen that preserves clinical context (e.g., entire
guideline section vs. sentence). Where it is possible, domain-specific embedding
models (biomedical embeddings) should be used, and recall on clinical queries
must be calculated as a KPI. To further improve trustworthiness, a fallback policy
(decline to answer or defer) should be in place when retrieval confidence is low.

16.4.4 Risks and Potential Failures

RAG reduces but does not eliminate risks. Possible failures can still occur; the most
important with possible cures are listed with the most frequent at the top below:

1. Retrieval errors (garbage in—garbage out)

If the retriever returns irrelevant or outdated passages, the generative model
will still produce wrong answers. This can be avoided first of all by a high qual-
ity of the underlying text corpus (maybe with the help of data curation). A
reranker can act as a safeguard and calculate retrieval confidence thresholds;
frequent index refreshes should be applied to update outdated information [2].

2. Citation misuse/selective quoting

The generative model might still paraphrase inaccurately or selectively com-
bine passages to create misleading synthesis. Possible cures include requiring
verbatim quotes for critical facts, showing the exact retrieved snippets, and
implementing conservative answer policies. It is crucial to measure failure rates
to permanently avoid this issue.
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3. Index privacy and PHI leakage
Indexing raw EHR text can expose PHI to vector databases or cloud vendors
(if not hosting on-premise). This is especially critical if not only the vectors but
also the corresponding texts are saved in the database. This situation can be
avoided by keeping clinical indices on-premise, by encrypting the index storage
(also possible in the cloud), by applying de-identification where appropriate, or
by imposing contractual controls [2].
4. Outdated or conflicting sources
Multiple guidelines may disagree on which RAG to retrieve, and the model
may not resolve conflicts correctly. A possible cure might be to tag sources by
authority and date and present possible conflicts actively to the users. A model
that transparently tells users conflicting text passages with references increases
its trustworthiness tremendously ([28], p. 10).
5. Over-reliance on retrieval confidence
Retrieval confidence metrics can be imperfect, which means that systems still
require human oversight for high-risk outputs. This cannot be totally avoided,
but the problem can be shown as uncertainty to users via a conservative Ul/
UX. The system then still needs a human-in-the-loop signoff for diagnosis/treat-
ment [2].
6. Device classification and claims
If the RAG system makes diagnostic/treatment recommendations or auto-
mates clinical decisions, regulators (e.g., FDA) may classify it as a medical
device (SaMD). Claims must be supported by clinical evidence and lifecycle
plans. Therefore, it is useful to focus on regulatory and legal teams early [12,
13, 38].
7. Transparency and documentation
Models and their performance can change. Therefore, maintaining model
cards and keeping data provenance records is crucial. Moreover, a copy of the
retrieval index should be kept, as well as release notes describing index refresh
policy. These aid audits and post-market surveillance [59].

16.4.5 Evaluation and Acceptance Tests

To validate an RAG system before clinical use, a structured evaluation should be
adopted.

In the offline technical validation, a few KPIs can be measured or calculated. The
retrieval recall should be calculated for a gold set of clinical questions to measure
whether the retriever returns relevant passages in top-k (recall@k). The citation
accuracy measures the fraction of model statements that are supported verbatim by
a retrieved passage (precision of citations). With the help of the hallucination rate,
the number of fabricated or unverifiable claims per 1000 responses on a curated
clinical test set can be measured [8].

In the clinical simulation phase, case vignettes should be used to present simu-
lated or de-identified cases and measure clinical correctness (diagnosis, med dosing,
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contraindication detection) compared to expert panel. Studies show that RAG
improves the detection of medication errors vs. using a generative model alone [39].

User acceptance and safety are critical during operation. This can be measured
via the clinician editing burden (e.g., via edits per draft, time-to-sign). The provable
provenance is the percentage of outputs with explicit, clickable citations to institu-
tional policies. As an escalation and fallback measure, the correct triggering of esca-
lation for low-confidence cases should be recorded.

Further metrics should be considered while the solution is in use. Real-world
incidents where RAG output contributed to clinical action should be tracked. The
system should be prepared for rapid review and rollback ahead of each deploy-
ment [15].

Of course, the metrics vary by use case and institution. Some example criteria
could look like this: Retrieval recall@5 >90% on a curated guideline retrieval test.
Citation precision >95% for medication and dosing statements. Hallucination rate
<1 per 1000 high-risk outputs in simulated tests. Clinician net satisfaction > base-
line and no severe safety incidents in initial 60-day pilot.

16.4.6 Case Studies

RAG adoption is progressing very fast. Some examples have already been published.

A local RAG approach eliminated hallucinations in 100 synthetic radiology
cases and outperformed cloud LLMs on safety metrics. The study highlights how
on-premise RAG with local indexes protects PHI while improving safety [22, 51].
Multimodal RAG is also gaining traction. Such an assessment across many guide-
lines showed RAG workflows produced more consistent and guideline-concordant
outputs than LLMs alone [28]. Safety is always an issue in health, and RAG adop-
tion can contribute to increasing this, especially when less experienced people are
involved. RAG-LLM pipelines used alongside junior pharmacists improved detec-
tion of drug-related problems versus LLM alone in vignettes spanning 12 special-
ties [39]. Open-source plays an important role both with respect to models and
implementations. Using this approach, prototypes can demonstrate how to extract
heterogeneous clinical knowledge and combine it into RAG workflows for CDS [31].

These case studies collectively show consistent direction: anchoring generative
LLMs to trustworthy sources raises factuality and clinical usefulness, particularly
for well-scoped tasks.
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