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Abstract 

There are so many opinion about Cloud, some organization claim that there will be stay flexible, go mobile, empower your 

partners, focus on customers, no need upgrades, scale easily, security and predictable cost. But in other hand they said 

securityvulnerabilities, must have internet connection, did not have recycle bin, transfer problem with large data. So the answer is 

depend or us, want to use it or not.This paper explain about the benefit and the risks in the cloud. 
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1. Introduction 

Learn from the first companies to offer cloud, we will see what services they have such a Amazon, Google and 

Microsoft.  

1.1. Amazon 

Amazon is the most extensive cloud service to date, they offers a number of cloud services, including : 

• Elastic compute Cloud  (EC2) 

• Simple Storage Service (S3) 

• Simple Queue Service (SQS) 

• SimpleDB 

1.2. Google 

Google offers online documents and spreadsheets and encourages developers to build features for those and othe 

online software, using it’s Google App Engine.  

1.3. Microsoft 

Microsoft’s cloud computing solution is called windows Azure, an  operating system that allow organizations to 

run windows application and store files and data using Microsoft data centers. Key components of azure services 

platform include  

• Windows Azure 

• Microsoft SQL services 

• Microsoft .NET services 

• Live services 
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• Microsoft SharePoint Services and Microsoft Dynamics CRM services.  

 

From the three pioneer above we learn that cloud always change and growth, so we must start to learn what cloud 

can do with our life. 

2. Get in to the cloud 

Cloud itself is a set of hardware, network, storage, services and interfaces that enable the delivery of computing 

as service. Cloud services include the delivery of software, infrastructure and storage over the internet based on user 

demand. Cloud computing is the next stage in evolution of the internet, from computing power to computing 

infrastructure, application, business processes to personal collaboration, can be delivered to you as a service 

wherever and whenever you need. 

A simple model for cloud computing : 

 
Management and Administration 

Business Process as a Service 

Software as aService 

Platform as a Service 

Infrastructure as a Service 

 

2.1. Infrastructure as a Service 

Infrastructure as a Service (IaaS) is the delivery of a compute foundation (servers, networking technology, 

storage, and data center space) as a service. It also includes the delivery of operating systems and virtualization 

technology to manage the resources.   

The Infrastructure as a Service customer is renting computing resources rather than buying and installing them in 

its data center. The service is typically paid for on a usage basis that reflects the amount of resources used over time. 

The service may include dynamic scaling so that if more resources are required than expected, they will be provided 

immediately 

2.2. Platform  as a Service 

With Platform as a Service (PaaS), the provider delivers more thaninfrastructure. It delivers what you might call 

a solution stack , an integrated set of software that provides everything a developer needs to build an application, for 

both software development and runtime. 

PaaS can be viewed as an evolution of Web hosting. In recent years, Webhosting companies have provided fairly 

complete software stacks for developing Web sites. PaaS takes this idea a step farther by providing lifecycle 

management — capabilities to manage all software development stages from planning and design, to building and 

deployment, to testing and maintenance. The primary benefit of PaaS is having software development and 

deployment capability based entirely in the cloud — hence, no management or maintenance efforts are required for 

the infrastructure. Every aspect of software development, from the design stage onward (including source-code 

management,testing, and deployment) lives in the cloud. PaaS is inherently multi-tenant and naturally supports the 

whole set of Webservices standards and is usually delivered with dynamic scaling. In reference to Platform as a 

Service, dynamic scaling means that the software can be automatically scaled up or down. Platform as a Service 

typically addresses the need to scale as well as the need to separate concerns of access and data security for its 

customers. Although this approach has many benefits for customers, it also has some disadvantages. The major 

drawback of Platform as a Service is that it may lock you in to the use of a particular development environment and 

stack of software components. Platform as a Service offerings usually have some proprietaryelements (perhaps the 

development tools or even component libraries). Consequently, you may be wedded to the vendor’s platform and 
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unableto move your applications elsewhere without rewriting them to some degree.If you suddenly become 

dissatisfied with your Platform as a Service provider, you may face very high expenses when you suddenly need to 

rewrite the applications to satisfy the requirements of another PaaS vendor.  

2.3. Software  as a Service 

SaaS has its roots in an early kind of hosting operation carried out by Application Service Providers (ASPs). The 

ASP business grew up soon after the Internet began to mushroom, with some companies offering to 

securely,privately host applications. Hosting of supply chain applications and customer relationship management 

(CRM) applications was particularly prominent,although some ASPs simply specialized in running email. Prior to 

the advent of this type of service, companies often spent huge amounts of money implementing and customizing 

these applications to satisfy internal business requirements. Many of these products weren’t only difficult to 

implement but hard to learn and use. However, the most successful vendors were those who recognized that an 

application delivered as a service with a monthly fee based on the number of users had to be easy to use and easy to 

stay with.CRM is one of the most common categories of Software as a Service; the most prominent vendor in this 

category is Salesforce.com, described in this chapter’s sidebar. For a more extensive look at some of the other 

examples of Software as a Service  

 

Buying Software as a Service offers a number of obvious advantages, the following provides some insight into 

why this approach to software delivery has gained so much traction with vendors and customers. The price of the 

software is on a per-use basis and involves no upfront costs from the service provider. (Of course, the reality is that 

your company may have some upfront work to do to get your data loaded into the Software as a Service application 

database and you may have to deal with ongoing data integration between your internal and cloud data stores.) 

Businesses get the immediate benefit of reducing capital expenditures. In addition, a business gains the flexibility to 

test new software on a rental basis and then can continue to use and adopt the software, if it proves suitable. 

2.4. Business Process  as a Service 

A Business Process as a Service is a series of actions taken in steps to complete a business task that is delivered 

on a cloud platform. An example of a Business Process as a Service is an “order-to-cash” process designed for use 

by manufacturing companies. The process would accommodate the specific needs of manufacturing companies 

without necessarily creating a perfect match with the unique processes at any one organization. The goal is to design 

the business service according to industry best practices so that many companies would find it helpful.  

 

This service could be provided via an Internet interface and combined with either software as a service offerings 

or even in-house applications. Business Process as a Service has its origin in the traditional outsourcing business, 

where a company outsources its entire IT department in order to reduce costs by turning business processes over to 

an expert. 

 

 For example, HP’s Enterprise Services business unit (formerly known as EDS) provides Business Process as a 

Service for several industries. Its AirSOA offering is a transportation system that provides SOA-based services for 

common functions a cross a swath of transportation industries. In addition to business critical unctionality, it 

provides “connecting fabric”  for the development and integration of services to enable new business models and 

opportunities.Recently, we have witnessed more and more outsourced business services involving the combination 

of skilled professionals with software. The huge amount of software development work that is outsourced, for 

example, depends on software development and project management tools that enable the coordination of remote 

teams. Some firms outsource HR activities, including recruiting, training, and benefit administration. As cloud 

computing develops, this trend will naturally continue with professional services becoming increasingly involved in 

creating technology-enabled services. 

3. Did you need a cloud 
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Cloud computing is often viewed as a technique for supportingchange. So you should start by getting a good 

handle onhow and why the business is changing. For example, Tourcompany may be ready to acquire companies to 

gain accessto new customers or new markets. Your company may needto change its business model because of 

dramatically changingbusiness conditions. Understanding this will help youdetermine the best ways to leverage the 

cloud for futuregrowth and competitiveness. 

 

Although it might seem like a lot of work to go through theexercise of understanding your current environment, 

it willbe instrumental in helping you to pick the right cloud strategyfor your organization. You may determine that 

the beststarting point is to implement Infrastructure as a Service sothat you can add incremental storage capacity to 

support anew business initiative. Or, you might decide to use Platformas a Service so you can limit the capital 

expenses needed todevelop a new application. Another starting point in someorganizations might be to add Software 

as a Service such asa Customer Relationship Management (CRM) service to supportcritical sales efforts without 

having to expand internalresources. Some organizations might have the need for aBusiness Process as a Service such 

as a supply chain serviceon demand that could be used to support a pilot test of a newline of business.There is no 

one right path to leveraging cloud services withinyour business. It will depend on the state of your data center,your 

applications, your service portfolio, and your changingbusiness requirements. Whatever your starting point, 

cloudcomputing is an approach that can be pragmatically used toaugment, modify, or radically transform your 

technology and business infrastructure. 

 

Cloud services will have a major impact on your organization in ways that may not be obvious. The cloud 

impacts the whole company, not just the IT department. For example, do you know how cloud services fit into your 

overall corporate and IT strategy? Also, if you decide to utilize the cloud, you have to make sure that it supports 

your corporate and IT governance requirements. At a more detailed level, there are important issues of emerging 

standards, business process management, and the overall issues of managing costs. 

 

Some of the opportunities and potential benefits that apply to almost all forms of cloud computing include : 

• Cost saving– Cloud customers pay for only the computing resources they use rather than purchasing or leasing 

equipment that may not be fully utilized at all times. If cloud computing is used to meet all the technology needs 

of an organization, there are no longer physical space requirements and utility costs traditionally associated with 

maintaining a dedicated data center environment. An organization that obtains all of its computing resources 

from a cloud service provider can expense all the dollars (i.e., receive a U.S. tax benefit). This tax benefit does 

not typically apply to internal dedicated data centers in which capital expenditures and amortization factors are 

involved. 

 

• Speed of deployment– Cloud service providers can meet the need for computing resources (e.g., server 

processing and data storage) much more quickly than most internal information technology (IT) functions. The 

time to fulfill requests for computing power and applications can change from months to weeks, weeks to days, 

and days to hours. 

 

• Scalability and better alignment of technology resources – An organization can scale up and down its capacity 

from one server to hundreds of servers without capital expenditures. This ability enables an organization to 

obtain large amounts of computing resources for performing temporary computing-intensive tasks when needed 

without investing in excess computing capacity to meet infrequent high-demand periods. 

 

• Decreased effort in managing technology – Owning and operating an IT function is costly and time-consuming. 

Cloud computing allows an organization to focus more time on its core purpose and goals. Most cloud service 

offerings are based on a prebuilt standardized foundation of technology that facilitates better support. This 

foundation also makes provisioning computing resources easier, which in turn paves the way for more consistent 

technology upgrades and expedited fulfillment of IT resource requests. 

• Environmental benefits – If every organization were to replace its private data center with cloud computing, the 

result would be significantly less overall power consumption, carbon emissions, and physical land use. 
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4. The Risk of your cloud 

The types of risks (e.g., security, integrity, availability, and performance) are the same with systems in the cloud 

as they are with non-cloud technology solutions. An organization’s level of risk and risk  rofile will in most cases 

change if cloud solutions are adopted (depending on how and for what purpose the cloud solutions are used). This is 

due to the increase or decrease in likelihood and impact with respect to the risk events (inherent and residual) 

associated with the CSP that has been ngaged for services.  

Some of the typical risks associated with cloud computing are: 

• Disruptive force – Facilitating innovation (with increased speed) and the cost-savings aspects of cloud 

computing can themselves be viewed as risk events for some organizations. By lowering the barriers of entry for 

new competitors, cloud computing could threaten or disrupt some business models, even rendering them obsolete 

in the future. For example, streaming media over the Internet was a technology solution that significantly 

reduced the sales of CDs and DVDs and the need for physical retail stores. Existing competitors that fully 

embrace the cloud might be able to bring new ideas and innovation into their markets faster. Since cloud 

computing solutions yield considerable short-term cost savings due to reduced capital expenditures, an 

organization adopting the cloud might be able to extract better margins than its non-cloud competitors. Thus, 

when an industry member adopts cloud solutions, other organizations in the industry could be forced to follow 

suit and adopt cloud computing. 

• Residing in the same risk ecosystem as the CSP and other tenants of the cloud – When an organization adopts 

third-party-managed cloud solutions, new dependency relationships with the CSP are created with respect to 

legal liability, the risk universe, incident escalation, incident response, and other areas. The actions of the CSP 

and fellow cloud tenants can impact the organization in various ways. Consider the following: 

o Legally, third-party cloud service providers and their customer organizations are distinct enterprises. 

However, if the CSP neglects or fails in its responsibilities, it could have legal liability implications for 

the CSP’s customer organizations. But if a cloud customer organization fails in its responsibilities, it is 

less likely there would be any legal implicationsto the CSP. 

o Cloud service providers and their customer organizations are likely to have separate enterprise risk 

management (ERM) programs to address their respective universe of perceived risks. Only in a 

minority of cases (involving very high-dollar contracts) will CSPs attempt to integrate portions of their 

ERM programs with those of their customers.   

• Lack of transparency – A CSP is unlikely to divulge detailed information about its processes, operations, 

controls, and methodologies. For instance, cloud customers have little insight into the storage location(s) of 

data, algorithms used by the CSP to provision or allocate computing resources, the specific controls used to 

secure components of the cloud computing architecture, or how customer data is segregated within the cloud. 

• Reliability and performance issues – System failure is a risk event that can occur in any computing environment 

but poses unique challenges with cloud computing. Although service-level agreements can be structured to meet 

particular requirements, CSP solutions might sometimes be unable to meet these performance metrics if a cloud 

tenant or incident puts an unexpected resource demand on the cloud infrastructure. 

• Vendor lock-in and lack of application portability or interoperability – Many CSPs offer application software 

development tools with their cloud solutions. When these tools are proprietary, they may create applications 

that work only within the CSP’s specific solution architecture. Consequently, these new applications (created by 

these proprietary tools) might not work well with systems residing outside of the cloud solution. In addition, the 

more applications developed with these proprietary tools and the more organizational data stored in a specific 

CSP’s cloud solution, the more difficult it becomes to change providers. 

• Security and compliance concerns – Depending on the processes cloud computing is supporting, security and 

retention issues can arise with respect to complying with regulations and laws such as the Sarbanes-Oxley Act 

of 2002 (SOX), the Health Insurance Portability and Accountability Act of 1996 (HIPAA), and the various data 

privacy and protection regulations enacted in different countries. Examples of these data privacy and protection 

laws would include the USA PATRIOT Act, the EU Data Protection Directive, Malaysia’s Personal Data 

Protection Act 2010, and India’s IT Amendments Act. In the cloud, data is located on hardware outside of the 

organization’s direct control. Depending on the cloud solution used (SaaS, PaaS, or IaaS), a cloud customer 

organization may be unable to obtain and review network operations or security incident logs because they are 
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in the possession of the CSP. The CSP may be under no obligation to reveal this information or might be unable 

to do so without violating the confidentiality of the other tenants sharing the cloud infrastructure. 

• High-value cyber-attack targets – The consolidation of multiple organizations operating on a CSP’s 

infrastructure presents a more attractive target than a single organization, thus increasing the likelihood of 

attacks. Consequently, the inherent risk levels of a CSP solution in most cases are higher with respect to 

confidentiality and data integrity. 

• Risk of data leakage – A multi-tenant cloud environment in which user organizations and applications share 

resources presents a risk of data leakage that does not exist when dedicated servers and resources are used 

exclusively by one organization. This risk of data leakage presents an additional point of consideration with 

respect to meeting data privacy and confidentiality requirements. 

• IT organizational changes – If cloud computing is adopted to a significant degree, an organization needs fewer 

internal IT personnel in the areas of infrastructure management, technology deployment, application 

development, and maintenance. The morale and dedication of remaining IT staff members could be at risk as a 

result. 

• Cloud service provider viability – Many cloud service providers are relatively young companies, or the cloud 

computing business line is a new one for a well-established company. Hence the projected longevity and 

profitability of cloud services are unknown. At the time of publication, some CSPs are curtailing their cloud 

service offerings because they are not profitable. Cloud computing service providers might eventually go 

through a consolidation period. As a result, CSP customers might face operational disruptions or incur the time 

and expense of researching and adopting an alternative solution, such as converting back to in-house hosted 

solutions. 

5. Conclusion 

Cloud computing has as much potential to bring about the change to organizations as the internet did during the 

last decade. In time, cloud computing will establish its mark in the historical timeline of evolution of technology. 

But there will be some point that we must calculate what the risk of the cloud and the benefit to us. 
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