Decentralization as
Decentralization

/diːsɛntɹəlaɪˈzeɪʃən/

1. Denoting the act or process of redistribution,
from an administrative center to outlying areas.
2. The dispersion of functions and powers,
specifically, delegation from a central authority
to regional or local control.

Lichen are a composite organism made up of algae or cyanobacteria & fungi together

Background
● My interests: artist publication + politics of technology
● Brief rhetorical account of decentralized communication
● Dimensions of decentralization
Claims
● The term is vague (we are already decentralized)
● Ideologically, decentralization represents a challenge to
illegitimate or unjust regimes of consolidated power
● P2P naturally aligns with the free market, liberal
individualism, and extra-state sovereignty
Thesis
● If we are to adopt the language of decentralization / P2P
in response to structural injustice, we must learn from
past mistakes and specify what we want with care

Decentering Language
“Febvre and Martin then point to
the efforts made in medieval
chancelleries to standard verbal
practices, and to the new
centralism of Renaissance
monarchies to fix languages.

...
Today in the electronic age of
simultaneity all these policies
have had to be reversed,
beginning with the new drive for
decentralism and pluralism in big
business itself. That is why it is so
easy now to understand the dynamic logic of printing as a
centralizing and homogenizing force. For all the effects of print
technology now stand in stark opposition to the electronic
technology. In the sixteenth century the whole of ancient and
medieval culture stood in equally conflicting relation to the new
print technology.”
— Marshall McLuhan, The Gutenberg Galaxy (1962)
The printing press was at once centralizing and decentralizing.
Centrality operates along many dimensions simultaneously.

RAND Corporation & the Military Origins of Decentralization

“This Memorandum briefly reviews the distributed communications
network concept and compares it to the hierarchical or more
centralized systems. The payoff in terms of survivability for a
distributed configuration in the cases of enemy attacks directed
against nodes, links, or combinations of nodes and links is
demonstrated.”
— Paul Baran, On Distributed Communications (1964)
It’s important to recognize that the visual metaphor that’s now
emblematic of the decentralized movement, originally came from a
publication by the Rand Corporation, prepared for the United
States Air Force, which calculated whether the US’s communications
infrastructure would withstand a nuclear assault.

Whole Earth Catalog
“According to Brand, and to popular
legend then and since, Bay area
computer programmers had imbibed the
countercultural ideals of decentralization
and personalization, along with a keen
sense of information’s transformative
potential, and had built those into a new
kind of machine.
In the late 1960s and the early 1970s,
Brand and others noted, computers had
largely been mainframes, locked in the basements of universities
and corporations, guarded by technicians. By the early 1980s,
computers had become desktop tools for individuals, ubiquitous
and seemingly empowering. One had only to look at the machines
themselves to see that the devices through which the leaders of
government and industry had sought to manage the world had
been wrested from their hands. The great machines of empire had
been miniaturized and turned over to individuals, and so
transformed into tools with which individuals could improve their
own lives.”
— Fred Turner, From Counterculture to Cyberculture
Access to Tools → Self-sufficiency → Liberal Individualism
The Whole Earth maxim, taken to its furthest extreme, begins to
look like a libertarian political philosophy. This is the logic of Silicon
Valley, is it also the logic of the decentralization movement today?

The “Decentralization” Zeitgeist

Google Ngram only goes to 2008, but we’ve clearly been
here before. What’s different this time?

Switching Networks

Law of Conservation of Modularity
Modular

Interdependent

● Standardized components

● Unique components

● Optimal price, speed

● Optimal function, reliability

● Often outsourced

● In-house

● Rapid adoption

● Slow adoption

● Expands industries

● Creates industries

Clayton Christensen’s Disruption Theory: product or service begins
with simple applications at the bottom of a market, then moves up
market to displace established competitors.
P2P technologies operate within a competitive landscape.
Disruption theory, has explanatory power within this market
framework. The decentralized movement has potential precisely
because it’s a modular framework, competing against an integrated
incumbent.

Biodiversity: Competition & Evolution

● As one species forces out its competitors, the expansion of the
fit species allows for predator populations to rise, thereby
pushing prey populations back down
● Competition necessitates greater species diversity, while the
negative feedback above prevents any one species from
dominating
● The combination of competition and evolution enables a high
degree of biodiversity
Analogies between markets and ecologies must be approached
with caution, but if our objective is to the collapse the locus of
power, we must understand mechanisms through which robust and
diverse ecosystems are maintained.

Vitalik Buterin, The Meaning of Decentralization
Dimensions

Vectors of Attack

■

Architectural

● Fault tolerance

■

Logical

● Attack resistance

■

Political

● Collusion resistance

Looking at current digital communication protocols along the dimension
of logical decentralization, we get something like the following:

RMIT, The Byzantine Political Economy

The blockchain trust model enables pushing the operational
complexity of economic exchange to the edges.

RMIT (Crypto-libertarian) claim: “What cryptographers call
byzantine fault tolerance and economists call robust political
economy is the same thing.”

Political Decentralization, BTC Case Study
● Network Nodes

● Exchanges

● Mining hardware manufacturers

● Payment processors

● Miners

● Lightning Network hubs

● Developers
● Protocol governance

Early snapshot of Bitcoin’s Lightning Network

“There are many tradeoffs, often improving one aspect of
decentralization harms another. We must strive for an
optimal middle ground where all features are adequately
satisfied.”
— Meni Rosenfeld

Decentralization of Wealth, Gini Coefficient
For many, decentralization is measured in terms of this plot,
depicting a population’s wealth distribution:

However, because the Gini coefficient measures relative, not
absolute wealth, a developing country’s Gini coefficient could rise,
due to increasing income inequality, even though the number of
people in absolute poverty is decreasing.

To properly address decentralization, we must understand the long
tails, otherwise we risk furthering class disparity.

Cypherpunk & Individual Sovereignty
“Systems based on the solution presented here can be
compromised only by subversion or conspiracy of all of a
set of authorities. Ideally each participant is an authority.”
— David Chaum, Untraceable Electronic Mail, Return
Addresses, and Digital Pseudonyms (1981)

(Security) Principle of Least Authority
“The Principle of Least Authority recommends that you grant
each program only the authority it needs to do its job.”

“Trusted third parties are security holes.”
— Nick Szabo
The blockchain security model is “trust no one.” This may be
appropriate for some digital infrastructure, however no one
wants to live a society without trust. Trustless systems
should help us coordinate more effectively & more
equitably.

P2P Implies Extra-legality
“Only things that can break the law are truly P2P, ie truly
100% decentralized. Compliance with the law is the
acknowledgment of a ‘privileged non-peer.’”
— Paul Sztorc

BitTorrent accounts for a significant share of US internet traffic

Decentralization as Optionality (Bitcoin)
“Centralization measure is the cost of the option to create a
new full node [where] option valuation includes uncertainty
surrounding future costs.”
— Paul Sztorc

(Re-)decentralizing the Web

Tim Berners-Lee: decentralization is about choice

● End users become data owners
● Apps become views
● Interfaces become queries

This flavor of individual sovereignty sounds great, however,
there’s more to the equation than data ownership.

Facebook and Data Portability, Ben Thompson
The “popular prescription for Facebook’s dominance, data
portability, [is] mistaken. The problem with data portability is
that it goes both ways: if you can take your data out of
Facebook to other applications, you can do the same thing
in the other direction. The question, then, is which entity is
likely to have the greater center of gravity with regards to
data: Facebook.”

Data portability could ultimately reinforce Facebook’s

dominance because their primary competitive advantage is
pure network effect.
This isn’t to say self-sovereign identity or data portability
are all bad, but we must give careful attention to where
power comes from in order to distribute more fairly.

Dangers of Decentralization
● Resource distribution, elite capture
● Low political commitment & consensus
● Transparency & accountability can be
more difficult in some instances
● Maintaining an effective judiciary
● Preventing decentralized corruption
● Low administrative and technical
capacity, difficult to maneuver
Let’s consider what we want P2P & blockchain systems to provide
socially, and then think rigorously about how we can get there.

Thank You

Carol Stetser, Currents (1992)

