
2014 4th Annual ICS/SCADA Security Symposium Abstracts:

Speaker: Brent Huston, MicroSolved, Inc.

Title: State of the Threat :: An Update for ICS/SCADA Asset Owners

Abstract: The speaker will discuss the events of the last 12 months and cover examples of how 
ICS/SCADA attacks are maturing. Forward looking statements will also be made, in an attempt 
to help asset owners prepare for the coming year. Specific focus will be on what controls are 
working better than others and what actions organizations can take today.

Bio: Brent Huston is the Security Evangelist and CEO of MicroSolved, Inc. He spends a LOT of 
time breaking things, including the tools/techniques and actors of crime. When he is not 
focusing his energies on chaos & entropy, he sets his mind to the order side of the universe 
where he helps organizations create better security processes, policies and technologies. He is 
a well recognized author, surfer, inventor, sailor, trickster, entrepreneur and international 
speaker. He has spent the last 20+ years dedicated to information security on a global scale. He 
likes honeypots, obscure vulnerabilities, a touch of code & a wealth of data. He also does a lot 
of things that start with the letter “s”. You can learn more about his professional background 
here: http://www.linkedin.com/in/lbhuston & follow him on Twitter (@lbhuston).

Speaker: Landon Lewis, Pondurance

Title: Open Source Log Collection, Analysis, and Visualization with the ELK Stack

Abstract: Landon will give a high level overview of Elasticsearch, Logstash, and Kibana (ELK) 
and logstash-forwarder (formally Lumberjack). The ELK stack provides a powerful, cost 
effective, and easy to deploy/manage log solution for nearly every text format log type that 
compares with solutions such as Splunk, Graylog2, Fluentd, and ELSA.

Bio: Landon Lewis is a co-founder of Pondurance an Indianapolis-based information security 
consulting firm. He manages the information security and managed service practices that focus 
on Enterprise Security Testing (EST), Application Security Testing (AST), Vulnerability 
Management (VMP), and Network Security Monitoring (NSM). Landon has a strong information 
security background that spans multiple industries and also includes experience in SCADA and 
ICS/DCS environments. Prior to starting Pondurance, Landon gained much of his experience 
working for Accuvant, IBM, Midwest ISO, VeriSign, and Fifth Third Bank.

Speaker: Pim Kennis, E&Y

Title: Cyber-Economic Threats Against ICS/SCADA

Abstract: This talk will cover the effects and mechanisms of cyber-economic attacks.

Bio: I am currently Senior Manager for Cyber-Economic Risk Mitigation in the Advisory practice 
of Ernst & Young. I have 30 years of professional experience focused on information security 

http://www.linkedin.com/in/lbhuston


enterprise security architectures, Incident Response, SOC Operations and Fraud /Misuse 
prevention as well as other computer network operations related matters.

At present, I am involved in the strategy and execution of our new Cyber-Economic Risk 
Mitigation offering. The methodology follows EY’s Cyber-Economic Threat scenarios. These 
scenarios are based on active threats, vulnerabilities and Economic conversion analysis in 
areas like Point-of-Sale (POS) , on-line sales, accounts payables, counterfeit product, 
information theft and others. The focus of these scenarios are, from a Cyber-Economic 
perspective, those that can result in negative impact to shareholder value, loss of consumer 
confidence, loss of market-share and value, loss of Intellectual Property (IP), theft of funds and 
other real world scenarios.

Speaker: Bryan Fite, Security Researcher

Title: Simulating Cyber Operations: “Do you want to play a game?”

Abstract: It’s not polite to hack your neighbor but how else can a nation-state train and assess 
cyber warriors? Simulations and games are an effective approach. However, there are many 
cyber security games, competitions and training platforms. They vary widely in effectiveness, 
assessment capabilities and flexibility. In addition, most are closed and proprietary in nature.  
What is needed is a publicly adopted cyber operations simulation standard to support training, 
assessment and tool & technique development across platforms. I will share an innovative way 
to describe Cyber Operations Simulation elements by abstracting the primitives and describing 
their interaction via a Scenarios Definition Language. I will describe the methodology & 
approach, fundamental object types and teach attendees how to run their own simulations the 
Packetwars way!

Bio: A committed security practitioner and entrepreneur. Having spent over 25 years in mission-
critical environments, Bryan is uniquely qualified to advise organizations on what works and 
what doesn’t. Bryan has worked with organizations in every major vertical throughout the world 
and has established himself as a trusted advisor. “The challenges facing organizations today 
require a business reasonable approach to managing risk, trust and limited resources while 
protecting what matters.”

Speaker: Panelists: Josh Anderson, Mike Radigan, John Davis

Title: The Maturing ICS Security Market Space

Abstract: We hear a lot of talk about how ICS & SCADA systems and components are insecure. 
The media hype cycle is both loud & widespread. But, there is good news as well. This panel 
discussion will talk about the ICS Security market space is doing, how controls are maturing and 
how organizations are growing their attention to and demand for appropriate ICS protections. 
Representing the views of component manufacturers, asset owners and security consultants, 
the panel will field questions, including those sent in from the audience.



Bio: Josh Anderson has been working on ICS security for more than 14 years and currently 
serves in a security role for a natural gas company. Mike Radigan is a bit of security guru and 
has been involved with ICS component manufacturers longer than any of us can remember. 
John Davis is a 10+ year security consultant who specializes in policy/process/risk assessment 
for ICS asset owners.

Speaker: Chris Sistrunk, Mandiant

Title: Network Security Monitoring in ICS 

Abstract: Why haven’t we seen more ICS-focused attacks?  Perhaps it’s because we’re not 
looking for them.  The current state of security in Industrial 
Control Systems is a widely publicized issue, but fixes to ICS security issues are long cycle, with 
some systems and devices that will unfortunately never have patches available. In this 
environment, visibility into security threats to ICS is critical, and almost all of ICS monitoring has 
been focused on compliance, rather than looking for indicators/evidence of compromise. The 
non-intrusive nature of Network Security Monitoring (NSM) is a perfect fit for ICS.  This 
presentation looks at using NSM as part of an incident response strategy in ICS, various options 
for implementing NSM, and some of the capabilities that NSM can bring to an ICS cyber 
security program. 

Bio: Senior Consultant in Mandiant’s Strategic Solutions Consulting practice, focusing on cyber 
security for industrial control systems (ICS) and critical infrastructure. Prior to joining Mandiant, I 
was a Senior Engineer at Entergy (over 11 years) where I was the Subject Matter Expert (SME) 
for Transmission & Distribution SCADA systems. I have 10 years of experience in SCADA 
systems with tasks such as standards development, system design, database configuration, 
testing, commissioning, troubleshooting, and training. I was the co-overseer of the SCADA, 
relay, and cyber security labs at Entergy Transmission for 6 years.

Speaker: Jim Klun, MicroSolved, Inc.

Title: Death By Silos: Information Sharing for IT/OT & Upper Management

Abstract: In this talk I will be discussing - from practical experience and observation - how 
critical communication between groups is in any effort to improve information security. 
Restrictive organizational structures, "not my job"-ism mentalities, and political infighting 
are often at the root of information security disasters. I will describe what I have seen 
and what I did about it- and what you may be able to do as well.  If not you - who? 

Bio:  Jim has spent 30+ years in IT:  Commercial OS development, systems administration, 
technical management, security evangelist/architect Mainframe,  Linux, and Windows OS.  
Data-center security architecture design: DMZs, management zones, and tiering, two-factor, 
logging. He has worked with various technical, user, and business communities to get 
sometimes painful changes made for security reasons. 


