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By: Brent Huston 

Quick Overview of Your Career and Expertise: 
In 1992, I was working as a systems administrator for The Ohio State University and formalized my 
career-long association with internetworking. While working for one of the first ISPs in Columbus, 
Ohio, in 1995, I built the second major web-based shopping center, Americash Mall, using Cold 
Fusion and Oracle. My focus started to turn to security around the turn of the century. Internet-driven 
malware were becoming the norm by this time, and applications were susceptible to attack like never 
before. In 2003, I wrote the security and deployment chapters of the often-referenced Professional 
ASP.NET Web Services for Wrox and began my career in pen testing and threat modeling with a web 
services analysis for the State of Ohio. Currently, I is working as a security-minded software architect 
specializing in the Microsoft space. I have recently designed a global architecture for a 
telecommunications web portal, modeled threats for a global travel provider, and provided identity 
policy and governance for the State of Ohio. In addition, I is actively publishing, with the latest effort 
being Windows 8 Application Development with HTML5 for Dummies. 

Many ICS user organizations are beginning to leverage commercial off-the-shelf web 
application software to interface with ICS deployments or manage ICS data. At a high level, 
what are some the security ideas that they should keep in mind when doing so? 
Something like SharePoint, for instance, is a surprisingly good match point for point in ICS 
management. It's easily automated by a user, has a good model for organizing loosely related data, 
and is easy to get support for. While it is easy to use, it is not easy to set up, nor is any other 
document management system. The first consideration will always be authorization. The user model 
for any web application framework is daunting, especially if it is integrated with your primary user 
store. Parts of the web application need to have advanced permissions to access certain parts of the 
ICS, but one must make sure that those permissions are carefully segregated from web users. 
Another consideration is command injection. Improper sanitization of inputs in what will eventually be 
sent to a SCADA backend can cause unintended operations to be run on said system. Many off-the-
shelf web frameworks fail dramatically in the input sanitization department. 

How can an organization who is buying a commercial web product go about validating the 
application’s security posture? 
By far the easiest way is an application vulnerability assessment. A tester will use a standard like the 
OWASP Application Security Verification Standard and look at all facets of the application to assure 
that it meets expectations. 

If the application is going to be hosted “in the cloud”, or is part of a *aaS model, are there 
additional considerations? 
Yes and no. Probably your internet applications are hosted on servers that you don't directly control 
anyway, so using a PaaS solution, for instance, isn't much different. Do remember, however, that 
there might be regulatory considerations for data movement. And as always, assume that the data will 
at some point be compromised, so encrypt accordingly. 
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How should an organization go about prioritizing information security testing or reviews when 
they have many many applications involved with critical infrastructures or data assets?  
This is a two step process. First, a risk assessment must be done to consider the priority of the 
existing applications. Use the OWASP Rish Rating Methodology to determine where the efforts on 
existing applications should go. Then, more importantly, build a security assessment into your SDLC 
and procurement process. This is a non-optional step in the acquisition of software. 

Are there short cuts that they can leverage to speed up security improvements and lower the 
budget requirements? 
Surprisingly, buying fewer products to do the job, and just doing the job, is better than less expensive 
in the long run. There simply aren't any truly great automated tools for application vulnerability 
assessment out there. Your best bet is to find a trusted partner, do a risk assessment, and then have 
the testing done at a reasonable pace. 

If you came into an organization, let’s say a utility, and they had 4 different commercial web 
applications involved in managing the flow of water, what would be at the top of your priority 
list as the new CIO, in terms of web applications? 
Risk assessment is the first thing on my list - I need to know where I stand. Discovery of all access 
and integration points, and making sure someone on the team knows what they are and what their 
status is all the time, it priority. Second is ASVS Level 2. I'd have a trusted partner come in and test a 
QA instance of all four applications in my environment, to assure that the gates are closed. 

Thanks for the interview! Please tell the readers where they can contact you and what new 
projects are you working on currently: 
You can always find me on Twitter at https://twitter.com/sempf or on my blog at http://
www.sempf.net/. Project-wise, I am working on developing an Identity Management System for a 
health care company. I am also one of the developers of MicroSolved's TigerTrax, the leader of the 
OWASP .NET Project, and setting up a Minecraft server in Microsoft Azure for my son and his friends.
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