
 

8901: Maintaining Confidentiality of Student Records 

The Exeter-West Greenwich School Committee is aware of increasing requests for access to 

student educational records from institutes of higher learning, employers, and military recruiters 

and other non-school persons and agencies who may share common interest in the welfare and 

education of students.  The school committee intends that granting access to student personal 

records will be in full observance of ethical and legal standards that protect the privacy rights of 

students and parents. 

Proclamation 

 In accordance with this policy, the school committee herein directs the superintendent to 

have in effect policies and procedures, in each school that provide for: the secure accumulation 

and storage of confidential student educational records; parental and student access to their 

records; and disclosure of confidential records to third-parties only in strict compliance with all 

applicable state and federal laws and regulations.  

Scope 

This policy covers the requirements imposed onto the schools by federal and state laws and 

regulations that pertain to: the confidentiality that must be maintained in accumulating, storing, 

disclosing and transferring student educational records; the controlled release of these records to 

need-to-know school personnel and government officials; and the rights afforded to parents and 

certain students to access, review, and protest the content of their child’s records or their own 

records and the right to approve or deny such access to others. 

Definitions 

In the context of this policy the definition of terms is as follows: 

Student—means any individual who is or has been in attendance at any of the E-WG schools.  

Educational records—means all records, files, documents and other materials including health 

and discipline records that are directly related to a student’s education and that are maintained by 

the E-WG school district.  

Parent—means the parent of a student and includes natural parent, a guardian or another person 

acting as a parent in the absence of a parent or guardian.  Also included is a student’s step-parent 

who resides with the student.  

Eligible student—means a student enrolled in an E-WG school who has reached the age of 18 

years, or any student who has enrolled in a post-secondary educational institution. 

Party—means an individual, agency, institution or organization.  

Disclosure—means to permit access to or release, transfer or other communication of personally 

identifiable information contained in a student’s educational record to any party or parties, by any 

means. 

School administrators—means principals and their staff and designees. 

I. Family Educational Rights and Privacy Act (FEPRA) 

       This federal law of 1974 protects the privacy of student educational records.  Among the 

education agencies and institutions covered by the law are all K-12 public schools and preschool 

programs that receive federal funds   
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II. Parent and Eligible Student Basic Rights 

FERPA grants parents certain basic rights of access to their children’s educational records.  

These rights transfer to the student when he or she reaches the age of 18 or attends an institution 

of post-secondary education.  Students to whom the rights are transferred are termed “eligible 

students.” These federal rights are augmented by The Rhode Island Educational Records Bill of 

Rights, Chapter 16-71 of RI General Laws    

In compliance with FERPA and RI General Law 16-71-3, E-WG school administrators shall 

provide parents and eligible students with the following rights to: 

1. Personally inspect and review a student’s educational records (their child or their own 

records if an eligible student) within ten business days of the school administration’s 

receipt of a request for access, in writing, from the parent or eligible student; and to have 

the records preserved as long as a request to inspect is outstanding.  

2. A response to reasonable requests for explanations and interpretations of a student’s 

educational records; and to request, in writing, an amendment to or deletion of any 

information that the parent or eligible student believes is inaccurate, misleading, or in 

violation of the student’s right to privacy. 

3. Place a statement in a student’s educational records commenting on any contested 

information contained in the records; to have any such statement maintained in the 

records for as long as the records are maintained; and to have the statement disclosed 

whenever that portion of the records relating to the statement is disclosed. 

4. Copies of a student’s educational records.  The cost per copied page of written records 

shall not exceed fifteen cents and there will be no fee accessed to search for or retrieve 

the records. The schools shall also provide copies of electronically maintained records. 

5. Have the records kept confidential and not disclosed to any other individual, agency or 

organization without prior written consent from the parents or eligible student, except to 

the extent that the disclosure of records is specifically authorized by FERPA or other 

applicable law or court process. 

6. Challenge, in writing, the contents of a student’s education records; request a hearing 

with the school principal to resolve the challenge; and if dissatisfied with the principal’s 

decision, the challenging person may appeal to the superintendent and then to the school 

committee.  The challenging person shall also have the right to insert a written 

explanation of the challenge into the student’s educational records. 

7. File a complaint, concerning alleged failures of the school district to comply with FERPA 

requirements, with the RI Commissioner of Education or the Family Policy Compliance 

Office, U.S. Department of Education, 400 Maryland Avenue, SW., Washington, DC 

20202-4605.       

III. Disclosure of Student Personally Identifiable Information 

In compliance with the federal law, E-WG school administrators shall not disclose 

personally identifiable information from any student’s educational records to any party or parties 

without prior receipt of a consent form signed and dated by the student’s parents or by an eligible 

student consenting for disclosure of his or hers own records.  The consent form shall be provided 

by the school administrators and shall specify the records that may be disclosed, the purpose of 
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the disclosure and the party or parties to whom the disclosure may be made.  For purposed of this 

prohibition, personally identifiable information shall include, but not be limited to: 

 The student’s name; 

 The name of the student’s parent or other family member; 

 The address the student or student’s family; 

 Any personal identifier, such as the student’s social security number or student number;  

 Lists of personal characteristics that would make the student’s identity easily traceable, or 

 Any other information would make the student’s identify easily traceable.     

However under certain conditions, FERPA allows disclosure of a student’s educational 

records or portions thereof, which contain personally identifiable information without prior 

consent from the affected parent or eligible student.  Albeit such disclosures are permitted by 

FERPA, E-WG school administrators shall make a reasonable attempt to notify parents and 

eligible students prior to the any disclosure of personally identifiable information. 

Such disclosures, as allowed by FERPA, must meet one or more of the following conditions: 

(This is not an exhaustive listing.)  

 To school administrators or school employees who have a need to know; 

 To officials of other schools in which the student is enrolled or intends to enroll; 

 To appropriate parties in connection with financial aid to a student; 

 For purposes of school accreditation;  

 To officials conducting evaluations or studies on behalf of the E-WG school district;  

 To auditing or evaluating officials of certain state or federally supported programs; 

 Individuals who have obtained court orders or subpoenas; 

 Appropriate parties in case of health or safety emergencies; and 

 State and local authorities, within a juvenile justice system, pursuant to specific state law. 

School administrators shall deny requests for student educational records from any party or 

parties claiming FERPA permitted conditions other than listed above.  Such request will be 

referred to the E-WG legal counselor through the superintendent.  

IV. Disclosure of Student Directory Information 

Under provisions of FERPA, certain non-confidential directory information may be 

disclosed from students’ educational records without consent from parents or eligible students 

unless they object within ten days of  receipt of notice of the intended disclosure from school 

administration by providing a signed and dated written objection to the school principal.  The 

written objection shall include the name of the student(s) and name and signature of the parent or 

eligible student.  Such objection shall be in effect for the school year and must be renewed 

annually.  The school administration notice shall include a listing of the directory information 

that may be released without consent.  Inclusion of this listing in student handbooks will 

constitute notice. The school offices shall also have available to parents and eligible students 

condensed copies of their rights regarding disclosure of directory information.  

  Directory information that may be disclosed without written consent consists of, but is not 

limited to: the student’s name, grade, dates of attendance, participation in school-sponsored 

sports and activities, awards received, and height and weight for members of athletic teams. 



 4 

 Student photographic images are also considered directory information; however, disclosure 

of student images shall be permitted only in accordance with school committee policy 8905: 

Publication of Students Images. 

The second exception to the disclosure of directory information regulation is compliance 

with the Federal No Child Left Behind Act of 2001, which requires that student names, addresses 

and telephone numbers be available to military recruiters or institutions of higher education upon 

notification of parents and eligible students who shall have opportunity to deny such disclosure.  

School committee policy 8610: Access to Students’ Personal and Academic Information governs 

compliance with this NCLB requirement.  

V. Student Health Records 

Student health records maintained in the schools are also “educational records” as defined by 

FERPA.  Such records shall include immunization and treatment records and any disclosed 

personal notes taken by school nurse-teachers regarding a student’s health.  Student health 

records shall be maintained in secure repositories by the school nurse-teachers and school 

administrators. In addition there are state requirements imposed on the accumulation, use of, 

disclosure and disposal of student health records.  These state requirements are cited in the Rules 

and Regulations for School Health Programs, Section 14.3 Health Records and subsections 

thereto as promulgated by the RI Department of Health, and in applicable sections of RI General 

Laws 16-71-3 and 5-37.3-4.  Provided however, should conflict exist between state and FERPA 

regulations, FERPA shall be given precedence.   Health records for students age 18 or older are 

exempt from FERPA regulations. 

Personal notes containing student health information made by a school nurse-teacher and 

exclusively used by that nurse-teacher or a substitute nurse-teacher are exempt from FERPA 

regulations.  However, any other use or disclosure shall make such notes subject to FERPA 

regulations. 

Health records of students affected with the AIDS virus or Hepatitis are separately addressed 

in school committee policy 4150: AIDS Virus—HIV/Hepatitis. 

VI. Special Education Records 

Ever student with disabilities, who receive services under provisions of the federal 

Individuals with Disabilities Education Act (IDEA), shall have two separately but not 

independently developed sets of records. 

One set shall comprise the student’s own “educational records”, such as attendance, grades 

courses taken.  Student educational records shall be accumulated, maintained and disclosed only 

in accordance with FERPA regulations as set forth in this policy. 

The second set shall document the student’s eligibility for special education, the services that 

the student will receive and the monitoring, evaluation of and as needed adjustment to the 

student’s individual education program (IEP).  Such records shall be subject to the confidentiality 

requirements of IDEA and shall consist of, but not be limited to 

 Records of referral; 

 Reports of assessment, including educational, physiological (medical, speech, hearing, 

vision) psychological, sociological; 

 Permission statements from parents for initial testing and placement, three year re-

evaluations or any subsequent testing as may be needed and in making placement 

decisions; 
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 Summary of eligibility meeting minutes; and 

 Individualized educational programs. 

These confidential IEP records shall be maintained in a secure repository by the Special 

Education Services’ designated custodian of confidential special educational records in 

compliance with IDEA.  

Access to special education records shall require a written request to the official responsible 

for their confidentiality.  Such request, if approved, shall be come part of the record requested.  

Those with access to Special Education records are limited to the following:  

 Parents, guardians, and students who have reached 18 years of age; 

 The RI  Department of Education as required by state and federal regulations;  

 The school district special education diagnostic team; 

 The building administrator(s) where the student is receiving services; 

 Teacher(s) currently working with the student, and 

 The school guidance counselor and nurse-teacher.  

Under provisions of IDEA, parents and students who have reached 18 years are granted the 

following rights, in respect to their child’s or their own records, to:  

 Inspect and review the educational records of a student with an IEP; 

 Have a representative of the parent inspect and review the records prior to any meeting or 

hearing regarding the student’s IEP; 

 Be provided with copies of their student’s IEP and evaluation reports; and 

 Be given the right to request destroying of no longer needed educational records of 

students with IEPs.  The school shall not destroy any records while there is an out 

standing request to inspect or review the records.  

VII. Managing Student Educational Records 

The principal in each school, under the supervision of the superintendent, shall be 

responsible for the management of student educational records in his or her school.  The 

principal may designate a staff member as custodian to manage the collection, storage, security, 

controlled disclosure and disposal of dated records.  Such management shall be conducted in 

compliance with all applicable federal and state laws and regulations. 

Each school shall have a secure centrally-located repository for the storage of education 

records.  The assigned custodian of records shall maintain a current, publicly available, list of all 

school employees with need-to-know access to student records.  In addition each school shall 

have record management procedures, which include but are not limited to the following: 

 Require that all educational records that are maintained on an individual student be the 

student’s official school record. 

 Ensure the protection of confidentiality of personally identifiable information of 

educational records during collection, storage, disclosure and disposal. 

 Prior to responding to any request for access to a student’s educational record, other than 

requests from parents or eligible students: ascertain that the requested access is permitted 

by FERPA; require the signature, with date, of the requester and a statement of purpose 

for the request.  These particulars of each such access shall be maintained in the student’s 

records.  
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 Obtain and file a written consent form, signed and dated by the parent or eligible student, 

prior to disclosing personally identifiable information, except to the extent that FERPA 

authorizes disclosure without consent. 

 Provide access to parents the educational records of their child and to eligible students’ 

access to their own in a timely manner.  

 Provide annual notification to parents and eligible students of the rights afforded to them 

by federal and state laws, as listed in Section II of this policy.  Provide such notice in an 

understandable form to non-English speaking parents.  

 Provide public notice prior to disposal of out-dated educational records. 

 Provide for the retention of records for five years after the student has left school. 

VIII. Transfer of Educational Records 

A student’s educational records, or portions thereof, shall be transferred to another school or 

educational institution, in which the student is enrolled or intends to enroll, upon a written 

request from the parent, eligible student or the other school.  If the request is made by the eligible 

student, the parent shall be notified of the transfer, receive a copy of the record, if desired; and 

have an opportunity for a hearing to challenge the content of the record. 

Parental consent is not required by FERPA to transfer a student’s educational records to 

another school; provided that the sending school has included in its annual notification to parents 

that education records will be transferred.  However, school administrators must make a 

reasonable attempt to notify the parent or eligible student of the transfer.  The parent or eligible 

student, upon request, shall be provided a copy of the transferred records and have the right to 

challenge the content of such records. 

When a student transfers to another school within the E-WG school district, the student’s 

educational records including the student’s discipline and cumulative school health records shall 

be transferred at the same time.  When a student transfers to another school district, FERPA 

requires that the E-WG sending school transfer any and all educational records, including health 

and discipline records to the school to which the student is transferring.  The E-WG sending 

school, as required by Section 14.3 of RI Department of Health Regulations (R16-21-SCHO), 

shall retain a copy of the student’ health records when the transfer is to another school district 

within Rhode Island; when the transfer is out state, the sending school shall retain the original 

health records and transfer a copy. 

Educational records, except student health records, shall be transferred to out of district 

schools sealed in an envelope marked “Confidential Educational Records” and addressed to the 

school which the student intends to attend.  Student health records, as required by Section 14.3 of 

(R16-21-SCHO), shall be separately transferred in a sealed envelope marked “Confidential 

Student Health Records” and addressed to a health care professional authorized to receive health 

records at the receiving school; or the sending school administrators may hand deliver either or 

both sets of records, so sealed and so marked, to the parent or eligible student.     

IX. Federal Health Insurance Portability and Accountability Act (HIPPA)   

This act requires the adoption of national standards for electronic transfer of health care 

transactions and the adoption of security and privacy rules to protect personal health information. 

Health care providers are subject to the HIPPA rules.  Public schools are health care 

providers; however student health records maintained in public schools are protected by FERPA 

and not subject to the HIPPA privacy rule.  Also exempted are special educational records, which 
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are protected by both IDEA and FERPA.  Public schools however must comply with the HIPPA 

transaction rule if they transmit any personal health information electronically in connection with 

a HIPPA standard transaction.  Electronic billing of a third party insurer, such as Medicaid, is a 

standard transaction.  However, the transaction rule does not apply to paper transactions. 

The Special Education Services department of the E-WG school district electronically bills 

Medicaid and other health insurers.  Therefore, the director of Special Educational Services shall 

have in-place policies and procedures that ensure compliance with the HIPPA security and 

standard transaction rules.  Such policies and procedures shall provide the following safeguards:  

 Assign a staff employee to administer and execute all electronic transactions; 

 Restrict access to the electronic equipment and software used to electronically transmit 

student personal health information; 

 Protect student personal health information that is electronically stored; 

 Assure that student personal health information is electronically transmitted only to third 

parties that are compliant with HIPPA security and standard transaction rules; and 

 Maintain an inventory of all student personal information stored and or transmitted 

electronically.          

The HIPPA privacy and security rules do not apply to E-WG student health programs, which 

are administered by school principals and school nurse-teachers under provisions of FERPA.   

However, and in the manner described above, compliance with the HIPPA transaction rule shall 

be required if the school nurse-teachers electronically transmit any student personal health 

records to any health insurer.  Such HIPPA involvement can and should be avoided by use of 

paper transfers.  And albeit school nurse-teachers are not normally subject to HIPPA requirements 

they should follow reasonable safeguards for sending and receiving student personal health 

information by FAX.  

X. Applicable Federal and State Laws and Regulations 

Federal: 

Family Education and Privacy Act of 1974 

Individuals with Disabilities Education Act 

No Child Left Behind Act of 2001 

Health Insurance Portability and Accountability Act 

RI  General Laws and Regulations: 

5-37.3  Confidentiality of Health Care communications and Information  

5-37.3-4  Limitations on and permitted disclosures 

16-71  The Rhode Island Educational Records Bill of Rights Act 

16-71-3  Educational records access and review—Confidentiality of records 

16-39-1   Appeal of matters of dispute to commissioner 

RI Department of Health Regulations (R16-21-SCHO), Section 14.0 Health Records. 

Policy Dissemination 

This policy shall be disseminated to all policy book holders. 

Effective Date 

This policy shall become effective on the date of adoption by the school committee. 

First Reading:       November 27, 2007 

Second Reading:   December 11, 2007  

Adopted:        January 8, 2008   


